
US 20070229910Al 

(19) United States 
(12) Patent Application Publication (10) Pub. N0.2 US 2007/0229910 A1 

Ulybin (43) Pub. Date: Oct. 4, 2007 

(54) METHOD AND APPARATUS FOR Publication Classi?cation 
COMMUNICATING FAX DATA OVER THE 
INTERNET (51) Int- Cl 

G06F 3/12 (2006.01) 
(52) US. Cl. ......................................... .. 358/405; 358/1.15 

75 _ . . . . . ( ) Inventor. Vladimir Ulybin, Rishon Lezion (IL) (57) ABSTRACT 

A fax transmission method is provided for transmitting fax 
Correspondence Address: related data over packet switched network. The may include 
EMPK & SHILOH, LLP using a ?rst streaming protocol to encapsulate a fax data set, 
116 John St. and further encapsulating the fax packet using a second 
Suite 1201 streaming protocol. The method may also include receiving 
New York, NY 10038 (Us) a packet and de-encapsulating it by using the second stream 

ing protocol to obtain a fax packet, and further de-encap 
sulating the fax packet using a second streaming protocol, to 

(73) Assignee; Audiocodes Ltd,’ Lod (1L) obtain a fax data set. An apparatus is also provided for 
transmitting fax related data over packet switched network, 

(21) Appl, No.1 11/395,393 which utilizes the fax transmission method. The apparatus 
may be a network gateway, an Internet Aware mobile phone, 

(22) Filed: Mar. 30, 2006 Internet Aware fax or Internet Aware modem. 

Fax Samples OutV631 Fax Samples In 

630 f611 l f602 
Fax Transmitter = " Mstatll > Fax Receiver achlne 

GEN ‘ 3 T.30 Control I Fax Image Data 
T.30Ilmage Dam [677 v ,_ s03 

Buffers l 

1 \ 28 Time - 1)’ T18 {FF * 
130 Control / 1m Image Data V6 r627 64? PM ehw 

Timeslamp 
T38 Decoder 648 T38 IF P l + Timesmmp l 

646X ms lFP J26 r645 " 649 
. _ RTP Error Recovery Tim?mmp' I . * 

* IP Tlme ' RTP Plav out Buffer 650 J RTP Packetlzer 

T RTP Tirncstamp 544/‘ kR'l'l’ Sequence Number‘ 
647 J T‘ _ 113s IFP, A 

641 RTP Redundancy 651 

* RTP ' RTP: RTP Header + 

ne-P?jlfelller 643x T38 lFP + RTP Redundancy 
RTP: RTP Header+T.38 IFP Rn, Hm," RTCP 

+ RTP Redundancy 5427 ' statistics 605\ _ ' 

5%, Packet Interface Packet Interface 
4 L 

RTPlUDP/IP RTP/UDp/[p 

/" e20 610\ ‘ ' "\ 
612 Full’ Packet 6 Full’ Packet Out 601 



Patent Application Publication Oct. 4, 2007 Sheet 1 0f 8 US 2007/0229910 A1 

100 

102 112-_\\ 

1%)? IP Network Fig. 1 

101 













Patent Application Publication Oct. 4, 2007 Sheet 7 0f 8 US 2007/0229910 A1 

@ .5 

581 “EU. 523: Em 523: “5: 5821a. 
_ _ _ 

5w .\ N8 .\ 8w k gm k 

3030.5 mzmoantlgmmm 
s .252 a; 

cow 



Patent Application Publication Oct. 4, 2007 Sheet 8 0f 8 US 2007/0229910 A1 

d 1 | I l l l I l | I I | l ¢ | | I l l ||_ 50 835mm 36> 

@ .wE cam am. ................................................. ... ................................... ......................................... a ........................................ Ema 
I 26 E05 EO> 5 :6 3%; ti “E E5 a8: 5 “22$ H: m 
V // m 

8m \ i o 5 m 2.52m; 

EEDDEPK . ‘ 
35.55 “av-2E 35.82: “BEE 

i r m Bé PE ,/ 5m 

32E 5H + 55m Him ,(mom 8:22am “ | | l | d?omml mwm K aim llwmm " “PU/MM .526: “pm 332E 5E 

mam l ECEEE mhm 

I l | I . . . .Ewtu uw Ion 

m8 .| | I | Iv :Esii .ia @585; .m him {\- ; v /( m \\ 
" Km 8%) M 8m 

. ..... -L ...... -. has“; 5; . i ‘ 

m howoucm 36> mmm\ 05C. \?ugwuwwuctm 

" .... Z - ...... L . o w. um 

08k W _ m R@\ m 5.5.5 5E fmwm 

_ \ r /( w “ bEUtm my; vow .5239 my; 
_ w . 

" mmo .anzozuwm W ?mwmwwwrvmw f (Rm 
_ @551 mm“ . wzmcsn 

“ \Erd v0.5a: x51 fmom . is; uw=E=omF .355 n. n 

“ wow U c .r n h Kama 
H 3230a 5E M v achwuwz M v ._oEEm=c..P 5E 

_ 

\ 

" N8 \ w P 5 \ @ W08 

5 mmEEnm 36> E wot-8am 5G “:0 “En-cam 5E 

wmmk ................................... FEQ 



US 2007/0229910 A1 

METHOD AND APPARATUS FOR 
COMMUNICATING FAX DATA OVER THE 

INTERNET 

FIELD OF THE DISCLOSURE 

[0001] The present disclosure generally relates to the ?eld 
of communication systems. More speci?cally, the present 
disclosure relates to a method and apparatus for communi 
cating a facsimile data over the Internet. 

BACKGROUND 

[0002] Wide area networks (WANs) are used to connect 
local area networks (LANs) together, so that users and 
computers in one location can communicate with users and 
computers in other locations. Owing to the ongoing devel 
opment/proliferation of WANs, such as the Internet and 
similar Internet Protocol (“IP”) based networks (hereinafter 
more generally referred to as “IP networks”), more and more 
people use IP networks to exchange various types of infor 
mation such as data, video and audioiincluding voice and 
fax calls (which are herein de?ned as any call(s) correc 
tion(s) which permit or actually transmit or receive signals 
corresponding to any one or more of the aforementioned 
types of information, all of which are more generally 
referred to herein as “fax calls”). Since communication of 
fax calls between two suitable (herein sometimes called 
“fax”) machines over IP networks typically involves trans 
mission and reception of fax tones and fax data through 
gateways, such gateways are adapted to handle both fax over 
Internet Protocol (“FoIP”) and other information, such as 
voice over Internet Protocol (“VoIP”) communications. 
Therefore, gateways typically include a fax relay for 
enabling such fax calls, and speech coder and voice band 
data (“VDB”) paths for enabling verbal and modem com 
munications. 

[0003] In a communication network, the term “gateway” 
(also called protocol converter) generally refers to a network 
node that is equipped for interfacing with another network 
that uses different protocols. A gateway is commonly posi 
tioned at a common intersection between a Local Area 

Network (“LAN”) and a WAN, and it may contain devices 
such as protocol translators, impedance matching devices, 
rate converters, fault isolators, or signal translators as nec 
essary to provide system interoperability. A protocol trans 
lation/mapping gateway interconnects networks with differ 
ent network protocol technologies by performing the 
required protocol conversions. Routers are special cases of 
gateways. More about gateways may be found in “Access 
Gateways” (International Engineering Consortium, 2005). 
[0004] Because of the different features and requirements 
that are involved in fax and voice communications, two 
different types of packet streams are typically independently 
used in two different modes of operations. The ?rst type of 
packet stream is used in VoIP communications and is known 
as a real-time transfer protocol (“RTP”) packet stream. An 
International forum called the Audio Video Transport 
(“AVT”) Internet forum de?ned the RTP protocol in several 
Request For Comment (“RFC”) speci?cations, for different 
media types and purposes. For example, common RFCs for 
VoIP are RFC 3550 (“A Transport Protocol for Real-Time 
Applications”), which obsoletes RFC 1889, RPC 2198 
(“RTP Payload for Redundant Audio Data”), RFC 2733 
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(“An RTP Payload Format for Generic Forward Error Cor 
rection”) and RFC 2833 (“RTP Payload for DTMF Digits, 
Telephony Tones and Telephony Signals”). 

[0005] Typical signals that are transferred over the RTP 
path are voice signals, dual-tone multi-frequency (“DTMF”) 
signals, channel-associated signaling (“CAS”), modem sig 
nals that are relayed according to RFC 2833 speci?cation(s) 
or transferred in Voice-Band-Data (“VBD”) mode, video 
signals and the like. A RTP path, which may be used for 
processing RTP and RTP-related data, may include use of 
procedures that facilitate the encryption and/or protection of 
streams of packet loss, packets reordering and other proce 
dures. Switching between different types of RTP streams 
(for example, regular voice, DTMF, VBD and video data) is 
performed in real-time by using payload types (as unique 
stream identi?ers) transferred within (encapsulated in) RTP 
headers. Usually, switching between different types of RTP 
streams does not require any real-time negotiation between 
gateways involved in the communication session. 

[0006] Attempting to utiliZe RTP path as is (without 
adaptation) to communicate fax data typically results in 
rendering the devices involved in the communication (the 
gateways and fax machines, for example) signi?cantly less 
reliable and less interoperable. Therefore, a different type of 
a packet stream is involved in FoIP communications, which 
is known to a person with skill in the art as a “T.38 packet 
stream”. T.38 packet streams are processed in a T.38 path. 
The term “T.38 path” generally refers to an electronic circuit 
which may be located or associated with a gateway and an 
associated processing routine that are involved in the pro 
cessing (encoding, decoding, recovery and so on) of a fax 
relay data stream (T.38 packet stream). A T.38 data packet is 
formatted according to T.38 Recommendations and relayed 
over IP networks by using TCP or UDPTL. A T.38/TCP 
protocol which introduces large delays of fax signals is 
seldom used and, therefore, this type of protocol will not be 
referred to hereinafter. The T.38/UDPTL transport includes 
procedures that facilitate the protection of streams of packet 
loss and packet reordering for enabling the communicating 
gateways to independently correct T.38 stream errors. These 
procedures include the use of UDPTL sequence numbers 
and error protection scheme(s). A typical error recovery 
method used in T38 UDPTL includes using a redundancy 
feature that utiliZes “secondary packets”. Another UDPTL 
error recovery scheme utiliZes parity forward error correc 
tion (“FEC”). The latter mentioned two procedures or 
schemes are more fully described in the T38 Recommen 
dation. 

[0007] Each type of packet stream has advantages and 
drawbacks, as more fully described hereinafter. For 
example, the T.38/UDPTL protocol is a well-known proto 
col that has long been in extensive use by fax relays, and it 
has an advantage that gateways and fax machines from 
different vendors introduce high interoperability, which 
means that different gateways/fax machines and the like can 
exchange fax messages in a convenient way, regardless of 
the vendor of the device (gateway, fax machine and the like) 
involved in the communication. In addition, T.38/UDPTL 
allows duplication of UDPTL packets for ensuring that at 
least one packet of its kind will be received intact at the 
receiving (remote) gateway or other device. For example, a 
gateway may generate ?ve copies, or replicas, of a packet 
and successively forward them over the IP network to a 
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receiving gateway, Which Will probably receive the original 
packet, or at least one of its replicas. However, as opposed 
to the RTP protocol, the T38/UDPTL protocol does not 
alloW encryption, Which may render information susceptible 
to interception. In addition, UDPTL packets are not time 
stamped and, therefore, no communications -related statistics 
may be calculated, or evaluated, though this is usually not as 
critical in fax communications as it is in cases of real-time 
audio applications. 

[0008] Regarding RTP packet streams, each RTP packet 
Within a transmitted stream is assigned a unique sequence 
number and timestamp that may be utiliZed by the receiving 
gateWay to calculate packets’ statistics, evaluate the quality 
of the communication path and collate (reorder) packets that 
Were received out of order. For example, statistics calcula 
tions may relate to the travel time of packets that arrive at the 
gateWay, delay, jitter and so on. In addition, RTP alloWs 
encryption of data and, thus, it offers an improved security 
of communicated data. HoWever, assigning (as by the gate 
Way) a unique sequence number to each RTP packet also has 
a draWback, Which is its inability to duplicate packets. 

[0009] RTP and T38 packet streams are generally handled 
by the gateWays independently of one another. Regarding a 
given gateWay at a given communication state, either an RTP 
packet stream or an T38-type packet stream may be handled 
by the gateWay, but not both types at the same time. Put 
differently, if a fax machine operates as a telephone (or as a 
fax machine), the gateWays involved in the voice (or in the 
fax data) communication Will enable the RTP path (or the 
T38 path) While disabling the T-38 path (or the RTP path), 
respectively. 
[0010] Therefore, Whenever a fax call involves transmis 
sion of voice signal/fax tones and fax data, the gateWays 
involved in the fax call have to sWitch from one mode of 
operation (such as RTP or T38) to the other mode of 
operation (T38 or RTP). That is, these gateWays Will, at 
times, enable the RTP path to handle a RTP packet stream 
(the VoIP part of the call), While disabling the T38 path, and, 
at other times, they Will enable the T38/UDPTL path to 
handle a T38 packet stream (the FoIP part of the call), While 
disabling the RTP path. The term “disabling the T38 (or 
RTP) path”, refers to disabling an electronic circuit and/or 
(depending on the communication progress and application 
type) a softWare module/ element that are normally involved 
in the processing of the T38 (or RTP) data stream. In order 
for the gateWays involved in the communication session to 
correctly sWitch betWeen a RTP mode of operation and a 
T38 mode of operation, the gateWays may initiate a real 
time negotiation by using a special protocol or auxiliary 
commands that may be forWarded to the gateWays by a 
media gateWay controller, for example, to inform, or notify, 
the gateWays about the expected type of data stream that is 
about to arrive at the gateWays. In cases Where a gateWay 
forWards both RTP and T38 packets streams (not at the same 
time) via the same destination port, such a real-time nego 
tiation is mandatory. 

[0011] Transitions betWeen RTP to T38/UDPTL modes of 
operations are problematic because there is a need to timely 
enable/disable different circuitry and processes that are 
involved in each mode of operation, in addition to enabling/ 
disabling circuitry and processes that are involved in real 
time negotiations betWeen tWo gateWays, as is more 
explained hereinafter. 

Oct. 4, 2007 

[0012] In order to escheW transitions betWeen RTP (or 
T38) and T38 (or RTP) modes of operation, attempts have 
been made to combine T38 functionality and RTP function 
ality. According to a neWly suggested T38-based protocol, 
a T38 IFP primary packet (Within a T38 IFP packet stream) 
is to be encapsulated in RTP With a RTP header and optional 
RTP redundancy or FEC to form a T38/RTP (IFP over RTP, 
or IFP/RTP for short) protocol, as opposed to the T38/ 
UDPTL (or IFP/UDPTL) protocol. The neW protocol (T38/ 
RTP) has several advantages over the T38/UDPTL, as 
described hereinafter. For example, the T38/RTP protocol 
enables secured fax relay transport by using secure RTP 
(“SRTP”) Which is a communication standard commonly 
used by different types of RTP media. 

[0013] In addition, the neWly suggested T38/RTP protocol 
enables relatively fast transitions betWeen voice (audio over 
RTP) and fax (IFP packets over RTP) packet streams by 
automatically distinguishing betWeen the different types of 
RTP payloads Without spending time for real-time negotia 
tion betWeen the tWo communicating gateWays, as opposed 
to T38 UDPTL protocol. 

[0014] In addition, RTP encapsulation alloWs utiliZing 
RTP Control Protocol (“RTCP”) for statistics evaluations. 
RTCP is de?ned in RFC 3550. RTCP stands for Real-time 
Transport Control Protocol, and it provides out-of-band 
control information for a RTP packet stream. The primary 
function of RTCP is to provide feedback on the quality of 
service being provided by RTP, by periodically transmitting 
control packets to participants in a streaming multimedia 
session. It gathers statistics on a media connection and 
information such as bytes sent, packets sent, lost packets, 
jitter, feedback and round trip delay. An application may use 
this information to increase the quality of service, for 
example by limiting data How, or by using a loW compres 
sion codec instead of a high compression codec. 

[0015] According to the neW T38/RTP protocol, primary 
IFP packets escheW T38 UDPTL formatting and pass via 
RTP path instead, as if they Were a real-time media data/ 
signal. To implement the neW T38/RTP protocol, the RFC 
3550 is used instead of T38 UDPTL. For enhancing the 
protection of facsimile communication and recovery of lost 
packets, and for enabling collation of (reordering) packets, 
the T38 standard recommends using an optional redundancy 
means as speci?ed by RFC 2198, or, alternatively, by using 
FEC stream as speci?ed by RFC 2733, the content of Which 
is herein incorporated by reference. 

[0016] The neW T38/RTP protocol also has several draW 
backs. For example, using IFP/RTP often results in signi? 
cant increase in the consumption of computational 
resources, comparing to T38/UDPTL. In part, the need to 
use more computational resources results from the attempt 
to overcome discrepancies betWeen different RTP and T38/ 
UDPTL requirements, Which exist because the RTP protocol 
Was not originally designed to cope With fax data commu 
nications. In addition, the interoperability offered by the 
IFP/RTP protocol may be poorer in comparison With the 
IFP/UDPTL protocol because of application of timestamps 
to fax data. Other draWbacks of the suggested IFP-over-RTP 
(IFP/RTP) protocol Will be apparent from the description of 
the ?gures. 
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SUMMARY 

[0017] The following embodiments and aspects thereof 
are described and illustrated in conjunction With systems, 
tools and methods, Which are meant to be exemplary and 
illustrative, not limiting in scope. In various embodiments, 
one or more of the above-described problems have been 
reduced or eliminated, While other embodiments are directed 
to other advantageous or improvements. 

[0018] As part of the present disclosure there is provided 
a system for communicating fax data over a packet sWitched 
netWork such as the Internet. In computer networking and 
telecommunications, packet sWitching is the noW-dominant 
communications paradigm, in Which packets (units of infor 
mation carriage) are individually routed betWeen nodes over 
data links Which might be shared by many other nodes. 
Generally, the present disclosure involves encapsulation of 
a fax data set using a ?rst streaming protocol, to obtain a fax 
packet, and further encapsulation of the fax packet using a 
second streaming protocol. The ?rst streaming protocol may 
be, for example, any type of fax relay protocol, and the 
second streaming protocol may be, for example, any type of 
real-time protocol. 

[0019] According to some embodiments the system may 
include a transmitting gateWay that is adapted to receive a 
fax signal from a source fax machine, generate from the fax 
signal, via T38 path, a T38 UDPTL packet, encapsulate the 
resulting T38 UDPTL packet, via RTP path, With a RTP 
header, and to send the resulting RTP-encapsulated T38 
UDPTL, packet to the packet sWitched netWork. The system 
may also include a receiving gateWay adapted to receive, 
from the packet sWitched netWork, and de-encapsulate RTP 
encapsulated T-38 UDPTL packet, via RTP path, and to 
generate, via T38 path, a corresponding fax signal and to 
send the corresponding fax signal to a target, or recipient or 
intended, fax machine. 

[0020] As part of the present disclosure there is provided 
a gateWay for transmitting fax data over a packet sWitched 
netWork such as the Internet. According to some embodi 
ments the transmitting gateWay may include an inbound 
T38 path adapted to receive a fax signal from a fax machine, 
process the fax signal for generating a T38 UDPTL packet, 
encapsulate the resulting T38 UDPTL packet With a RTP 
header in a RTP path, and to send the RTP-encapsulated T38 
UDPTL packet to the packet sWitched netWork, for example 
via a packet interface. 

[0021] As part of the present disclosure there is provided 
an apparatus for transmitting fax related data over packet 
sWitched netWork such as the Internet. According to some 
embodiments the apparatus may include a controller adapted 
to encapsulate a T38 UDPTL packet With a RTP header and 
to send the resulting RTP packet to the packet sWitched 
netWork. According to some embodiments the apparatus 
may receive fax related data over the packet sWitched 
netWork. According to these embodiments the controller 
may be also adapted to receive a T38 UDPTL packet 
encapsulated With a RTP header and to de-encapsulate the 
RTP-encapsulated T38 UDPTL packet. According to some 
embodiments the apparatus may be an Internet AWare 
mobile phone, or Internet AWare fax, or Internet AWare 
modem. 

[0022] As part of the present disclosure a method is 
provided for processing an incoming fax data. According to 
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some embodiments the method may include encapsulating a 
T38 UDPTL packet With a RTP header. The method may 
further include transmitting the RTP-encapsulated T38 
UDPTL, packet to a packet sWitched netWork such as the 
Internet. 

[0023] As part of the present disclosure a method is 
provided for receiving a fax data from a packet sWitched 
netWork such as the Internet. According to some embodi 
ments the method may include receiving a RTP-encapsu 
lated T38 UDPTL packet from the packet sWitched netWork 
and de-encapsulating the packet from the internet protocol 
header and thereafter from the UDP header. 

[0024] As part of the present disclosure the payload of an 
RTP packet may include substantially any type of fax data 
other than T38 UDPTL type fax data. That is, substantially 
any type of fax data other than fax data complying With the 
T38 UDPTL protocol may be encapsulated With a RTP 
header. More generally, the payload of an RTP packet may 
include a Fax Relay Protocol (FRP) packet, a FRP type fax 
data, Which may be processed in an inbound FRP path in a 
transmitting gateWay (or other device), and in an outbound 
FRP path in a receiving gateWay (or other device). The term 
FRP (fax relay protocol), as used in connection With the 
present disclosure, refers to fax communication over a 
packet sWitched netWork and, in particular, FRP is meant to 
encompass substantially any FRP knoWn today (T38 
UDPTL, for example) and any FRP that Will be devised in 
the future. The FRP may include future extensions, enhance 
ments and improvements of the existing T38 UDPTL as 
Well. The FRP packet, as used in connection With the present 
disclosure, is intended to include FRP primary data (for 
example, T30 control and/or fax image data), error check 
data (for example sequence number), and optional error 
correction data. The FRP is assumed to be a highly reliable 
protocol for transferring fax relay information, and to alloW 
design, development and use independently of RTP proto 
cols or standards. 

[0025] In addition to the exemplary aspects and embodi 
ments described above, further aspects and embodiments 
Will become apparent by reference to the ?gures and by 
study of the folloWing detailed description. 

BRIEF DESCRIPTION OF THE FIGURES 

[0026] Exemplary embodiments are illustrated in refer 
enced ?gures. It is intended that the embodiments and 
?gures disclosed herein are to be considered illustrative, 
rather than restrictive. The disclosure, hoWever, both as to 
organiZation and method of operation, together With objects, 
features, and advantages thereof, may best be understood by 
reference to the folloWing detailed description When read 
With the accompanying ?gures, in Which: 

[0027] FIG. 1 schematically illustrates an exemplary basic 
FoIP/VoIP system; 

[0028] FIG. 2 (prior art) shoWs the general structure of an 
IFP/UDPTL/UDP/IP packet, Which is conventionally used 
in fax communications; 

[0029] FIG. 3 (prior art) shoWs the general structure of an 
IFP/RTP/UDP/IP packet; 

[0030] FIG. 4 shoWs the general structure of a T38 
UDPTL/RTP/UDP/IP packet according to some embodi 
ments of the present disclosure; 
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[0031] FIG. 5a shows a block diagram of a conventional 
gateway for communicating a T38 UDPTL (FoIP) packet 
whose structure complies with the model shown in FIG. 2. 

[0032] FIG. 5b shows a block diagram of a conventional 
gateway for communicating RTP packet streams over an IP 
network; 
[0033] FIG. 6 schematically illustrates an exemplary con 
ventional gateway for communicating a FoIP packet whose 
structure complies with a packet model such as shown in 
FIG. 3; 

[0034] FIG. 7 shows an exemplary block diagram of a 
gateway for communicating a T38 UDPTL (FoIP) packet, 
whose structure complies with a model such as shown in 
FIG. 4, and RTP packets, according to some embodiments of 
the present disclosure; 

[0035] FIG. 8 (prior art) shows the general structure of a 
FRP/RTP/UDP/IP packet; and 

[0036] FIG. 9 shows an exemplary block diagram of a 
gateway for communicating a FRP (FoIP) packet, whose 
structure complies with a model such as shown in FIG. 8, 
and RTP packets, according to some embodiments of the 
present disclosure. 

[0037] It will be appreciated that for simplicity and clarity 
of illustration, elements shown in the ?gures have not 
necessarily been drawn to scale. For example, the dimen 
sions of some of the elements may be exaggerated relative 
to other elements for clarity. Further, where considered 
appropriate, reference numerals may be repeated among the 
?gures to indicate corresponding or analogous elements. 

DETAILED DESCRIPTION 

[0038] In the following detailed description, numerous 
speci?c details are set forth in order to provide a thorough 
understanding of the disclosure. However, it will be under 
stood by those skilled in the art that the present disclosure 
may be practiced without these speci?c details. In other 
instances, well-known methods, procedures, components 
and circuits have not been described in detail so as not to 
obscure the present disclosure. 

[0039] Unless speci?cally stated otherwise, as apparent 
from the following discussions, it is appreciated that 
throughout the speci?cation discussions utiliZing terms such 
as “processing”, “computing”, “calculating”, “determining”, 
or the like, refer to the action and/ or processes of a computer 
or computing system, or similar electronic computing 
device, that manipulate and/or transform data represented as 
physical, such as electronic, quantities within the computing 
system’s registers and/or memories into other data similarly 
represented as physical quantities within the computing 
system’s memories, registers or other such information 
storage, transmission or display devices. 

[0040] The present disclosure may take the form of an 
entirely hardware embodiment, an entirely software embodi 
ment or an embodiment containing both hardware and 
software elements. In a preferred embodiment, the disclo 
sure is implemented in software, which includes but is not 
limited to ?rmware, resident software, microcode, and so on. 

[0041] Embodiments of the present disclosure may 
include apparatuses for performing the operations described 
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herein. This apparatus may be specially constructed for the 
desired purposes, or it may comprise a general purpose 
computer selectively activated or recon?gured by a com 
puter program stored in the computer. 

[0042] Furthermore, the disclosure may take the form of a 
computer program product accessible from a computer 
usable or computer-readable medium providing program 
code for use by or in connection with a computer or any 
instruction execution system. For the purposes of this 
description, a computer-usable or computer readable 
medium can be any apparatus that can contain, store, com 
municate, propagate, or transport the program for use by or 
in connection with the instruction execution system, appa 
ratus, or device. 

[0043] A data processing system suitable for storing and/ 
or executing program code may include at least one proces 
sor coupled directly or indirectly to memory elements 
through a system bus. The memory elements may include 
local memory employed during actual execution of the 
program code, bulk storage, and cache memories which 
provide temporary storage of at least some program code in 
order to reduce the number of times code has to be retrieved 
from bulk storage during execution. Input/output or I/O 
devices (including but not limited to keyboards, displays, 
pointing devices, and so on) can be coupled to the system 
either directly or through intervening I/O controllers. 

[0044] Network adapters may also be coupled to the 
system to enable the data processing system to become 
coupled to other data processing systems or remote printers 
or storage devices through intervening private or public 
networks. Modems, cable modem and Ethernet cards are just 
a few of the currently available types of network adapters. 

[0045] The processes and displays presented herein are not 
inherently related to any particular computer or other appa 
ratus. Various general purpose systems may be used with 
programs in accordance with the teachings herein, or it may 
prove convenient to construct a more specialiZed apparatus 
to perform the desired method. The desired structure for a 
variety of these systems will appear from the description 
below. In addition, embodiments of the present disclosure 
are not described with reference to any particular program 
ming language. It will be appreciated that a variety of 
programming languages may be used to implement the 
teachings of the disclosures as described herein. 

[0046] In order to minimiZe packet losses and facilitate the 
re-order‘ing of packets received at a gateway, a transmitting 
gateway may transmit to the IP network auxiliary redundant 
packets in separate packet streams or within the same stream 
together with the primary packet being sent. A primary 
packet is a packet that includes a portion of the data/ 
information itself. An auxiliary packet may also be called a 
secondary packet, repeated packet, redundant packet or FEC 
packet, depending on the protection method/protocol used. 
For example, in T.38/UDPTL, redundant packets may 
include secondary (repeated) packets and/or FEC messages. 
In RTP, the secondary packets are called redundant packets, 
and FEC speci?cally refers to forward error correction 
packets. In the absence of such auxiliary data/information, 
the packets consist of only primary packets, which are 
provided encapsulated with RTP headers. 

[0047] Referring now to FIG. 1, it schematically illustrates 
an exemplary basic FoIP/VoIP system (generally shown at 
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100). Exemplary FoIP/VoIP system 100 is shown consisting 
of two fax machines (shown at 101 and 102), two gateways 
(shown at 103 and 104), and an IP network 107. In a more 
general way, each one of devices 101 and 102 may be any 
IP-enabled device that is capable of forwarding/receiving 
UDPTL/RTP packets to/from a data network. However, for 
sake of simplicity, devices 101 and 102 will be referred to 
hereinafter simply as a fax device or a fax machine. 

[0048] Traditionally, fax machines have been designed to 
make fax calls via a public switched telephone network 
(“PSTN”). The way such fax calls are managed and traverse 
the PSTN infrastructure is de?ned in the International Tele 
communications UnioniTelecommunications (“ITU-T”) 
division Recommendation T30 (“Procedures for document 
facsimile transmission general switched telephone net 
works”), herein incorporated by reference. In general, fax 
machines, such as fax machines 101 and 102, employ 
modulation schemes for allowing fax calls traversals via 
PSTN, for example. For example, a fax call initiated by fax 
machine 101 or 102 may traverse PSTN line connections 
105 or 106 on its way to gateway 103 or 104, respectively. 
However, for enabling FoIP calls; that is, to forward a fax 
call over IP network 107, the signal output by a fax machine 
has to be translated into a bit stream suitable for transmission 
over IP network 107. The translation is performed by a 
media gateway that is connected on one hand to the fax 
terminal (typically via a PSTN interface), and, on the other 
hand, to the IP network. For example, gateway 103 (or 104 
for that matter), which is connected to fax machine 101 via 
PSTN connection line 105 (or 106), translates the signal 
output of fax machine 101 (or 102) into a bit stream suitable 
for transmission over IP network 107. Gateways 103 and 
104 are connected (shown at 109 and 108, respectively) to 
IP network 107 in order to forward to IP network 107 the 
corresponding bit streams. IP network 107 may be the 
Internet, though other types of IP networks, or packet 
switched networks, may be used. In cases where fax 
machines 101 and 102 are IP-enabled, fax machines 101 and 
102 may directly forward packets to, and receive packets 
from, data network 107, via network connections 111 and 
112, respectively. 

[0049] The translation performed by a gateway such as 
gateways 103 and 104, involves demodulation of incoming 
sampled signal by a fax (relay) receiver within the gateway, 
packetiZation of the demodulated data according to the used 
fax relay protocol (“FRP”), and transmittal of the FRP 
packets to the IP network, towards a destination (receiving) 
gateway. The receiving gateway typically includes a fax 
relay transmitter that re-modulates the received FRP packets 
according to modulation schemes that are de?ned in the 
ITU-T Recommendation T30. The re-modulated signal is 
then forwarded from the gateway to the intended/recipient 
fax machine, where it is demodulated to extract the original 
message/data sent by the transmitting fax machine. 

[0050] Fax relays are known for reliably carrying out 
end-to-end fax communications over IP networks. The com 
munication protocol for FoIP systems is described in ITU-T 
Recommendation T38 (“Procedures for real-time Group 3 
facsimile communication over IP networks”), herein incor 
porated by reference. In general, ITU-T T38 is a set of rules 
de?ning the FoIP call establishment and the packet format 
for transferring different signals of G3-type fax calls. 
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[0051] The FoIP part of gateways enables exchange of 
signals between two communicating fax machines, such as 
fax machines 101 and 102, in such a way that the fax 
machines will be able to complete the fax call/session 
without error alarms. A FoIP gateway also enables an 
answering fax machine to receive analog signals from the 
gateway, with which it is in communication, and extract 
binary information transferred to it by using a protocol 
procedure known as the “In-Message” procedure. The 
answering fax machine may then interpret the received 
analog signals as intended by the originating fax machine. 
Typically, fax relay gateways (such as gateways 103 and 
104) detect, demodulate and re-modulate all types of fax 
signals from the beginning of, and during the entire, fax call. 

[0052] Devices 113 and 114 are Internet aware devices 
that may be a mobile phone, fax device or modem. Internet 
aware devices 113 and 114 may have send and/or receive fax 
functionality to enable them to communicate, or exchange, 
fax related data or information, for example with one 
another, with fax machine 101 or 102, or with other IP 
fax-enabled devices (not shown). Internet aware devices 113 
and 114 may forward packets and/or received packets from 
IP Network 107, via connection lines 115 and 116, respec 
tively, for example. Internet aware devices 113 and 114 may 
forward (and/or receive) fax images in different image 
formats. 

[0053] Traditionally, the VoIP part of a gateway, such as 
gateways 103 and 104, processes input and output voice 
band signals at 8 kHZ or higher sampling rate. Gateways 
exchange the signals with analog devices via interface 
circuits. It is assumed that each device in FIG. 1 includes a 
suitable input-output (I/O) interface, echo canceling cir 
cuit(s) and call/signal discrimination circuit(s), and it uti 
liZes a proper call establishment and other pre-/post-pro 
cessing procedures, though these circuits and procedures are 
not part of the disclosure and, therefore, they are not referred 
to herein. Typically, the input samples represent a sine 
waveform (carrier) signal modulated by a digital bit stream 
according to a standard modulation scheme. The modulating 
bit stream may contain useful information such as fax 
capabilities, commands, responses, image bit map, trans 
ferred binary ?le, mixed raster content, and so on. 

[0054] Referring now to FIG. 2 (prior art), it shows a 
general structure (shown at 200) of an IFP/UDPTL/UDP/IP 
packet, which is used in fax communications. The model 
shown in FIG. 2, which is one of the ?rst fax-relaying 
models and the most used one, is described hereinafter in 
association with FIG. 1. In order to transmit a fax commu 
nication from fax machine 101 to fax machine 102 of FIG. 
1, fax machine 101, which generates the fax signal (the 
modulated data of T30 control or scanned fax image), 
forwards the generated fax signal to gateway 103 of FIG. 1 
with which it is in communication (via PSTN line connec 
tion line 105, for example). Gateway 103 packetiZes the fax 
data/ signal forwarded to it, to form IFP packets. Then, 
gateway 103 encapsulates each IFP packet 201 (optionally 
with redundancy packets 202 or FEC message 203) with a 
UDPTL header 204. Gateway 103 further encapsulates the 
UDPTL-encapsulated packet with a user datagram protocol 
(“UDP”) header 205. Finally, gateway 103 further encapsu 
lates the UDP-encapsulated packet with an IP header 206. 
Gateway 103 may then forward the resulting data packet 
200, which may be one packet among several like-encap 



US 2007/0229910 A1 

sulated packets, to IP network 107, via network connection 
109. The receiving gateway (gateway 104 in this example) 
may receive data packet 200, de-encapsulate it and forward 
corresponding fax data/ signals to fax machine 102. 

[0055] Referring now to FIG. 3 (prior art), it shows a 
general structure of an IFP/RTP/UDP/IP packet that is used 
in fax communications. As was explained hereinbefore, the 
RTP protocol was originally designed for communicating 
real-time media, which constitutes the RTP payload. How 
ever, when the RTP protocol is used to communicate fax 
data/signals (such as in the form of IFP packet 301, as 
recently suggested by the ITU-T, then IFP packet 301, along 
with (optional) redundancy packets 302 or FEC information 
303, constitutes the RTP payload. The models shown in 
FIGS. 2 and 3 differ in the ?rst encapsulation stage. That is, 
instead of encapsulating the fax data/ signal (for example fax 
data/ signal 201) with UDPTL header, such as with UDPTL 
header 204 (as shown in FIG. 2), the fax data/signal (for 
example fax data/signal 301) is encapsulated with a RTP 
header, such as with RTP header 304 (as shown in FIG. 3). 

[0056] Another difference between the models shown in 
FIGS. 2 and 3 relates to their error recovery data formats. 
That is, UDPTL allows use of Redundancy or parity FEC 
frames generated according to T.38 UDPTL, whereas RTP 
allows use of Redundancy data as speci?ed by RFC 2198 (at 
302), or FEC data as speci?ed by RFC 2733 (at 303). 

[0057] As part of the protocol, the RTP header (for 
example RTP header 304) contains information related to the 
RTP payload. For example, the RTP header 304 contains 
information relating to the payload’s source, siZe, and so on. 
The RTP packet, consisted of data elements 301 through 
304, cannot be transferred as is over an IP network. To 
enable the transfer of the RTP packet it is necessary to 
encapsulate it with a UDP header 305, and to further 
encapsulate the resulting packet with an IP header (shown at 
306). The resulting packet (shown at 300) may then be 
transferred over an IP network. 

[0058] Encapsulating the IFP packet 301 (plus packets 302 
and 303 as an option) with a RTP header 304 may be 
regarded as a “direct encapsulation”, in respect of the 
IFP-RTP relationship, because the IFP packet, which may be 
thought of as a raw packet, is encapsulated, as is, with a RTP 
header. Transmission of T.38 IFP packets over RTP (referred 
to hereinafter as “T.38 IFP/RTP”), or utiliZation of direct 
encapsulation as schematically shown in FIG. 3, has several 
drawbacks as explained in details hereinafter. 

[0059] Referring now to FIG. 4, it shows a general struc 
ture of a T.38 UDPTL/RTP/UDP/IP packet, according to 
some embodiments of the present disclosure. As opposed to 
the direct encapsulation shown in FIG. 3, FIG. 4 shows an 
indirect encapsulation method, according to which an IFP 
packet is ?rst encapsulated with a UDPTL header, whereby 
to form a standard T.38 UDPTL packet (at 401). Then, the 
T38 UDPTL packet 401, which may be thought of as 
consisting of elements such as elements 201 through 204 of 
FIG. 2, is encapsulated with a RTP header (at 402). Finally, 
UDP and IP encapsulations (403 and 404, respectively) are 
conventionally performed, to form a novel type of packet (at 
400) which is transferable over an IP network. 

[0060] It is noted that, in accordance with the present 
disclosure, whenever a fax is sent from a transmitting 
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(source) gateway to a receiving (destination, or target) 
gateway, the RTP payload of packet 400 is a T.38 UDPTL 
packet, and, whenever a real-time data/signal is sent from 
the source gateway to the destination gateway, the RTP 
payload of packet 400 is typical to encoded voice, for 
example. 

[0061] Regarding FIGS. 5a, 5b, 6 and 7, elements/units, 
packets, portions of a packet and processes are referred to in 
the description relating to a gateway transmitting a fax and 
RTP packets. However, they may also be referred to in the 
description relating to the same gateway in the context of 
receiving (from an IP network) a fax and RTP packets, 
respectively. In such cases, these elements/units, packets, 
portions of a packet or processes, should be construed as 
belonging to, or coming from, a different transmitting gate 
way. 

[0062] Referring now to FIG. 5a, it shows a conventional 
gateway for communicating a T.38 UDPTL (FoIP) packet 
whose structure complies with the packet model shown in 
FIG. 2. A typical conventional gateway, such as gateway 
500, is designed for handling both inbound and outbound fax 
and voice/audio communications. For the sake of the 
description relating to fax communications, Gateway 500 is 
shown including only the FoIP part which processes inbound 
and outbound fax data. 

[0063] The inbound fax data/information processing path 
(shown at 501) of exemplary gateway 500 accepts fax 
samples from a source (such as an originating) fax machine 
(or the like, not shown), processes the samples and forwards 
a corresponding FoIP packet (in a T.38 UDPTL format). Fax 
Receiver 502 may accept a sampled fax signal (for example, 
at Fax Samples In 506) from an originating fax machine (not 
shown), demodulate the sampled signal and generate a 
corresponding T.30 control and fax data 507. T.38 IFP 
PacketiZer 503 generates a T.38 IFP packet (at 508) from the 
T30 control or fax image data (at 507). T.38 UDPTL 
PacketiZer 504 encapsulates the T38 IFP packet (at 508) to 
form a T.38 UDPTL packet (at 509) that includes a UDPTL 
sequence number, T.38 IFP and UDPTL redundancy pack 
ets. Finally, packet Interface 505 encapsulates the T38 
UDPTL packet (at 509) with an IP header to form a FoIP 
Packet Out 510, and forwards FoIP Packet Out 510 to the IP 
network (not shown). 

[0064] In a gateway sending a fax packet stream to an IP 
network, T.38 UDPTL. PacketiZer 504 generates a sequence 
number (of the UDPTL header) 535 for each new primary 
IFP packet. T.38 UDPTL PacketiZer 504 may optionally add 
T.38 UDPTL Redundancy frames (at 536) or FEC frames 
(not shown). 
[0065] The outbound fax data/ information processing part 
(at 513) of exemplary gateway 500 is responsible for accept 
ing from the IP network (not shown) a T.38 UDPTL packet 
(FoIP Packet In 520), processing the T38 UDPTL packet 
and forwarding corresponding re-modulated fax signal to a 
destination (recipient) fax machine (not shown), 0 which the 
fax data is intended. FoIP Packet In 520, which arrived over 
an IP network (not shown) is received at Packet Interface 
521, which de-encapsulates it to extract the T38 UDPTL 
packet (at 522). T.38 UDPTL De-PacketiZer 523 extracts 
from T.38 UDPTL packet 522 the UDPTL sequence number, 
T.38 IFP packet and Redundancy or FEC frames (at 524) and 
forwards them to T.38 UDPTL Error Recovery module 525 
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which utilizes them to reconstruct a substantially error-free 
T38 IFP packet (at 526). The substantially error-free T38 
IFP packet 526 is then decoded by T38 Decoder 527 to 
obtain T30 control and fax image data (at 528). T30 control 
and fax image data 528 may be stored in T30/Image Data 
Buffers 529. 

[0066] A gateway receiving a fax (T38-type) packet 
stream detects packets loss, re-orders packets if they arrive 
to the gateway 500 out of order, and recovers packets lost in 
the IP network. The Fax Transmitter 530 re-modulates 
T30/Image data 528/529 and forwards fax signals/tones 
(Fax Samples Out 531) to the recipient/intended fax 
machine according to ITU-T Recommendation T30. 

[0067] The fax relay State Machine 511 controls Fax 
Receiver 502 (shown at 512) and Fax Transmitter 530 
(shown at 532). The State Machine 511 does not require 
timestamps to be transferred between communicating gate 
ways. State Machine 511 takes into account the current 
status of Receiver 502 and Transmitter 530, types and 
amount of IFP data exchanged over IP network, and general 
rules of G3 fax operation as de?ned in the T30 Recommen 
dation. The function principles of fax relay State Machine 
are not a subject of this invention. 

[0068] Referring now to FIG. 5b, it shows a block diagram 
of a conventional gateway for communicating RTP packet 
streams over an IP network. A gateway (for example gate 
way 560) sending an RTP type packet such as VoIP Packet 
Out 551, to an IP network (not shown) includes media 
source modules, such as a speech/voice encoder (Voice 
Encoder 570, for example), and a RTP packetiZer such as 
RTP packetiZer 571 Voice Encoder 570 encodes the signal 
input to it (Samples In 561) to generate there from a 
corresponding RTP primary packet information (shown at 
572). The RTP Primary signal is then forwarded (shown at 
573) to RTP PacketiZer 571, which packetiZes the RTP 
Primary signal to obtain RTP packet 578, with Header 579 
and Primary packet 572 as a payload. Optionally, the pay 
load may include Redundancy data 576. The Header 579 
generated by PacketiZer 571 may include, among other 
things, corresponding RTP payload type identi?er, sequence 
number and timestamp that is generated and forwarded 
(shown at 575) by Time 577 to RTP PacketiZer 571. If 
redundancy packets are included in the payload, then Header 
579 may contain the list of timestamp offsets and payload 
types of each redundant packet relative to the primary 
packet. The RTP packet 579 is then forwarded (shown at 
574) to Packet Interface 580, which encapsulates the RTP 
packet with a UDP header and, thereafter, with an IP header 
(shown at 550), whereby to generate a corresponding VoIP 
packet (VoIP Packet Out 551), which may then be sent to the 
IP network (not shown). 

[0069] A gateway receiving an RTP packet typically 
detects packets loss, re-orders packets if they arrived at the 
gateway out of order, recovers packets that were lost in the 
network and builds/loads the “play out” buffer with data by 
using primary packets and timestamps and/or timestamp 
offsets. By “play out buffer” is meant a buffer from which 
stored voice/audio related data is retrieved/fetched and sent 
to an intended module in such a way that jitters are sub 
stantially avoided when the intended module “plays the 
data”. The gateway may play the buffer by using a media 
module like a speech decoder (for example, Voice Decoder 
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Play 598). Switching between different media types is done 
by the gateway autonomously, after it identi?es the payload 
type as speci?ed in the RTP header (for example Header 
579). 
[0070] A RTP packet, such as VoIP Packet In (552) may be 
received at Packer Interface 581, which may de-encapsulate 
it to extract the RTP packet (for example RTP packet 578). 
The RTP header (for example Header 579) may be for 
warded (592) to RTCP Statistics 593 for statistics evalua 
tions. The entire RTP packet is forwarded (at 590) to RTP 
De-PacketiZer 591, for extracting the RTP payload: 
sequence number, RTP timestamps, primary packet and 
redundancy, which are used by RTP Error Recovery 595 for 
detecting packets loss, re-ordering packets (if they arrived at 
the gateway out of order), recovering packets that were lost 
in the network, and so on. IP Time 596 may use the RTP 
timestamp (shown at 597) (and/or timestamp offsets) for 
timely aligning primary packet payloads in the “play out” 
buffer 595, and for restoring, or recovering, the original 
sequence at which the remote gateway transmitted the 
payloads. 

[0071] The gateway 560 plays the buffer by using RTP 
decoder process, which may be employed, for example, by 
a speech decoder such as Voice Decoder Play 598. In cases 
where synchronous (periodic) bit streams (for example, 
synchronous bit streams relating to compressed audio sig 
nal) are transmitted from a remote (transmitting) gateway to 
a receiving gateway, the voice decoder of the receiving 
gateway (for example Voice Decoder Play 598 of FIG. 5b) 
reads data from a play out buffer, such as Play out Buffer 
595, using the bit rate close to the average bit rate of the data 
arriving at the receiving gateway. In cases where asynchro 
nous data (for example, DTMF relay commands) are 
received at the receiving gateway, the decoder of the receiv 
ing gateway reproduces, regenerates, reconstructs or 
restores, the original time sequence by using timestamps 
received together with asynchronous data. The decoder’s 
output signal may then be forwarded to the intended mul 
timedia (not shown), in the form of sampled signal (Samples 
Out 562). By “original time sequence” is meant the time 
sequence assigned by the transmitting gateway to outbound 
data before sending the outbound data to the IP data net 
work. 

[0072] It is noted that a conventional gateway such as 
gateway 500 usually includes also the units shown in, and 
described in connection with, FIG. 5b, for enabling both fax 
and RTP communications. The FoIP and RTP parts of such 
a gateway are shown in different ?gures (FIG. 5a and FIG. 
5b) only for the sake of clarity of the description. 

[0073] Referring now to FIG. 6, it schematically illustrates 
an exemplary gateway for communicating a packet whose 
structure complies with the packet model shown in FIG. 3. 
Inbound path 601 of gateway 600 includes Fax Receiver 
602, T38 IFP PacketiZer 603, Packet Interface 605 and State 
Machine 611, which function in the substantially the same 
manner as Fax Receiver 502, T38 IFP PacketiZer 503, 
Packet Interface 505 and State Machine 511, respectively, of 
FIG. 5a. As part of the RTP protocol, each one of the packets 
has to be time stamped before the packet is sent to the IP 
network, as explained before. Therefore, Time 677 (which 
functions substantially in the same manner as Time 577 of 
FIG. 5b) generates and forwards (shown at 650) time 
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information to RTP PacketiZer 649 for time stamping the 
entire RTP packet as a whole. As part of the RTP protocol, 
RTP PacketiZer 649 forwards to Packet Interface 605 a RTP 
packet (shown at 651) consisting of a RTP header and T38 
IFP plus RTP redundancy packets as the RTP payload. 
Packet Interface 605 may then send the RTP packet (FoIP 
Packet Out 610), after it encapsulates it with a UDP and IP 
headers, to the IP network (not shown). 

[0074] Outbound path 612 of gateway 600 may typically 
include input/output sample and packet interfaces that are 
commonly used by different types of media. The T38 units 
627, 629 and 630 that function in substantially the same 
manner as units 527, 529 and 530, respectively, of FIG. 5a. 
The RTP units 641, 643, 645 and 646 performing regular 
RTP packet processing similarly to the units 591, 593, 595 
and 596, respectively, of FIG. 5b. Gateway 600 may also 
include the RTP path enabling units (both inbound and 
outbound paths) of FIG. 5b. 

Problems Associated with Communications of T38 IFP 
Packets Over RTP 

[0075] Because the T38 IFP/UDPTL protocol (as exem 
pli?ed in FIG. 5a) was speci?cally designed for enabling 
FoIP communications, the T38 IFP/RTP protocol (as exem 
pli?ed in FIG. 6) is by far less reliable and interoperable in 
fax communications comparing to the T38 IFP/UDPTL 
protocol. The T38 IFP/RTP model has several drawbacks, as 
is described hereinafter. For example, T38 an IFP packet 
stream is meant to be asynchronous in nature, for which 
reason a T38 IFP packet is not time stamped while it is being 
processed by the fax relay in the source gateway. On the 
destination gateway, the fax relay is not seeking for times 
tamps for recovery of packets. That is, unlike in the RTP 
packetiZer, T38 transmitters and T38 receivers do not 
timestamp packets. On the other hand, RTP type data 
streams, and speci?cally data streams complying with RFC 
2198, are designed for synchronous communication and, as 
such, time stamping data packets plays a major role in the 
RTP model, for enabling correct playing at the decoder. 

[0076] In addition, some features of T38 UDPTL, for 
example packet duplications (a feature that is applied by the 
gateway transmitting the packets to the IP network to enable 
recovery of lost packet by the receiving gateway) and 
enabling of packets reordering, cannot be applied to T38 
IFP/RTP (see FIG. 6) due to con?icts with RTP protocols, as 
is described in details hereinafter. 

[0077] Regular T38 IFP PacketiZer allows transmission of 
IFP packets by groups. Packets in any group may be 
generated simultaneously. However, as part of the RTP 
protocol, every packet is time stamped (shown at 647 in FIG. 
6, for example) by Time 677 before it is further processed 
and transmitted to the IP network. Therefore, using T38 
IFP/RTP, as exempli?ed in FIG. 6, necessarily involves time 
stamping simultaneously transmitted IFP packets with the 
same transmission time. However, a problem exists, which 
lies in the discrepancy between the RTP protocol and the 
need to simultaneously time stamp the packets in a group, 
because, according to the RTP protocol, only one packet can 
be assigned a given timestamp. Therefore, simultaneous 
transmission of packets, which is a legitimate T38 IFP 
feature, may cause RTP-wise discrepancy which will result 
in inability to correctly interpret T38 IFR packets that were 
transferred over RTP, regardless of the extent of packet loss. 
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[0078] Returning back to FIG. 6, the problem of fax 
packet bursts/ groups, where some T38 IFP packets have the 
same timestamp, may be solved if the T38 IFP PacketiZer 
603 will have additional function (relative to regular T38 
IFP PacketiZer 503) of queuing and distribution of T38 IFP 
packets in time. The other solution of the packet burst 
problem is applying timestamps (647) at the stage of T38 
packetiZing (603) with following use of these stamps by RTP 
PacketiZer (649) instead of regular timestamps from Time 
677. This solution is better than distribution of IFP packets 
in time because does not introduce additional delays, but it 
requires changes in two modules: T38 IFP PacketiZer (603) 
relative to regular T38 IFP PacketiZer 503 and RTP Pack 
etiZer (649) relative to regular RTP PacketiZer 571. 

Packet Streams: T38 IFP Packet as Opposed to RTP Audio 
Packet 

[0079] Some of the differences between a fax relay packet 
(T38 IFP packet) stream and an audio packet (RTP audio 
packet) stream are described hereinafter. A RTP audio packet 
stream is usually full duplex and synchronous (mostly 
periodic). That is, each one of the two gateways involved in 
the communication periodically forwards audio related 
packets to the IP network. The gateway serving as the 
destination gateway, decodes (plays) audio packets synchro 
nously with respect to the gateway serving as the source 
gateway. That is, the audio-related data stream is processed 
by both (transmitting and receiving) gateways at substan 
tially the same bit rate because one goal of audio gateways 
is to deliver audio signals end-to-end with as minimum 
distortion and jitter as possible. 

[0080] On the other hand, a T38 IFP packet stream is 
typically a half duplex and asynchronous data stream, with 
pseudo-random packet transmission/reception intervals. A 
T38 IFP packet stream may consist (occasionally for syn 
chronous data) of bursts (groups) of packets, which may be 
simultaneously generated by the transmitting gateway, or 
T38 IFP packet stream may have long temporal gaps, or 
windows, between consecutive packets. 

Sequence Numbers in T38 UDPTL and RFC 3550 

[0081] In T38 UDPTL, the sequence number of initial 
FoIP packet sent in the beginning of fax relay session should 
be Zero and the sequence number of the successive trans 
mitted packets is incremented by one per each new IFP 
primary packet that is output from a fax demodulator. 
However, if a T38 IFP packet is replicated, the sequence 
number of replicated packet is not incremented relative to 
previously sent packet but, rather, replicated packet have the 
same sequence number as original packet which they rep 
licate. In general, the UDPTL packet sequence number is 
used to identify the correct packets sequence in an arriving 
stream. Timestamps and time o?fsets are not required, nor are 
they used, by T38 UDPTL, protocol. Therefore, a fax relay 
modulator is not obliged to restore the time sequence of fax 
signals that occurred at a remote fax demodulator (in a 
gateway transmitting T38 packets). A gateway receiving 
T38 packets is allowed to reject or substitute T30 control 
messages/ commands that it receives from a remote gateway. 
A fax relay modulator in a gateway receiving T38 packets 
may transmit data/signal to a fax machine connected to it 
(for example over the PSTN) at a bit rate that is different 
from the bit rate at which the original fax message was 
forwarded to it via IP network. The output signals of T38 
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module should comply with the procedures de?ned in T30 
Recommendation for facsimile transmission, which is the 
main requirement for fax relay transmitter to successfully 
facsimile communicate over IP network. The correct 
sequence of T38 IFP packets received from a transmitting 
gateway has a signi?cant meaning over timing sequence 
because even if a gateway transmits a signal sequence that 
is acceptable for G3 fax communication, but if the gateway 
loses binary data for modulation, the fax session may fail. 

[0082] As opposed to T38 UDPTL, and in compliance 
with RFC 3550, the initial sequence number assigned to the 
?rst RTP packet should be random and the RTP sequence 
number should be incremented by one for every next RTP 
data packet that is forwarded to the IP network by a 
transmitting gateway. Incrementing the sequence number is 
performed independently of the payload (media) type. 
Sequence numbers are used by the receiving gateway to 
detect packet loss and to restore packet sequence. However, 
detecting and recovering packet loss cannot be done by 
using only sequence numbers. For example, a gateway may 
send compressed audio and DTMF streams (having different 
payload types) to an IP network. A DTMF relay packet may 
get lost in the network whereas every packet relating to the 
compressed audio stream successfully reaches its destina 
tion (the receiving gateway, for example). The receiving 
gateway may detect packet loss but for identi?cation of the 
media type stream suffering from packet(s) loss and for error 
recovery purpose, the gateway needs sections timestamps. 
The statistics associated with packets loss is based on the 
received sequence numbers, and may be reported to wher 
ever it is required by using the standard RTCP protocol. 

Timestamps 
[0083] Fax relay gateways do not timestamp transmitted 
FoIP packets nor they require timestamps, when they receive 
a FoIP packet, for transmitting fax signals to the intended fax 
machine. As opposed to the T38 protocol, every primary 
RTP packet has a timestamp in accordance with RFC 3550, 
and every redundant packet has a timestamp offset in accor 
dance with RFC 2198. Timestamps and timestamp offsets 
are used by a RTP receiver for error recovery and recon 
struction of signal ?ows for allowing RTP receiver to 
correctly play its play out bu?fer(s). In cases of packet loss 
during synchronous data transfer between gateways, the 
number of lost packets related to a speci?c payload type may 
be derived from timestamps, assuming that packets have 
?xed duration. However, timestamps are useless for packets 
lost during asynchronous data transfer or variable frame 
duration. To overcome the problem of lost packets during 
asynchronous data transfer, a receiving gateway uses media 
properties, media protocol enhancements or techniques that 
are much more complex than the ones described, or offered, 
in the RFC 3550 and RFC 2198 protocols. An example of 
asynchronous RTP transfer is associated with a DTMF relay 
having RFC 2833 speci?cation designed for DTMF, tele 
phone and simple modem signals. However, the AVT forum 
has not yet offered any RFC that is dedicated for fax relay 
data transfer, and a RFC which is much better than T38 
UDPTL is unforeseeable. 

T38 IFP Packet Duplication 

[0084] In T38 IFP/UDPTL, duplication of a fax packet 
enhances the reliability of the fax relay. Therefore, packet 
duplication can be implemented in respect of highly impor 
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tant packets, for example on packets relating to, or associ 
ated with, T30 INDICATOR, T30 DATA HDLC-OK/BAD, 
T30 DATA SIGNAL-END and other. 

[0085] As opposed to the T38 IFP/UDPTL protocol, a 
T38 IFP/RTP gateway cannot transmit packets without 
incrementing the RTP sequence number. Also, replications 
of IFP packet with incremented RTP sequence number 
cannot be used because the T38 receiver will consider a 
repeated IFP data as a new binary data, and as a result of this, 
the T38 fax modulator will transmit invalid binary infor 
mation to the fax machine coupled to a gateway by a PSTN 
line, for example. 

Multiple T38 IFP Packets Generation at the Same Time 
Instant 

[0086] As opposed to the RTP protocol, a T38 packet 
stream may contain sequences of packets that are generated 
at substantially the same time instant. One reason for this is 
that fax signals, which contain both control information and 
data, have to be transmitted and received substantially at the 
same time, for allowing the receiving gateway to timely 
handle the inbound data stream by using the relevant control 
information. For example, packets relating to, or derived 
from, T30 DATA HDLC-DATA and HDLC-OK/BAD may 
be generated and communicated substantially at the same 
time. Likewise, packets relating to, or derived from, T30 
DATA SIGNAL-END and T30 INDICATOR NO-SIGNAL, 
may be generated and communicated substantially at the 
same time. Another reason why a T38 packet stream may 
contain sequences of packets that are generated at substan 
tially the same time instant is a difference existing between 
packetiZation interval(s), which a destination (receiving) 
gateway is able to process, and a working frame(s) duration 
of a sending (transmitting) gateway. For example, if a 
maximum packetiZation interval of a destination gateway is 
10 milliseconds (ms), but the minimum frame duration of 
source gateway is 20 ms, then a transmitting gateway will 
transmit T38 type data stream in bursts consisting of two or 
more packets. An IP-enabled fax machine may send packet 
bursts as well, because, unlike non-IP fax machines, IP 
enabled fax machines do not perform, or use, signal de 
modulation, and as a result, IP fax machines do not have to 
handle distribution of commands or data over time. Instead, 
IP-enabled fax machines deal with simple packet queues. 
T38 IFP packets sent over RTP at the same timestamps may 
be rejected by a RTP receiver at the stage of reconstructing 
of play out buffer. Therefore, a normal T38 session that is 
relayed over RTP may fail even in the absence of packet 
loss. 

Redundancy Levels 

[0087] During T38 UDPTL fax relay session, the redun 
dancy level of FoIP information may vary, for example, T30 
control commands and data may be transferred at higher 
redundancy level than redundancy level of fax image data. 
This is useful for better reliability when relaying T30 
control signals. In a case of T38 IFP transferred over RTP, 
the variation of redundancy level is problematic because it 
requires T38 IFP decoding (for understanding the type of 
transferred data) at the stage of RTP packetiZing. 

T38 IFP Over RTP Implementation Problems 

[0088] At the gateway level, the main dif?culty associated 
with the implementation of T38 IFP over RTP is the need to 
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adapt, or modify, tWo relatively complex modules, the T38 
module and the RTP module, including adaptation of their 
performance/ features. An adaptation may be required for all 
levels of the packet processing, including packet generation, 
packet receiving, recovering lost packets and re-ordering 
packets that arrive in “out of order” manner. In some cases, 
Where fax receiver/transmitter and T38 IFP encoder/ decoder 
are physically implemented on different hardWare elements 
(for example in DSP) than the RTP/UDPTL packetiZer/de 
packetiZer (the latter may be implemented, for example, on 
PC), it may be impossible to change the “T38 path” at the 
extent required for implementing the T38 IFP over RTP. For 
IP-enabled phones and IP-enabled faxes machines, the T38 
IFP over RTP approach is also very problematic, because 
IP-enabled fax machines transmit/receive T38 UDPTL 
packets Without using timestamps, because such devices 
may not perform modem-like signal processing. 

Alternative Protocols 

[0089] In attempting to offer other solutions to the prob 
lems associated With transferring non-audio data over RTP, 
the AVT International forum has devised three protocols as 
an alternative to the RFC 3550 and RFC 2198 protocols: (1) 
RFC 2733, Which speci?es a Way of using FEC data (already 
mentioned before), (2) RTP Retransmission Payload Format, 
Which is described, for example, in “RTP Retransmission 
Payload Format”, by J. Rey et al. (Internet-Draft, Sep. 15, 
2005), the entire content of Which is incorporated herein by 
reference, and (3) RTP over TCP, Which is described, for 
example, in “Framing RTP and RTCP Packets over Con 
nection-Oriented Transport”, by John LaZZaro (Intemet 
Draft, Sep. 5, 2005), the entire content of Which is incor 
porated herein by reference. HoWever, using these protocols 
is also problematic in that they are more complex to use 
comparing to RFC 3550 and RFC 2198, and, in addition, a 
fax relay and RTP modules are harder to adapt to one 
another, structurally and functionally, When using any one of 
these three protocols. 

[0090] An attempt Was made by Satish Mundra (Texas 
Instruments, Inc.) to de?ne a neW format for non-audio data 
by using RFC 2198 redundancy scheme. This attempt is 
described, for example, in “A RTP Payload for Redundant 
Non-Audio Data” (Internet-Draft, Jun. 7, 2004), the entire 
content of Which is incorporated herein by reference. The 
problem for IFP/RTP fax relay is that this protocol requires 
signi?cant modi?cations in the T38 and RTP modules. 

[0091] Referring noW to FIG. 7, it shoWs a block diagram 
of a gateWay for communicating a T38 UDPTL (FoIP) 
packet Whose structure complies With the model shoWn in 
FIG. 4, and RTP packets, according to some embodiments of 
the present disclosure. Inbound path 701 of gateWay 700 
may include units 702, 703704 and 771 Which form the fax 
inbound path of gateWay 700. Units 702, 703 and 704 
generally function in the substantially the same manner as 
units 502, 503 and 504, respectively, in gateWay 500 of FIG. 
5a. Inbound path 701 of gateWay 700 also includes units 770 
and 771 that form the RTP inbound path of gateWay 700 and 
generally function in the substantially the same manner as 
units 570 and 571, respectively, in gateWay 560 of FIG. 5b. 
Unit 771 (RTP PacketiZer 771) may be used by both the fax 
inbound path and RTP inbound path (not at the same time). 
Fax relay State Machine 711 generally functions substan 
tially in the same manner as State Machine 511 of FIG. 511 
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and State Machine 611 of FIG. 6. For RTP communications, 
Time 777 generally functions substantially in the same 
manner as Time 577 of FIG. 5b. Fax receiver 702, being a 
fax receiving module, generally functions substantially in 
the same manner as Fax receiver 502 in gateWay 500 of FIG. 
5a. That is, Fax receiver 702 may convert analog fax 
transmission (Fax Samples In 761, in this example) to a fax 
data set (T30 Control and Fax Image Data 764, in this 
example). For FoIP packets, Packet Interface 705 generally 
functions substantially in the same manner as Packet Inter 
face 505 in gateWay 500 of FIG. 5a, Whereas for RTP 
packets Packet Interface 705 generally functions substan 
tially in the same manner as Packet Interface 580 in gateWay 
560 of FIG. 5b. T38 IFP PacketiZer 703, T38 UDPTL 
PacketiZer 704 and RTP PacketiZer 771 may form an IP 
communication module, Which may ?rst encapsulate the fax 
data set (shoWn at 764) using a ?rst streaming protocol (T38 
UDPTL, in this example), to obtain a fax packet (shoWn at 
766) and then, further encapsulate the resulting encapsulated 
fax packet (shoWn at 766) using a second streaming protocol 
(RTP, in this example). 

[0092] Outbound path 712 of gateWay 700 may include 
units 723, 725, 727, 729 and 730, Which form the fax 
outbound path of gateWay 700 and generally function in the 
substantially the same manner as units 523, 525, 527, 529 
and 530, respectively, in gateWay 500 of FIG. 5a. Outbound 
path 712 of gateWay 700 also includes units 791, 793, 795 
and 798 that form the RTP outbound path of gateWay 700 
and generally function in the substantially the same manner 
as units 591, 593, 595 and 598, respectively, in gateWay 560 
of FIG. 5b. Outbound path 712 of gateWay 700 also includes 
IP Time (not shoWn) that functions substantially in the same 
manner as IP Time 596 in gateWay 560 of FIG. 5b (or as IP 
Time 646 in gateWay 600 of FIG. 6). 

[0093] For FoIP packets, Packet Interface 721 generally 
functions substantially in the same manner as Packet Inter 
face 521 in gateWay 500 of FIG. 5a. For RTP packets, Packet 
Interface 721 generally functions substantially in the same 
manner as Packet Interface 581 in gateWay 560 of FIG. 5b. 
Fax Transmitter 730 generally functions substantially in the 
same manner as Fax Transmitter 530 in gateWay 500 of FIG. 
5a. 

[0094] Regarding the inbound path 701 of gateWay 700 of 
FIG. 7, the input source (at 760) for gateWay 700 may either 
be a fax signal (Fax Samples In 761) or voice (Voice 
Samples In 762), Which may be originated, or forWarded, 
from a fax machine, multimedia device (not shoWn) and the 
like. The present disclosure discloses a novel Way for 
communicating fax communications over RTP, While RTP 
related data/information is communicated in a traditional 
Way. As part of the present disclosure, Whenever gateWay 
700 sends to an IP netWork (not shoWn) a fax data or fax 
related data/information, such as FoIP Packet Out 710, the 
payload of the RTP packet is the entire associated T38 
UDPTL packet 763, as opposed, for example, to the method 
shoWn in FIGS. 3 and 6, Where the RTP payload is the basic 
T38 IFP packet. That is, the T30 control/Fax Image Data 
764 is traditionally handled by T38 IFP PacketiZer 703 to 
generate a corresponding standard T38 IFP packet (765). 
The resulting T38 IFP packet is then handled by T38 
UDPTL PacketiZer 704 to generate a corresponding T38 
UDPTL packet (at 766). 
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[0095] Time stamping T38 IFP packets as shown in FIG. 
6 (at 647) breaks the integrity, or traditional format, of the 
T38 UDPTL packet. Therefore, eschewing such time stamp 
ing maintains the integrity of the traditional T38 UDPTL 
format and, therefore, the original bene?ts associated With 
the T38 UDPTL format. Then, the entire T38 UDPTL 
packet (at 766) is RTP-encapsulated as a RTP payload by 
RTP PacketiZer 771. The RTP encapsulation includes only 
one time stamping process; that is, only the entire RTP 
packet, With the T38 UDPTL packet in it as its payload, is 
time stamped (shoWn as 750 in FIG. 7). The fax relay (T38 
UDPTL) packet encapsulated With RTP header by RTP 
PacketiZer 771 is formatted according to RFC 3550. An 
optional encryption common for different media data may be 
employed on the fax relay packet before sending the fax 
relay packet to Packet Interface 705. The RTP redundancy 
per RFC 2198 or RTP FEC per RFC 2733 are not used (nor 
are they required) during fax relay data communication, 
because the error recovery data required for protecting fax 
relay data are transferred over T38 UDPTL as in normal fax 
communications. 

[0096] Regarding the outbound path 712 of gateWay 700, 
Whenever a FoIP packet, such as FoIP Packet Out 710, is 
received at Packet Interface 721, Packet Interface 721 de 
encapsulates the FoIP packet from its IP and UDP headers, 
to extract the RTP packet With its payload, FoIP packet (in 
the form of T38 UDPTL format) in this case. The header of 
the RTP packet may be used by RTCP 793 for statistics 
evaluations, Which is a conventional feature of the RTP 
protocol, as explained before. The T38 UDPTL packet may 
then be conventionally processed in the traditional T38 path, 
Which may include T38 UDPTL De-PacketiZer 723, T38 
UDPTL Error Recovery 725, T38 Decoder 727, T30/ Image 
Data Buffers 729 and Fax Transmitter 730. 

[0097] Whenever voice is communicated, it is processed 
by the gateWay 700 in a traditional Way. That is, the signal 
associated With it (Voice Samples In 762) is encoded by 
Voice Encoder 770, and the encoded data is forWarded (768) 
to RTP PacketiZer 771, Which forWards to Packet Interface 
705 a RTP packet (at 751) consisting noW of a RTP header 
and RTP payload that includes primary and redundancy 
packets, as is shoWn in FIG. 5b (but not in FIG. 7). Packet 
Interface 705 may then send the RTP packet (VoIP Packet 
Out 767), after it encapsulates it With a UDP and IP headers, 
to the IP netWork (not shoWn), to an intended recipient 
gateWay. 

[0098] Regarding the outbound path 712 of gateWay 700, 
Whenever a VoIP packet, such as VoIP Packet Out 767, is 
received at Packet Interface 721, Packet Interface 721 de 
encapsulates the VoIP packet from its IP and UDP headers, 
to extract the RTP packet With its RTP payload, Which is, in 
this case, a VoIP packet (in standard RTP format). RTCP 793 
may use the header of the RTP packet for statistics evalu 
ations. The RTP packet may be then conventionally pro 
cessed in the traditional RTP path, Which may include RTP 
De-PacketiZer 791, Error Recovery & RTP Play out Buffer 
795 and Voice Decoder (Play) 798. 

[0099] As a result of the RTP de-packetiZation by RTP 
De-PacketiZer 791, the transmitted RTP sequence number, 
RTP timestamp, and/or timestamp offsets, primary (VoIP) 
packet, and redundancy data or packet are extracted (shoWn, 
for example, as 594 in FIG. 5b) and utiliZed by (error 
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recovery and) RTP Play out Buffer 795 to correct packet 
sequence or recover lost packets and temporarily store 
packets for use by Voice Decoder Play 798. 

[0100] The gateWay of FIG. 7 has several advantages over 
the prior art gateWays. In respect of a gateWay that includes 
both a fax path such as the fax (inbound and outbound) path 
shoWn in gateWay 500 of FIG. 5a, and a RTP path such as 
the RTP (inbound and outbound) path shoWn in gateWay 560 
of FIG. 5b, the fax path and the RTP path operate indepen 
dently of one another. They operate independently of one 
another in the sense that, once the RTP payload (Whether 
RTP or T38 UDPTL packet) is identi?ed by the receiving 
gateWay, the payload is processed in the corresponding path 
(RTP or T38 UDPTL, respectively) regardless of the 
requirements and features of the other path (T38 UDPTL or 
RTP, respectively). Therefore, the traditional bene?ts of each 
type of path are maintained. Further, fax communications, if 
implemented by gateWays such as gateWay 700 of FIG. 7, 
enjoy also from traditional bene?ts of the RTP path, such as 
autonomous media (payload type) sWitching, secure transfer 
and statistics evaluations. 

[0101] In respect of conventional gateWay 600 of FIG. 6, 
gateWay 700 of FIG. 7 uses time stamping process, shoWn 
as 750 in FIG. 7, Which is typically used in regular RTP as 
opposed to using a time stamping process shoWn at 647 and 
650 in FIG. 6, Which necessitates changes in T38 IFP or 
both in T38 IFP and RTP PacketiZers. The RTP headers of 
received T38 UDPTL/RTP packets are used for RTCP 
statistics (793) only and omitted at the input to T38 UDPTL 
De-PacketiZer (723). The UDPTL sequence number, redun 
dancy or FEC processing for protection or recovery of 
packet loss is typically performed by a regular T38 UDPTL 
path. 
[0102] In addition, encapsulating UDPTL data With RTP 
header results in a smaller RTP header, comparing to the siZe 
of a RTP header When the RTP header encapsulates IFP data. 
Generally, the more redundancy is used, the more economy 
the header siZe becomes: In IFP/RTP, the RTP header length 
is proportional to the redundancy level, as speci?ed in RFC 
2198, Whereas in UDPTL/RTP, the RTP header has a ?xed 
siZe that is de?ned by RFC 3550. 

[0103] Regarding the novel gateWay of FIG. 7, no changes 
are required in respect of the T38 UDPTL standard(s) and 
RTP protocol(s). The novel protocol disclosed herein (for 
example T38 UDPTL over RTP or T38 UDPTL/RTP) 
involves relatively simple re-direction of T38 UDPTL pack 
ets to a RTP packetiZer, shoWn as 771 in FIG. 7, rather than 
directly transmitting them to a packet interface, shoWn as 
705 in FIG. 7. When a T38/UDPTL/RTP type packet is 
received at Packet Interface 721, the novel gateWay (Gate 
Way 700 of FIG. 7) redirects the RTP packet payload 
(primary RTP) to a T38 UDPTL de-packetiZer such as T38 
UDPTL De-PacketiZer 723 of FIG. 7, instead of redirecting 
the entire RTP packet to a RTP de-packetiZer such as RTP 
De-PacketiZer 641 of FIG. 6. 

[0104] The novel functionality of gateWay 700 of FIG. 7 
may be affiliated, embedded or incorporated into an Internet 
aWare device such as Internet aWare devices 113 and 114 of 
FIG. 1, to enable the novel streaming protocol (T38 UDPTL 
over RTP type communication, for example), substantially 
as disclosed herein, Without using a gateWay such as gate 
Ways 103 or 104 of FIG. 1. 








