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Fig. 1 
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Fig. 2 
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Fig. 4 
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SYSTEM INTEGRATION MODULE FOR CBRNE 
SENSORS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is based on, and claims priority 
from co-pending US. Provisional Patent Application No. 
60/759,373, ?led on Jan. 17, 2006, entitled “Distributed 
Sensor Network with Common Platform for CBRNE 
Devices”, US. Provisional Patent Application No. 60/759, 
332, ?led on Jan. 17, 2006, entitled “Sensor Interface Unit 
and Method for Automated Support Functions for CBRNE 
Sensors”, and US. Provisional Patent Application No. 
60/779,467 ?led on Mar. 6, 2006, entitled “Digital Network 
Enabled Radiation Sensors”; the collective entire disclosure 
of which being hereby incorporated by reference. 

FIELD OF THE INVENTION 

[0002] The present invention generally relates to sensor 
systems for identifying haZardous materials including 
chemical, biological, radiation, nuclear and explosive 
(CBRNE) materials, and more particularly to a sensor inter 
face system with modular design and with network com 
munications capability. 

DESCRIPTION OF RELATED ART 

[0003] Current technologies offer computer connectivity 
for analog sensors through dedicated connections such DB9 
and USB ports that con?gure the sensor as a peripheral 
device to a dedicated computer. Other devices offer calibra 
tion as a separate function and hardware, in addition to the 
dedicated computer connection with the sensor. These sepa 
rate devices associated with the sensors are not distributed 
network elements with automated calibration and support 
functions to allow for independent ?eld deployment of the 
sensors. With the advent of terrorist activities across the 
world there is a strong demand for sensor systems that offer 
independent network elements that can be deployed across 
a distributed sensor network. 

[0004] Also, current sensor systems deployed for chemi 
cal, biological, radiation, nuclear and explosives (CBRNE) 
detection do not have the capability for highly accurate 
calibration of analog sensors. With the growing need for 
CBRNE sensor systems that provide detection, identi?cation 
and quanti?cation of speci?c chemical, biological, radiation, 
nuclear and explosive materials through the use of spectral 
analysis software, highly accurate calibration and synchro 
niZation of a sensor array are needed. 

[0005] Therefore a need exists to overcome the problems 
with the prior art as discussed above. 

SUMMARY OF THE INVENTION 

[0006] According to an embodiment of the present inven 
tion, a sensor interface system and a sensor integration 
module (SIM) provide an ef?cient system and integrated 
module for deploying one or more sensors on a distributed 

data network to provide spectral data for analysis at a remote 
processor. The SIM provides a modular interface to one or 
more types of sensors. 

[0007] According to an embodiment of the present inven 
tion, the Sensor Integration Module (SIM) supports func 
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tions for sensor systems designed to identify speci?c haZ 
ardous materials with analog or digital detectors. The SIM 
provides the ability to combine multiple sensors into an 
organiZed array with individual addressing of each sensor 
and communications capabilities to enable distributed net 
work architecture. The SIM provides the capability to pass 
the spectral data to a remote multi-channel analyZer or to 
accumulate the spectral data from each sensor over time and 
create a histogram of each sensor data or a composite of a 
group of sensors from the data captured and to forward the 
spectral data to an analysis system. To support the calibra 
tion and synchronization of the one or more detectors 
supported by the SIM provides auto calibration and main 
tenance of the calibration through an auto-gain control 
device. This system also provides an automated calibration 
veri?cation capability. The analog and digital sensor inter 
faces are mounted on a daughter board that can be connected 
to the main SIM processor board. This enables a rapid 
change of analog or digital interface types without impact to 
the main SIM processor board. 

[0008] The Sensor Integration Module (SIM), according 
to one embodiment, enables e?icient integration of multiple 
sensors into an array using a modular sensor interface unit 
providing individual TCP/IP addresses for each detector 
element, signal processing for the array and communications 
capabilities establishing each detector and the sensor array 
as network elements on a distributed network. The distrib 
uted network can include a wide area network such as the 
internet. The SIM provides support functions such as sensor 
calibration methods, automated gain control to eliminate 
analog drift, and automated calibration veri?cation pro 
cesses are important issues when sensors are used to provide 
data to be used in material identi?cation. Automated cali 
bration and support functions for deployed sensor arrays 
allow for independent ?eld deployment. 

[0009] One embodiment of the present invention enables 
a wide variety of analog and digital sensors to be deployed 
as network elements supporting material detection and iden 
ti?cation systems for ?eld deployment. Furthermore, the 
embodiment provides a modular architecture and design for 
the Sensor Integration Module that utiliZes daughter boards 
for the speci?c sensor interfaces to enable a modular inter 
face to any commercial off the shelf or proprietary sensor 
with minimal impact to the sensor interface design. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 is a simple functional block diagram illus 
trating functional components of an example of a sensor 
interface system and a sensor integration module. 

[0011] FIG. 2 is a perspective view of an example of a 
sensor integration module (SIM) with analog and digital 
components on a daughter board. 

[0012] FIG. 3 is a simple schematic illustrating an 
example of an FPGA and embedded processor for use with 
the sensor interface system and the sensor integration mod 
ule shown in FIG. 1. 

[0013] FIG. 4 is a simple schematic illustrating a SIM 
Control Card Digital circuit and connectors. 

[0014] FIG. 5 is a simple schematic illustrating an 
example of a SIM Card redundancy with multiple FPGAs 
and Daughter Boards. 
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[0015] FIG. 6 is a simple schematic illustrating an 
example of a SIM Architecture. 

[0016] FIG. 7 is a simple schematic illustrating an 
example of an Automated Gain Control Circuit for use With 
the sensor interface system and the sensor integration mod 
ule of FIG, 1. 

[0017] FIG. 8 is a functional block diagram illustrating an 
example of a Sensor Integration Module deployed in a 
distributed sensor netWork con?guration. 

DETAILED DESCRIPTION 

[0018] While the speci?cation concludes With claims 
de?ning the features of the invention that are regarded as 
novel, it is believed that the invention Will be better under 
stood from a consideration of the folloWing description in 
conjunction With the draWing ?gures, in Which like refer 
ence numerals are carried forWard. It is to be understood that 
the disclosed embodiments are merely exemplary of the 
invention, Which can be embodied in various forms. There 
fore, speci?c structural and functional details disclosed 
herein are not to be interpreted as limiting, but merely as a 
basis for the claims and as a representative basis for teaching 
one of ordinary skill in the art to variously employ the 
present invention in virtually any appropriately detailed 
structure. Further, the terms and phrases used herein are not 
intended to be limiting; but rather, to provide an understand 
able description of the invention. 

[0019] The present invention, according to an embodi 
ment, overcomes problems With the prior art by providing a 
system and methods the support of individual sensors and 
for sensor arrays, netWork connectivity and critical functions 
required for analog and digital sensors When deployed in 
?eld applications used for chemical, biological, radiation, 
nuclear and explosives (CBRNE) material identi?cation. 

[0020] Described noW is an exemplary Sensor Integration 
Module connected to a digital netWork for spectral analysis, 
according to exemplary embodiments of the present inven 
tion. 

[0021] An exemplary SIM is illustrated in FIGS. 1 and 2. 
A function of the Sensor Integration Module (SIM) is to 
provide a modular interface (102) to the detectors (101) and 
process the raW signal from the detectors (103), and provide 
support functions for the detectors (106), and provide cali 
bration monitoring (106) and provide digital calibration 
methods (104) and provide individual TCP/IP addresses for 
each detector and SIM and netWork connectivity (107) to 
send the processed detector data over the netWork (108) to 
the remote server for analysis. 

[0022] An exemplary SIM, sensors and digital netWork 
system such as illustrated in FIG. 8, provides signi?cantly 
improved ef?ciency and deployment capabilities over exist 
ing detector con?gurations. 

[0023] FIG. 8 illustrates example of a Sensor Integration 
Module With sensor(s) 805 and sensor interface(s) 801 
connected, a signal processor and central processor 803, 
digital communications (804) and poWer supply (806). The 
inventive features and advantages of exemplary embodi 
ments of a digital netWork radiation detection and identi? 
cation system Will be discussed beloW. HoWever, it is 
assumed that the reader has an understanding of radiation 
and sensor technologies. 
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[0024] Referring to FIG. 8, an exemplary SIM With sen 
sor(s) enables connectivity to a distributed sensor netWork 
system, analog including. The sensors 805 are communica 
tively coupled With a data collection system 810 and sensor 
integration module 807. Each sensor is assigned an indi 
vidual netWork address to identify the sensor for netWork 
access. 

[0025] With reference to FIG. 8, a data collection system 
(810), in this example, is communicatively coupled via 
cabling, Wireless communication link, and/or other commu 
nication link (816) With each of the netWork sensor devices 
(805). The data collection system (810) includes an infor 
mation processing system With data communication inter 
faces that collect signals from the sensor units (805). The 
collected signals, in this example, represent detailed spectral 
data from each sensor device that has detected radiation. 

[0026] The data collection system (810) is communica 
tively coupled With a local controller and monitor system 
(840). The local system (840) comprises an information 
processing system that includes a computer, memory, stor 
age, and a user interface such a display on a monitor and a 
keyboard, or other user input/ output device. In this example, 
the local system also includes a multi-channel analyZer 842 
and a spectral analyZer (843). 

[0027] The multi-channel analyZer (MCA) (842) com 
prises a device composed of many single channel analyZers 
(SCA). The single channel analyZer interrogates spectral 
data from the individual sensors (805) or from the sensor 
group. The spectral image or spectral histograms are accu 
mulated. 

[0028] The spectral data is used by the spectral analysis 
system (843) to identify target chemical, biological, radio 
logical or explosives (CBRNE) materials that are present. 
One of the functions performed by the information process 
ing system is spectral analysis, performed by the spectral 
analyZer (843), to identify the one or more target materials. 
With respect to target material detection and identi?cation, 
the spectral analyZer (843) compares one or more spectral 
images of the materials that are present to knoWn materials 
that are represented by one or more spectral images stored 
in the knoWn material database (850). By capturing multiple 
variations of target materials there are numerous images that 
can be compared to one or more spectral images of the target 
materials present. The knoWn database (850) holds the one 
or more spectral images of each isotope to be identi?ed. 
These multiple spectral images represent various levels of 
acquisition of spectral data so target materials can be com 
pared and identi?ed using various amounts of spectral data 
available from the one or more sensors. Whether there are 

small amounts (or large amounts) of data acquired from the 
sensor, the spectral analysis system (843) compares the 
acquired data from the sensor to one or more spectral images 
for each target material to be identi?ed. This signi?cantly 
enhances the reliability and ef?ciency of matching acquired 
spectral image data from the sensor to spectral image data of 
each possible target material to be identi?ed. Once the one 
or more possible target materials are determined present in 
the spectral data detected by the sensor(s), the information 
processing system can compare the target material mix 
against possible materials, goods, and/or products, that may 
be under examination. 
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[0029] The spectral analysis system (843), according to an 
embodiment, includes an information processing system and 
software that analyzes the data collected and identi?es the 
isotopes that are present. 

[0030] An example spectral analysis softWare system 
could consist of more that one method to provide multi 
con?rmation of the isotopes identi?ed. Should more than 
one isotope be present, the system identi?es the ratio of each 
isotope present. Examples of methods that can be used for 
spectral analysis such as in the spectral analysis software 
according to an embodiment of a container contents veri? 
cation system, include: 1) a margin setting method as 
described in US. Pat. No. 6,847,731; and 2) a LINSCAN 
method (a linear analysis of spectra method) as described in 
US. Provisional Patent Application No. 60/759,331, ?led on 
Jan. 17, 2006, by inventor David L. Frank, and entitled 
“Method For Determination Of Constituents Present From 
Radiation Spectra And, If Available, Neutron And Alpha 
Occurrences”; the collective entire teachings of Which being 
herein incorporated by reference 

[0031] By operating the system remotely, such as from a 
central monitoring location, a larger number of sites can be 
safely monitored by a limited number of supervisory per 
sonnel. It should be clear that many different applications 
can bene?t from the netWork enables sensors. For example, 
fork lift truck netWork enabled sensor units communicating 
With a remote monitoring system alloW CBRNE detection 
and identi?cation for a large number of applications such as 
at ports, railWay, and intermodal stations, and at ships, 
airplanes, trucks, Warehouses, and other carrier environ 
ments, and at cities, roadWay, transport, subWays and at such 
other places that have a need for monitoring CBRNE 
materials and identifying CBRNE materials as should be 
understood by those of ordinary skill in the art in vieW of the 
present discussion. This netWork enabled monitoring capa 
bility, both local and remote monitoring, and at a signi? 
cantly reduced cost of deploying and running such a moni 
toring system, provides a signi?cant commercial advantage. 

[0032] The preferred embodiments of the present inven 
tion can be realiZed in hardWare, softWare, or a combination 
of hardWare and softWare. A system according to a preferred 
embodiment of the present invention can be realiZed in a 
centraliZed fashion in one computer system, or in a distrib 
uted fashion Where different elements are spread across 
several interconnected computer systems. Any kind of com 
puter system4or other apparatus adapted for carrying out 
the methods described hereiniis suited. A typical combi 
nation of hardWare and softWare could be a general purpose 
computer system With a computer program that, When being 
loaded and executed, controls the computer system such that 
it carries out the methods described herein. 

[0033] An embodiment according to present invention can 
also be embedded in a computer program product, Which 
comprises all the features enabling the implementation of 
the methods described herein, and WhichiWhen loaded in 
a computer systemiis able to carry out these methods. 
Computer program means or computer program in the 
present context mean any expression, in any language, code 
or notation, of a set of instructions intended to cause a 
system having an information processing capability to per 
form a particular function either directly or after either or 
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both of the folloWing a) conversion to another language, 
code or, notation; and b) reproduction in a different material 
form. 

[0034] Each computer system may include one or more 
computers and at least a computer readable medium alloW 
ing a computer to read data, instructions, messages or 
message packets, and other computer readable information 
from the computer readable medium. The computer readable 
medium may include non-volatile memory, such as ROM, 
Flash memory, Disk drive memory, CD-ROM, and other 
permanent storage. Additionally, a computer readable 
medium may include, for example, volatile storage such as 
RAM, buffers, cache memory, and netWork circuits. Fur 
thermore, the computer readable medium may comprise 
computer readable information in a transitory state medium 
such as a netWork link and/ or a netWork interface, including 
a Wired netWork or a Wireless netWork, that alloWs a 
computer to read such computer readable information. 

[0035] In another embodiment, the SIM provides support 
functions for the CBRNE sensors such as calibration, syn 
chroniZation and SIM and sensor health diagnostics. 

[0036] The ability to maintain a calibrated signal across 
one or more analog/digital detectors is required to provide 
accurate sensor data to the spectral analysis softWare for 
detection and identi?cation of the materials present. 

[0037] The calibration of multiple analog/digital sensors 
in an array is a time consuming process. Once the sensors 
have been deployed, the ability to re-calibrate is expensive 
and may require extensive engineering support. The ability 
to use an automated calibration method provides for a more 
effective and useful sensor system. The ability to maintain 
the calibration for extended periods of time and eliminate 
analog signal drift ensures that the sensor Will provide 
accurate information. In addition, the ability to test the 
accuracy of the sensor calibration as part of an automated 
sensor test capability provides for calibration veri?cation 
and the decision for using automated calibration tools. The 
SIM also provides a sensor interface that can address any 
commercial off the shelf or proprietary sensor With minimal 
impact. 

[0038] As an example, automated calibration methods are 
used to support radiation sensors. This is accomplished 
through the use of check sources to enable meaningful 
calibration of sensors such as gamma ray scintillation detec 
tors used for capturing data to be used in isotope identi? 
cation. The folloWing example uses tWo sources, one for 
calibration against a loW-end energy source and a second for 
calibration against a high-end energy source. The hardWare 
calibration is completed and documented for each of the 
detectors Within the array. The softWare device collecting the 
spectral data can also perform a secondary calibration to 
?ne-tune the calibration for extreme accuracy. 

[0039] The folloWing is offered as an example of the 
automated sensor hardWare calibration. A loW-end source 
such as Americium-24l (Am-241) of a feW microCuries 
(uCi) can be used to set the detector preamp gain and to 
establish the loWer discrimination threshold. Am-24l emits 
both alpha and gamma radiation (alpha radiation is utiliZed 
in AmBe “chemical” neutron sources), but here We are 
interested in loW energy or “soft” gamma rays. Am-24l 
produces 59.5 keV gammas With a 36% probability of decay, 
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and 14 keV gammas with a 43% probability of decay, though 
the latter are so weak that few, if any, can penetrate the 
detector housing. An example such as a Cesium-137 (Cs 
137) source of a few microCuries can be used to verify 
proper detector operation at higher gamma energies. Cs-l37 
(actually the decay product Ba-l37m) emits 662 keV (0.662 
MeV) gammas with a 90% probability of decay. A processor 
controls the gain on the sensor devices. The gain is adjusted 
through a software program to place the radiation detector 
signal from each detector within a speci?c calibration tol 
erance. 

[0040] Using the Am-24l and Cs-l37 check sources, the 
system software program adjusts the digital preamp gain so 
that the Am-24l gamma ray is calibrated to the match the pre 
de?ned speci?c spectral signature for each source. 

[0041] In another example, automated gain control is 
accomplished through the use of a phase-locked loop (PLL). 
The PLL is a closed-loop feedback control system that 
maintains a generated signal in a ?xed phase relationship to 
a reference signal (FIG. 7). The integrated circuit can hold 
a complete phase-locked loop with signal frequencies from 
a fraction of a cycle per second up to many gigahertZ. The 
use of the PLL in the circuity for an analogy sensor restricts 
analog signal drift. The need to have the sensor signal locked 
into calibration is critical for those systems that will use the 
sensor data to identify speci?c chemical, biological, radia 
tion, nuclear or explosive materials. The pattern recognition 
system utiliZes spectral signature of known materials to 
compare to the sensor data. If the sensor data is not cali 
brated correctly and is not maintained in calibration, the 
pattern recognition system can be compromised. FIG. 7 
illustrates an example PLL circuit used for support of a 
radiation detector. 

[0042] PLLs are generally built of a phase detector, low 
pass ?lter and voltage-controlled oscillator (VCO) placed in 
a negative feedback con?guration. There may be a divider in 
the feedback path or in the reference path, or both, in order 
to make the PLL’s output clock a rational multiple of the 
reference. By replacing the simple divide-by-N counter in 
the feedback path with a programmable pulse swallowing 
counter, it is possible to obtain fractional multiples of the 
reference frequency out of the PLL. 

[0043] The oscillator generates a periodic output signal. 
Assume that initially the oscillator is at nearly the same 
frequency as the reference signal. Then, if the phase from the 
oscillator falls behind that of the reference, the phase detec 
tor causes the charge pump to change the control voltage, so 
that the oscillator speeds up. Likewise, if the phase creeps 
ahead of the reference, the phase detector causes the charge 
pump to change the control voltage to slow down the 
oscillator. The low-pass ?lter smooths out the abrupt control 
inputs from the charge pump. Since initially the oscillator 
may be far from the reference frequency, practical phase 
detectors may also respond to frequency so as to increase the 
lock-in range of allowable inputs. 

[0044] In another embodiment, automated calibration 
veri?cation is performed through two methods. The ?rst 
method tests the entire system including the detector. The 
second method is a partial test that uses prede?ned sensor 
output signals to verify the analog circuits supporting the 
detector. 

[0045] In another embodiment, automated calibration is 
performed by analyzing an established reference signal 
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against the incoming spectral data. The software determines 
is the reference signal is in proper alignment. The software 
can adjust the spectral data in the histogram based on the 
analysis of the reference signal. The software can also direct 
an adjustment to the detector voltage through digital poten 
tiometers and has the capability to perform adjustments on 
the analog interface module connected to the detector. 

[0046] In another embodiment, the Sensor Integration 
Module (SIM) enables interchangeable sensor interface 
modules contained on a daughter board. The sensors enabled 
can be chemical, biological, radiation, nuclear and explo 
sives sensors. See, for example FIG. 6. 

[0047] The following example for the SIM is based on a 
design that provides an open interface for radiation detectors 
based on an analog sensor interface module contained an on 

interchangeable daughter board. The analog section is 
responsible for amplifying and shaping the detector output, 
and converting the analog pulses to a digital signal. The 
digital section reads the digital signal, detects the peaks of 
the incoming pulses, and sends the peak data over a com 
munications path to a processor that performs spectral 
analysis (FIG. 2). 
[0048] The SIM uses a processor such as the Altera 
Cyclone II FPGA. An embedded Nios II processor can be 
placed inside of the Cyclone FPGA. The Nios processor can 
have an Ethernet controller and TCP/IP stack allowing it to 
communicate with the network (see FIG. 3). 

[0049] Combining the functionality of the FPGAs and 
sensor processor into a single FPGA has several advantages. 
The communication overhead between the processor and 
FPGAs is eliminated in this new design. Furthermore, since 
the Nios processor is on the same chip as the peak detectors, 
the Nios can manage the detector peak-data transmission to 
optimiZe network bandwidth. An external Fast SRAM can 
be interfaced to the FPGA to ensure required memory 
capacity and enables support an extended number of sen 
sors. The embedded Nios processor can also manage and 
update the FPGA’s con?guration over the network, allowing 
the unit to be automatically upgraded in the ?eld. A digital 
to-analog converter can be incorporated into the system for 
self-testing. The digital circuit will use the digital-to-analog 
converter to send test pulses to itself to ensure that all the 
electronics are properly working. 

[0050] The Cyclone FPGA can interface to the analog 
circuit through a generaliZed I/O interface. The FPGAs I/O 
pins can be pulled out to a series of connectors on the SIU, 
as shown in FIG. 4. The connectors can support enough I/O 
pins to allow the FPGA to interface up to 24 detectors at 
once. 

[0051] The analog or digital circuit is designed as a 
separate circuit board which can interface to the SIM as a 
daughter card (FIG. 2). Isolating the analog circuit could 
help reduce noise, and allow for a more general interface to 
the digital circuit. 

[0052] By using a generaliZed interface to the digital 
hardware, a wide range of detectors can be interfaced to the 
SIM without redesigning the SIM. The analog-digital con 
verters will be included on the daughter cards, so that new 
types of analog detectors can be easily interfaced to the SIM. 
For each new detector, or group of detectors, only a new 
analog daughter card would need to be designed to interface 
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to the SIM. For example, a daughter card that supports 6 Nal 
and 6 CZT detectors could be connected just as easily as a 
daughter card that supports 8 Nal and 4 CZT detectors. The 
daughter cards alloW for great ?exibility in the design, so 
that an entire daughter card could be dedicated to just Nal or 
just CZT sensors, or a daughter card could be designed With 
a mixture of both Nal and CZT. 

[0053] NeW types of detectors (chemical, biological, 
radiation, nuclear and exposives) can be interfaced to the 
SIM by designing a custom analog-daughter board. The SIM 
Will not need to be redesigned to accommodate these neW 
detectors. The only modi?cation to the SIM Would be a 
possible ?rmWare update. This Would alloW systems in the 
?eld to be re-?tted, repaired, or upgraded With neW detectors 
simply by putting in neW the detectors, plugging in the neW 
daughter boards, and updating the FPGA ?rmware. 

[0054] This design can include several FPGA-daughter 
board con?gurations Working separately in parallel for 
redundancy purposes. As shoWn in (FIG. 5), a single SIU 
can support several FPGAs each interfaced to a dedicated 
daughter card. If a particular FPGA or daughter card fails, 
the other FPGA-daughter card systems Will continue to 
function normally. Each FPGA can also be interfaced to tWo 
Ethernet (TCP/IP) ports in case one of the ports fails. 

[0055] The SIM can be placed in the sensor box along With 
the Nal, CZT, neutron detectors, and the poWer supply 
boards or be con?gured as a stand-alone module. The 
control board’s Ethernet ports can be connected to an 
internal router. The sensor can have tWo or more Ethernet 

ports to connect to the netWork for redundancy 

[0056] In another embodiment, the SIM is combined With 
a poWer supply unit to support the sensor(s). The poWer 
supply is controlled remotely through an SIM communica 
tions link to enable digital adjustments to the sensor(s) 
poWer input. 

[0057] Although speci?c embodiments of the invention 
have been disclosed, those having ordinary skill in the art 
Will understand that changes can be made to the speci?c 
embodiments Without departing from the spirit and scope of 
the invention. The scope of the invention is not to be 
restricted, therefore, to the speci?c embodiments, and it is 
intended that the appended claims cover any and all such 
applications, modi?cations, and embodiments Within the 
scope of the present invention. 

What is claimed is: 
1. A sensor interface system for interfacing With a col 

lection of one or more sensors that can sense chemical, 

biological, radiation, nuclear, and explosives (CBRNE) 
materials, the sensor interface system comprising: 

one or more digital and/or analog sensor interfaces for 
coupling With; 

chemical sensors; 

biological sensors; 

radiation sensors; 

nuclear sensors; and 

explosives sensors; 
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an analog signal to digital data converter for converting 
signals from analog sensors, that are coupled With the 
one or more digital and/or analog sensor interfaces, to 
digital data; 

a signal processor and central processor, coupled With the 
one or more digital and/ or analog sensor interfaces and 
With the analog signal to digital data converter, for 
receiving and processing signals from the one or more 
digital and/or analog sensor interfaces; 

a communications device, coupled to the signal processor 
and central processor, for coupling digital data repre 
senting signals from one or more sensors coupled With 
the one or more digital and/or analog sensor interfaces, 
to a communications netWork; 

an individual TCP/IP address associated With each of the 
one or more digital and/ or analog sensor interfaces, and 
for providing netWork access to digital data represent 
ing signals from each one or more sensors coupled With 
the each one or more digital and/or analog sensor 
interfaces, respectively; 

a voltage poWer supply module, coupled With the one or 
more digital and/or analog sensor interfaces, for sup 
porting one or more sensors connected to the one or 

more digital and/or analog sensor interfaces, respec 
tively, and With softWare controls to adjust the poWer 
for calibration of the one or more sensors; 

a software control interface, coupled With the each one or 
more digital and/or analog sensor interfaces and With 
the signal processor and central processor, to couple 
softWare controls to the one or more digital and/or 
analog sensor interfaces to adjust for calibration of 
sensors coupled With the one or more digital and/or 
analog sensor interfaces; 

a digital data collection system, communicatively coupled 
With the one or more digital and/or analog sensor 
interfaces, for collection of sensor data from the one or 
more digital and/or analog sensor interfaces; 

a multi-channel analyzer system, communicatively 
coupled With the digital data collection system, for 
preparing histograms of the collected sensor data; 

a spectral analysis system, communicatively coupled With 
the multi-channel analyzer system and the digital data 
collection system, for receiving and analyzing the 
collected sensor data to detect radiation and to identify 
one or more targeted materials associated With the 
sensor data; 

a ?rst data storage means for storing data representing 
chemical, biological, radiation, nuclear and explosives 
(CBRNE) material spectra for use by the spectral 
analysis system, Where one or more spectral images 
stored in the ?rst data storage unit represent each 
CBRNE material the ?rst data storage means being 
communicatively coupled With the spectral analysis 
system; 

an information processing system, communicatively 
coupled With the spectral analysis system, for analyzing 
the identi?ed one or more targeted CBRNE materials 
and to determine the possible materials or goods that 
they represent; and 
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a second data storage means for storing data representing 
a manifest relating to a container or object under 
examination, the second data storage means being 
communicatively coupled With the information pro 
cessing system, the information processing system fur 
ther for comparing the determined possible materials or 
goods With a manifest relating to a container or object 
under examination to determine if there are unautho 
riZed materials or goods contained Within the container, 
or in the object, under examination. 

2. The system of claim 1, Wherein the one or more digital 
and/ or analog sensor interfaces are mounted on one daughter 
board. 

3. The system of claim 1, Wherein at least one of the one 
or more digital and/or analog sensor interfaces is for con 
necting With one or more radiation detectors of any of the 
types of neutron, alpha particle, or beta particle detectors. 

4. The system of claim 1, Wherein at least one of the one 
or more digital and/or analog sensor interfaces is for directly 
connecting With one or more detectors of any of the types of 
chemical, biological or explosives detectors. 

5. The system of claim 1, Wherein the one or more digital 
and/or analog sensor interfaces and the voltage poWer sup 
ply module are combined and integrated into a detector 
design to provide a netWork enabled sensor interface for 
detecting chemical, biological, radiation, nuclear or explo 
sives materials. 

6. The system of claim 1, further comprising at least one 
Wireless or Wire-line communications system to transport 
the digital data, via netWork access using TCP/IP addresses, 
from one or more digital and/or analog sensor interfaces 
coupled With one or more radiation sensors to the digital data 
collection system. 

7. The system of claim 1, Wherein the one or more digital 
and/or analog sensor interfaces and the voltage poWer sup 
ply module are combined and integrated into a detector 
design to provide a netWork enabled sensor interface for 
detecting chemical, biological, radiation, nuclear, or explo 
sive materials, and further comprising: 

a radiological source, integrated into the netWork enabled 
sensor interface, that may be continuously or periodi 
cally exposed to a radiation detector that is coupled 
With the netWork enabled sensor interface to provide a 
reference signal used for calibration of the radiation 
detector. 

8. The system of claim 1, Wherein the one or more digital 
and/or analog sensor interfaces and the voltage poWer sup 
ply module are combined and integrated into a detector 
design to provide a netWork enabled sensor interface for 
detecting chemical, biological, radiation, nuclear, or explo 
sive materials, and further comprising: 

an intemet communications interface coupled With the 
netWork enabled sensor interface to provide a Web 
detector Where multiple users over the internet can 
connect to the netWork enabled sensor interface and can 
obtain digital data from a radiation detector that is 
coupled With the netWork enabled sensor interface. 

9. The system of claim 1, Wherein the one or more 
radiation sensors coupled With the one or more digital and/or 
analog sensor interfaces are either continuously exposed or 
selectively exposed to a trace level of a radiological material 
to provide a reference signal for use in calibrating the 
radiation sensors. 
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10. The system of claim 9, Wherein the multi-channel 
analyZer system uses the reference signal associated With the 
one or more radiation sensors to adjust the collected radia 
tion data from the one or more radiation sensors to obtain 

proper calibration of the collected radiation data. 
11. The system of claim 1, Wherein the spectral analysis 

system analyZes the collected sensor data to detect and to 
identify one or more CBRNE materials associated With the 
detected sensor data by using softWare on a computer 
program product for providing instructions to an information 
processing system. 

12. The system of claim 1, further comprising a netWork 
server, communicatively coupled With the signal processor 
and central processor, the digital data collection system, the 
multi-channel analyZer system, and the spectral analysis 
system, to enable one or more users over a netWork to access 

information from the netWork server relating to at least one 
of: digital data representing signals from each one or more 
sensors, softWare controls to the one or more digital and/or 
analog sensor interfaces, collected sensor data, histograms 
data, and detection of radiation and identi?cation of one or 
more targeted materials associated With the collected sensor 
data. 

13. The system of claim 1, further comprising a TCP/IP 
netWork communications interface for netWork communi 
cations With the communications device via TCP/IP com 
munication protocol. 

14. The system of claim 1, Wherein the communications 
device provides an open communications interface to enable 
netWork communications With another netWorked device via 
any conventional netWork communications protocol. 

15. The system of claim 1, Wherein a peak detector is 
incorporated into at least one of the one or more digital 
and/or analog sensor interfaces for the multi-channel ana 
lyZer system to identify a detected energy range from the 
collected sensor data. 

16. The system of claim 1, Wherein a peak detector is 
incorporated into the multi-channel analyZer system to iden 
tify a detected energy range from the collected sensor data. 

17. A sensor integration module for coupling sensor data 
betWeen a collection of one or more sensors that can sense 

chemical, biological, radiation, nuclear, and explosives 
(CBRNE) materials, and a sensor data analyZer system that 
collects and processes the sensor data to identify one or more 
targeted CBRNE materials associated With the sensor data, 
the sensor integration module comprising: 

one or more digital and/or analog sensor interfaces for 
coupling With; 

chemical sensors; 

biological sensors; 

radiation sensors; 

nuclear sensors; and 

explosives sensors; 

an analog signal to digital data converter for converting 
signals from analog sensors, that are coupled With the 
one or more digital and/or analog sensor interfaces, to 
digital data; 

a signal processor and central processor, coupled With the 
one or more digital and/ or analog sensor interfaces and 
With the analog signal to digital data converter, for 
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receiving and processing signals from the one or more 
digital and/or analog sensor interfaces; 

a communications device, coupled to the signal processor 
and central processor, for coupling digital data repre 
senting signals from one or more sensors coupled With 
the one or more digital and/or analog sensor interfaces, 
to a communications network; 

an individual TCP/IP address associated With each of the 
one or more digital and/or analog sensor interfaces, and 
for providing netWork access to digital data represent 
ing signals from each one or more sensors coupled With 
the each one or more digital and/or analog sensor 
interfaces, respectively, and Wherein a sensor data 
analyZer system can be communicatively coupled With 
the sensor integration module via the communications 
netWork to collect and analyze the digital data repre 
senting signals from the each one or more sensors via 
TCP/IP communications over the communications net 

Work; 

a voltage poWer supply module, coupled With the one or 
more digital and/or analog sensor interfaces, for sup 
porting one or more sensors connected to the one or 

more digital and/or analog sensor interfaces, respec 
tively, and With softWare controls to adjust the poWer 
for calibration of the one or more sensors; and 
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a softWare control interface, coupled With the each one or 
more digital and/or analog sensor interfaces and With 
the signal processor and central processor, to couple 
softWare controls to the one or more digital and/or 
analog sensor interfaces to adjust for calibration of one 
or more sensors coupled With the one or more digital 

and/or analog sensor interfaces. 
18. The sensor integration module of claim 17, further 

comprising: 
an internet communications interface communicatively 

coupled With the communications device to provide a 
Web-detector Where multiple users over the internet can 
connect to the sensor integration module to obtain the 
digital data representing signals from the each one or 
more sensors for processing and analyZing the digital 
data by a remotely located sensor data analyZer system 
to remotely identify one or more targeted CBRNE 
materials associated With the sensor data. 

19. The sensor integration module of claim 18, Wherein 
the sensor integration module provides the digital data 
representing signals from the each one or more sensors that 
comprises information for the remotely located sensor data 
analyZer system to spectrally analyZe identi?ed one or more 
targeted CBRNE materials and to determine the possible 
materials or goods that they represent. 

* * * * * 


