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SYNCHRONIZING DISTRIBUTED WORK 
THROUGH DOCUMENT LOGS 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application may be related to US. application 
Ser. No. 11/322,435, ?led on Dec. 29, 2005, entitled “Coor 
dination and Tracking of Work?oW,” assigned to the corpo 
rate assignee of the present invention and incorporated 
herein by reference. 

[0002] This is a continuation of US. application Ser. No. 
10/887,998, ?led on Jul. 9, 2004, entitled “Synchronizing 
Distributed Work Through Document Logs,” assigned to the 
corporate assignee of the present invention and incorporated 
herein by reference. 

FIELD OF THE INVENTION 

[0003] The present invention relates to the ?eld of digital 
object distribution; more particularly, the present invention 
relates to synchronizing information corresponding to a 
digital object. 

BACKGROUND OF THE INVENTION 

[0004] Millions of documents are sent back and forth 
every day. Substantial effort and time is spent in the over 
head of addressing these documents. In the Workplace, this 
substantial time and effort results in increased cost and 
expense. 

[0005] One typical problem With documents involves the 
synchronization of distributed Work. Synchronization of 
distributed Work involves the arrangement of Work. When 
the Work involves a document, such synchronization may 
involve coordinating the information corresponding to the 
document. For example, When a number of parties are 
making comments about a document, the comments may be 
arranged and/or ordered to provide a better understanding or 
a more complete state of the document’s revieW. 

[0006] Many document management systems have been 
proposed and implemented in the past. These document 
management systems include systems that store documents 
and handle the coordination of requests With responses. 
HoWever, these systems do not cur across organizational 
boundaries and do not perform the synchronization that is 
necessary. 

[0007] A Web log is an online document management tool 
used to record information. Web logs use a client-server 
frameWork to permit the addition or subtraction of content 
from one or more client locations to a server that hosts the 
Web log. Because one server hosts each Web log, Web logs 
are typically anchored to a particular HTTP location. 

SUMMARY OF THE INVENTION 

[0008] A method and apparatus is disclosed herein for 
synchronizing distributed Work. In one embodiment, the 
method comprises receiving ?rst and second metadata 
entries, adding the ?rst and second metadata entries to a set 
corresponding to a digital object, and providing access to 
?rst and second unique identi?ers used for referencing the 
?rst and second metadata entries respectively, Where the ?rst 
and second unique identi?ers are based on contents of the 
?rst and second metadata entries respectively. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] The present invention Will be understood more 
fully from the detailed description given beloW and from the 
accompanying draWings of various embodiments of the 
invention, Which, hoWever, should not be taken to limit the 
invention to the speci?c embodiments, but are for explana 
tion and understanding only. 

[0010] FIG. 1 illustrates an exemplary user interface; 

[0011] FIG. 2 illustrates the vieW of a log associated With 
the radiology image that Was referenced by the highlighted 
comment in FIG. 1; 

[0012] FIG. 3 illustrates an exemplary sketch of a XML 
?le that represents the log associated With a document; 

[0013] FIG. 4 is a diagram depicting the con?guration of 
clients that submit entries to the rendezvous point for a 
particular document; 
[0014] FIG. 5 is a How diagram of one embodiment of a 
synchronization process; 

[0015] FIG. 6 is a How diagram of one embodiment of a 
data process; 

[0016] FIG. 7 is a How diagram of one embodiment of an 
access process; 

[0017] FIG. 8 is a How diagram of one embodiment of an 
encryption process; 

[0018] FIG. 9 is a How diagram of one embodiment of an 
entanglement process; 

[0019] FIG. 10 is a How diagram of one embodiment ofa 
hash-based searching process; 

[0020] FIG. 11 is a How diagram of one embodiment ofa 
transaction process; and 

[0021] FIG. 12 is a block diagram of an exemplary com 
puter system. 

DETAILED DESCRIPTION OF THE PRESENT 
INVENTION 

[0022] A method and apparatus for synchronizing data 
centered around digital objects (e.g., documents) that scales 
up to arbitrary sized groups or sets. In one embodiment, the 
synchronization is performed using a conceptual frameWork 
referred to herein as “document logs.” Document logs are 
similar to Web logs. Document logs differ from Web logs in 
that they are anchored to a particular document, rather than 
the HTTP location that anchors Web logs. 

[0023] In one embodiment, a document log has log entries. 
Individual log entries consist of metadata. The metadata may 
comprise short text messages and/or optional links entered 
by one or more people or automated systems. The document 
log may be distributed. In one embodiment, the document 
log is distributed as XML. 

[0024] Unlike the client/server frameWork of Weblogs, 
document log distribution and processing is a process dis 
tributed among nodes (e.g., units, devices, etc.) connected in 
a netWork. The process can be arbitrarily scaled. In one 
netWorked environment, each node minimally provides 
caching and synchronization for log entries, and the ability 
to exchange entries With other nodes. Additionally, user 
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interface nodes (e.g., clients) provide vieWs of entries and 
the anchoring document along With a mechanism for adding 
neW entries and/or following links. 

[0025] In one embodiment, for any given document log or 
set of logs, a single node is designated as responsible for 
synchronizing log entries. The role of this “synchronizing” 
node is to synchronize distributed Work similar to the role 
that domain name servers (DNS) provide for converting 
domain names into locations (IP addresses). The synchro 
nizing node may be a server. In particular, the synchronizing 
node provides a canonical ordering of entries for each 
document log. In other embodiments, such synchronization 
may be performed locally by serving a single Workgroup or 
globally via a Web service corresponding to the root domain 
name server). TWo nodes that agree to use the same syn 
chronizing node can then rely on having the same ordering 
for the entries. 

[0026] In addition to describing a system architecture and 
operation, a method and apparatus for processing a trans 
action using a global rendezvous point service is described. 
In essence, an entity Wishing to have their log entry added 
to the canonical sequence of entries for a document pays a 
transaction fee to the service. Once an indication has been 
generated indicating that payment as been received, the log 
entry may be added. 

[0027] In one embodiment, document logs are used in 
conjunction With encryption to provide secure exchange of 
documents Without trusted third parties. 

[0028] Taken together, document logs and associated pro 
cessing provide basic building blocks useful for content 
management and distribution including version tracking, 
?exible ?lesharing, synchronization, and the like. Unlike 
existing document management systems, source code 
repositories, or other existing mechanisms to achieve these 
goals, in one embodiment, document logs require no soft 
Ware installation or administrative maintenance. Further 
more, document logs provide the ?exibility for users to 
e?iciently Work together. 
[0029] In the folloWing description, numerous details are 
set forth to provide a more thorough explanation of the 
present invention. It Will be apparent, hoWever, to one 
skilled in the art, that the present invention may be practiced 
Without these speci?c details. In other instances, Well-knoWn 
structures and devices are shoWn in block diagram form, 
rather than in detail, in order to avoid obscuring the present 
invention. 

[0030] Some portions of the detailed descriptions that 
folloW are presented in terms of algorithms and symbolic 
representations of operations on data bits Within a computer 
memory. These algorithmic descriptions and representations 
are the means used by those skilled in the data processing 
arts to most effectively convey the substance of their Work 
to others skilled in the art. An algorithm is here, and 
generally, conceived to be a self-consistent sequence of steps 
leading to a desired result. The steps are those requiring 
physical manipulations of physical quantities. Usually, 
though not necessarily, these quantities take the form of 
electrical or magnetic signals capable of being stored, trans 
ferred, combined, compared, and otherWise manipulated. It 
has proven convenient at times, principally for reasons of 
common usage, to refer to these signals as bits, values, 
elements, symbols, characters, terms, numbers, or the like. 
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[0031] It should be borne in mind, hoWever, that all of 
these and similar terms are to be associated With the appro 
priate physical quantities and are merely convenient labels 
applied to these quantities. Unless speci?cally stated other 
Wise as apparent from the folloWing discussion, it is appre 
ciated that throughout the description, discussions utilizing 
terms such as “processing” or “computing” or “calculating” 
or “determining” or “displaying” or the like, refer to the 
action and processes of a computer system, or similar 
electronic computing device, that manipulates and trans 
forms data represented as physical (electronic) quantities 
Within the computer system’s registers and memories into 
other data similarly represented as physical quantities Within 
the computer system memories or registers or other such 
information storage, transmission or display devices. 

[0032] The present invention also relates to apparatus for 
performing the operations herein. This apparatus may be 
specially constructed for the required purposes, or it may 
comprise a general purpose computer selectively activated 
or recon?gured by a computer program stored in the com 
puter. Such a computer program may be stored in a computer 
readable storage medium, such as, but is not limited to, any 
type of disk including ?oppy disks, optical disks, CD 
ROMs, and magnetic-optical disks, read-only memories 
(ROMs), random access memories (RAMs), EPROMs, 
EEPROMs, magnetic or optical cards, or any type of media 
suitable for storing electronic instructions, and each coupled 
to a computer system bus. 

[0033] The algorithms and displays presented herein are 
not inherently related to any particular computer or other 
apparatus. Various general purpose systems may be used 
With programs in accordance With the teachings herein, or it 
may prove convenient to construct more specialized appa 
ratus to perform the required method steps. The required 
structure for a variety of these systems Will appear from the 
description beloW. In addition, the present invention is not 
described With reference to any particular programming 
language. It Will be appreciated that a variety of program 
ming languages may be used to implement the teachings of 
the invention as described herein. 

[0034] A machine-readable medium includes any mecha 
nism for storing or transmitting information in a form 
readable by a machine (e.g., a computer). For example, a 
machine-readable medium includes read only memory 
(“ROM”); random access memory (“RAM”); magnetic disk 
storage media; optical storage media; ?ash memory devices; 
electrical, optical, acoustical or other form of propagated 
signals (e.g., carrier Waves, infrared signals, digital signals, 
etc.); etc. 

Document Logs in General 

[0035] A log (e.g., document log) consists of a digital 
object along With one or more sets of metadata. The digital 
objects can be represented as a sequence of bytes. The digital 
object may be a document and the metadata may correspond 
to a set of comments associated With the document. Thus, for 
each document, there exists a set of comments associated 
With that document. Comments, Which generally consist of 
text strings, may be documents themselves and could consist 
of arbitrary byte strings. Comments may be simple text 
entries that might refer to other documents and can be 
created by anyone or anything. In the context of a draft 
technical paper, a set of comments might represent feedback 
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from different reviewers. In the context of a photograph 
(e.g., jpeg ?le), the set of comments might include stories 
about the event depicted in the photograph such as a birthday 
party. In the context of a patient chart, the set of comments 
might include references to individual appointments or visits 
for the patient. 

[0036] Techniques are described herein for exchanging 
and merging the lists of comments associated with a docu 
ment together (without con?icts). 

[0037] In one embodiment, document logs are represented 
using a simple XML format that speci?es the “anchoring” 
document and list of entries. For example, a format such as 
the simple syndication (RSS) format could easily be adapted 
to serve the same purpose. 

[0038] In one embodiment, an exchange mechanism is 
used to enable two nodes to exchange a list of entries. In one 
embodiment, the nodes use the HTTP GET methods to 
retrieve the XML ?le corresponding to a document log and 
the HTTP POST method to send an XML with (new) entries 
to a node. For purpose herein, GET will refer to the action 
of retrieving content associated with a locator, whether used 
as part of HTTP or not. Alternatively, other exchange 
mechanisms, including simple ?le copy operations, may be 
used. 

[0039] A node may include a user interface to enable an 
individual to view and add to the document log entries. 
Many user interfaces are possible for viewing and adding to 
document logs. An exemplary user interface is shown in 
FIG. 1. Referring to FIG. 1, a representation of the image 
101 on the right hand side and document log entries 102 on 
the left-hand side. On the bottom of the left-hand side is a 
text box 103 that allows the user to type in a new entry. 

[0040] FIG. 1 shows a prototype user interface for viewing 
of a document log. In this example, the document is an 
image (e.g., corresponding to a patient) and the entries 
correspond to information about that patient. These entries 
include links to other documents, such as appointments or 
procedure results, and their associated logs. Thus, the user 
interface of FIG. 1 facilitates a hypothetical use for tracking 
patient information. On the right side of FIG. 1 is a docu 
ment, in this case a picture of the patient. Log entries 102 are 
entries associated with the patient. Some of these entries are 
manually typed in by o?ice stalf, physicians, or the patient 
themselves, and other entries are created automatically by 
related systems, such as a scheduling system or radiologic 
imaging machines. For each entry in such a document log, 
a link to another document may be included in the entry. A 
small thumbnail 104 of the related document is shown to the 
right of that entry. 

[0041] In one embodiment, the “active” comment under 
neath the cursor is enlarged with a ?sheye effect to enable 
rapid browsing of many comments within a single list. In 
one exemplary user interface, entry 105 underneath the 
mouse cursor is enlarged so as to be easily visible. In the 
example shown here, the highlighted entry may have been 
created automatically by a machine in a manner well known 
in the art. The identi?er for the document log shown might 
have been entered into the machine by use of a bar code or 
other mechanism on a printed version of this document log. 
An item that was automatically entered into the original 
document log includes a link to the document log containing 
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the imaging results created automatically by the imaging 
machine. Clicking on any of entries 102 takes the user to the 
document log associated with that entry. Clicking on a 
comment that has been associated with a link that points to 
a related document takes the user to the view of the 
document and log associated with the referenced document. 
FIG. 2 shows the view of a log associated with the radiology 
image that was referenced by the highlighted comment in 
FIG. 1. Referring to FIG. 2, a document that was produced 
automatically by an x-ray machine and the comments that 
have been associated with that document are shown. 

[0042] In some cases, that log will have an entry pointing 
back to the original log, but in many cases it will not. 
Navigation tools at the top of this prototype viewer provide 
forward and backward functions similar to a standard web 
browser. 

[0043] In addition to images, document types may include 
wordprocessing ?les, ?ash paper, Excel ?les, text docu 
ments, or any other type of data. In the current system, any 
single ?le (or individually addressable unit) can be used as 
a “document.” 

Documents as Locations 

[0044] Conceptually, a document log may represent a 
virtual space or (?le) hierarchy. The origin of the spaceia 
“root” nodeiis de?ned by the document itself. Directory 
names could be used specify locations of the virtual space. 
However, in one embodiment, instead of using directory 
names to specify location, the hash values of the documents 
themselves are used to specify location of documents and 
comments on the virtual space or ?le hierarchy. For 
example, /A/C represents a comment (c with C=SHAl(c)) 
on a document (a with A=SHAl(A)), where SHAl is a hash 
function that maps an arbitrary sequence of bytes into a ?xed 
siZe sequence. That is, the letterA is used to indicate the hash 
of object a, A=SHAl(a) where A represents any sequence of 
bytes. For example the string “This is a character string.” 
maps into ‘97d98ldad06b03622cbf8ela5642724cbcae64f8’ 
(using hexadecimal notation). 
[0045] The storage associated with this representation 
could be a standard directory structure, for example, A as the 
name of a directory and C as the name of a ?le containing 
the comment on a. Other storage mechanisms, such as a 
database using the hash values as primary keys, would work 
equally well and any node may use one or more such storage 
mechanisms. A confusing case in which the value of a is 
itself a string which can be interpreted as a path or a uniform 
resource locator (URL). If a=‘http://foo.com/path/to/?le.ext’ 
then it may be ambiguous whether c is a comment about the 
location, is a comment about a web page whose contents 
might change, or a comment about the contents of that web 
page at some particular point in time. In the latter case, it is 
safer to use the hash of the contents (if available) as the 
anchoring document rather than the hash of the reference 
string as the anchor. 

[0046] Note that if a is a string and a valid URL, then 
individual nodes may choose to combine comments on the 
string as well as comments on the “known” contents that 
have been obtained from that URL. Also note that by 
convention, the document log of a might include an entry for 
each of the contents that has been available from a along 
with the pointers to the document log associated with this 
particular contents. 
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[0047] For purposes of the description herein, in one 
embodiment, a document is an immutable object identical to 
a particular sequence of bytes, and the hash value of a 
document is used as a reference to that document. Since 
different versions of a document have different hash values, 
the different versions are considered to be different docu 
ments. (By convention if D2 is a neW version of document 
D1, the log of document D1 Will have an entry pointing to 
D2 and the log of D2 Will have an entry pointing back to 
D1.) 
[0048] More speci?cally With respect to the use of hash 
functions and directory structures, for example, a J PEG ?le, 
a Word document, a postscript document, a text string, etc. 
aL1 indicates a location (e.g., a URL) of object a, such as 
http://WWW.server.com/path/a.jpg or ?le:///path/to/a.jpg 

a=GET(au) 

(a is the result of de-referencing an) 

[0049] Let AL1 denote the set of locations aL1 for Which 
SHA1(GET(au))=A 
[0050] Note that AL1 indicates a location that returned a 
string representation of A. 

[0051] A neW “virtual” SHAl protocol may be de?ned as 
folloWs: 

[0052] SHAl://host.name/A/B/C that represents a rela 
tionship betWeen A, B, C and their corresponding values, 
a, b, and c. The value b is a comment (or document log 
entry) on a, While c is a comment on b. 

[0053] As With any URL, if GET(SHA1 ://host.name/A/ 
B/C) succeeds, it returns some content as a string of bytes. 
Unlike other protocols, this content is c and therefore is not 
just identical for any host, but is also be immutable. In other 
Words, it is an error if SHAl(GET(SHAl:// . . . /C)) does not 
equal c. Thus, if a node has a copy of c, then it does not need 
to perform any communications to return GET(SHA1 :// . . . 

/C) (assume that clients compute SHAl(c) and store the 
results and any lookup table using C as the key). 

[0054] Note that just as the same image ?le may be located 
in several places, the same comments may be related to 
several documents. If c is a comment on b, then both 
SHAl :///A/B/C and SHAl:///B/C are valid URLs. The com 
ment c might also be a comment on document X, in Which 
case SHA:l:///X/C Would also be valid. Valid in this sense 
means that someone or some process actually added c as a 

comment on documents x and b 

Document Log Listings 

[0055] By convention a trailing slash is used to indicate a 
listing of comments associated With a document. In one 

embodiment, GET(SHAl://host.com/A/) returns from host 
.com a listing of comments on document a (in the standard 
XML format). LikeWise, SHAl://foo.com/A/ refers to a 
listing from host foo.com. /A/ is a reference to the locally 
knoWn comments on a. SHAl://host.com/A/C/ refers to a 

listing of comments on comment a from host.com, etc. 

[0056] An exemplary algorithm for performing lookup of 
H/A/C is as folloWs: 

[0057] a) check local storage for C (storage can be hash 
table, database, ?le directory, etc.) 
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[0058] b) if available, then get and return associated value 
(e.g., content) (Note if instead the set, C/, is being looked up, 
then add the associated set to results and (optionally) con 
tinue check local storage for A, if found, then get associated 
set of comments) 

[0059] c) compute hashes of comments 

[0060] d) if any comment has hash C, return that comment 

[0061] e) look up domain name H (Which may also be a 
hash of the string corresponding to a URL, Which is handled 
beloW) 
[0062] f) send GET request to H With A/C 

[0063] g) return results (and optionally check for valid 
hash) 
[0064] h) send the request to one or more precon?gured 
servers (note that the servers may have been previous 
locations for getting A or a) 

[0065] i) if H is a hash of a URL, h, then use that URL in 
a normal GET request that should return a 

[0066] The h/ or h.xml or similar standard variations on h 
can be used by the client as a request to the server for list of 
comments (e.g., XML ?le), Which can be used to compute 
C (e.g., if c is one of the entries in that ?le). 

[0067] Clients may also maintain a list mapping A to ul 
and u2, Where ul is a set of locations from Which the client 
has obtained a (or information based on a) and u2 are 
locations containing comments on a (e.g., XML ?les). In an 
alternative embodiment, the client may simply look up u2, 
retrieve the associated set(s) of comments, and attempt to 
compute C. 

Mapping BetWeen SHAl: and HTTP: URLs 

[0068] In one embodiment, clients de?ne and maintain 
their oWn mapping from particular contents to locations. For 
example, suppose r is the contents of Ricoh Innovations 
homepage. Then rL1 is http://WWW.rii.ricoh.com/ and 
R=‘c2c0bfe479dd6dald58ec4d0c42c5c7cl0alacfe’ (that is 
the hash value of ‘Welcome to RII’ Which for this example 
is the entire contents of index.html=r). 

[0069] In this case, a client might maintain an internal 
table With the folloWing entries: 

SHAl (R) HTTP: (ru) Notes 

c2c0bfe479dd http://WWW.rii.ricoh.com/ The “original” 
URL. (Note that 
the has value has 
been truncated 
here to conserve 

space) 
a local copy of 
the document 
contents 

http://WWW.rii.ricoh.com/rss.xml Aconventional 
place to ?nd 
comments 

associated With 
a particular 
Web site. 
Local listing 
of knoWn 
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-continued 

SHAl (R) HTTP: (ru) Notes 

entries on 

this document. 

[0070] Note that the hash values do not need to be of the 
same length. In particular, the more bits of the hash value 
that are speci?ed, the more “secure” the value is. Therefore, 
in cases where an encryption key, K, is discussed herein as 
being based on the content and an identi?er, I, based on the 
content, K and I could be different portions of the output of 
the same algorithm or they could be the output of different 
algorithms. That is, although I is the hash of x and K is the 
hash of I. Equally well, I could be the ?rst 80 bits and K 
could be bits 81-160 of the same hash computation. 

[0071] Note that there is no requirement for a node or 
server which stores, processes, presents, or adds to a docu 
ment log for A to actually have access to the content a. 
However, by convention for a server, for example, cache 
.com, that actually does have a cache or copy of the contents 
of documents, it can provide those contents in response to 
requests for the document, such as http://cachecom/A, and 
provide the list log entries in response to http://cachecom/ 
A/. In this case, the path component of the HTTP: and 
SHAl: URLs that refer to the same document could be 
identical. 

[0072] To retrieve an individual comment, the client might 
request http://cache.com/A/C (Again, note that cache.com 
may have access to and return c even if it does not have 

access to a.) If c refers to another document, b by location 
(e.g., HREF=HTTP://foo.com/b.html so bu=HTTP://foo 
.com/b.html), then the client might be able to retrieve b from 
bu, calculate B and locate the document log entries associ 
ated with B, via GET(SHAl:///B/). In one embodiment, by 
default the client checks and integrates log entries from 
several locations including the rendezvous point server, its 
local cache, foo.com/b.html.xml, and so forth. 

[0073] Of course, c might also specify that link by a 
SHAl :URL (e.g., bu=SHAl :/B) in which case the client uses 
some mechanism for identifying the location from which to 
download the actual contents b if it did not already have b 
or an alternative HTTP: version of bu. 

Synchronization Between Two Nodes 

[0074] In one embodiment, an individual client keeps a 
local cache of entries for each document. These may be 
stored in a hash table. The local cache may be any memory 
space or storage location. In one embodiment, the entry for 
each hash consists of 2 parts. The ?rst part is either a string 
containing the actual content itself and/or one or more 
pointers to the actual content (if available), and the second 
part is a list of hash values that correspond to comments on 
this document. The client can be con?gured to check one or 
more places for lists of entries. In one embodiment, a default 
location is rendezvous point, or synchronizing server, which 
might be checked periodically, such as, for example, when 
ever the user views a document. 

[0075] When the client obtains additional entries, e.g., the 
result of a GET operation, those entries are added to the local 
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cache (consistency checks may be done to ensure that the 
content is equal to the hash value) and the local list of entries 
is updated to re?ect the new entries. (Information such as the 
sequence number obtained from a synchronizing server may 
be used to order this list for presentation.) 

[0076] Note that nodes in one embodiment of the system 
of exchange are symmetric. The only difference between a 
client and server is that the client is de?ned as the machine 
that initiates communicationiusing GET to retrieve an 
entry listing or POST to send a listing. Of course, different 
nodes (in particular ones that act as servers) might also differ 
in their con?guration, most especially in whether or not will 
accept entries from particular nodes (clients). 

[0077] Nodes might keep track of their communication 
with other nodes (either other clients or servers) and send 
only “new” entries to the other node (either via a POST or 
in response to a GET). 

[0078] Also note that additional exchange protocols may 
be used, such as, for example, simply copying and append 
ing the contents of two XML ?les that refer to the same 
document log into a single ?le. 

[0079] Any number of XML representations could be used 
for the document log entries. FIG. 3 shows an exemplary 
sketch of a XML ?le that represents the log associated with 
document A. In addition to the content (“First comment on 
doc A”), each entry has a number of attributes that may be 
assigned by the originator of the entry or another node. In 
FIG. 3, the SEQ attribute is assigned by the rendezvous point 
server. This XML document itself would be returned in 
response to a query for the document log associated with A, 
by convention this query takes the form //rp.com/A/ where 
“rp.com” is the host name for the rendezvous point. (Other 
servers/hosts would return their own versions of this listing. 
The sequence numbers provided by the rendezvous point are 
designated as “canonical.”) Note that the HREF attribute on 
an entry speci?es a link to another document similar to the 
HREF attribute of an anchor ia href= . . . L <a href= . . . >tag 

in HTML. Likewise, the SRC tag is analogous to the SRC 
attribute of the HTML IMG tag and speci?es the source of 
a thumbnail image representing the referenced document. 

[0080] Another possibility would be to use the existing 
really simple syndication (RSS) schema. A simple extension 
to RSS that identi?es the base document (“anchor”) for the 
RSS feed would enable the uses identi?ed herein. Altema 
tively, instead of extending RSS, existing ?elds in RSS may 
be used. 

[0081] Merging comments is an issue since comments are 
stored according to their hash value. Note that in addition to 
the (text) value, attributes such as, for example, author and 
date are used in the computation of the hash value, C. 

[0082] FIG. 4 is a diagram depicting the con?guration of 
clients that submit entries to the rendezvous point for a 
particular document. Referring to FIG. 4, the overall dia 
gram showing submission of entries from clients to the 
rendezvous point. Note that some clients may POST entries 
directly to the rendezvous point, while others may go 
through intermediary nodes. Since entries are referenced and 
stored by their hash values, any node can exchange entries 
directly with any other node without worry of a con?ict. 
Individual nodes can also assign their own ordering to the 
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sequence of entries. The ordering provided by the rendez 
vous point is, by convention, treated as the canonical order 
ing. Note that the original creator of a document might 
specify a rendezvous point or “root” for the log entries 
associated With that document by specifying the root or rp 
attribute of the initial idoc . . . z’element. Note hoWever that 
a document log may be created by anyone, not necessarily 
just the creator of the document. (The creator of a document 
does have the ?rst opportunity to register an initial log entry 
on the document.) Other nodes may or may not choose to use 
the root attributes speci?ed in the document element.Docu 
ment entries may be made While off-line and later automati 
cally synchronize those entries With one or more servers. 

[0083] The order of entries seen by the rendezvous point 
may differ from the actual creation order (especially if some 
clients are off-line at creation time). Also the intermediate 
nodes might aggregate entries from multiple other nodes and 
submit. 

[0084] On the server side for the rendezvous point, in one 
embodiment, sequence numbers are assigned in the order in 
Which they are received. Separate con?guration and con?r 
mation of user identity (e.g., posting authority) can be 
handled in any one of several Ways. These include usemame 
and passWord veri?cation, IP address testing, session iden 
ti?ers, and the like. In some cases for encrypted content, the 
user might have to prove (through cryptographic methods) 
that they actually knoW the encryption key A (and/or the 
content a). 

Rendezvous Points and Global Synchronization 

[0085] As described, the arrangement of nodes above 
functions quite Well for exchanging document logs in a 
decentralized, scalable, peer-to-peer arrangement. Com 
ments can be made off-line or online and resolved through 
local exchanges. 

[0086] HoWever, a signi?cant problem may arise When 
attempting to coordinate Work betWeen multiple clients. 
Many times those clients need to agree on an ordering or 
sequence of the entries. Because of simultaneous creation 
and communication lag times, it may not be possible to 
construct a unique ordering of those entries. Instead, each 
node may have its oWn unique ordering. 

[0087] In one embodiment, a Web service referred to 
herein as Rendezvous Point (RP.net) (RP.net is not an 
available domain name and used purely for example) pro 
vides a global ordering for any document log. In response to 
POST requests, such as, for example, POST(http://RP.net/ 
A/ C), RP.net assigns a sequence number to comment c in the 
context of document a. In response to a GET request, RP.net 
responds to GET(http://RP.net/A/) With a listing of knoWn 
comments and speci?es the sequence number for each 
comment. 

[0088] In the same manner as servers other than the root 
domain name servers can provide DNS functions, in one 
embodiment, servers other than RP.net can provide sequence 
numbers. HoWever, only one service can act as the cannoni 
cal service for assigning sequence numbers. In one embodi 
ment, the authority is delegated to other services, but the 
responsibility remains With the RP.net organization. 

[0089] Thus, server accepts metadata (e. g., a comment) 
and identi?er Which may be the hash or other valued related 
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to a digital object (e.g., the document being commented on) 
and, in one embodiment, server assigns a sequence number 
to that metadata entry and publishes the updated list of 
sequence numbers and associated metadata entries. The 
server can publish either the entry content or identi?ers 
calculated based on the content of the entries. Also, in one 
embodiment, the server digitally signs the published list. 

[0090] FIG. 5 is a How diagram of one embodiment of a 
synchronization process. The process is performed by pro 
cessing logic that may comprise hardWare (circuitry, dedi 
cated logic, etc.), softWare (such as is run on a general 
purpose computer system or a dedicated machine), or a 
combination of both. 

[0091] Referring to FIG. 5, the process begins by process 
ing logic receiving a ?rst unique identi?er that references a 
set corresponding to a digital object (processing block 501). 
In one embodiment, the ?rst unique identi?er is computed 
based on content of the digital object. In one embodiment, 
the ?rst unique identi?er is a hash value that is a result of 
applying a hash function that maps an arbitrary sequence of 
bytes associated With the digital object into a ?xed size 
sequence. Alternatively, the hash value is a result of applying 
a hash function on content of the digital object. 

[0092] Note that the digital object may be indexed by the 
?rst unique identi?er. 

[0093] Processing logic also receives ?rst and second 
metadata entries (processing block 502). Note that the 
sources of the ?rst and second metadata entries may be 
different. 

[0094] After receiving the ?rst and second metadata 
entries, processing logic adds the ?rst and second metadata 
entries to the set (processing block 503). 

[0095] Once added, processing logic provides access to 
second and third unique identi?ers used for referencing the 
?rst and second metadata entries respectively (processing 
block 504). The second and third unique identi?ers are based 
on contents of the ?rst and second metadata entries respec 
tively. In one embodiment, the second and third unique 
identi?ers are hash values. In one embodiment, the second 
and third unique identi?ers are results of computing a hash 
value based on contents of the ?rst and second metadata 
entries, respectively. 
[0096] In one embodiment, providing access to the second 
and third unique identi?ers comprises sending a canonical 
ordering of the second and third unique identi?ers. In 
another embodiment, providing access to the second and 
third unique identi?ers comprises sending sequence num 
bers associated the second and third unique identi?ers, 
Where each of the sequence numbers is associated With only 
one of the second and third unique identi?ers. Note, instead 
of sending identi?ers calculated based on the content, the 
content itself could be sent. 

[0097] In one embodiment, the process further comprises 
canonically ordering the ?rst and second metadata entries 
(processing block 505) and generating (and sending) 
sequence numbers (processing block 506) as described 
herein. 

[0098] In one embodiment, the process further comprises 
accessing the ?rst and second metadata entries using the ?rst 
and second unique identi?ers as indices. In one embodiment, 
the indices are hash values. 
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[0099] In one embodiment, the ?rst metadata entry corre 
sponds to a description of property for sale by a seller and 
the second metadata entry corresponds to an indication from 
a buyer expressing a commitment to purchase the property. 
In one embodiment, in such a case, the process of FIG. 5 
further comprises receiving a third metadata entry contain 
ing information that references either or both of the ?rst and 
second metadata entries. The process of FIG. 5 may also 
include receiving a third metadata entry (from source, or 
party, such as for example, an escroW agent, other than the 
ones providing the ?rst and second metadata) containing 
information related to a transaction to purchase the property, 
including information such as, for example, shipping infor 
mation (e.g., shipping dates, tracking numbers, and recep 
tion dates) and payment information. 

[0100] In one embodiment, the process of FIG. 5 further 
includes access restriction processing to restrict the addition 
of additional metadata entries to the set of entries based on 
criteria (eg the number of metadata entries made on the 
document). In one embodiment, restricting access is per 
formed by denying a request to add a further comment. In 
another embodiment, restricting access is performed by 
adding the second metadata entry to the set, charging a fee, 
and preventing publication of a sequence number associated 
With the second metadata entry When one or more other 
sequence numbers associated With one or more entries in the 
set are published until after receiving an indication that 
payment has been received. Such access restriction process 
ing may further comprise publishing sequence numbers 
corresponding to entries in the set While preventing addition 
of further metadata entries. The access restriction processing 
is described in greater detail beloW. 

[0101] In one embodiment, the process of FIG. 5 further 
includes some encryption processing. The encryption pro 
cessing may include computing a hash of the digital object 
and encrypting one or both of the digital object and the 
second metadata entry using an encryption key that is a 
function of the content of the digital object. In one embodi 
ment, the encryption key is a hash of the digital object. In an 
alternative embodiment, the encryption key is a function of 
an encrypted version of the digital object. In one embodi 
ment, the encryption is performed using DES. In one 
embodiment, the encryption processing also includes creat 
ing the encrypted version of the digital object by applying 
the DES algorithm to the digital object using the hash of the 
digital object as the encryption key. The encryption process 
ing is described in greater detail beloW. 

[0102] FIG. 6 is a How diagram of one embodiment of a 
data process. The process is performed by processing logic 
that may comprise hardWare (circuitry, dedicated logic, etc.), 
softWare (such as is run on a general purpose computer 
system or a dedicated machine), or a combination of both. 

[0103] Referring to FIG. 6, the process begins by process 
ing logic sending a ?rst unique identi?er that references a set 
corresponding to a digital object (processing block 601). 
Processing logic then receives sequence number and unique 
identi?er pairs for each metadata entry in the set (processing 
block 602). In one embodiment, the unique identi?er in the 
pair is a hash value. 

[0104] In one embodiment, the process further comprises 
receiving one or more additional entries from another party 
(processing block 603), generating unique identi?ers for the 

Sep.20,2007 

additional entries (processing block 604), and comparing the 
generated unique identi?ers With received unique identi?ers 
to identify an order betWeen the one or more additional 
entries and other entries in the set (processing block 605). 

[0105] In one embodiment, the process may further 
include identifying a temporal location of the ?rst unique 
identi?er among unique identi?ers in the set. 

Business Models 

[0106] Tying the log entries to particular document con 
tents presents the possibility for neW transactional business 
models. Each identi?er corresponds to a space. The server 
may charge individual users to accept and publish their 
updated entries. For example, assume an initial identi?er and 
some number, N, of entries are paid for by user A. After the 
nth entry, in one embodiment, the sequence is locked until 
payment is received (the sequence list is still published, but 
no updates are possible). If user B attempts to register an 
entry, the server denies the request (or does not publish the 
assigned sequence number) until additional payment is 
received (either from A, B, or other interested parties). 

[0107] In particular, RP.net might charge on a per “docu 
ment space” basis to accept neW comments and assign them 
to that space. For example, RP.net might charge a at rate (say 
Zero) for the ?rst 100 registered comments. After that, 
additional registrations might cost some small amount. This 
amount could be paid by the document oWner (e.g., the 
person Who added the ?rst entry) or by the comment 
submitter (the person or organization Wishing to add the 
comment) or other interested parties. 

[0108] In a typical scenario, the original submitter might 
Wish to start a discussion, for instance about a particular 
photo of a birthday party. They send a photo around to their 
friends and pay RP.net for the ?rst 100 comments. Eventu 
ally they may lose interest and no longer Wish to underWrite 
that discussion. Some other person, for instance, the parent 
of the child having the birthday, might Wish to continue the 
discussion, perhaps something as simple as adding in a link 
to their oWn photo album. The parent could then pay for and 
register the 101 st comment. Of course, the parent might also 
just Want to enable other people, such as the grandparents, 
to continue making comments and pay for another block 
(e.g., 100) of comment registrations. 

[0109] In one embodiment, RP.net makes available the 
currently registered comments at no fee. (The fees paid for 
the initial comments provide, in essence, an ongoing obli 
gation to provide the sequence numbers and possibly the 
common contents.) This has the desired effect of making the 
existing comments visible and generating demand for people 
Who see those comments to add (and pay for) their oWn. 
Coupled With the encryption techniques described herein, 
this service and business model Works equally Well With 
public documents and comments as Well as private docu 
ments and private comments. (There can even be public 
comments on private documents and vice versa all Without 
having to trust RP.net With any private information.) 

[0110] Many additional variations on this model are pos 
sible. The most obvious are restricting registration access on 
a per document and per user/organization basis. (For 
example, the initial comment in a document log might be 
information that limits the posting access to a set of iden 










