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METHOD AND APPARATUS FOR SELECTIVELY 
ENFORCING NETWORK SECURITY POLICIES 

USING GROUP IDENTIFIERS 

PRIORITY CLAIM; CROSS-REFERENCE TO 
RELATED APPLICATION 

[0001] This application claims domestic priority under 35 
U.S.C. 120 as a Continuation of prior application Ser. No. 
09/767,284, ?led Jan. 22, 2001, the entire contents of which 
are hereby incorporated by reference for all purposes as if 
fully set forth herein. 

FIELD OF INVENTION 

[0002] The present invention generally relates to enforc 
ing security in a network. The invention relates more spe 
ci?cally to a method and apparatus for selectively enforcing 
network security policy using group identi?ers. 

BACKGROUND OF THE INVENTION 

[0003] In securing a network it is desirable is to implement 
a type of security throughout the infrastructure based upon 
the identity of a user and an association of that user to the 
network address that he is using. In the past, this has been 
unworkable for various reasons. Accordingly, there is a need 
for a scalable approach for associating data ?ows to indi 
viduals and groups at network policy enforcement points. 

[0004] Generally, there are four ways to de?ne and imple 
ment an access security policy: Closed, Restrictive, Permis 
sive, and Open. Under a Closed policy, all prospective users 
are denied access to the network. This policy is best imple 
mented by eliminating the network connection of each 
prospective user, and is not normally practical to implement. 
In a Restrictive policy, a network denies access to all except 
that which is explicitly permitted. Under a Permissive 
policy, a network permits access to all except that which is 
explicitly denied. Under an Open policy, a network permits 
access to all parties. This is usually not implemented except 
in totally trusted domains. 

[0005] For acceptable access control, a security policy 
must be consistently enforced by all devices that are capable 
of enforcing the policy and that are in the network. In known 
approaches, such devices can implement a particular policy 
using three general mechanisms. In a ?rst approach, static 
access controls without consideration of user or device 

mobility are implemented. In a second approach, dynamic 
access controls with user or device mobility are provided. In 
a third approach, a software facility such as the Cisco User 
Registration Tool (“URT”) is used in combination with some 
dynamic access controls. 

[0006] Generally, the ?rst approach simply involves the 
placement of access control lists (“ACLs”) on network 
routers to limit access to or from stationary hosts throughout 
the enterprise or any part of the network. This does not 
require any policy distribution protocol or mechanism and it 
mandates that authoriZed users always use the same 
machine, or are limited to always using a machine within a 
speci?ed security Zone. The ACLs can be placed on the 
policy enforcement point (“PEP”) nearest to the machine 
that can restrict access to provide coarse or ?ne-grained 
control. This approach has limited applicability; although 
ACLs may be placed to limit access to destinations, the 
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approach is in?exible because users and their machines 
normally move around within an enterprise. 

[0007] The second approach, providing dynamic access 
controls with mobility, may involve implementing the policy 
model that is now under development by the Internet Engi 
neering Task Force (IETF), but may have a scalability 
problem to be effective. In using the second approach, a 
Policy Decision Point (PDP) transmits to policy enforce 
ment point (PEP) a static policy, such as “User <Bill> may 
access <Server l>.” The PEP then receives user authentica 
tion credentials, either through some type of userid/pass 
word information, or a similar mechanism. A network 
address binding resolution (“NABR”) process then would 
statically resolve names on a one-time basis, each time the 
PDP updates the PEP. 

[0008] Two sub-approaches are known for carrying out the 
second approach. In the ?rst sub-approach, a small process 
effort is required but the approach is relatively inefficient. 
The second sub-approach is more ef?cient but may leave 
coverage holes. Thus, neither sub-approach is fully satisfac 
tory. In both sub-approaches, a simpli?ed policy may be 
de?ned in standard terms such as: 

[0009] 

[0010] 

[0011] 

User <Bill> may not access <Server l> 

User <Bill> may not access <Server 2> 

User <Bill> may access all other resources. 

[0012] In conventional approaches, such de?nitions iden 
tify <Bill> as either a static IP address, an address mask, or 
a hostname that is resolved into a static IP address. Such 
de?nitions can be structured in either a restrictive or per 
missive manner. The above example is permissive since it 
ends with an open rule. It could be inverted to produce a very 
restrictive policy by explicitly stating only the resources that 
<Bill> may access and then ending with a rule that denies all 
else. A permissive policy usually takes fewer access control 
elements, but may not always cover all cases in a dynamic 
environment. In a permissive manner, if a new server is 
added, <Bill> would have immediate access to it until the 
administrators added it to the list of servers denied to <Bill>. 
However in a restrictive environment, that server would not 
be on the list of servers that <Bill> would have access to 
until the administrators placed it there. 

[0013] The differences in the two sub-approaches are in 
the distribution and placement of the controls, as explained 
below. 

[0014] In the ?rst sub-approach, the abstract controls may 
be centraliZed and applied after the NABR process has 
bound the user (Bill) with the IP address that Bill is known 
to be using at that moment. In this sub-approach, no con 
sideration is made to the location within the network of the 
user (Bill). Since the network is assumed to have more than 
one router or other point of ingress, such that the network is 
resilient to failure of any particular router, the policy would 
have to be distributed to all points that may pass the traf?c. 
In an enterprise network, packets may take any available 
path and, indeed, will be directed among several paths if 
load sharing is enabled. If the policy is not enforced upon all 
paths, then packets may bypass the policy enforcement 
points. As a result, it is imperative to distribute the ACLs that 
can enforce the policy to all routers or switches that are 
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acting as PEPs. If they are not, then the policy enforcement 
will fail and security may be breached. 

[0015] Thus, the ?rst sub-approach involves signi?cant 
scalability problems. For example, the ACLs with the net 
work address associated with the speci?c user must be 
distributed to all PEPs throughout the network. In a large 
network, this could add a very signi?cant amount of traf?c. 
Further, the memory required to hold the Access-Control 
elements for each of these users in a large network would be 
substantial and may ?ll all available memory in the PEPs. 

[0016] In the second sub-approach, if the topology can be 
ascertained, then a speci?c policy can be distributed to the 
point (or points) nearest to the machine that Bill is using in 
the example above. Ideally, these PEPs de?ne a perimeter 
around the machine that Bill is using. The distribution of this 
policy would be limited to fewer PEPs and the memory 
required would be less for all access controls of the 
machines within the Zone. However, if the topology infor 
mation is incorrect, or if there are resiliency mechanisms 
that are not accounted for in the topology, then there may be 
a coverage hole left that can be exploited. 

[0017] According to a third approach, the NABR process 
places Bill into a temporary or restricted local VLAN, with 
an address provided by a DHCP server of similar facility, 
and the VLAN is given static access controls that permit 
access only to a limited set of resources. For example, with 
Cisco’s URT, each group has such a restricted VLAN 
associated with it. Thus, each network switch that is con 
trolled by URT must allow for a presence of the associated 
VLAN. As a result, the utility of this approach is limited by 
the ability of a network to de?ne such VLANs at or carry 
such VLANs to every point a new user might access them. 
Coordinating the existence and membership of such VLANs 
at every network switch becomes complicated. The scalabil 
ity limitations of this method become particularly apparent 
when used in networks that are highly geographically 
diverse or on networks that support broadcast or multicast 
based applications. 

[0018] To illustrate problems inherent in the third 
approach, consider a hypothetical enterprise and the groups 
that the enterprise may want to have access control over and 
some of their acceptable uses of the enterprise network. 
Visitors to the enterprise are allowed Web access to the 
Internet as well as web access to a selected area of the 

enterprise’s intranet, but nothing else. Contract Employees 
Type 1 are allowed to access departmental resources, and 
HR information for Contractors, but have no Web access. 
Contract Employees Type 2 have departmental services, HR 
information, and Web access. Exempt employees receive all 
services, HR information, and full Internet access. Non 
exempt employees receive all services, HR information, and 
limited Internet access. Members of the Engineering depart 
ment inherit the accesses of the Exempt employees plus 
receive access to lab networks. HR staff members also 
inherit the rights of the Exempt employees plus administra 
tive access to HR servers. E-stalf members inherit the rights 
of Exempt employees and also have access to E-stalf 
resources. 

[0019] The list could include manufacturing, sales, etc. 
Having each of these groups in a VLAN on a switch (with 
dynamically add-able IP addresses per port) would waste 
address space. Care must also be taken to not overextend the 
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broadcast domain as well. In practice, these rules would 
mean that VLAN-A for the E-stalf would have to be on each 
switch within each broadcast domain (areas separated by 
routers). The address space for each of these segmented 
subnets would have a speci?c static ACL assigned to them. 
For the address space for E-staff on a speci?c switch, there 
would have to be appropriate ACLs to constrain those 
addresses to follow the security policy. 

[0020] The application of the static rules adds greatly to 
the complexity of the administration. There would have to 
be a VLAN on each switch for each potential person that 
may enter it from each group. On a switch in a busy location, 
this may mean that the switch may be fully populated by 
members of a single group. This would mean that the DHCP 
range for the E-stalf group would be expected to be the same 
number as the number of ports on the switch. Potentially, 
then, each group that would be expected to be on the switch 
may need an address range that covers all ports on the 
switch. It may be more than that if any switch port is 
attached to a hub or shared segment. This over-booking of 
address ranges on a single switch is extremely wasteful of 
addresses. 

[0021] Beyond this, the nearest PEP would have to main 
tain ACLs for each group consistent with the DHCP address 
range assigned to be used by that group. This will mean that 
a general coverage ACL may be made for the entire enter 
prise, but then it must be customiZed for each group that is 
expected to use the DHCP address range within that area. 
This is poor for network administration, but is especially 
worse for the validation of a security policy. 

[0022] Still another past approach involves the distribu 
tion of policy through an authentication service (egi 
TACACS+ or RADIUS). In this approach, the policy for 
each individual user is described in a database or list. When 
a user authenticates on a speci?c port or interface of an 

Access Control Server (ACSiusually a dial-in device), 
then the policy is downloaded to the device. It contains 
speci?c policy controls for that user as associated with that 
port and the IP address to which it is associated. There is a 
known security Zone for the single entrance point on the 
dial-in server where the access controls may be positioned. 

[0023] Still another known past approach involves imple 
menting access controls on multi-user machines. Tradition 
ally, this approach has used individual access controls as 
well as through the use of groups. For example, in Unix 
systems, controls are assigned based upon “owner, group, 
and world”. However, in general, this mechanism is exclu 
sively used to control access to ?les and resources on Unix 
systems and cannot be effectively used to control access to 
network resources. 

[0024] Based on the foregoing, there is a clear need for a 
scalable approach for associating data ?ows to individuals 
and groups at network policy enforcement points. 

[0025] In particular, there is a need for a way to enforce 
network security with respect to abstract groups rather than 
individual users or machines. 

SUMMARY OF THE INVENTION 

[0026] The foregoing needs, and other needs and objects 
that will become apparent for the following description, are 
achieved in the present invention, which comprises, in one 
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aspect, a method and apparatus for selectively enforcing 
network security policy using group identi?ers. In one 
embodiment, the method involves creating and storing one 
or more access controls in a policy enforcement point that 
controls access to the network, wherein each of the access 
controls speci?es that a named group is permitted or denied 
access to a particular resource. A binding of a network 
address to an authenticated user of a device, for which the 
policy enforcement point controls access to the network, is 
received. The named group is updated to include the net 
work address of the authenticated user at the policy enforce 
ment point. A packet ?ow originating from the network 
address is permitted to pass from the policy enforcement 
point into the network only if the network address is in the 
named group identi?ed in one of the access controls that 
speci?es that the named group is allowed access to the 
network. 

[0027] In one feature of this embodiment the steps of 
creating and storing one or more access controls in a policy 
enforcement point that controls access to the network com 
prise the steps of creating and storing one or more de?nitions 
of groups in a data store; creating and storing one or more 
de?nitions of resources within a data store; and creating and 
storing one or more access controls at the policy enforce 
ment point, wherein each of the access controls speci?es that 
a named group is allowed access to a particular resource, 
wherein one of the access controls speci?es that all other 
traf?c is denied access to the network. 

[0028] According to another feature, the method further 
involves distributing the network address of the authenti 
cated user and information identifying one or more groups 
of which the authenticated user is a member to all policy 
enforcement points of a protected network that the user 
seeks to access, or to all policy enforcement points that 
de?ne a security Zone that encompasses the user. 

[0029] In another feature, the steps of receiving a binding 
of a network address to an authenticated user comprise the 
steps of performing network address binding resolution for 
the user. In yet another feature, the method further comprises 
the steps of determining that the user has discontinued use 
of the client, and deleting the network address to which the 
user is bound from each named group of each policy 
enforcement point of the network. 

[0030] In other aspects, the invention encompasses a com 
puter apparatus, a computer readable medium, and a carrier 
wave con?gured to carry out the foregoing steps. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0031] The present invention is illustrated by way of 
example, and not by way of limitation, in the ?gures of the 
accompanying drawings and in which like reference numer 
als refer to similar elements and in which: 

[0032] FIG. 1A is a block diagram of a computer network 
illustrating a structural context in which certain embodi 
ments of the invention may be used. 

[0033] FIG. 1B is a block diagram ofa computer network 
illustrating an alternative structural context in which certain 
embodiments may be used. 

[0034] FIG. 2 is a ?ow diagram that illustrates steps of an 
example embodiment of a method of selectively enforcing 
network security policy using group identi?ers. 

Aug. 30, 2007 

[0035] FIG. 3 is a ?ow diagram that illustrates further 
steps of an example embodiment of a method of selectively 
enforcing network security policy using group identi?ers. 

[0036] FIG. 4A is a ?ow diagram of operational steps that 
may be carried out in one example implementation of the 
process of FIG. 2, FIG. 3. 

[0037] FIG. 4B is a ?ow diagram of further operational 
steps in the process of FIG. 4A. 

[0038] FIG. 5 is a block diagram that illustrates a com 
puter system such as a router or switch upon which an 
embodiment may be implemented. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0039] A method and apparatus for selectively enforcing 
network security policy using group identi?ers is described. 
In the following description, for the purposes of explanation, 
numerous speci?c details are set forth in order to provide a 
thorough understanding of the present invention. It will be 
apparent, however, to one skilled in the art that the present 
invention may be practiced without these speci?c details. In 
other instances, well-known structures and devices are 
shown in block diagram form in order to avoid unnecessarily 
obscuring the present invention. 

[0040] 
[0041] FIG. 1A is a block diagram of a computer network 
system 100 that is provided to illustrate a structural context 
in which certain embodiments of the invention may be used. 
Generally, system 100 includes one or more network devices 
120, 122, 124, 126, application programs 112, 114, a plu 
rality of workstations 116, 118, a quality of service policy 
server 106, and a core network 128. 

[0042] Network devices 120, 122 represent edge network 
devices such as routers, switches, or other similar or equiva 
lent devices that can determine or enforce security policies 
within network 128. In one embodiment, network devices 
120, 122 are routers or switches from Cisco Systems, Inc., 
San Jose, Calif., and are con?gured to execute the Cisco 
Internetworking Operating System (IOS). 

iOperational Context 

[0043] Network devices 124, 126 represent internal net 
work devices (“core devices”) such as routers, switches, or 
other similar or equivalent devices that are con?gured for 
forwarding packets within network 128 based the color of 
each packet. In certain embodiments, network devices 124, 
126 are con?gured to execute IOS. Network devices 120, 
122 and network devices 124, 126 may represent similar or 
even identical device types and/or models that are each 
con?gured to perform a designated function within system 
100. 

[0044] Workstations 116, 118 may be personal computers, 
workstations, or other network end stations at which work is 
done, such as printers, scanners, facsimile machines, etc. In 
certain embodiments, workstations 116, 118 are network 
devices, such as bridges, gateways, routers or switches that 
allow system 100 to connect to another network or system. 
In certain embodiments, workstations 116, 118 execute one 
or more applications 112, 114. Applications 112, 114 may 
represent a variety of different computer applications that 
execute on workstations 116, 118 respectively and which 
cause data to be sent and received over network 128. 
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[0045] Network 128 comprises any number of network 
devices. Network 128 may form part of a LAN or WAN. In 
one embodiment, network 128 is a packet-switched IP 
network whereby treatment of packets that ?ow through 
network 128 is controlled and managed by policy server 106 
and network devices 120, 122, 124, 126. 

[0046] Policy server 106 is a computer, or a group of 
hardware or software components or processes that cooper 
ate or execute in one or more computer systems. In one 

embodiment, policy server 106 can con?gure network 
device 120 to control the coloring and forwarding of packets 
within network 128 for purposes of applying di?ferent qual 
ity of service treatments to such packets. An example of a 
commercial product suitable for use as policy server 106 is 
CiscoAssure QoS Policy Manager 1.0, commercially avail 
able from Cisco Systems, Inc. 

[0047] Edge device 122 is communicatively coupled to a 
Network Address Binding Resolution (NABR) server 130, 
User Registration Tool (U RT) server 132, and Dynamic Host 
Con?guration Protocol (DHCP) server 134. NABR server 
130 is responsible for carrying out network address binding 
resolution to bind an authenticated user of a workstation, 
e.g., workstation 118, to a particular static network address 
such as an IP address. URT server 132 provides user 
authentication services and may be hosted by edge device 
122 or on a separate hardware device. DHCP server 134 is 
responsible for dynamically assigning network addresses to 
devices associated with authenticated end users, e.g., for 
workstation 118. Collectively, edge device 120, core devices 
124, 126, network 128, edge device 122, NABR server 130, 
URT server 132, and DHCP server 134 may form a logical 
security Zone within which processes of the invention may 
control access to resources. The use of security Zones and the 
interaction of the foregoing elements is described further 
below. 

[0048] Although the example embodiment of FIG. 1A 
shows two (2) workstations 116, 118, one (1) policy servers 
106, two (2) edge devices 120, 122, and two (2) core devices 
124, 126, in other practical embodiments there may be any 
number of such elements. 

[0049] FIG. 1B is a block diagram of a computer network 
illustrating an alternative structural context in which certain 
embodiments may be used. In this embodiment, one of the 
core devices, such as core device 126, executes a group 
membership management agent 140 under control of IOS or 
a similar operating system. Group membership management 
agent 140 is responsible for selectively enforcing network 
policies using group membership. In still another alternative, 
policy server 106 has functional responsibility for selec 
tively enforcing network policies using group membership. 

[0050] 
bership 

[0051] FIG. 2 and FIG. 3 are ?ow diagrams that illustrate 
steps of an example embodiment of a method of selectively 
enforcing network security policy using group identi?ers. In 
general, the method involves de?ning a user of a network 
computer as a member of a group and placing the member, 
in association with the speci?c network address of the 
computer they are currently using, into a group to enforce a 
security policy that may limit the network resources to 
which the group may be permitted or denied network access. 

iEnforcement of Policy Based on Group Mem 
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[0052] In one embodiment, the processes of FIG. 2, FIG. 
3 are implemented in the form of one or more software 
elements that are executed at each policy enforcement point 
of the network. For example, group membership manage 
ment agent 140 may carry out the steps of FIG. 2, FIG. 3 
using appropriate software instructions. In cooperation with 
such an agent, resolution of group membership occurs 
dynamically using an external service such as DNS, ASAP, 
etc., as described herein. 

[0053] In general, the process of FIG. 2, FIG. 3 operates 
in conjunction with one or more access control lists that are 
de?ned in terms of an open template. The template may be 
abstracted to any desired degree. For example, the access 
control lists may have rules such as: 

[0054] <group_A> is permitted to access Resource_A 

[0055] <group_A> is permitted to access Resource_B 

[0056] <group_A> is denied access to Resource_C. 

[0057] The names and membership of groups such as 
<group_A> and resources such as Resource_A, Resour 
ce_B, and Resource_C are de?ned in a persistent data store 
that is managed by the software element that implements the 
processes of FIG. 2, FIG. 3. 

[0058] Referring ?rst to FIG. 2, in block 202, group lists 
and resource de?nitions are created and stored in a data 
store. For example, a network administrator creates group 
names and de?nitions, and resource de?nitions, in a stored 
list or database. The speci?c structure of the list or database 
is not critical, provided that there are records that identify 
each user and attributes of the user, including the group to 
which the user belongs. The list or database may be main 
tained for the exclusive use of this process, or the list or 
database may be shared among multiple applications. 
Examples of groups include Visitors, Contract Employees, 
Exempt Employees, Non-Exempt Employees, Engineering 
Department, HR Department, etc., including any other group 
name that is useful or meaningful to an enterprise. 

[0059] In an embodiment, block 202 involves creating and 
storing group lists that comprise, for each group, a list of 
known IP addresses that correspond to machines of autho 
riZed users who are in the group. For example, if user “Bill” 
is known to have a home computer with a static IP address 
of“l 2.3.4,” and “Bill” has been de?ned as a member ofthe 
group “Accountants” (e.g., in block 204, as described 
below), then the group list for “Accountants” will include 
the value “1.2.3.4.” Alternatively, group lists may be de?ned 
as a list of usemames with null or empty values for corre 
sponding network addresses. In this alternative, the network 
address corresponding to a particular group member is ?lled 
in when the user logs in and is authenticated, using a 
network address binding technique. In either alternative, 
updated groups of network addresses are periodically pro 
vided to policy enforcement points within a security Zone or 
in another de?ned domain of the network. 

[0060] Block 202 also involves de?ning each of the 
“Resources.” In one embodiment, each “Resource” is treated 
as a single host. Each group of resources may resolve to a 
set of addresses for an IP network. Alternatively, a resource 
may be any set of machines that o?fer a particular service. 
For example, Resource_X may be all devices that have 
service_Y offered on TCP port_X. In a non-IP network, a 
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“Resource” may be de?ned in alternative manner, for 
example, as a Banyan StreetTalk grouping. 

[0061] In another alternative, block 202 involves the 
group membership management agent receiving information 
indicating that the group lists and resource de?nitions have 
been created and stored in a data store. In still another 
alternative, block 202 involves receiving and storing the 
group lists and resource de?nitions in a data store associated 
with the group membership management agent. 

[0062] In block 204, information de?ning a user of a 
network computer as a member of a group is created and 
stored. For example, records are created and stored in the 
data store to indicate that user <Bob> is a member of the 
group <Accountants>. In another alternative, block 204 
involves the group membership management agent receiv 
ing information indicating that the associations of users as 
members of groups have been created and stored in the data 
store. In still another alternative, block 204 involves receiv 
ing and storing mappings or associations of users to groups 
in a data store associated with the group membership 
management agent. 

[0063] Block 202 and block 204 may be performed in 
inverse order. 

[0064] Embodiments use the concept of the Network 
Address Binding Resolution (NABR) as described in several 
RFCs pertaining to development of the IETF Differentiated 
Services (dilf-serv) protocol. In general, NABR is a mecha 
nism that binds the network address of a machine to a 
properly authenticated user. The details of the binding are 
not critical; what is important is that the process results in 
creating and storing information that persistently associates 
a particular network address with a speci?c user. In this 
context, a network address that is bound to an authenticated 
user may comprise an IP address of the user’s workstation, 
TCP or UDP port information, a MAC address, etc. 

[0065] In one embodiment, prior to carrying out the 
NABR process and before NABR information is distributed 
in the network, each PEP denies all packets, or packets are 
permitted only from one or more trusted, default addresses. 
For example, a PEP may permit the group known as “visi 
tors” to access the network and access a limited set of 
resources. In this case, if either the authentication mecha 
nism or the authentication credentials fail then there would 
be no speci?c binding. The users who fall into this category 
would then be placed into the group known as “visitors” and 
would be extended the rights of that group. 

[0066] In block 206, one or more access controls are 
created and stored. The access controls refer to groups and 
resources, in an abstract manner, and re?ect a restrictive 
policy. For example, access controls are entered at a router 
using command line instructions in an abstracted form. For 
example, the CLI commands set forth in Table l are issued 
to a router, and show that the members of <group_A> are to 
be given access to the machines known as Resource_A, 
Resource_B, and Resource_C, but not to any other machine. 

TABLE 1 

RESTRICTIVE GROUP ACCESS LIST COMMANDS 

access-list 101 permit host <groupiA> host ResourceiA any 
access-list 101 permit host <groupiA> host ResourceiB any 
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TABLE l-continued 

RESTRICTIVE GROUP ACCESS LIST COMMANDS 

access-list 101 permit host <groupiA> host ResourceiC any 
access-list 101 deny host <groupiA> any 

[0067] In an embodiment such as that of FIG. 1B, where 
group membership management agent 140 implements the 
foregoing process, block 206 involves creating the access 
control lists at the edge devices 120, 122, or communicating 
appropriate instructions to such devices to cause them to 
create the access control lists. 

[0068] Referring now to block 208, network address bind 
ing resolution is carried out. As a result, an authenticated 
user is bound to a speci?c network address and the resulting 
binding is stored. Block 208 may be carried out, for 
example, at the time that a user logs into the network and is 
authenticated, or may be triggered by group membership 
management agent 140 in response to receiving information 
that a user has logged in. Block 208 may be carried out by 
an enhanced DNS server or another network element that 
can obtain records of authenticated users and associate them 
with network addresses of user machines or hosts, and that 
can maintain master group membership lists. Thus, when a 
particular user is authenticated in the network, block 208 
involves determining what groups have that user as a 

member, through an NABR server, enhanced DNS server, 
etc. Binding information may be stored at such servers or 
separately in a directory or other persistent data store. 

[0069] After network address binding resolution is carried 
out, the address of the workstation that has been bound to an 
authenticated user is added to the appropriate group at all 
PEPs. As shown in block 210, each network address of a 
binding is sent to each policy enforcement point, in asso 
ciation with a group identi?er of the group of the user who 
is bound to the network address. For example, assume that 
a user identi?ed as “Bill” is bound to IP address “A.A.A.A” 
using NABR. The NABR server examines the group lists 
that were created in block 202 and determines that “Bill” is 
a member of the group “Accountants.” The process then 
communicates the address “A.A.A.A” to each of the PEPs 
with information indicating that the address belongs to the 
group “Accountants.” As a result, resolution of the access 
control lists occurs dynamically. 

[0070] The method by which the PEP becomes informed 
that a new authenticated user has entered the network using 
a particular host is not critical. As an example, an NABR 
server may send a COPS protocol message to a switch or 
router that acts as PEP. The COPS message informs the PEP 
that a new binding has been created, or acts as a request to 
add “A.A.A.A” to the members of the local list of the 
“Accountants” group that is stored at the PEP. 

[0071] At each PEP, the abstracted access-control list 
would then contain one member for group_A. As shown by 
block 212, in response to receiving the network address and 
group identi?er, a PEP updates its group membership infor 
mation to add the speci?ed network address to the group. 
Such updating may comprise adding the speci?ed network 
address to the group identi?er that is contained in an update 
request. 
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[0072] Alternatively, each PEP may maintain pre-de?ned 
group lists that include all known network addresses of all 
authorized group members. In this alternative, block 202 
may involve creating and storing such lists. For example, 
each PEP may have a pre-de?ned group named “Accoun 
tants” that contains “A.A.A.A” and all other network 
addresses that are known for machines that are used by 
“Bill.” In this alternative, block 210 may involve simply 
informing each PEP that “Bill” has been authenticated in the 
network at “A.A.A.A.” 

[0073] Further, the PEP may store an expiration time value 
or a time-to-live value in association with the network 
address in the group information. As described further 
herein, the expiration time values indicate when the associ 
ated network address should be removed from the group. 
Thus, the group information comprises a mapping that is 
maintained at the PEP and associates group names, network 
addresses of authenticated users, and information about 
when to delete the network address from the group. 

[0074] Resolution of group membership may be carried 
out using DNS, or using the ASAP protocol that is currently 
undergoing development by IETF. Under ASAP, as group 
membership changes, agents that use the group information 
are noti?ed nearly instantaneously. ASAP is a more tightly 
bound form of NABR than DNS, the principal difference 
being that ASAP clients accept noti?cations of group mem 
bership changes. Thus if the group <accountants> has 1000 
members, then the ASAP process would inform the PEP that 
<Bill> is no longer an accountant, rather than the PEP 
having to query based on TTL information (as described 
below) that DNS uses. Either method, DNS or ASAP, is 
valid and may be used. Using these processes, resolution of 
the access lists occurs dynamically. 

[0075] Referring now to FIG. 3, in block 314, a policy is 
enforced based on the established access controls. In an 

embodiment, security policy enforcement is carried out at 
each PEP based on the access controls that have been 
entered and group membership information stored at the 
PEP. For example, the packets coming from A.A.A.A are 
processed against the access control list de?nitions shown in 
Table 1. 

[0076] It is known that the user will not stay actively 
engaged in the network over long periods of time. At most, 
a user will usually stay at the workstation for several hours. 
Accordingly, in block 316 the process determines that the 
user has discontinued use of its associated network com 
puter. In response, in block 318 information about the user 
is deleted from the associated group at each PEP. For 
example, the network address to which the user is bound is 
sent to each PEP, with instructions to remove that user from 
the group of which the user is a member. 

[0077] Thus, block 316 and block 318 provide a mecha 
nism that will remove the network address that the user is 
using from the group either after periods of inactivity or after 
a set time limit. Thereafter, the user may carry out authen 
tication and provide a NABR binding to be added to the 
group in the PEP again. 

[0078] There are many potential ways to implement the 
process of block 316 and block 318 to provide a limited time 
period of permitted access to the PEP. For example, the 
process may interact with a database similar to those used 
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with DNS servers. Associated with each record in the 
database is Time To Live (TTL) information. The de?nition 
of the TTL information or associated timers is not critical. 
For example, block 316 and block 318 may involve remov 
ing a member from a group if there has been no activity from 
that member during a time-out period, or the member may 
be removed from a group after a pre-selected amount of time 
even if there is still activity. 

[0079] Thus, a method is provided for managing access to 
a network that precludes the need for establishing access 
control lists that identify speci?c individuals or network 
addresses. Access control lists that could be applied to 
individuals would create severe problems if implemented in 
a network, because such an approach would entail the 
transfer of access control lists for each individual that would 
create a siZeable amount of tra?ic, and the use of a large 
amount of memory to store all of the access-control ele 
ments for those individuals. 

[0080] In contrast, according to an embodiment, an 
abstracted network security policy for each group can be 
written and maintained in one place, or in a place convenient 
to distribution. Users are bound to the policy of their group 
and not just an IP address that can be used by any user. As 
a result, address space is conserved. Further, a group security 
policy can be granularly applied to individuals as they are 
identi?ed as belonging to any speci?c group and also 
coarsely to unauthenticated users of any machines. 

[0081] In another embodiment, users are not bound to 
machines are not created and stored. Instead, resources 
within a de?ned security Zone are bound to hosts that have 
the resources. When an authenticated user enters the net 

work, the user is permitted to access any host in the security 
Zone until the user attempts to access a protected resource. 
At that time, an NABR process is triggered, and the user is 
bound to a particular network address. The system then 
examines the address, determines the group(s) of which the 
user is a member, determines whether that group is permitted 
to access the requested resource, and allows the user to 
access the requested resource only if the group is authoriZed 
to access the requested resource. 

[0082] FIG. 4A, FIG. 4B are ?ow diagrams of operational 
steps that may be carried out in one example implementation 
of the process of FIG. 2, FIG. 3. 

[0083] In block 402, a security Zone is de?ned, e.g., by an 
administrator. The security Zone is a logical association of 
network devices that represent a secured domain. For 
example, a typical security Zone includes a switch, a known 
set of PEPS, and a DHCP server. The de?nition of a security 
Zone is determined by a security administrator with refer 
ence to an access policy for each network area. In logical 
terms, a security Zone is a network area bounded by a 
perimeter of security or policy enforcement devices. Physi 
cally, a security Zone may consist of the network in a 
computer room, the network of a ?oor of a building that 
contains client machines, all of the networks in a building, 
all of the networks in an enterprise, etc. 

[0084] A security Zone also may be de?ned logically in 
terms of trust levels. A security Zone de?ned as a building 
may have an access policy where no one but trusted employ 
ees are allowed, and that is enforced with security passes or 
human guards. Although there may be a PEP at the inter 
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section of each of the LANs in that building, e.g., a router, 
there is an identical level of trust betWeen such LANs. 
Accordingly, each user may be placed into any group 
VLAN. A boundary of the security Zone Would be at the 
intersection of the building LANs and the WAN links. 

[0085] Enforcement of the security Zone is performed by 
the PEPs that are identi?ed to protect the perimeter. In 
general, such PEPs do not alloW ?oWs, sessions or conver 
sations Without prior authentication and authorization. Spe 
ci?cally, packets are examined at the PEP. If the packets 
come from an authenticated device, such as a client machine 
Where the group and address binding has been accepted by 
the PEP, then the packets Will be processed against the 
policy. If the packets come from a source that has not been 
authenticated, then they are immediately dropped. The PEP 
may log such occurrences. 

[0086] Maintaining the integrity of the security Zone is 
important. In particular, vigilance must be exercised When 
creating any neW paths that could bypass the policy enforce 
ment devices. One Way to do this entails a proactive internal 
assessment of the paths available to egress the security Zone. 
Additionally, an external assessment of the paths available 
for ingress may help. While these methods Would ?nd any 
commonly available devices that may bypass the PEPs, 
individual users may still be able bypass the policy through 
the use of covert channels, or through the use of collusion 
With an outside partner. These channels may be addressed by 
the security administrator using other, more stringent 
mechanisms. 

[0087] Referring again to FIG. 4A, in block 404, a user 
boots a machine on a port on a sWitch. In response, the 
DHCP server gives the machine a netWork address, as shoWn 
by block 406. In block 408, an authentication mechanism is 
initiated and the user is prompted With a challenge. In block 
410, the user successfully completes the challenge by pro 
viding an authenticated usemame and passWord. 

[0088] Upon successful authentication, an authentication 
server that is responsible for processing authentication 
informs a policy server that an authenticated user has 
entered the netWork. In response, referring noW to FIG. 4B, 
in block 412, netWork address binding resolution is carried 
out. Further, as shoWn by block 414, the user is associated 
With a group. 

[0089] In block 416, the netWork address and group bind 
ing is distributed to all policy enforcement points of the 
security Zone. Thus, once the IP address of the user’s 
machine is associated With a group, then COPS or any other 
policy distribution protocol is used to load that the netWork 
address and group binding into all of the PEPs that bound 
that security Zone. 

[0090] Referring again to block 408 and block 410, if the 
authentication mechanism is canceled by the user, then a 
default policy is applied. If the authentication mechanism 
fails, then the machine associated With the user is placed into 
a group that has no netWork accesses beyond the current 
security Zone. 

[0091] In block 418, the netWork address of the user is 
added to the group to Which the user belongs, at each of the 
PEPs. Thus, each of the PEPs adds the user’s address to the 
group ACLs to Which that particular person belongs. 
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[0092] In this Way, the abstracted access control list is 
applied to the ?rst point and all points that may be used for 
resiliency that the user must pass. It is important that all 
boundary PEPs must be able to implement the security 
policy. 

[0093] 
[0094] There are knoWn Ways to bypass the controls 
implemented on netWork control points, and there are 
knoWn Weaknesses in the Way that the controls are imple 
mented. This does not mean that the controls are ?aWed; 
they do process packets in the Way they are designed, but 
they are constrained by inherent de?ciencies of IP and 
associated protocols. Some of these problems are noW 
described. 

[0095] Granularity. 

iRelated Network Security Issues 

[0096] On a multi-user system, the session of one user 
cannot be granted While denying a similar session of another 
user. Neither the router nor the PIX can alWays identify the 
authoriZed session from a non-authoriZed session based 
upon a simple binding of user and netWork address. Arelated 
problem arises in the context of one-at-a-time platforms 
such as Microsoft WindoWs NT Workstation. In this case, 
even though the platform can accommodate multiple users, 
only a single user can use the machine at a time. Access lists 
cannot be prede?ned for all users that may use that machine. 
Additionally, for the case of URT, the ?rst user may establish 
the machine into an appropriate VLAN, but then sub sequent 
users Would have the same privileges as the ?rst user. A 
special case of this Would be Where a person logged in With 
a normal account, and later logged out. Subsequently that 
same person logged in With the administrator account. The 
same access controls should not apply to the same person 
having a different persona. 

[0097] 
[0098] Access controls are based upon knoWn and usually 
static addresses. DHCP and dial-in pools can complicate the 
use of on these types of controls. There are mechanisms to 
bind a user With an address for the duration of a session, or 
groups of sessions but these require an authentication 
mechanism. 

[0099] Transience. 

Instantiation. 

[0100] Transience involves bypassing the intent of the 
policy by ?rst accessing an accessible machine that is 
permitted a speci?c policy. For example, assume that a 
policy states that a user “Bill” must not have access to a 

particular resource. The policy is implemented by establish 
ing an access control that denies the machine that Bill is 
using from having telnet access to the protected machine. 
HoWever, the access control can be bypassed if Bill ?rst 
telnets to another machine, and then establishes a telnet 
session permitted from the second machine to the desired 
resource. 

[0101] Tunneling. 
[0102] Embedding the IP datagram Within a GRE tunnel, 
Within RSRB, Within IP-Within-IP, or encrypting it Will 
circumvent port-based controls, as such controls do not look 
into the contents of these types of packets. 

[0103] Additionally, collusion to utiliZe non-standard 
ports may bypass a policy. 
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[0104] The authorization credentials that are used to bind 
a user with a network identi?able token vary greatly across 
all security devices. The token most often used comprises 
the source and/or destination IP addresses. Devices that 
purport to be more secure claim that a user authentication, 
typically consisting of userid and password information, is 
required before network activities are permitted. At the 
highest level, the network activity is self-authenticating and 
maintains its own integrity. Examples of each of these are: 

[0105] for IP address access: ACLs on a router that 
statically permit or deny packets based upon informa 
tion in the packet header. 

[0106] for userid/password: Many types of ?rewalls 
will require a telnet session (or http, ftp, or other) for 
in-stream authentication. The authentication merely 
binds the address to a user and permits further activity 
from that address even to the extent of allowing other 
application conversations for that same IP address. 

[0107] for self-authentication and integrity: SOCKS. 

[0108] 
[0109] FIG. 5 is a block diagram that illustrates a com 
puter system 500 upon which an embodiment of the inven 
tion may be implemented. The preferred embodiment is 
implemented using one or more computer programs running 
on a network element such as a router device. Thus, in this 

embodiment, the computer system 500 is a router. 

iHardware Overview 

[0110] Computer system 500 includes a bus 502 or other 
communication mechanism for communicating information, 
and a processor 504 coupled with bus 502 for processing 
information. Computer system 500 also includes a main 
memory 506, such as a random access memory (RAM), 
?ash memory, or other dynamic storage device, coupled to 
bus 502 for storing information and instructions to be 
executed by processor 504. Main memory 506 also may be 
used for storing temporary variables or other intermediate 
information during execution of instructions to be executed 
by processor 504. Computer system 500 further includes a 
read only memory (ROM) 508 or other static storage device 
coupled to bus 502 for storing static information and instruc 
tions for processor 504. A storage device 510, such as a 
magnetic disk, ?ash memory or optical disk, is provided and 
coupled to bus 502 for storing information and instructions. 

[0111] An communication interface 518 may be coupled to 
bus 502 for communicating information and command 
selections to processor 504. Interface 518 is a conventional 
serial interface such as an RS-232 or RS-422 interface. An 
external terminal 512 or other computer system connects to 
the computer system 500 and provides commands to it using 
the interface 514. Firmware or software running in the 
computer system 500 provides a terminal interface or char 
acter-based command interface so that external commands 
can be given to the computer system. 

[0112] A switching system 516 is coupled to bus 502 and 
has an input interface 514 and an output interface 519 to one 
or more external network elements. The external network 
elements may include a local network 522 coupled to one or 
more hosts 524, or a global network such as lntemet 528 
having one or more servers 530. The switching system 516 
switches information tra?ic arriving on input interface 514 
to output interface 519 according to pre-determined proto 
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cols and conventions that are well known. For example, 
switching system 516, in cooperation with processor 504, 
can determine a destination of a packet of data arriving on 
input interface 514 and send it to the correct destination 
using output interface 519. The destinations may include 
host 524, server 530, other end stations, or other routing and 
switching devices in local network 522 or lntemet 528. 

[0113] The invention is related to the use of computer 
system 500 for communicating network quality of service 
policy information to a plurality of policy enforcement 
points. According to one embodiment of the invention, 
communicating network quality of service policy informa 
tion to a plurality of policy enforcement points is provided 
by computer system 500 in response to processor 504 
executing one or more sequences of one or more instructions 

contained in main memory 506. Such instructions may be 
read into main memory 506 from another computer-readable 
medium, such as storage device 510. Execution of the 
sequences of instructions contained in main memory 506 
causes processor 504 to perform the process steps described 
herein. One or more processors in a multi-processing 
arrangement may also be employed to execute the sequences 
of instructions contained in main memory 506. In alternative 
embodiments, hard-wired circuitry may be used in place of 
or in combination with software instructions to implement 
the invention. Thus, embodiments of the invention are not 
limited to any speci?c combination of hardware circuitry 
and software. 

[0114] The term “computer-readable medium” as used 
herein refers to any medium that participates in providing 
instructions to processor 504 for execution. Such a medium 
may take many forms, including but not limited to, non 
volatile media, volatile media, and transmission media. 
Non-volatile media includes, for example, optical or mag 
netic disks, such as storage device 510. Volatile media 
includes dynamic memory, such as main memory 506. 
Transmission media includes coaxial cables, copper wire 
and ?ber optics, including the wires that comprise bus 502. 
Transmission media can also take the form of acoustic or 
light waves, such as those generated during radio wave and 
infrared data communications. 

[0115] Common forms of computer-readable media 
include, for example, a ?oppy disk, a ?exible disk, hard disk, 
magnetic tape, or any other magnetic medium, a CD-ROM, 
any other optical medium, punch cards, paper tape, any other 
physical medium with patterns of holes, a RAM, a PROM, 
and EPROM, a FLASH-EPROM, any other memory chip or 
cartridge, a carrier wave as described hereinafter, or any 
other medium from which a computer can read. 

[0116] Various forms of computer readable media may be 
involved in carrying one or more sequences of one or more 

instructions to processor 504 for execution. For example, the 
instructions may initially be carried on a magnetic disk of a 
remote computer. The remote computer can load the instruc 
tions into its dynamic memory and send the instructions over 
a telephone line using a modem. Amodem local to computer 
system 500 can receive the data on the telephone line and 
use an infrared transmitter to convert the data to an infrared 
signal. An infrared detector coupled to bus 502 can receive 
the data carried in the infrared signal and place the data on 
bus 502. Bus 502 carries the data to main memory 506, from 
which processor 504 retrieves and executes the instructions. 
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The instructions received by main memory 506 may option 
ally be stored on storage device 510 either before or after 
execution by processor 504. 

[0117] Communication interface 518 also provides a tWo 
Way data communication coupling to a netWork link 520 that 
is connected to a local netWork 522. For example, commu 
nication interface 518 may be an integrated services digital 
netWork (ISDN) card or a modem to provide a data com 
munication connection to a corresponding type of telephone 
line. As another example, communication interface 518 may 
be a local area netWork (LAN) card to provide a data 
communication connection to a compatible LAN. Wireless 
links may also be implemented. In any such implementation, 
communication interface 518 sends and receives electrical, 
electromagnetic or optical signals that carry digital data 
streams representing various types of information. 

[0118] Network link 520 typically provides data commu 
nication through one or more netWorks to other data devices. 
For example, netWork link 520 may provide a connection 
through local netWork 522 to a host computer 524 or to data 
equipment operated by an Internet Service Provider (ISP) 
526. ISP 526 in turn provides data communication services 
through the World Wide packet data communication netWork 
noW commonly referred to as the “Intemet”528. Local 
netWork 522 and Internet 528 both use electrical, electro 
magnetic or optical signals that carry digital data streams. 
The signals through the various netWorks and the signals on 
netWork link 520 and through communication interface 518, 
Which carry the digital data to and from computer system 
500, are exemplary forms of carrier Waves transporting the 
information. 

[0119] Computer system 500 can send messages and 
receive data, including program code, through the net 
Work(s), netWork link 520 and communication interface 518. 
In the Internet example, a server 530 might transmit a 
requested code for an application program through Internet 
528, ISP 526, local netWork 522 and communication inter 
face 518. In accordance With the invention, one such doWn 
loaded application provides for communicating netWork 
quality of service policy information to a plurality of policy 
enforcement points. 

[0120] The received code may be executed by processor 
504 as it is received, and/or stored in storage device 510, or 
other non-volatile storage for later execution. In this manner, 
computer system 500 may obtain application code in the 
form of a carrier Wave. 

[0121] iConclusions 

[0122] Accordingly, a method and apparatus for selec 
tively enforcing netWork security policy using group iden 
ti?ers has been disclosed. The method described herein 
provides improvements over prior approaches, such as 
policy enforcement using TACACS+. In TACACS+, a full 
policy is sent to a PEP after authentication. In embodiments 
disclosed herein, an abstracted version of the policy is 
already placed on each of the PEPs and only the information 
pertaining to the authenticated user is sent to each PEP for 
correct enforcement. In the foregoing speci?cation, the 
invention has been described With reference to speci?c 
embodiments thereof. It Will, hoWever, be evident that 
various modi?cations and changes may be made thereto 
Without departing from the broader spirit and scope of the 
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invention. The speci?cation and draWings are, accordingly, 
to be regarded in an illustrative rather than a restrictive 
sense. 

What is claimed is: 
1. An apparatus, comprising: 

a netWork interface that is coupled to the data netWork for 
receiving one or more packet ?oWs therefrom; 

at least one processor; 

a computer-readable medium encoded With one or more 
stored sequences of instructions Which, When executed 
by the processor, cause the processor to perform: 

creating and storing one or more access controls in a 
policy enforcement point in a telecommunications 
netWork, Wherein the policy enforcement point is 
con?gured to control access of a plurality of clients 
to the netWork, Wherein each of the access controls 
speci?es that a named group is alloWed access to a 
particular resource in the netWork; 

receiving a binding of a netWork address to an authen 
ticated user of one of the clients; 

updating the named group at the policy enforcement 
point to include the netWork address of the authen 
ticated user from the binding; and 

permitting a packet ?oW originating from the netWork 
address to pass from the policy enforcement point 
into the netWork only if the netWork address is in the 
named group identi?ed in one of the access controls 
that speci?es that the named group is alloWed access 
to the netWork. 

2. The apparatus of claim 1, further comprising instruc 
tions Which When executed by the processor cause storing 
one or more de?nitions of groups in a data store; storing one 
or more de?nitions of resources Within a data store; storing 
one or more access controls at the policy enforcement point, 
Wherein each of the access controls speci?es that a named 
group is alloWed access to a particular resource, and Wherein 
one of the access controls speci?es that all other traf?c is 
denied access to the netWork. 

3. The apparatus of claim 1, further comprising instruc 
tions Which When executed by the processor cause distrib 
uting the netWork address of the authenticated user and 
information identifying one or more groups of Which the 
authenticated user is a member to all policy enforcement 
points of a protected netWork that the user seeks to access. 

4. The apparatus of claim 1, further comprising instruc 
tions Which When executed by the processor cause distrib 
uting the netWork address of the authenticated user and 
information identifying one or more groups of Which the 
authenticated user is a member to all policy enforcement 
points that de?ne a security Zone that encompasses the user. 

5. The apparatus of claim 1, further comprising instruc 
tions Which When executed by the processor cause receiving 
an Internet Protocol (IP) address for the user from a netWork 
address binding resolution (NABR) process. 

6. The apparatus of claim 1, further comprising instruc 
tions Which When executed by the processor cause deter 
mining that the user has discontinued use of the client, and 
in response to the determining, deleting the netWork address 
to Which the user is bound from each named group of each 
policy enforcement point of the netWork. 
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7. The apparatus of claim 1, further comprising instruc 
tions which when executed by the processor cause receiving 
an Internet Protocol (IP) address for the user from an ASAP 
protocol process. 

8. The apparatus of claim 1, further comprising instruc 
tions which when executed by the processor cause receiving 
an lntemet Protocol (IP) address for the user from a DNS 
process. 

9. A computer-readable medium carrying one or more 
sequences of instructions for selectively enforcing a security 
policy in a network, which instructions, when executed by 
one or more processors, cause the one or more processors to 

carry out the steps of: 

creating and storing one or more access controls in a 
policy enforcement point in a telecommunications net 
work, wherein the policy enforcement point is con?g 
ured to control access of a plurality of clients to the 
network, wherein each of the access controls speci?es 
that a named group is allowed access to a particular 
resource in the network; 

receiving a binding of a network address to an authenti 
cated user of one of the clients; 

updating the named group at the policy enforcement point 
to include the network address of the authenticated user 
from the binding; and 

permitting a packet ?ow originating from the network 
address to pass from the policy enforcement point into 
the network only if the network address is in the named 
group identi?ed in one of the access controls that 
speci?es that the named group is allowed access to the 
network. 

10. An apparatus, comprising: 

means for creating and storing one or more access con 

trols in a policy enforcement point in a telecommuni 
cations network, wherein the policy enforcement point 
is con?gured to control access of a plurality of clients 
to the network, wherein each of the access controls 
speci?es that a named group is allowed access to a 
particular resource in the network; 

means for receiving a binding of a network address to an 
authenticated user of one of the clients; 

means for updating the named group at the policy 
enforcement point to include the network address of the 
authenticated user from the binding; and 

means for permitting a packet ?ow originating from the 
network address to pass from the policy enforcement 
point into the network only if the network address is in 
the named group identi?ed in one of the access controls 
that speci?es that the named group is allowed access to 
the network. 

11. The apparatus of claim 10, further comprising means 
for storing one or more de?nitions of groups in a data store; 
storing one or more de?nitions of resources within a data 
store; storing one or more access controls at the policy 
enforcement point, wherein each of the access controls 
speci?es that a named group is allowed access to a particular 
resource, and wherein one of the access controls speci?es 
that all other traffic is denied access to the network. 

12. The apparatus of claim 1, further comprising means 
for distributing the network address of the authenticated user 

Aug. 30, 2007 

and information identifying one or more groups of which the 
authenticated user is a member to all policy enforcement 
points of a protected network that the user seeks to access. 

13. The apparatus of claim 1, further comprising means 
for distributing the network address of the authenticated user 
and information identifying one or more groups of which the 
authenticated user is a member to all policy enforcement 
points that de?ne a security Zone that encompasses the user. 

14. The apparatus of claim 1, further comprising means 
for receiving an lntemet Protocol (IP) address for the user 
from a network address binding resolution (NABR) process. 

15. The apparatus of claim 1, further comprising means 
for determining that the user has discontinued use of the 
client, and in response to the determining, deleting the 
network address to which the user is bound from each named 
group of each policy enforcement point of the network. 

16. The apparatus of claim 1, further comprising means 
for receiving an lntemet Protocol (IP) address for the user 
from an ASAP protocol process. 

17. The apparatus of claim 1, further comprising means 
for receiving an lntemet Protocol (IP) address for the user 
from a DNS process. 

18. A data processing system, comprising: 

a ?rst data packet router comprising a dynamic host 
control protocol (DHCP) server con?gured to generate 
network addresses and a network address binding reso 
lution (NABR) protocol server con?gured to bind net 
work users to the network addresses; 

a second data packet router coupled in the network and 
con?gured as a policy enforcement point to control 
access of a plurality of client computers to the network; 

a third data packet router coupled in the network to the 
?rst data packet router and comprising a group mem 
bership management agent comprising one or more 
stored sequences of instructions which, when executed, 
cause the second data packet router to perform: 

storing a group list and a resource de?nition in a data 

store; 

storing information de?ning one of the network users 
as a member of a group de?ned in the group list; 

storing one or more access controls in the second data 
packet router, wherein each of the access controls 
speci?es that the group is allowed access to a par 
ticular resource of the resource de?nition; 

receiving a binding of a network address to an authen 
ticated user of one of the client computers; 

updating the named group at the second data packet 
router to include the network address of the authen 
ticated user from the binding; and 

permitting a packet ?ow originating from the network 
address to pass from the second data packet router 
into the network only if the network address is in the 
named group identi?ed in one of the access controls 
that speci?es that the named group is allowed access 
to the network. 

19. The system of claim 18, further comprising instruc 
tions which when executed by the processor cause deter 
mining that the user has discontinued use of one of the client 
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computers, and in response to the determining, deleting the 
network address to Which the user is bound from each named 
group at the second data packet router. 

20. The system of claim 18, further comprising instruc 
tions Which When executed by the processor cause receiving 
the netWork address from the DHCP server in response to 
the one of the netWork users initiating operation of one of the 
client computers. 
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21. The system of claim 18, further comprising instruc 
tions Which When executed by the processor cause receiving 
the binding in response to the NABR server performing a 
netWork address binding resolution for a particular netWork 
user, prior to storing the information de?ning one of the 
netWork users as a member of the group. 

* * * * * 


