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Publication Classi?cation 

Techniques for dynamic management of virtual machine 
environments are disclosed. For example, a technique for 
automatically managing a ?rst set of virtual machines being 
hosted by a second set of physical machines comprises the 
following steps/operations. An alert is obtained that a ser 
vice level agreement (SLA) pertaining to at least one appli 
cation being hosted by at least one of the virtual machines 
in the ?rst set of virtual machines is being violated. Upon 
obtaining the SLA violation alert, the technique obtains at 
least one performance measurement for at least a portion of 
the machines in at least one of the ?rst set of virtual 
machines and the second set of physical machines, and a 
cost of migration for at least a portion of the virtual 
machines in the ?rst set of virtual machines. Based on the 
obtained performance measurements and the obtained 
migration costs, an optimal migration policy is determined 

(51) Int. Cl. for moving the virtual machine hosting the at least one 
G06F 9/455 (2006,01) application to another physical machine. 
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SYSTEMS AND METHODS FOR DYNAMICALLY 
MANAGING VIRTUAL MACHINES 

FIELD OF THE INVENTION 

[0001] This present invention generally relates to virtual 
machine environments and, more particularly, to techniques 
for dynamically managing virtual machines. 

BACKGROUND OF THE INVENTION 

[0002] An important problem encountered in today’s 
information technology (IT) environment is knoWn as server 
spraWl. Because of unplanned groWth, many data centers 
today have large numbers of heterogeneous servers, each 
hosting one application and often grossly under utiliZed. 

[0003] A solution to this problem is a technique knoWn as 
server consolidation. In general, server consolidation 
involves converting each physical server or physical 
machine into a virtual server or virtual machine (VM), and 
then mapping multiple VMs to a physical machine, thus 
increasing utiliZation and reducing the required number of 
physical machines. 

[0004] There are some critical runtime issues associated 
With a consolidated server environment. For example, due to 
user application Workload changes or ?uctuations, a critical 
problem often arises in these environments. The critical 
problem is that end user application performance degrades 
due to over utiliZation of critical resources in some of the 
physical machines. Accordingly, an existing allocation of 
VMs to physical machines may no longer satisfy service 
level agreement (SLA) requirements. As is knoWn, an SLA 
is an agreement betWeen a service customer (e.g., applica 
tion oWner) and a service provider (e.g., application host) 
that speci?es the parameters of a particular service (e.g., 
minimum quality of service level). As a result, VMs may 
need to be reallocated to other physical machines. HoWever, 
such a reallocation has an associated migration cost. Exist 
ing consolidation approaches do not account for the cost of 
migration. 

SUMMARY OF THE INVENTION 

[0005] Principles of the present invention provide tech 
niques for dynamic management of virtual machine envi 
ronments. 

[0006] For example, in one aspect of the invention, a 
technique for automatically managing a ?rst set of virtual 
machines being hosted by a second set of physical machines 
comprises the folloWing steps/operations. An alert is 
obtained that a service level agreement (SLA) pertaining to 
at least one application being hosted by at least one of the 
virtual machines in the ?rst set of virtual machines is being 
violated. Upon obtaining the SLA violation alert, the tech 
nique obtains at least one performance measurement for at 
least a portion of the machines in at least one of the ?rst set 
of virtual machines and the second set of physical machines, 
and a cost of migration for at least a portion of the virtual 
machines in the ?rst set of virtual machines. Based on the 
obtained performance measurements and the obtained 
migration costs, an optimal migration policy is determined 
for moving the virtual machine hosting the at least one 
application to another physical machine. 

[0007] These and other objects, features and advantages of 
the present invention Will become apparent from the fol 
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loWing detailed description of illustrative embodiments 
thereof, Which is to be read in connection With the accom 
panying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 illustrates an example of server consolida 
tion; 

[0009] FIG. 2A illustrates a virtual server management 
methodology, according to an embodiment of the present 
invention; 

[0010] FIG. 2B illustrates a virtual machine reallocation 
methodology, according to an embodiment of the present 
invention; 

[0011] FIG. 3 illustrates an example mapping of virtual 
machines to physical machines; and 

[0012] FIG. 4 illustrates a computing system in accor 
dance With Which one or more components/ steps of a virtual 
server management system may be implemented, according 
to an embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0013] The folloWing description Will illustrate the inven 
tion using an exemplary SLA-based service provider envi 
ronment. It should be understood, hoWever, that the inven 
tion is not limited to use With such a particular environment. 
The invention is instead more generally applicable to any 
data processing or computing environment in Which it Would 
be desirable to manage virtual servers used to perform such 
data processing or computing operations. 

[0014] It is to be appreciated that, as used herein, a 
“physical machine” or “physical server” refers to an actual 
computing device, While a “virtual machine” or “virtual 
server” refers to a logical object that acts as a physical 
machine. In one embodiment, the computing device may be 
a BladeTM available from International Business Machines 
Corporation (Armonk, N.Y.). A BladeTM includes a “thin” 
softWare layer called a HypervisorTM, Which creates the 
virtual machine. A physical machine equipped With a Hyper 
visorTM can create multiple virtual machines. Each virtual 
machine can execute a separate copy of the operating 
system, as Well as one or more applications. 

[0015] As Will be illustrated beloW, a methodology of the 
invention provides a polynomial time approximate solution 
for dynamic migration of virtual machines (V Ms) to main 
tain SLA compliance. Such a management methodology 
minimiZes associated cost of migration, alloWs dynamic 
addition or removal of physical machines as needed (in 
order to reduce total cost of oWnership). The approach of the 
methodology is an iterative approach, Which improves upon 
the existing solution of allocating VMs to physical 
machines. Moreover, the approach is independent of appli 
cation softWare, and Works With virtual machines at the 
operating system level. Such a methodology can be used as 
a part of a larger management system, e.g., the International 
Business Machines Corporation (Armonk, NY.) Director 
system, by using its monitoring mechanism and producing 
event action plans for automatic migration of VMs When 
needed. 
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[0016] Before describing an illustration of the inventive 
approach, an explanation of the basic steps and features of 
the server consolidation process is given in the context of 
FIG. 1. 

[0017] As shoWn in FIG. 1, physical servers 100-1 through 
100-n each host a separate application (App1 through Appn, 
respectively). However, as noted beloW each box represent 
ing the server, each application only utilizes betWeen 25% 
and 50% of the processing capacity of the server. Thus, each 
server is considered under utilized. 

[0018] Each physical server (100-1 through 100-n) is 
converted (step 105) into a virtual machine (V M1 through 
VMn denoted as 110-1 through 110-n, respectively) using 
available virtualization technology, e.g., available from 
VMWare or XenSource (both of Palo Alto, Calif.). Server 
virtualization is a technique that is Well knoWn in the art and 
is, therefore, not described in detail herein. 

[0019] Multiple VMs are then mapped into a physical 
machine, using central processing unit (CPU) utilization, 
memory usage, etc. as metrics for resource requirements, 
thus increasing the utilization and reducing the total number 
of physical machines required to support the original set of 
applications. That is, as shoWn, the VMs are mapped into a 
lesser number of physical machines (120-1 through 120-1', 
Where i is less than n). For example, App1 and App2 are noW 
each hosted by server 120-1, Which can be of the same 
processing capacity as server 100-1, but noW is more effi 
ciently utilized. 

[0020] Typically, at the end of this consolidation process, 
the data center Will consist of a feWer number of homoge 
neous servers, each loaded With multiple virtual machines 
(VMs), Where each VM represents one of the original 
servers. The bene?t of this process is that heterogeneity and 
server spraWl is reduced, resulting in less complex manage 
ment processes and loWer cost of oWnership. 

[0021] HoWever, as mentioned above, there are several 
runtime issues associated With consolidated server environ 
ment. Due to application Workload changes or ?uctuations, 
end user application performance degrades due to over 
utilization of critical resources in some of the physical 
machines. Thus, an existing allocation of VM to physical 
machines may no longer satisfy SLA requirements. VMs 
may need to be reallocated to physical machines, Which have 
an associated migration cost. Existing consolidation 
approaches do not account for the cost of migration. 

[0022] Illustrative principles of the invention provide a 
solution to this problem using an automated virtual machine 
migration methodology that is deployable to dynamically 
balance the load on the physical servers With an overall 
objective of maintaining application SLAs. We assume that 
there is a cost associated With each migration. The inventive 
solution ?nds the best set of virtual machine migrations that 
restores the violated SLAs, and that minimizes the number 
of required physical servers, and minimizes the migration 
cost associated With the reallocation. 

[0023] The methodology assumes that SLAs are directly 
related to metrics of the host, such as CPU utilization or 
memory usage. The inventive methodology is embodied in 
a virtual server management system that monitors those 
metrics and if any of them exceeds a predetermined thresh 
old for a physical server or VM, one or more VMs from that 
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physical machine is moved to another physical machine in 
order to restore acceptable levels of utilization. The VM 
chosen to be moved is the one With the smallest migration 
cost, as Will be explained beloW. The chosen VM is moved 
to the physical machine Which has the least residual capacity 
for the resource associated With that metric and is able to 
accommodate the VM. An overall objective is to maximize 
the variance of the utilization across all the existing physical 
servers, as Will be explained beloW. The procedure is 
repeated until the SLA violation is corrected. The overall 
management methodology 200 is depicted on FIG. 2A, 
While the reallocation or migration methodology is illus 
trated in FIG. 2B. 

[0024] As shoWn in FIG. 2A, a heterogeneous under 
utilized server environment (block 210) is the input to server 
consolidation step 220. The server consolidation step 220 is 
the server virtualization process described above in the 
context of FIG. 1. Thus, the input to step 220 is data 
indicative of the heterogeneous under-utilized server envi 
ronment, such as the environment including servers 100-1 
through 100-n in FIG. 1. This may include information 
regarding the application running on the physical server as 
Well as server utilization information. Again, since the 
virtualization process is Well knoWn, as Well as the data 
input thereto, a further description of this process is not 
given herein. The result of the server consolidation step is a 
consolidated homogenous environment (block 230). That is, 
server consolidation step 220 outputs a mapping of multiple 
VMs to physical servers, Which serves to reduce heteroge 
neity and server spraWl. 

[0025] As further shoWn in FIG. 2A, utilization values are 
monitored. This is accomplished by monitoring agents 240. 
That is, performance metrics or measurements such as CPU 
utilization, memory utilization, input/output utilization of 
each server in the consolidated environment are measured. 
The agents may simply be one or more softWare modules 
that compile these utilization values reported by the servers. 
It is to be appreciated that While a utilization value may be 
from a physical machine or a virtual machine, such values 
are preferably taken for both the physical machine and the 
virtual machine. For example, for three virtual machines 
executing on one physical machine, the system gathers CPU 
utilization values of the physical machine, three CPU utili 
zation values denoting the virtual machines CPU usage, and 
CPU utilization due to the overhead of the HypervisorTM. 

[0026] These utilization values are then compared to 
threshold values in step 250 to determine Whether they are 
greater than, less than, or equal to, some predetermined 
threshold value for the respective type of utilization that is 
being monitored (e.g., CPU utilization threshold value, 
memory utilization value, input/output utilization value). 
Such thresholds are preferably thresholds generated based 
on the SLA that governs the agreed-upon requirements for 
hosting the application running on the subject server. For 
example, the SLA may require that a response to an end user 
query to an application running on the subject server be less 
than a certain number of seconds for a percentage of the 
requests. Based on knowledge of the processing capacity of 
the server, this requirement is easily translated into a thresh 
old percentage for CPU capacity. Thus, the subject server 
hosting the application should never reach or exceed the 
threshold percent of its CPU capacity. 
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[0027] Accordingly, if the subject server is being under 
utilized (e.g., below the threshold value) or over utilized 
(e. g., greater than or equal to the threshold value), then the 
computation step Will detect this condition and generate an 
appropriate alert, if necessary. In this embodiment, When the 
server is being over utilized, an SLA violation alert is 
generated. 
[0028] If such an SLA violation alert is generated, a VM 
reallocation methodology of the invention is then triggered 
in step 260. The input to the VM reallocation methodology 
includes: (i) utilization values (e.g., CPU, memory, I/O) as 
computed by the monitoring agents 240; (ii) SLA informa 
tion related to the thresholds; (iii) metric thresholds as 
computed in the threshold computation step; and (iv) a 
Weight coef?cient vector specifying the importance of each 
utilization dimension to the overall cost function. 

[0029] The cost of reallocation (also referred to as migra 
tion) of a VM is de?ned as a dot product of a vector 
representing utilization and the vector representing the 
Weight coe?icient. For example, the dimension of both these 
vectors Would be 2, if We consider only tWo resource 
metrics, CPU utilization and memory usage. It is to be 
appreciated that these migration costs are computed and 
maintained by the reallocation component 260 of the virtual 
server management system 200 or, alternatively, by another 
component of the system. 

[0030] By Way of example, assume that for a particular 
VM that the metrics are [0.2, 0.5], Where 0.2 denotes 20% 
CPU utilization and 0.5 denotes 50% memory usage and the 
cost vector is [5, l0], signifying that, in the total cost of 
migration, the CPU usage has a Weight of 5 and the memory 
usage has a Weight of 10. Then, the cost of migration for this 
example VM is: 0.2*5+0.5*l0=6 units. 

[0031] The reallocation methodology of 260 includes tWo 
steps. Assume PM 1, PM2, . . . PMIn are the physical 

machines and Vi]- is the j-th virtual machine on PMi. For each 
physical machine PMi, the methodology maintains a list of 
virtual machines allocated to PMi ordered by non-decreasing 
migration cost, i.e., the ?rst VM, Vil, has the loWest cost. 
For each physical machine PMi, the methodology calculates 
and stores a vector representing the residual capacity of PMi. 
The methodology maintains the list of residual capacities in 
non-decreasing order of the L2 norms of the capacity vector. 
An example con?guration of VMs and their parent physical 
machines is shoWn on FIG. 3. 

[0032] As mentioned above, the reallocation algorithm is 
triggered by one of the monitored utilization values exceed 
ing one of the utilization thresholds. Assume that a physical 
machine PMi exhibits a condition, Whereby one of the 
measured metrics (e.g., CPU utilization) exceeds the set 
threshold. According to the reallocation methodology (illus 
trated in FIG. 2B), one of the associated VMs of the 
threshold-exceeding physical machine is chosen to migrate 
to another physical machine in the folloWing manner: 

[0033] (i) select the VM (e.g., VMij) Which has associated 
thereWith the least migration cost (step 261); 

[0034] (ii) select the physical machine (PMj) Which has 
the least residue resource vector, but enough to accommo 

date VMiJ- (step 262); 
[0035] (iii) instruct the virtual machine migration system 
(block 270 in FIG. 2A) to move VMiJ- to PM]; (step 263); 
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[0036] (iv) if no physical machine is available to accom 
modate the virtual machine, a neW physical machine is 
introduced into the server farm and VMiJ- is mapped thereto 
(step 264); and 

[0037] (v) recalculate the residue vectors and sort the VMs 
according to the costs (step 265). 

[0038] It is to be understood that the reallocation meth 
odology (step 260) generates one or more migration instruc 
tions, e.g., move VMl from PMl to PM2, remove server 
PM3, etc. The virtual machine migration system (block 270) 
then takes the instructions and causes them to be imple 
mented in the consolidated homogeneous server environ 
ment (block 230). It is to be understood that existing 
products can be used for the virtual machine migration 
system, for example, the Virtual Center from VMWare (Palo 
Alto, Calif.). 
[0039] The above heuristic is based on a goal of maxi 
mizing the variance of the residue vector, so that the physical 
machines are as closely packed as SLA requirements Will 
alloW, thus leading to a high overall utilization, minimizing 
the cost of migration and minimizing the need for introduc 
ing neW physical machines. Further, it is to be appreciated 
that the virtual server management procedure is iterative in 
nature, i.e., the steps of FIG. 2A (and thus FIG. 2B) are 
repeated until all SLA violations are remedied. Still further, 
based on the iterative nature of the methodology, minimal 
migration moves are made for each triggering event. Also, 
the methodology serves to maximize physical server load 
variance. 

[0040] FIG. 4 illustrates a computing system in accor 
dance With Which one or more components/steps of the 
virtual server management techniques (e.g., components and 
methodologies described in the context of FIGS. 1 through 
3) may be implemented, according to an embodiment of the 
present invention. It is to be understood that the individual 
components/steps may be implemented on one such com 
puting system or on more than one such computing system. 
In the case of an implementation on a distributed computing 
system, the individual computer systems and/ or devices may 
be connected via a suitable netWork, e.g., the Internet or 
World Wide Web. HoWever, the system may be realized via 
private or local netWorks. In any case, the invention is not 
limited to any particular netWork. 

[0041] Thus, the computing system shoWn in FIG. 4 may 
represent one or more servers or one or more other process 

ing devices capable of providing all or portions of the 
functions described herein. 

[0042] As shoWn, the computing system architecture 400 
may comprise a processor 410, a memory 420, I/O devices 
430, and a netWork interface 440, coupled via a computer 
bus 450 or alternate connection arrangement. 

[0043] It is to be appreciated that the term “processor” as 
used herein is intended to include any processing device, 
such as, for example, one that includes a CPU and/or other 
processing circuitry. It is also to be understood that the term 
“processor” may refer to more than one processing device 
and that various elements associated With a processing 
device may be shared by other processing devices. 

[0044] The term “memory” as used herein is intended to 
include memory associated With a processor or CPU, such 
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as, for example, RAM, ROM, a ?xed memory device (e.g., 
hard drive), a removable memory device (e.g., diskette), 
?ash memory, etc. 

[0045] In addition, the phrase “input/output devices” or 
“I/O devices” as used herein is intended to include, for 
example, one or more input devices (e.g., keyboard, mouse, 
etc.) for entering data to the processing unit, and/or one or 
more output devices (e. g., display, etc.) for presenting results 
associated With the processing unit. 

[0046] Still further, the phrase “network interface” as used 
herein is intended to include, for example, one or more 
transceivers to permit the computer system to communicate 
With another computer system via an appropriate commu 
nications protocol. 

[0047] Accordingly, softWare components including 
instructions or code for performing the methodologies 
described herein may be stored in one or more of the 
associated memory devices (e.g., ROM, ?xed or removable 
memory) and, When ready to be utiliZed, loaded in part or in 
Whole (e.g., into RAM) and executed by a CPU. 

[0048] In any case, it is to be appreciated that the tech 
niques of the invention, described herein and shoWn in the 
appended ?gures, may be implemented in various forms of 
hardWare, softWare, or combinations thereof, e.g., one or 
more operatively programmed general purpose digital com 
puters With associated memory, implementation-speci?c 
integrated circuit(s), functional circuitry, etc. Given the 
techniques of the invention provided herein, one of ordinary 
skill in the art Will be able to contemplate other implemen 
tations of the techniques of the invention. 

[0049] Although illustrative embodiments of the present 
invention have been described herein With reference to the 
accompanying draWings, it is to be understood that the 
invention is not limited to those precise embodiments, and 
that various other changes and modi?cations may be made 
by one skilled in the art Without departing from the scope or 
spirit of the invention. 

What is claimed is: 
1. A method of automatically managing a ?rst set of 

virtual machines being hosted by a second set of physical 
machines, comprising the steps of: 

obtaining an alert that a service level agreement (SLA) 
pertaining to at least one application being hosted by at 
least one of the virtual machines in the ?rst set of 
virtual machines is being violated; 

upon obtaining the SLA violation alert: 

obtaining at least one performance measurement for at 
least a portion of the machines in at least one of the 
?rst set of virtual machines and the second set of 
physical machines; 

obtaining a cost of migration for at least a portion of the 
virtual machines in the ?rst set of virtual machines; 
and 

determining, based on the obtained performance mea 
surements and the obtained migration costs, an opti 
mal migration policy for moving the virtual machine 
hosting the at least one application to another physi 
cal machine. 
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2. The method of claim 1, Wherein the optimal policy 
determining step further comprises the step of selecting a 
virtual machine from the ?rst set of virtual machines With 
the loWest migration cost. 

3. The method of claim 2, Wherein the optimal policy 
determining step further comprises the step of selecting a 
physical machine from the second set of physical machines 
that has a resource residue that is the loWest among the 
physical machines and that can accommodate the selected 
virtual machine. 

4. The method of claim 3, Wherein the optimal policy 
determining step further comprises the step of generating an 
instruction to move the selected virtual machine to the 
selected physical machine. 

5. The method of claim 4, Wherein the optimal policy 
determining step further comprises the step of recalculating 
resource residues for the second set of physical machines. 

6. The method of claim 5, Wherein the optimal policy 
determining step further comprises the step of sorting the 
?rst set of virtual machines according to migration costs. 

7. The method of claim 3, Wherein When the second set of 
physical machines does not include a physical machine that 
can accommodate the selected virtual machine, mapping the 
selected virtual machine to a physical machine that is not in 
the second set of physical machines. 

8. The method of claim 1, Wherein at least a portion of the 
steps of the management method are iteratively performed 
until the SLA violation is remedied. 

9. Apparatus for automatically managing a ?rst set of 
virtual machines being hosted by a second set of physical 
machines, comprising: 

a memory; and 

at least one processor coupled to the memory and opera 
tive to: (i) obtain an alert that a service level agreement 
(SLA) pertaining to at least one application being 
hosted by at least one of the virtual machines in the ?rst 
set of virtual machines is being violated; and (ii) upon 
obtaining the SLA violation alert: obtain at least one 
performance measurement for at least a portion of the 
machines in at least one of the ?rst set of virtual 
machines and the second set of physical machines; 
obtain a cost of migration for at least a portion of the 
virtual machines in the ?rst set of virtual machines, and 
determine, based on the obtained performance mea 
surements and the obtained migration costs, an optimal 
migration policy for moving the virtual machine host 
ing the at least one application to another physical 
machine. 

10. The apparatus of claim 9, Wherein the optimal policy 
determining operation further comprises selecting a virtual 
machine from the ?rst set of virtual machines With the 
loWest migration cost. 

11. The apparatus of claim 10, Wherein the optimal policy 
determining operation further comprises selecting a physical 
machine from the second set of physical machines that has 
a resource residue that is the loWest among the physical 
machines and that can accommodate the selected virtual 
machine. 

12. The apparatus of claim 11, Wherein the optimal policy 
determining operation further comprises generating an 
instruction to move the selected virtual machine to the 
selected physical machine. 
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13. The apparatus of claim 12, wherein the optimal policy 
determining operation further comprises recalculating 
resource residues for the second set of physical machines. 

14. The apparatus of claim 13, Wherein the optimal policy 
determining operation further comprises sorting the ?rst set 
of virtual machines according to migration costs. 

15. The apparatus of claim 11, Wherein When the second 
set of physical machines does not include a physical 
machine that can accommodate the selected virtual machine, 
mapping the selected virtual machine to a physical machine 
that is not in the second set of physical machines. 

16. The apparatus of claim 9, Wherein at least a portion of 
the operations of the management apparatus are iteratively 
performed until the SLA violation is remedied. 

17. An article of manufacture for automatically managing 
a ?rst set of virtual machines being hosted by a second set 
of physical machines, comprising a machine readable 
medium containing one or more programs Which When 
executed implement the steps of: 

obtaining an alert that a service level agreement (SLA) 
pertaining to at least one application being hosted by at 
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least one of the virtual machines in the ?rst set of 

virtual machines is being violated; 

upon obtaining the SLA violation alert: 

obtaining at least one performance measurement for at 
least a portion of the machines in at least one of the 
?rst set of virtual machines and the second set of 

physical machines; 

obtaining a cost of migration for at least a portion of the 
virtual machines in the ?rst set of virtual machines; 
and 

determining, based on the obtained performance measure 
ments and the obtained migration costs, an optimal 
migration policy for moving the virtual machine host 
ing the at least one application to another physical 
machine. 


