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(57) ABSTRACT 

A method includes a step of executing a software function 
using a set of test arguments and obtaining a result corre 
sponding to each of the set of test arguments, each result 
indicating one of a set of robust and non-robust results, a 
subset of test arguments corresponding to robust results. The 
method further includes de?ning a set of arguments based on 
the results and the set of test arguments, the set of arguments 
including the subset of test arguments. Thereafter, argu 
ments of subsequent calls to the softWare function may 
thereafter be examined to determine Whether they fall Within 
the set of arguments. 
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ROBUST SOFTWARE LIBRARY WRAPPER 
METHOD AND APPARATUS 

[0001] This application is a continuation of US. Ser. No. 
10/441,533 ?led May 20, 2003, the contents of which are 
incorporated by reference herein. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to library 
software routines called by application software, and more 
particularly, to software routines written in non-robust com 
puter languages. 

BACKGROUND OF THE INVENTION 

[0003] Computer software may be written in any number 
of programming languages. Such languages include C, C++, 
Java, Cobol, ML and others. Increasingly, many software 
languages are robust, such as Java and ML, meaning that 
they operate in an environment so removed from the 
machine level resources that an executed program cannot 
typically corrupt the host machine memory or crash the host 
machine. While robust languages provide protection against 
host machine corruption and crashing, robust languages tend 
not to be particularly e?icient. 

[0004] By contrast, the C-family of languages, including C 
and C++(hereinafter referred to as “C languages”), can be 
much more ef?cient, although not robust. To this end, the C 
languages allow extensive access, control and manipulation 
of host machine resources such as memory. As a conse 

quence, C language programs can be prone to buffer over 
runs and other memory misallocation errors that crash or 
hang the program. 

[0005] Although C language programs lack the robustness 
of programs written in Java and other such languages, the 
need for ef?ciency in programming has resulted in the 
continued extensive use of the C languages. To capitaliZe on 
the potential ef?ciencies, C language programmers attempt 
to optimiZe memory usage based on knowledge of the 
application being written. For example, extensive control 
over memory also supports memory-mapped I/O, which is 
important for system level programming. Such extensive 
control, however, increases the potential for memory misuse 
errors, and even provides potential security issues. 

[0006] While extreme care may be used to ensure that a 
particular C language application does not misuse or 
improperly overwrite memory, a problem arises from the 
fact that nearly all C language programs incorporate stan 
dard (or non-standard) library functions which are not 
written by the application developer. In particular, as is 
known in the art, C language development kits make avail 
able large numbers of common functions in the form of 
libraries. For example, one library of functions may include 
input/output oriented functions, while another library 
includes string handling functions. Multiple libraries of such 
functions are often “included” in application software. 

[0007] The problem with standard library functions is that 
they may or may not have had extensive testing to determine 
whether they are suf?ciently robust so as to avoid crashing 
and security breaches. Accordingly, incorporation of stan 
dard C language library functions may make an otherwise 
robust software application prone to memory allocation 
errors. 
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[0008] While it is possible to develop software without 
using standard library functions, thereby allowing the devel 
oper absolute control the robustness of the application, such 
a scenario is impractical. The high labor cost associated with 
software development does not reasonably allow for each 
new application to recreate the same standard functions. 
Thus, the use of commercial off the shelf library C language 
functions is a necessity. 

[0009] Solutions have been proposed to overcome the 
problems posed by standard library functions. Such solu 
tions envision implementation of a software wrapper around 
certain C language functions. The wrappers intercept calls to 
the function, and then determine whether any of the inputs 
to the function was invalid. Descriptions of such wrappers 
may be found in FetZer, Christof and Xiao, Zhen “Detecting 
Heap Smashing Attacks Through Fault Containment Wrap 
pers”, Proceedings of the 20th IEEE Symposium on Reliable 
Distributed Systems (IEEE, October, 2001), which is incor 
porated herein by reference. 

[0010] By intercepting function calls and determining if 
variables passed to the function are invalid, the wrapper can 
prevent execution of the function if execution of the function 
with the passed variables could cause a security breach or 
system failure. However, the development of such wrappers 
for each function involves extensive modeling and analysis. 
As a consequence, attempting to develop custom wrappers 
for the multitude of functions in various libraries can be cost 
prohibitive. 
[0011] Accordingly, there is a need for a method to ensure 
robust operation of potentially non-robust software libraries 
that does not suffer from the drawback of requiring extensive 
modeling and analysis. 

SUMMARY OF THE INVENTION 

[0012] The present invention addresses the above need, as 
well as others, by providing an at least partially automated 
method of generating robust argument types for library 
functions. The robust argument types may be used by a 
software wrapper to determine the validity of arguments in 
a function call by application software to the library func 
tion. Thus, if an application calls the library function using 
an argument that is not a robust argument type, then the 
wrapper returns an error and the function is not called. The 
at least partially automated process of generating robust 
argument types helps make the process of developing soft 
ware wrappers for large libraries of functions practicable. 

[0013] A ?rst embodiment of the invention is a method 
that includes a step of executing a software function using a 
set of test arguments and obtaining a result corresponding to 
each of the set of test arguments, each result indicating one 
of a set of robust and non-robust results, a subset of test 
arguments corresponding to robust results. The method 
further includes de?ning a set of arguments based on the 
results and the set of test arguments, the set of arguments 
including the subset of test arguments. Thereafter, argu 
ments of subsequent calls to the software function may 
thereafter be examined to determine whether they fall within 
the set of arguments. 

[0014] Another embodiment of the invention is code, 
stored in a computer storage device, that carries out the 
above steps. 
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[0015] The above described features and advantages, as 
well as others, will become more readily apparent by ref 
erence to the following detailed description and accompa 
nying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] FIG. 1 shows a block diagram of an exemplary 
software architecture that incorporates the present invention; 

[0017] FIG. 2 shows a block diagram of an exemplary 
computing device that incorporates aspects of the present 
invention; 
[0018] FIG. 3 shows a ?ow diagram of an exemplary set 
of operations for generating a software wrapper in accor 
dance with the present invention; 

[0019] FIG. 4 shows a ?ow diagram of a ?rst exemplary 
automated method of generating fundamental robust argu 
ment types in accordance with the operations of FIG. 3; 

[0020] FIG. 5 shows a ?ow diagram of a second exem 
plary automated method of generating fundamental robust 
argument types in accordance with the operations of FIG. 3; 

[0021] FIG. 6 shows a logic chart illustrating a ?rst 
exemplary scheme for converting fundamental argument 
types into ?nal robust types in accordance with the opera 
tions of FIG. 3; 

[0022] FIG. 7 shows a logic chart illustrating a second 
exemplary scheme for converting fundamental argument 
types into ?nal robust types in accordance with the opera 
tions of FIG. 3; and 

[0023] FIG. 8 shows a diagram of memory allocated by 
the fault injector during the injection of a ?xed siZe array of 
siZe N. 

DETAILED DESCRIPTION 

[0024] FIG. 1 illustrates an exemplary software architec 
ture 100 that incorporates wrappers generated in accordance 
with the present invention. In particular, FIG. 1 illustrates 
the run-time architecture of one or more user applications 
102 and 104 that employ one or more functions of one or 
more shared libraries 106. A set of robustness wrappers 108 
generated in accordance with the present invention are 
logically interposed between the user applications 102 and 
104 and the shared libraries 106. 

[0025] The software architecture 100 may be implemented 
in code executed by one or more computing devices, such as 
the exemplary computing arrangement of FIG. 2. Referring 
to FIG. 2, the exemplary computing arrangement 200 
includes a processing circuit 202, a display 204, a set of 
input devices 206, and storage elements 210. The computing 
arrangement 200 may suitably be a single general purpose 
computer, such as a commercially available computer avail 
able from Dell Computer Corporation. Alternatively, the 
computing device 200 may also be implemented as a plu 
rality of computing devices arranged in a local area network, 
an enterprise-wide network, or an intemetwork. 

[0026] The processing circuit 202 comprises one or more 
processing devices and related support circuitry. Multiple 
processing devices may be enclosed within a single general 
purpose computer or distributed over several computers in a 
network setting. A processing device of the processing 
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circuit 202 may suitably comprise a Pentium® type micro 
processor available from Intel Corporation. 

[0027] The display 204 may be one or more suitable 
displays operable to give human-perceptible output. To this 
end, the display 204 may comprise a CRT display, an LCD 
display, a plasma display, or even a haptic display. The input 
devices 206 may comprises a plurality of devices operable 
to provide user input to a computer, including alphanumeric 
keyboards and keypads, mice, light pens, other pointing 
devices, and even microphones. The input devices 206 may 
also include communication interfaces connected to other 
computing devices, not shown, but which are well known in 
the art. 

[0028] The storage elements 210 include a variety of data 
storage devices accessible to the processing device, includ 
ing random access memory, read-only memory, ?ash pro 
grammable memory, hard disk, removable compact disk and 
?oppy disk, tape devices and any combinations of the 
foregoing. 

[0029] Referring FIG. 1 and FIG. 2, code for at least one 
of the user applications 102, the robustness wrapper 108 and 
the shared libraries 106 are suitably stored within the storage 
elements 210. If the computing arrangement 200 is imple 
mented as a network, the code for the user applications 
102,104, the shared libraries 106 and the robustness wrapper 
106 may be distributed over multiple physical storage ele 
ments. Those of ordinary skill in the art may readily devise 
their own implementation details. Any suitable implemen 
tation of a shared (or unshared) C-library may be used, with 
the wrapper 106 implemented in a manner similar to the 
C-library. 

[0030] In general, the user applications 102 and 104 may 
be any applications that employ potentially non-robust func 
tions from the shared library 106. In general, the embodi 
ment described herein uses a shared C language library as 
the shared library 106, which contains C or C++ programs. 
The functions of the shared library 106 are preferably 
commercial off the shelf libraries such as, for example, the 
glibc2.2 library available from RedHat Linux. 

[0031] The robustness wrappers 108 are made of up one or 
more wrappers 108a, 108b, etc., each wrapper 108x is 
comprised of code con?gured to cause the processing circuit 
202 to receive or intercept a function call to a corresponding 
library function from the shared libraries 106. The function 
call will typically include at least one argument that repre 
sents a value from the user application that is passed to the 
library function for use during execution of the library 
function. For example, the function call asctime(tm) calls 
the function asctime from the glibc2.2 with the argument tm. 
The argument tm is a point er to the structure that represents 
a current time value. 

[0032] The robustness wrapper 108x further includes code 
for determining if the argument(s) is(are) a robust argument 
type. A robust argument type is a data structure that will not 
cause a robustness fault when used as an argument in a call 

to the library function. As discussed above, many library 
functions are not completely robust, because if certain 
structures are passed to the functions in the arguments, the 
function will crash, hang-up or write to an invalid portion of 
memory. Such faults are robustness faults. By contrast, if a 
library function merely returns an error, without crashing, 
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hanging up or an improper memory access, it is not neces 
sarily a robustness fault. Those structures that could crash, 
hang-up or perform an invalid Write are not robust argument 
types. Only structures that do not cause such faults are 
considered to be robust argument types. 

[0033] The set of robust argument types is previously 
determined by automatically injecting test data structures 
into the library function to determine a set of data structure 
types that do not cause faults When used as an argument 
passed to that function. Further detail regarding the genera 
tion of robust argument types is provided beloW in connec 
tion With FIGS. 3 through 7. 

[0034] The robustness Wrapper 108x further includes code 
for performing the library function call if the argument(s) 
is(are) determined to be a robust argument type, and for 
returning an error noti?cation if the argument is not a robust 
argument type. Thus, each robustness Wrapper 108x operates 
to inhibit calling a function using a non-robust argument 
type 

[0035] In accordance With one aspect of the invention, 
each robustness Wrapper 108x is at least partially automati 
cally generated using fault injection to determine the robust 
argument types. FIG. 3 described beloW provides an exem 
plary set of steps in Which a robustness Wrapper such as the 
robustness Wrappers 108a and 1081) may be generated. 

[0036] Referring to FIG. 3, there is shoWn a general 
robustness Wrapper generation method that may be used to 
generate robustness Wrappers for each library of functions. 
Within FIG. 3, steps 304-308 operate to compute the robust 
argument types for an individual function, Which is repeated 
for each library function of the shared library. The result is 
used in step 310 to generate a robustness Wrapper for library 
functions that may be directly called by a user application. 

[0037] In general, the operations of FIG. 3, as Well as 
FIGS. 4-7, may be carried out at least in part by one or more 
processors using corresponding code stored in a storage 
element. The processor may be a processor Within the 
processing circuit 202, using code stored in one or more 
storage elements, such as the storage elements 210 of FIG. 
2. HoWever, it Will be appreciated that the processor and 
storage elements used to carry out the operations of FIGS. 
3 to 7 may be disposed in a different computing device than 
the computing arrangement that performs the operations 
described above in connection With FIG. 1. HoWever, such 
other computing device Would have the same general archi 
tecture as that discussed above in connection With FIG. 2. 

[0038] Referring again to FIG. 3, in step 302, a list of 
functions is obtained for the library being Wrapped. In 
general, a robustness Wrapper need only be generated in 
C-libraries for those functions that may be called directly 
from a user application. Most C-libraries adopt the conven 
tion that all names beginning With an underscore, e.g. 
_IO_?ush, denote internal functions that are not to be used 
by applications. Accordingly, step 302 may be automated by 
employing the processor to parse a directory of functions in 
the library and obtain a list of functions that do not begin 
With an underscore. 

[0039] Once the list of functions to be Wrapped has been 
obtained, steps 304 through 308 are executed for each 
function on the list. 
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[0040] In step 304, the argument or arguments for the 
function are determined. In particular, the “types” of any 
arguments employed in library function call are identi?ed. In 
general, one may determine the types of arguments for a 
function from text descriptions of the library functions. 
Indeed, all library functions must have some descriptions or 
application developers Would not be able to use the func 
tions. 

[0041] The determination of argument types may be auto 
mated in C++ libraries Wherein the function name and 
argument type are encoded in each function’s symbol name. 
Accordingly, for C++ libraries, the processor may be pro 
grammed to extract the function name and type information 
from the symbol name of each function. 

[0042] In ordinary C libraries, the operation may be par 
tially automated by parsing header ?les that contain the 
prototypes of the global functions. Unfortunately, hoWever, 
many C libraries do not include a Well-de?ned set of header 
?les that describe the interface of the shared library. To 
determine the proper set of header ?les that contain the 
prototypes of the function, the on-line text manual page that 
describes the function may be parsed. By convention, 
manual pages contain a list of all header ?les that need to be 
included by a program that Wants to use the function. Thus 
the processor could be programmed to parse out the function 
argument type information from the manual page. If a 
function has no manual page, the processor may search 
through all of the header ?les in the library to locate the 
prototype of the function. 

[0043] In step 306, the fundamental robust types for the 
function are identi?ed. A type is a characteriZation of a data 
structure, variable, or pointer. For example, common C types 
include ?oat, int, and pointers. A robust type is a data type 
that does not cause the function under test to exhibit a 
robustness fault. In the embodiment described herein, robust 
types are specially-de?ned subsets of the standard C types. 
As discussed above, the Wrapper determines Whether an 
argument in a function call is a robust argument type, or in 
other Words, Within the specially-de?ned subset of C types 
that does not cause a robustness fault. A fundamental robust 
type is a generic basic building block Which may be com 
bined With other fundamental robust types to form a single 
uni?ed robust type. 

[0044] In the embodiment described herein, the processor 
determines the fundamental robust types by performing a 
partially predetermined set of fault injection tests. The set of 
fault injection tests corresponds to the argument type 
expected for the function. Thus, if the argument type of the 
library function is a ?xed array pointer, then a particular set 
of fault injection tests is performed that correspond to ?xed 
array pointers. FIG. 4, for example, shoWs an exemplary 
?oW diagram of injection tests performed for function 
having a ?xed array pointer type argument. 

[0045] In general, each argument type is divided into a set 
of fundamental types. The fundamental types are non 
overlapping, but should as a group represent most or all 
possible data structures associated With an argument type. 
FIGS. 3 and 5 discuss the fundamental types for ?xed array 
pointers. FIGS. 4 and 6 discuss the fundamental types for ?le 
pointers. 
[0046] The set of fault injection tests are con?gured to 
determine Whether each of the set of fundamental types 
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corresponding to the argument type is robust or is not robust. 
To this end, the set of fault injection tests injects various 
fundamental types as arguments to determine Whether they 
cause a robustness fault. Speci?c examples of fault injection 
tests for such fundamental types are provided in connection 
With FIGS. 4 and 5. 

[0047] Thus, fault injection test sequences are developed 
for multiple generic argument types. Accordingly, step 306 
may be automated by employing the processor to execute 
the test sequence for the argument type or types for the 
speci?ed function. For example, if the processor determines 
in step 304 that the function has a ?xed array type argument, 
the processor performs the test sequence shoWn in FIG. 4 
and discussed beloW. HoWever, if the processor determines 
in step 304 that the function has a different type argument 
then a different test sequence is performed. 

[0048] In step 308, a robust type for the function is 
determined from the one or more fundamental robust types 
determined in step 306. In particular, if multiple fundamen 
tal robust types are determined in step 306, then the funda 
mental robust types are combined into a superset of types 
that do not cause robustness faults. To this end, an at least 
partially predetermined group of robust types are de?ned for 
possible combinations of robust function types. Thus, a 
predetermined set of rules is available to dictate hoW the 
fundamental robust types may be combined. 

[0049] By Way of example, FIG. 7 shoWs a chart illus 
trating the combination rules for fundamental types associ 
ated With for ?le pointer argument types. The chart shoWs all 
of the relevant fundamental types, here illustrated as RON 
LY_FILE, WONLY_FILE, RW_FILE and NULL. After step 
306, all or some of those fundamental types have been 
determined to be robust fundamental types. To determine the 
robust type from the robust fundamental types, the chart is 
traversed upWard from the robust fundamental types until 
the next upWard combined type Would include a non-robust 
type. A non-robust type is (or includes) a fundamental type 
for Which at least one argument Will cause a robustness fault 
of the function, as determined in step 306. 

[0050] Thus, by Way of example, if fault injection tests 
using “Write only” ?le pointers and null pointers result in 
robustness failures (e. g. a buffer overrun faults), but no fault 
injection tests for “read only” or “read/Write” ?les result in 
robustness faults, then the robust fundamental types Would 
only be the RONLY_FILE and RW_FILE fundamental 
types. The WONLY_FILE fundamental type is not robust. 
The only upWardly located robust type on the chart of FIG. 
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7 that does not include WONLY_FILE or NULL is R_FILE. 
Thus, step 308 in such a case Would determine R_FILE to 
be the highest robust type. In general R_FILE represents any 
?le that can be read, including read only and read-Writable 
?les. 

[0051] FIG. 6 shoWs another example of a chart de?ning 
the operation of determining a robust type from one or more 
fundamental robust types. FIG. 6 shoWs a chart used for 
functions having ?xed array pointer arguments. 

[0052] Referring again to FIG. 3, step 308 may be auto 
mated by programming the processor to execute the rules 
illustrated in the charts of FIGS. 6 and 7, as Well as other 
analogous charts corresponding to other generic argument 
types. The result of step 308 in any event is a robust type 
de?nition for the function. Thus, if the library function is 
called With an argument that falls Within the de?nition of the 
robust type, the function call Will not cause a robustness 
fault, such as a hang-up, an invalid overWrite to memory, or 
a crash. 

[0053] It Will be appreciated that the robust type de?nition 
determined in step 308 may include both a type element and 
a siZe element. A type element de?nes a characteristic of the 
memory block allocated to a robust argument, such as 
“read-only”, “Write-only”, “readable”, or “Writeable and 
null”. (See eg FIGS. 6 and 7). A siZe element de?nes the 
quantity of memory that must be allocated to the argument, 
if any, in order to be robust. For example, a robust type for 
a ?xed array argument may require 44 bytes of allocated 
memory. 

[0054] An example of robust types having both a type 
element and a siZe element are discussed beloW in connec 
tion With FIGS. 4 and 6. It is noted that other robust type 
de?nitions do not include a siZe element. An example of 
robust types having only a type element are discussed beloW 
in connection With FIGS. 5 and 7. The determination of 
Whether a particular robust type should include a siZe 
element Will depend upon Whether a particular argument 
type is of the sort that may have a selectable memory 
allocation, such as a ?xed array. 

[0055] In any event, once the robust type has been iden 
ti?ed for the library function, step 310 is executed. In step 
310, the robustness Wrapper code itself is generated. To this 
end, the function name and the data acquired in steps 304, 
306 and 308 is applied to a softWare shell. An exemplary 
shell is provided beloW: 

char* ?inctionnalne(const struct trn* argument 

char* ret 
if(ini?ag) { 

return (*libcifunctionnalne) (argument); 

ini?ag = 1; 
if (lcheckirobtype(argument,robsize)) 

/ intercepts call to ?inctionnalne 
/ With argument 

/ declares return value pointer 
/ check if already Wrapper 
/ if already in Wrapper, go ahead 
/ and skip the check 

/ set “in Wrapper” ?ag 
/ call checking ?lHCtlOH for robust 
/ type determined in step 308, 
/ robtype identi?es the type 
/ element and robsize is the size 
/ element of the robust type. 
/ Some robust types have no 
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-continued 

argument 

{ 
ret = (char*) NULL; 

goto PostProcessing; 

ret = (*libcifunctionname) (argument) 

/ siZe elements. The “If’ 
/ statement acts on the result 
/ of lcheckirobtype: If 

/ is not robust type, 
/ then perform bracketed steps 

/ return error signi?er NULL 
/ to original ?mction call because 
/ argument is not robust type 
/ skip ahead 

/ perform original function 
/ With argument and save 
/ return value as ret. 

/ this is performed When If 
/ statement is false because 
/ argument is a robust type 

PostProcessing 
ini?ag = 0 ; / turn off flag to leave 
return ret; / provide ret value to user 

/ application 

[0056] To generate the ?nal Wrapper code from the above 
shell, the functionname, the robtype and robsiZe (if any), are 
obtained from the information generated in steps 304-308. 
For example, the functionname is the name of the library 
function, robtype is the type element of the robust type 
determined in step 308, and robsiZe is the siZe element of the 
robust type de?nition. 

[0057] A “check” function is developed for each type 
element of each robust type de?nition. If a siZe element is 
included in the robust type de?nition, it is passed as an 
argument to the “check” function for the appropriate robust 
type type element. Each check function determines 1) if the 
memory or buffer allocated to the pointer being passed to the 
function is of the corresponding type (readable, Writeable, 
null, etc.) and 2) if the memory or buffer allocated to the 
pointer or variable being passed to the function has suf?cient 
memory allocated to it. 

[0058] The check functions for all of the potential robust 
types are pre-developed, and several methods may be used 
to generate suitable check functions. One method involves 
tracking variable and pointer declarations during the user 
application run time so that When a function is called With 
a variable or pointer declaration, the Wrapper knoWs details 
regarding its type and siZe. To implement such a method the 
Wrapper library may include a function that intercepts all 
malloc calls and tracks the memory allocated to each pointer 
or variable as a result of the malloc calls. 

[0059] Further detail regarding generating argument 
checking functions is provided in Christof FetZer and Zhen 
Xiao, “Detecting Heap Smashing Attacks Through Fault 
Containment Wrappers”, Proceedings of the 20th IEEE Sym 
posium 0n Reliable Distribution Systems, (October, 2001), 
Which is incorporated herein by reference, and Frederic 
Salles et al., “Metakemels and Fault Containment Wrap 
pers”, discussed further above. 

[0060] FIG. 4 shoWs an example of a fault injection test 
sequence that may be used for library functions that are 
determined to have arguments that are ?xed array pointers. 
Library functions having ?xed array pointer arguments can 

be particularly prone to robustness faults because the library 
function may attempt to Write too much data to the memory 
allocated to the array. In such a case, a computer crash or 
even a security breach can occur. Moreover, certain library 
functions may fail if a pointer to “Write-only” or “read-only” 
memory is passed to the function. 

[0061] Accordingly, the robust type de?nition operation of 
the present invention determines Which allocated memory 
types and allocated memory siZe Will not result in a robust 
ness fault. 

[0062] As mentioned above, FIG. 6 shoWs a chart that 
de?nes the possible robust types for a ?xed siZe array, 
including the possible fundamental robust types, RONLY 
_FIXED[v], RW_FIXED[v], WONLY_FIXED[v], NULL, 
and INVALID, Wherein v represents the siZe element of the 
type. The fundamental type RONLY_FIXED[v] represents 
all ?xed arrays that are read-only and require at least v bytes 
of allocated space. The fundamental type RW_FIXED[v] 
represents all ?xed arrays that are read-Writeable and require 
at least v bytes of allocated space. The fundamental type 
WONLY_FIXED[v] represents all ?xed arrays that are 
Write-only and require at least v bytes of allocated space. 
The fundamental type NULL represents a null pointer and 
the fundamental type INVALID represents a pointer to an 
inaccessible memory region. It is noted that some library 
functions have a limited amount of inherent robustness and 
therefore may be able to successfully handle a null or invalid 
pointer. As a consequence, null pointers and invalid pointers 
can be robust fundamental types, even though they can result 
in an error. 

[0063] Referring again to FIG. 4, the operations shoWn 
therein describe a test sequence employed for functions 
having a ?xed array argument. The steps of FIG. 4 may be 
performed by any suitable processor. The instructions for 
carrying out the steps of FIG. 4 may be stored as code in any 
suitable memory device or devices. 

[0064] In step 402, a counter N is set to Zero. The counter 
N represents the siZe of the allocated block of memory that 
is to be injected into to a library function. After step 402, the 
processor executes step 404. 



US 2007/0204261 A1 

[0065] In step 404, the processor injects a read-only array 
having an allocated siZe of N bytes into the library function 
to determine if the RONLY_FIXED[N] is a robust type. 
Because the counter N starts at Zero, the ?rst pointer that is 
injected is a Zero-siZe array. One purpose of the injection is 
to determine if the library function attempts to Write data 
beyond the N-siZed block of memory allocated to the array. 
Another purpose of the injection is to determine Whether the 
library function can handle read-only, Write-only or read 
Write ?les Without a robustness fault. 

[0066] To this end, the processor generates a child process 
that calls the library function using the pointer to the N-siZed 
read-only array. Referring to FIG. 8, the child process ?rst 
allocates tWo adjacent memory pages 802 and 804, the 
memory page 802 having a starting address of ?rstpage and 
an ending address at secondpageil. The memory page 804 
has a starting address at secondpage and is protected to 
prohibit any read or Write access. The child process then 
allocates the memory to the N-siZed read-only array, by 
allocating a block 806 of N bytes starting at the address 
secondpage-N. 
[0067] As a consequence, if too little space is allocated, 
the child process commits a bulfer overrun error that cor 

rupts (or attempts to corrupt) the available second page 804. 
Because the second page 804 is memory protected, it Will 
generate a signal that alloWs the child process to detect that 
a bulfer overrun has occurred. If, hoWever, suf?cient space 
has been allocated, then the child process does not generate 
a buffer overrun error. In addition, the child process may 
crash, hang-up or return a bulfer overrun if the library 
function cannot handle a read-only array in a robust manner. 
Even if the child process hangs up or crashes, the parent 
process (the operations of FIG. 4) Will continue, With the 
knowledge that some robustness fault occurred. 

[0068] Referring again to FIG. 4, once the test pointer 
RONLY_FIXED[N] has been injected and results obtained, 
then the processor executes step 406. In step 406, the 
processor determines Whether a robustness fault has 
occurred. Arobustness fault is a bulfer overrun or other fault 
(i.e. crash or hang) that is not handled by the library function 
itself. It is noted that if the library function adequately 
handles an improper input Without a bulfer overrun, crash, 
hang or other unsafe condition, even if it returns an error 
value, then that argument is nevertheless considered to be 
robust. Thus, the processor 406 determines Whether a 
robustness fault has occurred, not simply Whether an error 
Was detected. 

[0069] If it is determined in step 406 that a robustness fault 
has occurred, then the processor executes step 408. In step 
408, the processor determines Whether the fault occurred at 
the address beyond the last address allocated to the array 
RONLY_FIXED[N]. In particular, the processor determines 
Whether a “bulfer overrun” error occurred, and if that error 
occurred at the address secondpage. If so, then it is an 
indication that the library function cannot handle arrays of 
siZe N in a robust manner. In such a case, the processor 
increases N in step 410 and returns to step 404 to proceed 
accordingly. If not, hoWever, then it is an indication that the 
failure Was due to the fact that the library function cannot 
generally handle read-only arrays in a robust manner. In 
such a case, the processor proceeds to step 412 in Which the 
processor identi?es RONLY_FIXED[N] as an invalid or 
non-robust type, regardless of the siZe N. 
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[0070] Referring again to step 406, if it is determined that 
no robustness fault Was detected after injecting RONLY 
_FIXED[N] in step 404, then it is an indication that the 
library function can handle read-only arrays of siZe N in a 
robust manner. In general, if the library function can handle 
arrays of a siZe N in a robust manner, then the library 
function can handle larger arrays (ZN) in a robust manner. 
In other Words, if the library function does not create a bulfer 
overrun With an array having N bytes allocated to it, then the 
library function Will not create a bu?fer overrun With an array 
having more than N bytes allocated to it. Thus, if it is 
determined in step 406 that no robustness fault Was detected, 
the processor executes step 414 in Which it is determined 
that RONLY_FIXED[ZN] is a robust fundamental type. 

[0071] After either of steps 412 or 414, the processor 
executes step 418. 

[0072] In step 418, the block siZe value N is reset to Zero. 
After step 418, the processor executes step 420. In step 420, 
the processor injects a read-Writeable array having an allo 
cated siZe N into the library function to determine if the 
RW_FIXED[N] is a robust type. 

[0073] Similar to step 404, the processor in step 420 
generates a child process that calls the library function using 
the pointer to the N-siZed read-Writeable array. As With step 
404, the child process ?rst identi?es tWo adjacent available 
memory pages 802 and 804, the memory page 802 having a 
starting address of ?rstpage and an ending address at sec 
ondpageil. The memory page 804 has a starting address at 
secondpage. The child process then allocates the memory to 
the N-siZed read-Writeable array by allocating a block 806 of 
N bytes starting at the address secondpage-N. 

[0074] Referring again to FIG. 4, once the test pointer 
RW_FIXED[N] has been injected and results obtained, then 
the processor executes step 422. In step 422, the processor 
determines Whether a robustness fault has occurred. 

[0075] If it is determined in step 422 that a robustness fault 
has occurred, then the processor executed step 424. In step 
424, the processor determines Whether the fault occurred at 
the address beyond the last address allocated to the injected 
array. In particular, the processor determines Whether a 
“bulfer overrun” error occurred, and if that error occurred at 
the address secondpage. If so, then the library function 
cannot handle arrays of siZe N in a robust manner. In such 
a case, the processor increases N in step 426 and returns to 
step 420 to proceed accordingly. If not, hoWever, then the 
failure is likely due to the fact that the library function 
cannot generally handle read-Writeable arrays in a robust 
manner. In such a case, the processor proceeds to step 428 
in Which the processor identi?es RW_FIXED[N] as an 
invalid or non-robust type, regardless of the siZe N. 

[0076] Referring again to step 422, if it is determined that 
no robustness fault Was detected after injecting RW_FIXED 
[N] in step 420, then the library function can handle read 
Writeable arrays of siZe N or greater in a robust manner. In 
such a case, the processor executes step 430 in Which it is 
determined that RW_FIXED[ZN] is a robust fundamental 
WP6 
[0077] After either of steps 428 or 430, the processor 
executes step 432. 

[0078] In step 432, the block siZe value N is reset to Zero. 
After step 432, the processor executes step 434. In step 434, 
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the processor injects a Write-only array having an allocated 
size of N bytes into the library function to determine if the 
WONLY_FIXED[N] is a robust type. 

[0079] Similar to steps 404 and 420, the processor in step 
434 generates a child process that calls the library function 
using the pointer to the N-siZed Write-only array. Referring 
to FIG. 8, the child process ?rst identi?es tWo adjacent 
available memory pages 802 and 804, the memory page 802 
having a starting address of ?rstpage and an ending address 
at secondpageil. The memory page 804 has a starting 
address at secondpage. The child process then allocates the 
memory to the N-siZed read-Writeable array by allocating a 
block 806 of N bytes starting at the address secondpage-N. 

[0080] Referring again to FIG. 4, once the test pointer 
WONLY_FIXED[N] has been injected and results obtained, 
then the processor executes step 436. In step 436, the 
processor determines Whether a robustness fault has 
occurred. 

[0081] If it is determined in step 436 that a robustness fault 
has occurred, then the processor executed step 438. In step 
438, the processor determines Whether the fault occurred at 
the address beyond the last address allocated to the injected 
array. In particular, the processor determines Whether a 
“buffer overrun” error occurred, and if that error occurred at 
the address secondpage. If so, then the library function 
cannot handle arrays of siZe N in a robust manner. In such 
a case, the processor increases N in step 440 and returns to 
step 434 to proceed accordingly. If not, hoWever, then the 
library function cannot generally handle Write-only arrays in 
a robust manner. In such a case, the processor proceeds to 
step 442 in Which the processor identi?es WONLY_FIXED 
[N] as an invalid or non-robust type, regardless of the siZe 
N. 

[0082] Referring again to step 436, if it is determined that 
no robustness fault Was detected after injecting WONLY 
_FIXED[N] in step 434, then the library function can handle 
Write-only arrays of siZe N or greater in a robust manner. In 
such a case, the processor executes step 444 in Which it is 
determined that WONLY_FIXED[§N] is a robust funda 
mental type. 
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[0083] Thereafter, in step 446, the processor determines 
Whether NULL and INVALID are robust fundamental types. 
In particular, the processor injects a null pointer into the 
library function and determines Whether a robustness fault 
occurs. If not, then NULL is determined to be a robust 
fundamental type. The processor further injects a pointer to 
inaccessible memory to the library function and determines 
Whether a robustness fault occurs. If not, then INVALID is 
determined to be robust fundamental type. Note that NULL 
and INVALID types do not have a siZe element. 

[0084] Thus, upon conclusion of step 446, all of the 
fundamental types for a function having a ?xed array pointer 
argument have been determined through a partially prede 
termined set of injection cases. The set of tests is said to be 
partially predetermined because the fault injection sequence 
can be iterative, testing increasing array siZes until ?nding a 
siZe at Which no error occurs. 

[0085] The above-described operations of FIG. 4 provide 
one example of step 306 of FIG. 3. Referring to FIG. 6, the 
fundamental types determined in FIG. 4 may be combined 
using the chart of FIG. 6. To this end, the processor 
determines the largest superset of fundamental robust types 
in the chart of FIG. 6. The determined superset does not 
include any non-robust types. 

[0086] By Way of example, consider an operation of FIG. 
4 in Which it is determined that the fundamental robust types 
are RONLY_FIXED[§44], RW_FIXED[§44] and NULL. 
Referring to the chart of FIG. 6, such fundamental types can 
be combined to the highest superset R_ARRAY_NULL 
[>44], Which basically includes any array that can be read 
(either read-only or read-Writeable), and has allocated to it 
at least 44 bytes, ora null pointer. 

[0087] Thus, operation of step 308 of FIG. 3 Would yield 
R_ARRAY_NULL[§44] in such an example. Taking the 
example further, assume that the library function name in the 
example is asctime, Which is knoWn to have a ?xed array 
pointer argument. In such a case, in step 310, the folloWing 
Wrapper code Would be generated: 

char* asctime(const struct trn* al) 

char* ret 
if(ini?ag) { 

return (*libciasctime) (a1); 

ini?ag = 1; 

if (lcheckiRiARRAYiNULMal, 44)) 

The 

of 

} 

ret = (char*) NULL; 

goto PostProcessing; 

/ intercepts call to asctime 
/ With argument al 
/ declares return value pointer 
/ check if already in Wrapper 
/ if already in Wrapper, go ahead 
/ skip the check and call asctime 

/ set “in Wrapper” ?ag 
/ call checking ?lHCtlOH for robust 
/ type determined in step 308. 

/ “If’ statement acts on the result 

/ lcheckiRiARRAYiNULL: 
/ If al is not robust type, 
/ then perform bracketed steps 

/ return error signi?er NULL 
/ to original function call because 
/ al is not robust type 
/ skip ahead 
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-continued 
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ret = (*libciasctime)(al) / perform original function with 
/ al and save return value as ret. 

/ this is performed when If 
statement 

/ is false because al is a robust 
type 

PostProcessing 
ini?ag = 0 ; 

return ret; 
/ turn off flag to leave 

/ application 
/ provide ret value to user 

[0088] FIG. 5 shows an example of a fault injection test set 
that may be used in library functions that are determined to 
have arguments that are ?le pointers. Library functions may 
not be robust with regard to certain types of ?le pointers, for 
example, pointer to read-only ?les. Fundamental types for 
?le pointers do not have a size element. 

[0089] In particular, FIG. 7 shows a chart that de?nes the 
possible robust types for a ?le pointer that is an argument to 
a library function. The possible fundamental robust types 
include RONLY_FILE, RW_FILE, WONLY_FILE, and 
NULL. The fundamental type RONLY_FILE represents all 
?le pointers that point to read-only ?les. The fundamental 
type RW_FILE represents all ?le pointers that point to 
read-writeable ?les. The fundamental type WONLY_FILE 
represents all ?le pointers that point to write-only ?les. The 
fundamental type NULL represents a null pointer. 

[0090] Referring again to FIG. 5, the operations shown 
therein describe a test sequence employed for functions 
having a ?le pointer argument. The steps of FIG. 5 may be 
performed by any suitable processor. The instructions for 
carrying out the steps of FIG. 5 may be stored as code in any 
suitable memory device or devices. 

[0091] In step 502, a counter N is set to one. The counter 
N represents an index to the Nth of a number of di?ferent 
sized test ?les for a particular ?le pointer format. After step 
502, the processor executes step 504. 

[0092] In step 504, the processor injects the Nth read-only 
?le pointer into the library function. In the exemplary 
embodiment described herein, pointers to ?ve di?‘erent 
sized read-only ?les must be successfully injected into the 
library function before read-only ?le pointers will be con 
sidered to be robust. The use of multiple read-only test ?les 
allows the process to determine that the library function may 
robustly handle ?les of various sizes. It will be appreciated 
that more or less than ?ve test ?les may be used in step 504. 

[0093] Referring again to the exemplary embodiment 
described herein, each execution of step 504 injects a pointer 
to one of the ?ve test ?les. The ?ve test ?le sizes should 
range from relatively small to relatively large, which in 
current terms may suitably range from an empty ?le to a one 
megabyte ?le. Thus, when N=l, then the processor in step 
504 injects a pointer to an empty read-only ?le, when N=2, 
then the processor in step 504 injects a pointer to a read-only 
?le of, say, 32 bytes, and so forth, until N=5, at which time 
the processor in step 504 injects a pointer to a read-only ?le 
of one megabyte. 

[0094] In any event, the processor generates a child pro 
cess that calls the library function using the pointer to the Nth 

test ?le. The child process may crash, hang-up or otherwise 
act destructively if the library function cannot handle the 
Nth read-only ?le pointer in a robust manner. Even if the 
child process hangs up or crashes, the parent process (the 
operations of FIG. 4) will continue, with the knowledge that 
some robustness fault has occurred. 

[0095] Once the Nth RONLY_FILE pointer has been 
injected and results obtained, then the processor executes 
step 506. In step 506, the processor determines whether a 
robustness fault has occurred. 

[0096] If it is determined in step 506 that a robustness fault 
has occurred, then the processor executes step 508. In step 
508, the processor determines that RONLY_FILE is not a 
fundamental robust type. Thus, if injection of any of the 
RONLY_FILE ?le pointers causes a robustness error, then 
RONLY_FILE is not a robust type. After step 508, the 
processor proceeds to begin testing RW_FILE pointers in 
step 516. 

[0097] If, however, it is determined in step 506 that no 
robustness fault has occurred, then the processor executes 
step 510. In step 510, the processor determines whether 
N=5. If not, then the processor in step 512 increases N and 
returns to step 504 to inject the next read-only ?le pointer. 
If, however, N=5, then the processor proceeds to step 514. 

[0098] In step 514, the processor determines that RON 
LY_FILE is a valid or robust type. The processor thereafter 
proceeds to step 516 to test RW_FILE pointers. 

[0099] In step 516, a counter N is reset to one. After step 
516, the processor executes step 518. In step 518, the 
processor injects the NLh read-writeable ?le pointer into the 
library function. As with the read-only ?les, pointers to ?ve 
different-sized read-writeable ?les must be injected into the 
library function before read-writeable ?le pointers will be 
considered to be robust. Each execution of step 518 injects 
a pointer to one of those ?ve test ?les. The ?ve test ?le sizes 
should have a range similar to that of the read-only ?les 
discussed above in connection with step 504. 

[0100] Once the Nth RW_FILE pointer has been injected 
and results obtained, then the processor executes step 520. In 
step 520, the processor determines whether a robustness 
fault has occurred. 

[0101] If it is determined in step 520 that a robustness fault 
has occurred, then the processor executes step 522. In step 
522, the processor determines that RW_FILE is not a 
fundamental robust type. After step 522, the processor 
proceeds to begin testing WONLY_FILE pointers in step 
530. 



US 2007/0204261 A1 

[0102] If, however, it is determined in step 520 that no 
robustness fault has occurred, then the processor executes 
step 524. In step 524, the processor determines Whether 
N=5. If not, then the processor in step 526 increases N and 
returns to step 520 to inject the next read-Writeable ?le 
pointer. If, hoWever, N=5, then the processor proceeds to 
step 528. 

[0103] In step 528, the processor determines that 
RW_FILE is a valid or robust type. The processor thereafter 
proceeds to step 530 to test WONLY_FILE pointers. 

[0104] In step 530, a counter N is reset to one. After step 
530, the processor executes step 530. In step 532, the 
processor injects the Nth Write-only ?le pointer into the 
library function. As With the other ?les pointer, pointers to 
?ve different-sized Write-only ?les must be injected into the 
library function to ensure that Write-only ?le pointers are 
robust. Each execution of step 532 injects a pointer to one 
of those ?ve ?les. The ?ve siZes should have a range similar 
to that of the read-only ?les discussed above in connection 
With step 504. 

[0105] Once the Nth WONLY_FILE pointer has been 
injected and results obtained, then the processor executes 
step 534. In step 534, the processor determines Whether a 
robustness fault has occurred. 

[0106] If it is determined in step 534 that a robustness fault 
has occurred, then the processor executes step 536. In step 
536, the processor determines that WONLY_FILE is not a 
fundamental robust type. After step 536, the processor 
proceeds to step 544. 

[0107] If, hoWever, it is determined in step 534 that no 
robustness fault has occurred, then the processor executes 
step 538. In step 538, the processor determines Whether 
N=5. If not, then the processor in step 540 increases N and 
returns to step 534 to inject the next Write-only ?le pointer. 
If, hoWever, N=5, then the processor proceeds to step 542. 

[0108] In step 542, the processor determines that 
WONLY_FILE is a valid or robust type. The processor 
thereafter proceeds to step 544. 

[0109] In step 544, the processor determines Whether 
NULL is a robust type by injecting a null pointer into the 
library function. 

[0110] The above-described operations of FIG. 5 provide 
another example of step 306 of FIG. 3. The robust funda 
mental types Would then be used to generate a robust type in 
step 308. To this end, the fundamental types determined in 
FIG. 5 may be combined using the chart of FIG. 7. In 
particular, the processor determines the largest superset of 
fundamental robust types in the chart of FIG. 7. The deter 
mined superset does not include any non-robust types. The 
resulting superset constitutes the robust type that may be 
used in the generation of the Wrapper for the library func 
tion. 

[0111] Referring again generally to FIG. 3, it can be seen 
that a good portion of the Wrapper generating operations 
may be automated, thereby making the generation of Wrap 
pers for large libraries of functions manageable. 

[0112] The above-described embodiments are generaliZed 
for handling a single argument of a function. For n-ary 
functions (having n arguments), the computation of robust 
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argument types can be generaliZed as folloWs. N-dimen 
sional type vectors are de?ned such that the i-th element of 
a vector is the type of the i-th argument of the function. The 
partial order over types (eg FIGS. 6 and 7) de?nes a partial 
order over the type vectors. In particular, it introduces the 
notion of supersets for type vectors. Each function call by 
the fault-injection test sequence (e.g. step 404) consists of n 
test cases (referred to as a test case vector) and these 
uniquely de?ne a type vector consisting of fundamental 
types. The value set V(TV) of a type vector TV consists of 
a set of value vectors that is uniquely de?ned by the value 
set of the n types. 

[0113] The de?nition of a robust type vectors can be 
generaliZed as folloWs. A robust type vector of a function is 
the type vector TV such that all test case vectors for Which 
the function does not exhibit a robustness fault are in V(TV) 
and none of the test case vectors for Which the function 
exhibits a robustness fault is in V(TV). We call the i-th 
element of TV the robust type of argument i. 

[0114] Accordingly, the principles described above in con 
nection With FIGS. 1-7 may readily be implemented in 
functions having multiple arguments. 

[0115] The above-described embodiments are merely 
exemplary, and those of ordinary skill in the art may readily 
devise their oWn implementations and modi?cations that 
incorporate the principles of the present invention and fall 
Within the spirit and scope thereof. It Will be appreciated that 
the term “C” as used herein is used to generically described 
“C” or “C++” attributes, unless otherWise indicated. 

We claim: 
1. A method, comprising: 

a) executing a softWare function using a set of test 
arguments and obtaining a result corresponding to each 
of the set of test arguments, each result indicating one 
of a set of non-robust and robust results, a subset of test 
arguments corresponding to robust results; and 

b) de?ning a set of arguments based on the results and the 
set of test arguments, the set of arguments including the 
subset of test arguments. 

2. The method of claim 1, Wherein no result indicates a 
non-robust result. 

3. The method of claim 1, Wherein at least one result 
indicates a non-robust result, the at least one result corre 
sponding to a ?rst invalid argument, and Wherein the set of 
arguments does not include the ?rst invalid argument. 

4. The method of claim 1, Wherein step a) further com 
prises: 

al) executing the softWare function using a plurality of 
types of test arguments and obtaining a result corre 
sponding to each of the test arguments, each result 
indicating one of a set of robust and non-robust results; 

a2) determining at least one subset of valid test argu 
ments, each corresponding to one of the plurality of 
types of test arguments, the at least one subset of valid 
test arguments constituting the subset of test arguments 
corresponding to robust results. 

5. The method of claim 4, Wherein step b) further com 
prises combining a plurality of subsets of valid test argu 
ments to form the set of arguments. 
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6. The method of claim 1, further comprising: 

d) determining if an argument associated With a subse 
quent call to execute the software function is in the set 
of arguments. 

7. The method of claim 6, further comprising: 

e) returning an error value if the argument is not one the 
set of arguments. 

8. The method of claim 7, further comprising: 

e) alloWing execution of the software function using the 
argument if the argument is one of the set of arguments. 

9. The method of claim 1, further comprising: 

c) automatically generating a Wrapper function that is 
executable upon a subsequent call to the softWare 
function, the Wrapper function operable to determine if 
an argument Within the subsequent call to the softWare 
function is in the set of arguments. 

10. The method of claim 9, Wherein the Wrapper function 
is further operable to perform a call to the softWare function 
if the argument Within the subsequent call is in the set of 
arguments. 

11. The method of claim 9, Wherein the ?rst Wrapper 
function is further operable to prevent execution of the 
softWare function responsive to the subsequent call if the 
argument Within the subsequent call is not in the set of 
arguments. 

12. A method of performing a library function call in an 
execution of a software program, the method comprising: 

receiving a function call to a library function using at least 
one argument; and 

determining if the at least one argument is a robust 
argument type, a set of robust argument types previ 
ously determined by automatically injecting test argu 
ments into the library function to determine a set of 
argument types that do not cause robustness errors 
When used as an argument passed to the library func 
tion. 

13. The method of claim 12, further comprising: 

performing the function call if the at least one argument 
is a robust argument type; and 

returning an error noti?cation if the ?rst argument is not 
a robust argument type. 

14. The method of claim 12, Wherein receiving the 
function call further comprises receiving the function call to 
a ?rst C-library function. 

15. A computer program product that controls a processor 
to perform a method, the computer program product com 
prising: 

code for executing a softWare function using a set of test 
arguments and obtaining a result corresponding to each 
of the set of test arguments, each result indicating one 
of a set of robust and non-robust results, a subset of test 
arguments corresponding to robust results; and 

code for de?ning a set of arguments based on the results 
and the set of test arguments, the set of arguments 
including the subset of test arguments. 

16. The computer program product of claim 15, Wherein 
the code for executing the softWare function using the set of 
test arguments further comprises: 
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code for causing execution of the softWare function using 
a plurality of types of test arguments and obtaining a 
result corresponding to each of the test arguments, each 
result indicating one of a set of robust and non-robust 

results; and 

code for determining at least one subset of valid test 
arguments, each corresponding to one of the plurality 
of types of test arguments, the at least one subset of 
valid test arguments constituting the ?rst subset of test 
arguments corresponding to robust results. 

17. The computer program product of claim 16, Wherein 
the code for de?ning the set of arguments further comprises 
code for combining a plurality of subsets of valid test 
arguments to form the set of arguments. 

18. The computer program product of claim 15, further 
comprising: 

code for determining if an argument associated With a 
subsequent call to execute the softWare function is one 
of the set of arguments. 

19. The computer program product of claim 18, further 
comprising: 

code for returning an error value if the argument is not one 
of the set of arguments. 

20. The computer program product of claim 18, further 
comprising: 

code for causing execution of the softWare function using 
the argument if the argument is one of the set of 
arguments. 

21. The computer program product of claim 15, further 
comprising: 

code for automatically generating a Wrapper function that 
is executable upon a subsequent call to the softWare 
function, the Wrapper function operable to determine if 
one or more arguments Within the sub sequent call to the 
softWare function are in the set of arguments. 

22. The computer program product of claim 21, Wherein 
the Wrapper function is further operable to perform a call to 
the softWare function if the one or more arguments Within 
the subsequent call are in the set of arguments. 

23. The computer program product of claim 21, Wherein 
the ?rst Wrapper function is further operable to prevent 
execution of the softWare function responsive to the subse 
quent call if the one or more arguments Within the subse 
quent call are not in the set of arguments. 

24. A method for increasing the robustness of softWare 
libraries, comprising: 

a) automatically extracting the prototype of at least one 
library function; 

b) constructing a fault-injection operation for the at least 
one library function based on the extracted prototype; 

c) conducting the fault-injection operation to determine 
robustness errors for the at least one library function; 
and 

d) computing the robust argument types for the at least 
one library function, Wherein execution of the at least 
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one library function With an argument that is one of said 26. The method of claim 24, further comprising using the 
robust argument types reduces the likelihood of robust- generated robust argument types to check the function call 
ness errors. from an executing program to the at least one library 

25. The method of claim 24, further comprising extracting function. 
the prototype of the at least one library function a header ?le 
for the at least one library function. * * * * * 


