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SYSTEM AND METHOD FOR PROVIDING A 
FLEXIBLE LICENSING SYSTEM FOR DIGITAL 

CONTENT 

CROSS-REFERENCE TO RELATED 

APPLICATION(S) 
[0001] This application claims priority to US. Provisional 
Patent Application No. 60/752,205, ?led on Dec. 19, 2005, 
entitled SYSTEM AND METHOD FOR PROVIDING A 
FLEXIBLE LICENSING FOR DIGITAL CONTENT, 
Which is hereby incorporated by reference in its entirety. 

COPYRIGHT NOTICE 

[0002] A portion of the disclosure of this patent document 
contains material that is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sures, as it appears in the Patent and Trademark Of?ce patent 
?les or records, but otherWise expressly reserves all other 
rights to copyright protection. 

BACKGROUND 

[0003] A license alloWs authoriZed users rights to content 
and (ideally) prevents unauthorized users from using con 
tent. For example, a softWare license agreement grants a user 
(or group of users) permission to use softWare from a 
softWare producer (or vendor, reseller, and so on). A user 
may be any legal entity (such a company that purchases 
softWare for employee use), an individual, a computing 
device interfacing With softWare, an “end user,” and so on. 
One common license for end users is called an End User 
License Agreement (EULA). Generally, the license speci?es 
the parameters of permission granted by an oWner (such as 
a softWare producer) to a user (such as an end user). Often, 
these parameters assign de?nite and rigid terms of use, such 
as assigning a de?nite and pre-de?ned number of end users 
rights When providing a license for purchased softWare. 

[0004] Generally, a digital content source (such as a pro 
ducer, reseller, vendor, and so on) receives a request from a 
buyer (such as an end user or corporation) to purchase or 
license digital content. Once purchased, the source provides 
the digital content to the buyer. The source may provide the 
digital content and a license to the digital content to the 
buyer. The buyer may then use the digital content according 
to the rights de?ned in the license agreement betWeen the 
source and the buyer. 

[0005] For example, there are various areas in Which 
digital content is bought or sold via the purchase of elec 
tronic objects. Some of this content includes softWare, music 
?les, audio books, video ?les such as movies, digital objects 
in massive multiplayer role playing games, and so on. 

[0006] Content sources attempt to ensure that users of 
content have paid for or otherWise have a right to their 
content. Many licensing systems have been developed for 
such attempts, providing registration requirements, security 
keys (such as a user passWord), or other digital rights 
management schemes. 

[0007] For example, a key may indicate that a company 
purchased ten licenses for softWare on the WINDOWS 
operating environment and ?ve licenses for software on a 
UNIX environment. When an end user Wants to the use the 
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softWare, a digital rights management program veri?es that 
the end user is from the company that purchased the ten 
licenses for softWare on the WINDOWS operating environ 
ment. HoWever, should more than ten users Want to use the 

softWare on WINDOWS, they may not be able to do so, as 
their key only provides access for ten users. 

[0008] Thus, one problem With existing licensing systems 
is that entities often may not realiZe hoW many end users Will 
eventually require access to softWare When the company 
purchases the softWare or other digital content. Additionally, 
the company may not knoW the operating systems of their 
end users, or the number of computers (e.g., many users noW 
have a desktop at Work and a laptop for home use), or the 
needs of users may simply change over time. Under existing 
systems, a company may receive a license With rigid use 
parameters, such as those described above, and be unable to 
facilitate its users With the existing license. 

[0009] Because of existing license structures, users often 
?nd themselves having license agreements that are no longer 
needed or desired. Typically, a user Will receive a neW 

license With each purchase of digital content. As neW digital 
content is created or updated by sources, users may Wish to 
part With the older, outdated, or no longer useful digital 
content they oWn. HoWever, due to a variety of reasons, such 
as ?nancial reasons, users may not be able to justify pur 
chasing neW digital content When they still oWn older, less 
desirable digital content. Thus, typical licensing systems, 
including but not limited to the systems in the above 
example, may not meet or be created to consider the needs 
of users. 

[0010] These and other problems exist With respect to 
existing licensing systems. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 is a block diagram illustrating an example of 
components used in a licensing system. 

[0012] FIG. 2 is a How diagram illustrating an example 
routine for generating a license for digital content. 

[0013] FIG. 3 is a How diagram illustrating an example 
routine for generating a token-based license for digital 
content. 

[0014] FIG. 4 is a block diagram illustrating an example of 
components used in generating a token-based license for 
digital content. 

[0015] FIG. 5 is a table illustrating an example data 
structure for mapping tokens to digital content. 

[0016] FIG. 6 is a How diagram illustrating an example 
routine for decrementing the number of tokens in a license. 

[0017] FIG. 7 is a block diagram illustrating a content 
distribution and licensing system. 

[0018] FIG. 8 is a How diagram illustrating an example 
routine for verifying a purchaser of content. 

[0019] FIG. 9 is a How diagram illustrating an example 
routine for verifying a purchaser of content and providing 
the content to the purchaser. 

[0020] FIG. 10 is a block diagram illustrating example 
components of a dynamic digital asset exchange system. 
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[0021] FIG. 11 is a How diagram illustrating an example 
routine for exchanging digital content. 

[0022] In the drawings, the same reference numbers and 
acronyms identify elements or acts With the same or similar 
functionality for ease of understanding and convenience. To 
easily identify the discussion of any particular element or 
act, the most signi?cant digit or digits in a reference number 
refer to the Figure number in Which that element is ?rst 
introduced (e.g., element 1120 is ?rst introduced and dis 
cussed With respect to FIG. 11). 

DETAILED DESCRIPTION 

[0023] Examples of the technology are directed to a sys 
tem and method for licensing digital content to users. In 
some examples, a license contains one or more tokens that 
relate to purchased or subsequently purchased digital con 
tent. Digital content may be, for example, electronic or 
digital data objects such as softWare, digital information, 
applications, data ?les such as audio ?les and video ?les, 
multimedia content, games, text ?les, and so on. 

[0024] A customer, such as a corporation, may purchase 
digital content and a license for the digital content from a 
content source. At the time of purchase, the customer may 
not knoW hoW many of its end users Will need to use the 
purchased digital content. Instead of providing a license 
having an agreement for a discrete number of end users, the 
source may provide a ?exible or modi?able license contain 
ing a number of valued tokens. For example, the license may 
contain 1000 tokens of a certain type, and 500 tokens of a 
different type. In this example, When the customer adds an 
end user, the system decrements the number of available 
tokens from the customer’s license. Thus, the customer is 
able to purchase digital content Without ?rst knoWing an 
exact number of end users. The system establishes a ?exible 
licensing system betWeen a customer and a content source. 

[0025] In some examples, the content source provides a 
number of tokens to a customer When digital content is 
initially purchased by the customer. The source may provide 
to the customer a license key containing a certain number of 
tokens. As the customer continues to purchase additional 
content, the system decrements the number of tokens Within 
the customer’s license key. 

[0026] In some examples, the system veri?es the pur 
chaser before providing digital content to the purchaser. For 
example, the system may establish that a purchaser is not 
authoriZed to receive digital content they have requested, 
and deny a purchase. The system may request a user pro?le 
from the purchaser, and make decisions based on the user 
pro?le. 

[0027] In some examples, the system may establish that a 
purchaser does not have system resources appropriate for 
digital content they have requested, and deny the purchase. 
In these examples, the system may enable the purchase of 
digital content after determining the validity of the purchaser 
or the purchaser’s resources, and decrement the tokens in a 
purchaser’s license key accordingly. 

[0028] In some examples, the system may provide for the 
exchange of digital content betWeen a purchaser and a 
content source. For example, a purchaser may exchange the 
rights to older content for tokens to be used in purchasing 
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neW content. The system may dynamically valuate digital 
content to determine an exchange value. 

[0029] Various examples of the system Will noW be 
described. The folloWing description provides speci?c 
details for a thorough understanding and enabling descrip 
tion of these examples. One skilled in the art Will under 
stand, hoWever, that the system may be practiced Without 
many of these details. Additionally, some Well-knoWn struc 
tures or functions may not be shoWn or described in detail, 
so as to avoid unnecessarily obscuring the relevant descrip 
tion of the various examples. 

[0030] The terminology used in the description presented 
beloW is intended to be interpreted in its broadest reasonable 
manner, even though it is being used in conjunction With a 
detailed description of certain speci?c examples of the 
system. Certain terms may even be emphasiZed beloW; 
hoWever, any terminology intended to be interpreted in any 
restricted manner Will be overtly and speci?cally de?ned as 
such in this Detailed Description section. 

Suitable System 

[0031] Referring to FIG. 1, a block diagram 100 illustrat 
ing an example of components used in a licensing system is 
described. In creating licenses for users of digital content, a 
content source, such as a softWare provider, may receive one 
or more orders from customers for digital content, such as 
softWare. For example, the source may receive orders via 
order reception components 110 (e.g., via customer service 
centers, online ordering facilities, and so on). The system 
may require the customer to provide a customer number 
(originally provided by the source), a serial order number 
unique to each order placed by a customer (assigned by the 
source, such as at reception component 110), and informa 
tion related to the softWare components desired to be pur 
chased by the customer (e.g., part number, SKU, quantity, 
and so on). 

[0032] In some cases, customers may place many different 
orders in a given time period. Additionally, different sales 
entities may sell similar softWare components from a given 
content source. The content source may consolidate some or 

all orders for a customer via an order consolidation compo 
nent 120. The order consolidation component 120 may 
check to verify that the different sales entities use the same 
customer number for a given customer. For example, the 
component may poll the order servers of third party vendors 
to consolidate orders for a customer. 

[0033] Once an order is placed (or, once orders are con 
solidated), the customer may present their customer number 
and serial order number to license generation component 
130 in order to receive a license key for the content they 
Wish to purchase. Component 130 may con?rm Whether the 
serial number of the order is valid for the customer, and 
validate the order. Once the order is validated, the system 
validates the customer’s con?guration needs, validates any 
business rules associated With a third party vendor (such as 
the vendor providing the softWare), validates any business 
rules speci?c to the purchased content, and generates a 
license for the user. 

[0034] Referring to FIG. 2, a How diagram illustrating an 
example routine 200 for generating a license for digital 
content is described. The system may receive an order for 
softWare from a customer at a call center (step 210), via an 
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online ordering module (step 212), or in other Ways. The 
customer may be an end user or a group of end users. The 

received order may include information related to a cus 
tomer number, a serial order number for the customer, and 
the desired software to be purchased. In steps 220 and/or 
222, the system may use the received order information to 
generate an order for the desired softWare. In step 230, the 
system may check the system for more than one order from 
a customer, and consolidate any orders belonging to one 
customer. Additionally, the system may verify the orders to 
con?rm that every order from a customer contains the same 
customer number and valid serial order numbers. In step 
240, the system receives license request information from 
the customer, including the value of the license and amount 
of value to add to the license. For example, the system may 
generate a token-based license for the customer. Further 
details With respect to the value of a license Will be discussed 
herein. In step 250, after the customer is veri?ed, the system 
generated a license for the customer. 

Token-Based Digital Rights Management 
[0035] Referring to FIG. 3, a How diagram illustrating an 
example routine 300 for generating a license under a token 
based digital rights management system is described. In step 
310, the system receives a request to provide rights to a user 
of digital content. For example, the system may receive a 
request from a user to obtain a license to run a certain 

softWare program on his/her computer. 

[0036] In step 320, the system determines the value of 
rights to assign the user. For example, the system determines 
the user is to receive X number of tokens for a speci?c 
softWare program, Where each token enables the user to run 
one copy of the softWare program. In another example, the 
system determines the user is to receive X number of tokens 
for a speci?c softWare program, Y number of tokens for an 
alternative softWare program, and Z number of “Wildcar ” 
tokens that may be used for any softWare programs. 

[0037] In step 330, the system provides rights for digital 
content to the user. For example, the system provides a 
license key containing or associated With the tokens 
described herein. 

[0038] In some cases, a token is data used to facilitate the 
association of one or more possible characteristics of digital 
content With an item of digital content. A token may be an 
increment of assignable or assigned rights of digital content 
to a user. A token may not be fully transferable from one 
entity to any other entity. A token may be a digital object 
used as an exchange value to access content. A token may 
represent the monetary value of a speci?c item of digital 
content. A token may represent other characteristics of or 
associated With digital content, such as ?xed or relative 
values of the content, a type of use permitted (e.g., perma 
nent or evaluation), a time period for use (e.g., a trial period 
of a speci?ed number of days), and so on. A token may 
represent a speci?c type of digital content, such as a par 
ticular softWare agent for use in a speci?ed operating 
system, by a speci?c client, or in a speci?c data application, 
multiple items of digital content classi?ed as being of a 
common type by a content source, an audio ?le, and so on. 
A token may be an indication of the compatibility of 
speci?ed digital content With other computer devices or 
softWare, or any other characteristic Which Would be useful 
to a content source in determining Whether and hoW to 
license or otherWise provide digital content to a user. 
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[0039] Tokens may be speci?c to certain digital objects, or 
may be generic to all types and values of digital objects. For 
example, a token may represent one certain type of digital 
object, having a speci?c value. On the other hand, tokens 
may represent increments of value, and the system may 
value digital content at a de?ned number of generic tokens. 
The system may enable users to obtain digital content via 
speci?c tokens, generic tokens, or a combination of both. 
For example, in order for a user to obtain certain digital 
content, the system may require one speci?c token for the 
content, many generic tokens for the content, or one speci?c 
token for the type of content and a number of generic tokens 
to reach the value of the content. Other combinations are of 
course possible. 

[0040] Users may be motivated to purchase more tokens 
than needed in an original purchase for a variety of reasons. 
In some cases, they are frequent users of content from a 
source, and may purchase many tokens up front to avoid 
purchasing many individual licenses later on. In some cases, 
the source may discount licensed softWare to motivate users 
to purchase additional tokens to be used at a later time. That 
Way, a source may facilitate later purchases by providing 
additional, discounted tokens to users. 

[0041] Referring to FIG. 4, a block diagram illustrating an 
example of components used in generating a license for 
digital content is described. A system 400 may include a 
content source 412 that produces, generates, resells or 
otherWise distributes digital content 418, such as softWare. 
As described herein, digital content may be discrete data 
objects such as individual softWare applications, electronic 
information, electronic ?les, or individual agents, or include, 
for example, some or all features or bits of features of an 
application, modules, agents, discrete data objects, packages 
of softWare products, or other aspects of softWare products. 
Digital content may be a package containing discrete digital 
objects 418A to 418F, or may be distinct digital objects 418A 
to 418F. 

[0042] Content source 412 may connect With a content 
licensing module 108. Content licensing module 408 may 
connect to a distribution channel 404. Content licensing 
module 408 may be related to source 412, or may operate 
independently to provide content licensing services for 
content sources. For example, licensing module 408 may 
create softWare licenses, including customiZing license keys 
for softWare and assigning one or more tokens to be included 
in the license keys, as described herein. 

[0043] The distribution channel 404 may transmit content 
418 from the source 412 via module 408 to a user 416, such 
as a purchaser of content from the source 412. The distri 
bution channel 404 may be communicatively coupled to the 
content source 412 and a user computer 402 via a netWork, 
such as a LAN, WAN, the Internet, a Wireless netWork, or 
other electronic channels. In some cases, the distribution 
channel 404 may provide a Graphical User Interface (GUI) 
to enable the purchasing and selling of softWare 418. Addi 
tionally, the distribution channel 404 may be a transport 
system (such as a package delivery service) or a store selling 
digital content, in order to facilitate users purchasing content 
on removable media, such as on DVDs, CD-ROMs, CDs, 
and so on. 

[0044] Referring back to FIG. 4, in one example, a user 
416 sends a request 414 to softWare source 412 to license 
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digital content from the source, such as software 418. The 
user 416 may request digital content, such as a single item 
of software 418, a particular module, or many pieces or 
features of software 118A, 118B, 118C, 118D, 118E, 118F, 
or combinations thereof. 

[0045] In this example, the software source 412 forwards 
the user request 414, and optionally, the requested software 
418, to a software licensing module 408. The software 
licensing module 408 reviews request 414 (or the combined 
request 410) and generates a license key 406 that includes 
one or more tokens. The license key 406 may include other 
information, such as a token association table 426, to be 
discussed herein. The license key 406 provides the user with 
rights to access digital content, and may also include a 
security code to access the digital content and other autho 
riZation veri?cation information, such as information that 
ensures the user is authoriZed to access the content. 

[0046] As mentioned herein, a token included in a license 
key may be a data structure or other data item or object 
associated with or containing information that facilitates or 
otherwise permits access to certain digital content. For 
example, token information may indicate or otherwise 
de?ne arbitrary values associated with access to digital 
content. For example, in some examples, one or more tokens 
may be required by a content server at a content source or 
other provider to provide access to an item of digital content. 
Alternatively, in some cases a token may include the license 
key. 

[0047] Referring back to FIG. 4, module 408 may transmit 
the license key 406 via distribution channel 404 to user 
terminal 402, where the key 406 may be stored in memory 
424. In some cases, the system encrypts the key 406 (e.g., 
using a symmetry-based algorithm or other encryption meth 
ods) and transmits the encrypted key 406 via a secure 
channel. In some cases, the license key 406 includes data 
?elds for information relating to software associated with 
the license, for information relating to system con?gurations 
in which the software is used, for tokens, and so on. For 
example, a license key 406 may include ?elds containing 
characters associated with or identifying a software product 
identi?er, a license version or type, a storage operation cell 
system identi?er, an equipment manufacturer identi?er, a 
con?guration identi?er, a number and type of tokens, and so 
on. The system may provide access to the information in the 
license key 406 to user systems, user servers, software 
sources or vendors (such as during software updates), and so 
on. The system may provide access to authenticate or verify 
a user’s right to access digital content, to authenticate a user 
during future purchases of digital content, to track a user’s 
acquisition of digital content, to secure access to digital 
content, to identify user system con?guration for software 
recommendations, to con?rm token availability for digital 
content purchases, and so on. 

[0048] Referring back to FIG. 4, a license key 406 may 
contain one or more tokens, where the tokens may have a 
speci?c value and be of a certain type. Although shown in 
FIG. 4 as being included with a license key, the system may 
provide tokens in other ways, such as in a separate ?le or a 
separate data store controlled by a content source. For 
example, the system may manage token information at a 
server or other management component of a software or 
content source. 
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[0049] As described herein, in some examples, the system 
associates tokens with a license key 106 obtained in con 
nection with a content purchases, such as a purchase of 
software. In these examples, a user may purchase data 
storage management software that is to be used in collabo 
ration with an application or data-speci?c data agent for 
each client or application the user operates on the user’s 
computer or system. The system may include tokens asso 
ciated with such applications or agents in the encrypted 
license key obtained with the software purchase. After 
purchasing software, the user may acquire or install addi 
tional software products unknown to the user during the 
original software purchase. Thus, by providing tokens in a 
license key 406, the system enables the user ?exibility in 
acquiring additional software modules or features. 

[0050] Referring to FIG. 5, a table 426 illustrating an 
example data structure for mapping tokens to digital content 
is described. Token association table 426 may include infor 
mation related to associating a token value with digital 
content, such as a software item. Table 426 may also include 
information or data indicating a software identi?er, a license 
version, a license type (e.g., permanent, beta, test, evalua 
tion, temporary, and so on), information about the system 
con?guration or related components, original equipment 
manufacturer information, a con?guration identi?er, and 
other information described herein. In some cases, the 
system may transmit some or all of the information in table 
426 with the license key 406, inside the license key 406, or 
before or after the system transmits the license key 406. 

[0051] For example, the system may transmit token asso 
ciation table 126 indicating, for example, software available 
for installation and respective associated token values, to the 
user and may store the table 426 in memory 424 that may be 
located on a server that accesses and monitors all activity on 
a user’s system. The server may use the table 426 to help 
verify or authenticate user rights to digital content, as 
described herein. 

[0052] In some examples, the system may store or may 
associate a token association table 426 with a user’s server 
software, such as with a data management module provided 
by a content source (such as the CommCell server provided 
by CommVault Systems, Inc., of Oceanport, N]. and 
described herein). 

[0053] In some examples, data or information in a token 
association table 426 may not be changed after the system 
provides the table 426 to a user. In these cases, the system 
provides a user with security by not allowing the content 
source to have access to a user’s system. However, in some 
examples, the system may store a token association table 
426 on a server of a content source and a user system may 

have to query the content source server prior to any new 
installation in order to receive an updated token association 
table. In some examples, a software source 412 may process 
a user request for digital content and compare token asso 
ciation information locally accessible at the software source 
412, and return the results of the comparison to the user. 

[0054] Referring back to FIG. 5, a data table, such as data 
table 426, identi?es digital content, such as software/mod 
ules 502, their associated token types 504 and token values 
506. The data table 426 may be any data structure capable 
of associating token characteristics, such as token values 
506, with corresponding digital content, such as software or 
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modules 502. For example, an iData Agent may have a token 
value of 100 for a Windows File system or a value of 200 for 
Unix File System. Other software 502 may have other 
similar or different values. For example, an Exchange Agent, 
permanent version has a value of 600 tokens, a Media Agent, 
evaluation version has a value of 500 tokens, and an Oracle 
Agent, permanent version, has a value of 500 tokens. Master 
storage managers, advanced media managers and advanced 
softWare features may have other token values, generally 
referred to as value Y, and modules, softWare features, 
agents, softWare applications or other softWare may be of a 
general type Z. Token types 504 include, Evaluation, Per 
manent, and others described herein. The token type may 
relate, for example, to a particular softWare feature, module, 
agent, component, or other aspect, and thus be used for a 
particular softWare aspect. 

[0055] In the example of FIG. 5, the table 426 indicates 
that installation of an Oracle Agent requires one or more 
permanent type tokens having a value of 500, and installa 
tion of a Media Agent for an evaluation period, such as 30 
days, requires or consumes one or more evaluation type 
tokens having a value of 500. Many permutations of token 
combinations may satisfy the token value requirement. For 
example, the system, under the current example, Will assign 
rights to a Media Agent for an evaluation period if a user 
contains 1 evaluation type token of value 500, ?ve hundred 
evaluation type tokens of value 1, 20 evaluation type tokens 
of value 25, and so on. 

[0056] Referring to FIG. 6, a How diagram illustrating an 
example routine 600 for providing content to a user having 
a token-based license key With tokens is described. In step 
610, after a user has purchased a license or When a user is 
purchasing a license, the system receives a request from a 
license holder (or soon to be holder) for use of digital 
content. In step 620, the system checks the number of 
available tokens (and their values) in the user’s license key, 
and determines if the user has enough tokens. If the user has 
enough tokens, the routine proceeds to step 630, else the 
routine proceeds to step 640. In step 630, after determining 
the user has enough tokens, the system provides the user 
With the requested digital content and, in step 635, decre 
ments the tokens in the user’s license key that equal the 
amount needed for the requested content. In step 640, When 
the user did not have enough tokens, the system may query 
the user to determine if the user Would like to purchase 
additional tokens to enable the system to provide the user 
With the requested content. If the user Wants to purchase 
additional tokens, the routine proceeds to step 645, else the 
routine proceeds to step 650, and the system denies the 
user’s request for digital content. Alternatively, the system 
may deny the request Without querying for an additional 
purchase When the system determines the user does not have 
su?icient tokens for a content request. HoWever, if the user 
Wishes to obtain the content, the system, at step 645, sells the 
additional tokens to the user (or, additional tokens for the 
request content and for future content requests), and pro 
vides, in step 630, the content to the user. 

[0057] For example, a user maintains a license for content 
With a softWare source, and Wishes to receive ten copies of 
the neWest data storage softWare. The system determines 
that ten copies requires 50 tokens, and determines that the 
user’s license key contains 80 tokens suitable for the 

Aug. 23, 2007 

requested softWare. The source provides the user With the 
ten copies and decrements the number of tokens in the user’ s 
license key from 80 to 30. 

[0058] In some cases, the system values tokens based on 
type. For example, 500 evaluation type tokens may require 
a payment by a user totaling $500.00, Whereas 500 perma 
nent type tokens may require a payment by a user totaling 
$5,000.00. In other cases, tokens may have no associated 
type. In these cases, the system may designate content to a 
user as being for evaluation or for permanent use based on 
the value of tokens provided by the user. That is, some or all 
tokens may have an equal value, With an installation of 
content for an evaluation period requiring feWer tokens than 
an installation for permanent use. 

[0059] In some examples, a token indicates the digital 
content item for Which the license key is generated. For 
example, the system may provide data storage management 
softWare purchased for a large enterprise With a license key 
having one or more tokens totaling a value of 20,000. The 
system may provide the same softWare to a smaller enter 
prise (such as an enterprise having feWer storage feature 
requirements) With a license key having one or more tokens 
totaling a value of 7,000. 

[0060] In some examples, the system associates a license 
key 406 With a softWare item. In some cases, the license key 
is embedded in the softWare item. The license key may 
include a data structure, such as table 426, or other relational 
database that associates a token value and token type With a 
softWare item or license type. The system may employ a 
license generator and/or license module, or both, to create 
the table 426, and may Write such information to a header 
?le or other metadata ?le. The system may use the licensing 
module to determine Whether the license key includes tokens 
of a particular value and type. The license key information 
included in the license key may also indicate information 
related to other appropriate softWare components that may 
be used With the softWare. For example, the system may 
include a table of related softWare, modules or other items, 
such as appropriate features, data agents, media agents, 
storage manager, and so on. In some examples the system 
may include a user pro?le, as described herein, to generate 
aspects of a license key, such as license types, token values, 
and so on. 

Digital Resource Management License Veri?cation 

[0061] In some examples, the system includes or encodes 
data in a license key that indicates What types of digital 
content, such as one or more softWare applications or 

modules, may be installed in a particular client system. In 
some cases, the data may be a con?guration identi?er that 
may identify one or more types of digital content, and may 
be encoded in a license key transmitted to a user’s server. In 
these examples, When a user requests installation of digital 
content, content management softWare (at the user or at a 
source) performs a check or comparison to determine if the 
requested digital content contains a con?guration identi?er 
indicating compatibility betWeen the user’s resources and 
the requested digital content. Upon veri?cation, the system 
may then permit the user to install softWare, provided some 
or all criteria for installation, such as the user having enough 
tokens, are satis?ed. 

[0062] The system may use con?guration identi?ers, or 
other indicators, to supply information to a source relating a 
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user’s software or hardware con?gurations and one or more 
appropriate software or hardware con?gurations for operat 
ing software to be purchased by the user. For example, a 
con?guration identi?er may include information about data 
storage management software purchased by a user and the 
storage management architecture employed by the user. The 
system may use a con?guration identi?er when purchasing 
additional related software or content. For example, if a user 
requests additional software, the system, before or after 
determining whether the user license contains a suf?cient 
amount of tokens, may check the con?guration identi?er to 
determine whether the requested additional software is 
appropriate for the user’s system con?guration or resources. 

[0063] Referring to FIG. 7, a block diagram illustrating a 
content distribution and veri?cation system is described. 
Software 418 or other digital content may be installed on a 
server 710, a user system 720, or be remotely installed (not 
shown) and accessed by a user system 720. The server 710 
may be any server capable of operating software with digital 
rights management functionality (such as a CommCell 
server provided by CommVault Systems, Inc. of Oceanport, 
N.J., described herein). In some cases, the server 710 
monitors the one or more user clients 720 and any software 
installed thereon for which user has requested access. The 
user client 720 may be any network system comprising one 
or more components, such as a data storage management 
system described herein, or a system component, and may 
be communicatively coupled to server 710 or data storage 
management components such as media agents, data agents, 
storage managers, or other components. The system may 
store a license key 730, which may include tokens 735, on 
server 710. 

[0064] In some examples, a user sends a request for 
software 418 (such as software related to software currently 
on the user’s computer) to a software vendor 740. The 
vendor 740 may be a software provider, such as a manu 

facturer, reseller, distributor, and so on. In some cases, the 
vendor 740 and server 710 or clients 720 are separated by a 
security protocol 750, such as a ?rewall, to limit and control 
communication between the vendor 740 and server 130 or 
clients 140. The vendor 740 receives the software request, 
such as a customer order described herein. In response to the 
request, the vendor 740 may authenticate the user by obtain 
ing user information, such as a customer number or other 
information (e.g., user identi?er information such as the 
user’s IP address, user’s log in name, user’s pro?le, and so 
on). 
[0065] The vendor, upon authentication, provides a license 
key 730 to server 710 (or, in some cases, such as for previous 
customers, the license key 730 may already reside on server 
710). The license key 730 may contain tokens 735, as 
described herein. Server software 737, residing on the server 
710, may operate to determine, among other things, a 
su?icient number of tokens or token values exist to permit 
installation of the requested software 418 at a user client 
720. In some cases, the decision to permit installation of the 
requested software 418 is performed by the server 710. In 
some cases, the server software 737 may also compare the 
type of software 418 requested with the types identi?ed in a 
con?guration identi?er to determine whether the user is 
permitted to install the requested software 418. 

[0066] The server software 737 may use other information 
for determining whether to permit installation of requested 
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software, such as information from a token association table. 
In some cases, the software 737 may communicate with 
server 710 and vendor 740 to determine authorization. For 
example, the vendor 740 may communicate with server 710 
to determine the number and type of tokens 735 contained 
in the license key 730 in order to con?rm that there are 
suf?cient tokens 735 to purchase the requested additional 
software. In addition, the vendor 740 may query the server 
710 to obtain user system con?guration information in order 
to con?rm that the requested software is appropriate for the 
user’s system 720. Vendor 740 may also query the server 
710 in order to obtain user system monitoring information. 

[0067] User system monitoring information may include 
information relating to the con?guration of a user system 
720, including, for example, software 418 installed on the 
system, system components, or other information including 
veri?cation or user pro?le information. For example, the 
software 737 may monitor the number and type of tokens 
consumed, the license types used or available, the number of 
user clients on which digital content is installed, and so on. 
In some cases, the server 710 monitors the user system 720 
on a periodic basis to con?rm software licenses or access 
rights to software 418, to check system functionality, and so 
on. The system may store such information in a data store 
accessed by server 710 and, in some cases, by vendor 740. 
The system may use such licensing information to authen 
ticate a user in future software purchases or installation 
requests and to determine whether to permit installation of 
software onto a user’s system. 

[0068] Referring to FIG. 8, a ?ow diagram illustrating an 
example routine 800 for verifying a purchaser of content is 
described. In step 810, the system receives a request from a 
user for digital content, such as software or software fea 
tures. The system may receive the request via a software 
provider, a software source, an intermediary such as a 
software distributor or reseller who handles the request 
directly or conveys the request to the software source, and 
so on. In some cases, the software request is a request for an 
initial purchase of software. In such cases, the routine 
proceeds to step 820, and if the customer is new to the 
system, the system obtains information relating to the user 
and stores the information as a user ?ngerprint or user 

pro?le. In some embodiments, a user pro?le includes infor 
mation related to a customer, such as a customer’s system 
con?guration, a customer server identi?er, reseller informa 
tion, license types consumed, license types available, token 
data (such as the number of permanent and evaluation 
tokens), the number of tokens consumed, the number of 
tokens available, IP address, registration veri?cation, cus 
tomer number, and so on. 

[0069] In some examples, the system checks a user pro?le 
associated with a user to possibly deter a user from unau 

thoriZed use or access to software. In these examples, the 
system supplies user information to a software source or 
vendor when a user requests digital content. Some of the 
supplied information may include a user’s IP address, a user 
name, the user’s credit card information, the user’s system 
con?guration, the user’s customer number, and so on. The 
software source may store such user information in a data 

store (such as with user transaction information). During a 
request for software, the software source may consult the 
user information database to authenticate or verify a user 

making the request. In some cases, where some user infor 
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mation changes between user transactions (such as a 
changed IP address, credit card, user name, and so on), the 
system may set a ?ag or alert to further verify the user). In 
some example, the system may employ a manager or admin 
istrator to con?rm a user’s identity before a transaction is 
completed. 
[0070] In some examples, the system obtains or creates a 
?ngerprint or user pro?le at a point of initial sale and checks 
and/or tracks the pro?le When a user makes further pur 
chases. The pro?le (or registration process used in created 
the pro?le) of the pro?le may include questions relating to 
the softWare purchase, to user-related information, to user 
systems, and so on. In these examples, When a user contacts 
a softWare source or other intermediary to purchase soft 
Ware, the system accesses the user pro?le to identify the user 
and con?rm that subsequent softWare purchases are autho 
riZed for the user. 

[0071] For example, a user ?ngerprint or pro?le may 
indicate that the user purchased data storage management 
softWare for use in an enterprise that has clients generating 
Microsoft Exchange data and the softWare includes licenses 
for particular softWare and tokens of a certain type and 
value. If the user seeks to purchase media agents for Oracle 
data, or data agents for ?nancial applications, the softWare 
source may suggest that such items are not appropriate for 
the user and recommend the purchase of Microsoft 
Exchange media agents and data agents or other Microsoft 
Exchange appropriate components. 

[0072] The softWare source or other intermediary may also 
use the ?ngerprint or user pro?le to provide technical 
assistance for a user. For example, the system may use a user 
pro?le to determine the system architecture in use or soft 
Ware items recently purchased by the user. Additionally, 
When monitoring a user at a user system, the system may 
compare the IP address of the system With the IP address 
indicated in a user pro?le to ensure that the user pro?le and 
system IP address are consistent. 

[0073] Referring back to FIG. 8, after receiving a request 
from a user to purchase softWare and, optionally, creating a 
neW user pro?le for the user, the system, in step 830, 
generates a softWare license key for the requested softWare, 
as described herein. The softWare license key may include 
one or more tokens of one or more types. The system 

consumes a speci?ed amount of tokens When a user installs 
or otherWise acquires additional softWare items. The system, 
in step 840, provides the generated softWare license key and 
requested softWare to the user. 

[0074] Referring to FIG. 9, a How diagram illustrating an 
example routine 900 for verifying a purchaser of content and 
providing the content to the purchaser is described. In step 
910, the system receives a request for softWare from a user, 
including an identi?cation of the softWare and a user pro?le 
providing information about the user. In decision block 920, 
the system determines if the user pro?le matches an autho 
riZed user pro?le. For example, the system may look to a 
user’s SKU or other user information contained in the 
pro?le. If the user pro?le matches, the system validates the 
user and routine 900 proceeds to decision block 930, else the 
routine 900 proceeds to decision block 940. In decision 
block 930, the system checks the number of tokens con 
tained in a user’s license key, as described herein. If the 
user’s license key contains a suf?cient number of tokens for 
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the requested softWare, the routine proceeds to decision 
block 960, else the routine proceeds to decision block 970. 
In decision block 960, the system determines if the requested 
softWare is appropriate for the user, or if the user is autho 
riZed to obtain the requested softWare, as described herein. 
If the user is authoriZed, the system, in step 964, provides the 
user With the requested softWare and decrements or deletes, 
in step 980, the appropriate tokens in the user’s license key. 
If the user is not authorized to use the requested softWare, or 
the system determines the softWare to be inappropriate for 
the user’s resources, the system, in step 962, may suggest 
other softWare or otherWise notify the user. 

[0075] Back in decision block 930, When the user does not 
have enough tokens to purchase the requested softWare, 
routine 900 proceeds to decision block 970, and the system 
queries the user to determine if the user Would like to 
purchase or otherWise acquire additional tokens. If the user 
decided to purchase additional tokens, routine 900 proceeds 
to step 964 and the system provides the requested softWare, 
else routine 900 proceeds to step 950 and the system denies 
the user’s request for softWare. 

[0076] Back in decision block 920, if the system cannot 
verify the user, routine 900 proceeds to decision block 940, 
and attempts to validate the user. For example, the system 
may request additional information from the user, or may 
query a system administrator to validate the user. If the user 
is validated, routine 900 proceeds to decision block 930, else 
routine 900 proceeds to step 950 and denies the user request 
for softWare. 

[0077] Thus, in some examples, the system checks if a 
user is authoriZed to obtain digital content, checks if a user’s 
license authoriZes obtaining digital content, and checks if a 
user maintains resources or other systems that are appropri 
ate for the content. 

Exchange of Digital Assets 

[0078] In some examples, the use of tokens or other value 
indicators enables the exchange of digital assets betWeen 
users and providers. For example, in some of the cases 
described herein, a user may not have enough tokens (or 
tokens of a proper type) to purchase digital content. In these 
cases, the system enables the user to exchange content 
previously purchased (or tokens representing the previously 
purchased content) for tokens to purchase other content. 

[0079] Referring to FIG. 10, a block diagram illustrating 
example components of a dynamic digital asset exchange 
system is described. For example, the system may contain a 
token exchange component 1010, a user exchange compo 
nent 1020, a token valuation component 1030, including a 
dynamic valuation component 1035, and/or a data source 
component 1040 that provides trend or other factual data to 
the system. The functions of these components are described 
herein. 

[0080] Referring to FIG. 11, a How diagram illustrating an 
example routine 1100 for exchanging digital content is 
described. For example, the system may determine that a 
user does not have enough tokens to obtain requested 
softWare, and may provide the user With an option to 
exchange previously purchased softWare for additional 
tokens. 

[0081] In step 1110, the system may receive a request to 
exchange softWare (such as for original tokens or for addi 
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tional tokens). The system may receive the request and 
determine, in step 1120, the value of the software to be 
exchanged. The system may identify the software (or, 
related token value and token type) by consulting a license 
key associated with the user and licensed software already in 
the user’s possession, or other information accessible to the 
software source that contains similar information, such as 
related data tables 426. 

[0082] The system may function as a clearinghouse, with 
out the need for knowledge or information related to licenses 
or other digital rights of digital content being exchanged. For 
example, the system may receive digital content from a user 
(or tokens associated therewith) and provide tokens in 
exchange. The system may regulate the exchange to ensure 
legitimate digital content is being exchanged. 

[0083] In step 1130, the system may optionally adjust the 
determined token values for the software to be exchanged by 
the user. For example, the system may adjust token values 
and types based on criteria established by a software source 
or other entity, to account for changes in the relative value 
of the software associated with the tokens, such as to adjust 
for different time periods, market conditions, and so on. In 
some cases, if a signi?cant period of time has passed or 
software enhancements have been released since the soft 
ware to be exchanged was acquired, the system may reduce 
the value of associated tokens. The system may look to an 
algorithmically generated decay rate, as described herein. 

[0084] The system, in step 1140, determines the token 
value from the software to be exchanged in steps 1120 or 
1130 and adds the determined token values to the user’s 
license key. In some cases, the system may add a count to the 
user, that is, provide credit to the user for the exchange. 

[0085] In some examples, the system may value digital 
content with respect to a number of tokens and assign a ?xed 
depreciation value for digital content. That is, once a user 
exchanges tokens for digital content and later desires to 
exchange digital content back to the content source, the 
content source may give user a de?ned percentage of the 
original number of tokens associated with the digital con 
tent. For example, the digital content source may give the 
user 80% of the tokens originally associated with the digital 
content. The system may automatically provide such an 
exchange, such as looking to a table listing such exchange 
values. An exchange ratio, such as described herein, may 
depend on time, but may also depend on the type of digital 
content being exchanged. For example, the system may 
factor in the type of content a user is exchange, with or 
without respect to the type of content the user wishes to 
receive in the exchange. 

[0086] In some examples, the system provides a user with 
a ?xed value for tokens that decays as a function of time. For 
example, if at time T a user exchanges X tokens for software, 
the system will enable the user to exchange the software 
back within 30 days of time T for the same number X tokens, 
that is, for the same value. However, the system enables a 
user to exchange software for 50% of the original value 90 
days or later after time T. The system may also de?ne a limit 
to any exchanges, such as exchanging Zero tokens 1 year 
after time T. 

[0087] The system may look to or follow many different 
functions in valuing tokens or content. The system may 
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utiliZe a step function, an exponential function, an asymp 
totical function, a piecewise function, or other functions that 
change one variable with respect to variations of another. As 
an example: 

Token value=(original value)/(months after original 
purchase)”2 

[0088] Thus, in this example, a $100 originally valued 
token will be valued at $50 four months after the original 
purchase of the token (50=l00/4l/2), and valued at almost 
nothing 2 years after the original purchase. 

[0089] In some examples, the system may account for 
currency exchange ?uctuations, in?ation, and other currency 
market factors. The system may also look to third party data 
sources, via component 1040, (such as auction sites, top 40 
lists, and so on), to assist in valuing content. These sources 
may provide trend, historical or other data the system uses 
in determining values. 

[0090] The system may function as a marketplace for 
digital content. The system may provide a list of content, and 
users may bid on content from users, present content for 
other users, and so on. The system may function as a peer to 
peer network, enabling users to set rates and determine 
exchanges of content. In some cases, the system may be for 
one type of digital content (such as for a gaming service or 
music download service). In some cases, the system may be 
for a variety of types of digital content. 

[0091] For example, a user may enter the system and list 
their digital content with the system. For example, the user 
may list one of their games (digital content) at a price of 100 
tokens. The system may enable other users to bid on the 
game, or to purchase the game from the user for the 100 
tokens. If the user receives and accepts a bid from another 
the user, he/ she may then apply the 100 tokens in obtaining 
other content, either directly from other users or from the 
system. 

[0092] The system may also set the rate of content for 
users. The rate may be set as described herein, and the 
system may consider historical trends or data, dynamically 
changing data, value ?uctuations within the system, and so 
on. For example, a user may have a copy of a certain game, 
and would like to exchange the game for tokens, but only at 
a certain price. The user may set a rule in the system that 
when the systems re?ects or indicates the value of the game 
at the user set price, the user will exchange the game for the 
value in tokens. On the other hand, the user may also set a 
lower limit in case the value of the game decreases. For 
example, the system may receive an order from a user to 
exchange the game at a set lower value, allowing the user to 
receive some credit for the content before the game drops in 
value. The system may value items of digital content or 
digital objects based on a number of these factors, including 
user valuations, historical data, third party data, and so on. 

[0093] In some examples, the system provides a dynami 
cally changing value based on the market conditions for 
digital content. For example, the system may set an 
exchange value for an item of software based on the relative 
demand by other users to purchase the ?rst item of software 
or based on the demand by others users to exchange for the 
item. The system may store and track information relating to 
transactions involving digital content to assist in dynami 
cally adjusting values for digital content purchases or 
exchanges. 










