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NETWORK DATA PACKET CLASSIFICATION 
AND DEMULTIPLEXING 

FIELD OF THE INVENTION 

[0001] The present invention is directed to the ?eld of 
packet communication. It is more particularly directed to 
classi?cation and demultiplexing of netWork communica 
tion packets processed in a netWork protocol stack. 

BACKGROUND OF THE INVENTION 

[0002] Communication over a netWork often requires the 
information that is to be transported from one computer to 
another be divided into netWork communication packets. 
These netWork communication packets, simply referred to 
as “packets”, are transported across the physical communi 
cation network. 

[0003] The information originating from an application 
program becomes packetiZed into netWork communication 
packets by passing through various softWare components 
before arriving at the netWork interface card for transmission 
on the physical communications netWork. These softWare 
components are typically layered to form What is knoWn as 
the netWork protocol stack. Each layer is responsible for a 
different facet of communication. For example, the TCP/IP 
protocol stack is normally split into four layers: link, net 
Work, transport and application. FIG. 1 shoWs the relation 
ship betWeen the protocol layers and the TCP/IP protocol 
stack. The link layer 101 is responsible for placing data on 
the physical netWork. The netWork layer 102 is responsible 
for routing. The transport layer 103 is responsible for the 
communication betWeen tWo hosts. The application layer 
104 is responsible for processing the application speci?c 
data. 

[0004] For example, FIG. 2 illustrates the stages of an 
HTTP request being encapsulated before being sent to a Web 
server. As the request descends the protocol stack, each layer 
201-204 encapsulates the packet adding its oWn header. 
When the HTTP packet arrives at the destination address, 
each protocol layer uses information Within its header to 
classify the incoming packet amongst all the protocols in the 
layer above it. This process is commonly referred to as 
demultiplexing. 
[0005] At each layer in the netWork protocol stack, the 
packet is demultiplexed or “classi?ed” based on information 
about the packet that is contained in the headers or from 
information inside the data portion of the packet itself. The 
packet is processed differently based on its classi?cation. 

[0006] For example, FIG. 3 illustrates hoW this classi? 
cation is done for an incoming HTTP request 301. The 
Ethernet driver 302, in the link layer 300, classi?es the 
packet based on frame type in the Ethernet header and passes 
it to IPv4 312 in the netWork layer 310. IPv4 312 classi?es 
the packet based on the IP header protocol value in the IP 
header and passes it to TCP 323 in the transport layer 320. 
TCP classi?es the packet based on the destination port 
number in the TCP header and passes it to the HTTP server 
332 in the application layer 330. 

[0007] Traditional packet classi?cation systems, as found 
in BPF, DPF, Path?nder, Router Plugins, operating systems 
and many ?reWalls, are limited to a set of ?xed pattern 
matching rules. This alloWs a user to intercept/process any 
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packet that matches the desired set of values in the appro 
priate byte ranges (usually a combination of the IP and the 
protocol header ?elds, such as source/destination address, 
protocol or source/ destination ports). These packets are then 
passed to a softWare module that processes the packets and 
can modify, forWard, drop or delay them. Stateful packet 
?ltering systems generally have the ability to generate and 
add rules dynamically based on application traffic. HoWever, 
such systems do not provide simple methods to extend 
packet processing to understand neW application protocols. 

[0008] These traditional systems may Work Well for appli 
cations that use a single connection to a Well knoWn desti 
nation address and port. HoWever, many modern applica 
tions initially use a Well knoWn service port for the control 
session and then use additional connections on ephemeral 
port numbers for each data stream. Examples of such 
applications are FTP, Real Audio and H.323. To support 
these applications ef?ciently, the traditional systems must 
alloW packet matching ?lter rules to be updated dynamically 
and quickly. In addition, some modern protocols have aban 
doned using ?xed format headers and ?xed siZed ?elds. For 
example, HTTP makes its header human readable by encod 
ing them as strings. 

SUMMARY OF THE INVENTION 

[0009] It is thus an aspect of the present invention to 
provide greater ?exibility in classifying and demultiplexing 
packets in the netWork protocol stack. As a result, it provides 
a method for application level classi?cation. This is due to 
classifying techniques and a modular structure described 
subsequently. 

[0010] Another aspect of the present invention provides 
easier extendibility for packet processing in the netWork 
protocol stack by de?ning a standard method for adding neW 
functionality or support for neW protocols and applications. 

[0011] Another aspect of the present invention provides 
methods and apparatus to obtain external information, from 
an application scheduled outside of the forWarding or inter 
rupt context of the kernel, in order to augment packet 
classi?cation and/or disposition. 

[0012] An example embodiment of the present invention 
is a method for classifying a data packet. The method 
includes the steps of: receiving the packet at a root node of 
a classi?cation tree; passing the packet to a ?rst child node 
of a ?rst tree level of the classi?cation tree indicating a 
satisfaction of a node-criteria of the ?rst child node; the ?rst 
child node forming the data packet into a matched packet; 
and repeating the step of passing and forming for a next tree 
level until no ?rst child node of the next level at a succeeding 
next level indicates satisfaction of the node-criteria of the 
?rst child node of the next level. 

[0013] In some embodiments the step of indicating 
includes the step of executing a set of code Which returns a 
status indication of the type; and/or the step of indicating 
satisfaction of a criteria includes the steps of executing a set 
of code Which identi?es the desired packet and returning a 
status indication; and/ or the step of forming the data packet 
into a matched packet includes the step of indicating satis 
faction; and/or the step of repeating the step of passing and 
the step forming includes the steps of indicating and retum 
ing a status indication of NO_Match. 
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[0014] In some embodiments of the method, the method 
further includes: the step of adding at least one neW child 
node; and/or one neW child node is a Real Audio node; 
and/ or the method is extendible such that one or more nodes 
are dynamically added at any level; parsing the matched 
packet and generating relevant information; transforming 
the matched packet into a transformed packet; and/or asso 
ciating the packet at a last ?rst child node indicating satis 
faction; executing a set of code in accordance With the last 
?rst child node; and/ or the step of forming includes the ?rst 
child node specifying a set of code to be run subsequently; 
and/or the step specifying speci?es the set of code to be run 
folloWing classi?cation. 

[0015] Another example embodiment of the present 
invention is a method Which uses an external process for 
classifying a packet. This method includes the steps of 
suspending a classi?cation process in progress for the 
packet, and obtaining external information employed in the 
classifying. This is performed by an application scheduled 
outside of the forWarding or interrupt context of the kernel. 

[0016] In some embodiments of the method, the step of 
suspending includes the steps of queuing any data, including 
information about the packet or its present classi?cation; 
and/or transferring said data to an application that is sched 
uled outside of the forWarding or interrupt context of the 
kernel. 

[0017] In some embodiments of the method, the step of 
obtaining external information includes augmenting a node 
criteria of a node in a classi?cation tree With additional 
information; and/or the external information includes 
authentication of an originator of the packet; the classi?ca 
tion process is an extendible classi?er process (In one 
application, a process is extendible by adding a neW child 
node); and/or the step of specifying includes enforcement of 
a site policy. A site policy is composed of a number of 
different aspects including security. The security aspect of a 
site policy may be based on packet classi?cation and authen 
tication information. 

[0018] Another aspect of the present invention is a method 
for determining disposition of an original packet received at 
a child node. The method includes the step of passing the 
original packet and a ?rst disposition of the original packet 
to an external process, and the external process augmenting 
the original packet and/or augmenting the ?rst disposition by 
employing a process speci?c means and returning an aug 
mented packet and an augmented disposition to the child 
node. Some embodiments of the method include suspending 
a disposition process in progress for the original packet; 
and/or the augmented disposition includes identi?cation of 
and/or authentication of an originator of said packet. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] These and other aspects, features, and advantages 
of the present invention Will become apparent upon further 
consideration of the folloWing detailed description of the 
invention When read in conjunction With the draWing ?g 
ures, in Which: 

[0020] FIG. 1 shoWs the relationship betWeen the protocol 
layers and the TCP/IP protocol stack; 

[0021] FIG. 2 illustrates the stages of an HTTP request 
being encapsulated before being sent to a Web server; 

Aug. 23, 2007 

[0022] FIG. 3 illustrates hoW classifying is done for an 
incoming HTTP request; 

[0023] FIG. 4 shoWs an example of hoW to organiZe 
modules in the classi?cation tree in accordance With the 
present invention; 

[0024] FIG. 5 shoWs an example of a packet classi?cation 
and demultiplexing process in classifying a packet in accor 
dance With the present invention; 

[0025] FIG. 6 shoWs an example of steps to determine the 
packet disposition in accordance With the present invention; 

[0026] FIG. 7 shoWs an example of pm_t return codes in 
accordance With the present invention; 

[0027] FIG. 8 shoWs an example of application dependent 
nodes in accordance With the present invention; 

[0028] FIG. 9 shoWs an example of pp_t return codes in 
accordance With the present invention; 

[0029] FIG. 10 shoWs an example of paction_t return 
codes in accordance With the present invention; and 

[0030] FIG. 11 shoWs an example of an apparatus in 
accordance With the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0031] Networking protocols are normally divided into 
layers Which are responsible for different facets of commu 
nication as FIG. 1 depicts for the netWork layers of the 
TCP/IP protocol. The associated call graph created by the 
standard UNIX protocol stack is arranged like a tree as 
described for FIG. 3. Each level of the tree corresponds to 
a different layer in the netWorking protocol stack. The 
present invention mimics the call graph of the UNIX pro 
tocol stack and organiZes the different modules competing 
for packets at the IP layer in a tree structure herein referred 
to as a classi?cation tree. 

[0032] An example of a classi?cation tree 400 is shoWn in 
FIG. 4. FIG. 4 shoWs each node in the classi?cation tree as 
a separate module. In an embodiment of the present inven 
tion each node is composed of 4 packet traversal functions 
(matcher, preprocessor, action, and post processing) and 3 
node management functions (callback, heartbeat and man 
agement). Only the packet matching function, Which iden 
ti?es the packets to process, and the packet action function, 
Which determines the packet disposition, are required. The 
packet matching function is herein referred to as the node 
criteria of the node. The remaining traversal and manage 
ment function pointers can default to NULL. These func 
tions associated With each node are stored in a PacketFilter 
structure. 

[0033] Since each of the nodes is a separate dynamically 
loadable module, the classi?cation tree organiZation is ?ex 
ible. In an embodiment of the present invention, the modules 
are loaded into memory during the initialization process. 
Based upon con?guration information the modules are then 
arranged to form a classi?cation tree. The ordering of the 
modules is important since the packet traversal is governed 
by this ordering. As the classi?cation tree is created, each 
node is initialiZed by executing a set of code. In the 
embodiment, this set of code is a function referred to as the 
management function(mm). The input parameter to the m 
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function is generally a single pointer to a buffer containing 
the node speci?c con?guration data. 

[0034] FIG. 4 shoWs an example of hoW to organize 
modules in the classi?cation tree. The IPv4 503, IPv6 504, 
UDP 506, HTTP 507 and TCP 508 modules each Wish to 
observe or modify packets that use the protocol for Which 
they are named. However, in this example, there are multiple 
Ways one could imagine Wanting to process HTTP requests. 
These Ways include: providing a transparent HTTP proxy 
function, using a specialiZed TCP for HTTP like Transaction 
TCP(T/TCP), doing content ?ltering based on site policy, or 
limiting packet traf?c based on a service contract. Depend 
ing on the intended purpose of the classi?cation tree, dif 
fering modules are loaded into memory. A site policy is 
composed of a number of different aspects including secu 
rity. The security aspect of a site policy may be based on 
packet classi?cation and authentication information. Once 
initialization completes, the classi?cation tree may be modi 
?ed by adding, deleting or moving a node. This ability of 
modifying the classi?cation tree makes the packet classi? 
cation process extendible. 

[0035] The present invention includes methods for imple 
menting a packet classi?cation process and/or an augmented 
packet disposition process. The packet to be classi?ed and/or 
augmented is herein referred to as the original packet. The 
resulting packet is referred to as the augmented packet. The 
disposition of the original packet is herein referred to as the 
?rst disposition, and the disposition resulting from the 
augmented disposition process is herein referred to as the 
augmented disposition. Anything outside of the forWarding 
or interrupt context of the kernel is herein said to be external. 

[0036] An example embodiment has 7 steps to classify a 
packet and determine the augmented packet disposition. 
These steps are in the interrupt context except Where noted. 
Steps 1-4 describe the packet classi?cation process shoWn in 
FIG. 5. Steps 5-7 describe augmenting the packet disposition 
process. A How diagram for these seven steps is shoWn in 
FIG. 6. Refer to FIGS. 5 & 6 for the folloWing description. 

[0037] Step 1: After receiving a packet from the physical 
netWork, the Link Layer passes the packet to the root node 
502. 

[0038] In this step, a netWork driver receives a packet from 
the physical netWork, Which it classi?es based on frame type 
in the MAC header and passes it to the root node of the 
classi?cation tree. 

[0039] Step 2: The packet is passed to a ?rst child node of 
the ?rst level 521 of the classi?cation tree, indicating a 
satisfaction of a node-criteria of the child node. 

[0040] The root node asks each child node from left to 
right Whether the packet matches its node-criteria, until a 
child node’s node-criteria is satis?ed. The root node then 
passes the packet to that ?rst child node Which satis?es the 
node-criteria and forms the data packet into a matched 
packet. In FIG. 5, the root node 502 ?rst passes the packet 
to the IPv4 node 503. A child node’s node-criteria includes 
a set of code used to identify the packets desired. This set of 
code is implemented as a function referred to as the packet 
matching function (pm) 603. 

[0041] The input parameters to the pm function are: the 
PBUF, an operating system independent data structure con 
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taining the packet, the options memory area, and a pointer to 
the packet ?lter node. The result of the packet matching 
function, indicating satisfaction or lack there of, of the child 
node’s node-criteria, is of type pm_t. FIG. 7 enumerates a 
sample group of type pm_t return code values 700. The 
packet matching function results indicating satisfaction of a 
child node’s node-criteria include: Match_OK, Match_This, 
Match_Discard, and Match_ForWard. The result indicating 
lack of satisfaction is NO_Match. 

[0042] The packet matching function may be as simplistic 
as matching a static ?xed offset, such as the IPv4 node, or 
as complex as identifying the packets for applications Which 
negotiate additional connections, such as FTP, Real-Audio 
and H.323. Unfortunately, since each of these application 
has its oWn method for negotiating additional connections, 
application dependent nodes are required. This is as illus 
trated in FIG. 8 for H.323 831, Real-Audio 832, and FTP 
833. For each additional connection, a dynamic ?lter rule is 
created. These dynamic ?lter rules and other state informa 
tion for the negotiated connections are stored locally in the 
application speci?c node. One implementation uses a hash 
table structure for storing this data. Based on the Well knoWn 
services port and the application speci?c data, the packet 
matching function identi?es the packets desired enabling 
application level classi?cation. 

[0043] Step 3: Repeat the process of ‘passing the packet’ 
starting With a ?rst child node of a next tree level of the 
classi?cation tree Which satis?es a node-criteria of that ?rst 
child node, as described in step 2, and form the packet into 
a matched packet, until no child of a next tree level of the 
classi?cation tree succeeds in satisfying a node-criteria 

(NO_Match). 
[0044] A determination is made if there is a next child 604. 
If there is, How continues With 601. If not, How continues 
With 621. Thus, When the packet matching function of all of 
the children nodes of the next tree layer result in a lack of 
satisfaction, (NO_Match), the packet is said to have fully 
traversed the classi?cation tree. The traversal path is de?ned 
as the set of nodes from the root to the last ?rst child node 
satisfying a node-criteria of the child node. Thus packet 
classi?cation has completed and How continues With 621. 

[0045] Step 4: For each ?rst child node, satisfying a 
node-criteria of the child node form the data packet into a 
matched packet. This may be performed as in steps 4A, 4B 
and/or 4C. 

[0046] Step 4A: The current node is added to the node 
traversal path 605. 

[0047] Step 4B: The node may execute a set of code, if 
such a code exists, Which may parse and transform the 
packet 607. If the set of code exists, the packet is parsed and 
transformed 617. If not, How continues With 609. 

[0048] Once a node’s node-criteria is satis?ed, the pack 
et’s traversal of the classi?cation tree is limited to the node’ s 
descendants. The remainder of the classi?cation tree is not 
traversed. But before traversing a node’s subtree, the node 
may execute a set of code. In the present embodiment, this 
set of code is referred to as the packet preprocessor function 
(pp). The input parameters are the same as the packet 
matching function. This includes: the PBUF, an operating 
system independent data structure containing the packet, the 
options memory area, and a pointer to the packet ?lter node. 
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The return code of the pp function is of type pp_t. Examples 
of type pp_t 900 are enumerated in FIG. 9. The packet 
preprocessor function may perform actions such as parsing 
a packet and transforming a packet. Parsing a packet gen 
erates information that may need to be made available to the 
node’s descendants and ancestors. Transforming a packet 
takes place for example, When the IPSEC node’s preproces 
sor transforms an encrypted packet into a decrypted packet. 
IPSec tunnel information and other information is created 
that can be used by other nodes in the classi?cation tree. 

[0049] The present invention thus provides a generic 
mechanism for retaining or passing state information 
betWeen nodes by a mechanism We referred to herein as 
options passing. In an example of option passing, an options 
memory segment is attached to each packet during its tree 
traversal. Each node may store and retrieve state using the 
APIs: fW_add_option, fW_next_option. Since a node may 
not understand all options that are passed to it, the node Will 
process the options it understands and ignore those Which it 
does not understand. 

[0050] Step 4C: The node may also suspend the classi? 
cation process in order to obtain additional external infor 
mation so as to augment packet classi?cation and demulti 
plexing 615. 

[0051] Suspending the classi?cation process involves 
queueing any data, including information about the packet 
or its present classi?cation, and transferring the data to an 
application that is scheduled outside of the forWarding or 
interrupt context of the kernel. 

[0052] One embodiment augments packet classi?cation by 
suspending the packet classi?cation process until the appli 
cation, scheduled outside of the forWarding or interrupt 
context of the kernel, completes. The resulting external 
information is used to augment the packet classi?cation. 

[0053] Examples of applications Which may augment 
packet classi?cation include packet identi?cation and 
authentication agents. An identi?cation/authentication 
agent, may use s/ident for out of band identi?cation and 
authentication. Authentication may use s/ident for out of 
band authentication in order to correlate the packet With a 
userid. Another example of authentication is to correlate a 
VPN tunnel id With a userid. 

[0054] This external information, such as packet identi? 
cation and/or authentication, permits packets to be handled 
differently. For example, assume that a site connected to the 
Internet is severely bandWidth limited. As a result only a 
limited number of employees at any given moment can run 
applications With high bandWith demands, such as streaming 
media. Based on the external information a site policy can 
be implemented Which gives preferential treatment to a set 
of employees. 

[0055] Step 5: After packet classi?cation completes, a set 
of code associated With the last child node Which satis?ed 
the node-criteria, is executed. 

[0056] In an embodiment, this set of code is referred to as 
the packet action function (pa). The packet action input 
parameters are: the PBUF, a pointer to the node, a pointer to 
the node traversal path, and the options memory area. An 
example of return codes of the pa function, of type paction_t 
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are enumerated in FIG. 101000. The return code obtained 
determines the packet disposition. 

[0057] Normally the packet action function 621 monitors 
the packet data in order to obtain application speci?c state 
information used by the other node functions. For example, 
a packet action function With application speci?c knowledge 
could monitor the packet data for neW negotiated data 
connections. These neW dynamic connections are stored 
locally in the application speci?c node. The packet matching 
function uses the dynamic data as part of the node-criteria 
for application level packet classi?cation. 

[0058] Other examples of packet action function usage 
include: modifying packets, Which may be used to imple 
ment NAT; queueing packets, Which may be used to shape 
tra?ic; dropping packets, Which may be used for rate lim 
iting; and redirecting packets, Which may be used for load 
balancing. 
[0059] The packet action function may also suspend ker 
nel packet processing and transfer any data (including 
information about the packet or its classi?cation) to an 
application that is scheduled outside of the forWarding or 
interrupt context of the kernel, and/or to obtain external 
information in order to augment the packet disposition (i.e. 
discard, forWard, process locally or redirect) decision 631. 
Suspending the packet disposition decision process involves 
queueing any data, including information about the packet 
or its classi?cation, and transferring the data to an applica 
tion employing a process speci?c means that is scheduled 
outside of the forWarding or interrupt context of the kernel. 

[0060] An example method of augmenting the packet 
disposition decision is to suspend any in progress packet 
disposition decision process until the application scheduled 
outside of the forWarding or interrupt context of the kernel 
completes. The resulting external information is used to 
augment the packet disposition decision. Examples of appli 
cations Which may augment the packet disposition decision 
are policy enforcement and content ?ltering agents based on 
any combination of the packet classi?cation, identi?cation 
and authentication. Examples of process speci?c means 
include s/identd and external LDAP servers. 

[0061] Once the application completes, it passes the origi 
nal data, the external information and the results to the 
kernel, Which issues a call to the node’s callback function. 
The callback function(cb) reinserts the packet at the node 
Which suspended the processing. Based on the application’s 
results, dynamic rules may be created 621. 

[0062] For example, an especially advantageous usage is 
With VPN tunnels. Differing policies based on the VPN 
callee are enforceable using dynamic rules. With application 
level classi?cation, these rules are no longer limited to ?xed 
pattern matches, such as protocol, but may be Written in 
terms of applications. An example of an application level 
rule Would be ‘permit John Doe Real-Audio’. Application 
level rules Would also simplify ?reWall rule de?nitions in 
?reWall applications. 

[0063] Step 6: After the set of code associated With the last 
child node, Which satis?ed the node-criteria (referred to as 
the packet action code) completes, a set of code associated 
With each node in the node traversal path, is executed 623. 

[0064] In the present embodiment, this set of code is 
referred to as the packet post processor function(px) 625. 



US 2007/0195714 A1 

The packet postprocessing input parameters are the PBUF, 
the options memory area and the packet action disposition. 
The return code of the px function is of type paction_t. 
Examples of type paction_t are enumerated in FIG. 10. 

[0065] Just as the packet preprocessing may decrypt a 
packet, the packet postprocessing may perform actions such 
as encrypting a packet 627. As the packet originally tra 
versed the classi?cation tree, the node traversal path Was 
created. Before returning to the base operating system, in 
reverse node traversal order, packet postprocessing is 
executed. 

[0066] Normally, the packet disposition is maintained 
through postprocessing. Only in unusual circumstances does 
the postprocessing not folloW the recommended packet 
action and previous post processing disposition. For 
example, With VPN tunnels the outbound tunnel may have 
been torn doWn during the classi?cation tree traversal. 

[0067] Step 7: After the packet processing completes, 
control returns to the base operating system, Which discards, 
forWards, redirects or locally processes the packet, based on 
the ?nal disposition 633. 

[0068] FIG. 11 shoWs an example embodiment of the 
present invention as an apparatus to classify and/or augment 
the disposition of a data packet shoWn in FIG. 11. The 
apparatus includes a netWork interface device (1101) to 
receive a packet from the physical netWork and pass the 
packet to a root node of a classi?cation tree, and the reverse, 
to receive a packet from the root node and send a packet to 
the physical netWork. The apparatus also includes a packet 
module (1103) to successively pass the packet from child 
node to child node on each tree level until a ?rst child node 
of a tree level of the classi?cation tree indicates a satisfac 
tion of a node-criteria of that ?rst child node. The ?rst child 
node forms the data packet into a matched packet until no 
?rst child node of a next level at a succeeding next level 
indicates satisfaction of the node-criteria of the ?rst child 
node of the next level. 

[0069] It is noted that an accelerator chip can be used to 
implement the packet module (1103). This chip can be used 
as the basis of a ?reWall box, a border server, or as an 
application level classi?cation system such as needed When 
diagnosing high speed networking problems. 

[0070] Other apparatus embodiments of the present inven 
tion may be implemented in Ways knoWn to those familiar 
With the art. For example, the invention may be imple 
mented using an apparatus for classifying a data packet. This 
apparatus includes: means for receiving the data packet at a 
root node of a classi?cation tree; means for successively 
passing the data packet to each child of a ?rst tree level until 
a ?rst child node of the ?rst tree level of the classi?cation 
tree indicates a satisfaction of a node-criteria of said ?rst 
child node, and the ?rst child node forming said data packet 
into a matched packet; and means for repeating the steps of 
passing and forming for a next tree level until no ?rst child 
node of said next tree level at a succeeding next level 
indicates satisfaction of the node-criteria of said ?rst child 
node of said succeeding next level. This apparatus may, for 
example, be in the form of a ?oppy or hard disk, ?ash 
memory, or external magnetic media, etc. 

[0071] Another example embodiment of the present 
invention is an apparatus for determining disposition of a 
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packet received at a child node. This apparatus includes: an 
interrupt context of a control program, With the child node 
existing Within the interrupt context; an external process 
outside of the interrupt context of the control program; 
means for passing said packet and a ?rst disposition of said 
packet to the external process, the external process to 
augment the packet disposition by employing a process 
speci?c means and to return an augmented packet With an 
augmented disposition to the child node; and the interrupt 
context including means for receiving the augmented packet 
and the augmented disposition from the external process. 
This apparatus may, for example, also be in the form of a 
hard disk, a ?oppy disk, or external magnetic media, etc. A 
control program may be implemented as softWare that 
manages the example apparatus. 

[0072] The present invention can be realiZed in hardWare, 
softWare, or a combination of hardWare and softWare. The 
present invention can be realiZed in a centraliZed fashion in 
one computer system, or in a distributed fashion where 
different elements are spread across several interconnected 
computer systems. Any kind of computer system4or other 
apparatus adapted for carrying out the methods described 
hereiniis suited. A typical combination of hardWare and 
softWare could be a general purpose computer system With 
a computer program that, When being loaded and executed, 
controls the computer system such that it carries out the 
methods described herein. The present invention can also be 
embedded in a computer program product, Which comprises 
all the features enabling the implementation of the methods 
described herein, and Wh1ChiWheI1 loaded in a computer 
systemiis able to carry out, or cause the carrying out of 
these methods. 

[0073] Computer program means or computer program in 
the present context mean any expression, in any language, 
code or notation, of a set of instructions intended to cause a 
system having an information processing capability to per 
form a particular function either directly or after either or 
both of the folloWing: 

[0074] 1. conversion to another language, code or nota 
tion; and/or 

[0075] 2. reproduction in a different material form. 

[0076] It is noted that the foregoing has outlined some of 
the more pertinent objects and embodiments of the present 
invention. The concepts of this invention may be used for 
many applications. Thus, although the description is made 
for particular arrangements and methods, the intent and 
concept of the invention is suitable and applicable to other 
arrangements and applications. For example, although ref 
erence is made to a data packet, the invention is similarly 
applicable to a non-data packet. It Will be clear to those 
skilled in the art that other modi?cations to the disclosed 
embodiments can be effected Without departing from the 
spirit and scope of the invention. The described embodi 
ments ought to be construed to be merely illustrative of some 
of the more prominent features and applications of the 
invention. Other bene?cial results can be realiZed by apply 
ing the disclosed invention in a different manner or modi 
fying the invention in Ways knoWn to those familiar With the 
art. Thus, it should be understood that the embodiments has 
been provided as an example and not as a limitation. The 
scope of the invention is de?ned by the appended claims. 
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1-6. (canceled) 
7. A method for classifying a packet, said method com 

prising suspending a packet classi?cation process in 
progress for said packet; and obtaining external information 
employed in said classifying. 

8. A method in claim 7, Wherein the step of obtaining 
includes augmenting a node-criteria of a node in a classi? 
cation tree With external information. 

9. A method as in claim 8, Wherein the external informa 
tion includes identi?cation of the originator of said packet. 

10. A method as in claim 8, Wherein the external infor 
mation includes authentication of an originator of said 
packet. 
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11. A method as recited in claim 7, Wherein the classi? 
cation process is an extendible classi?er process. 

12-35. (canceled) 
36. An article of manufacture comprising a computer 

usable medium having computer readable program code 
means embodied therein for causing classi?cation of a data 
packet, the computer readable program code means in said 
article of manufacture comprising computer readable pro 
gram code means for causing a computer to effect the steps 
of claim 8. 

37-39. (canceled) 


