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(57) ABSTRACT 

According to the present invention, a secret key cryptosys 
tem and tamper-proof hardware are used to realize a pseudo 
public key cryptosystem at a low cost. A trap-door one-way 
function is substantially realized with the use of tamper 
proof hardware. Each user performs communication using 
equipment provided with hardware having the same capa 
bilities described below. Such hardware retains association 
between an ID and a key. In response to a request from a 
user, the hardware issues and stores an ID, and it can 
perform decryption and generation of a MAC (message 
authentication code) with a key associated with the ID. A 
user publishes his ID. When performing encryption, a mes 
sage sender encrypts a message using the published ID. A 
third person can perform decryption with the ID only by 
analyzing the mechanism in the hardware. However, the 
hardware has a capability of destroying itself when such an 
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PSEUDO PUBLIC KEY ENCRYPTION 

FIELD OF THE INVENTION 

[0001] The present invention relates to a method and 
system for a public key encryption, and in particular to a 
method and system for realizing a pseudo public key cryp 
tosystem at a loW cost. 

BACKGROUND ART 

[0002] Public key encryption methods, Which are espe 
cially important among today’s encryption techniques, are 
Widely used for encryption, signature and authentication. An 
algorithm for realiZing a public key cryptosystem generally 
requires a very high cost of calculation. One of practical 
methods to realiZe a public key cryptosystem is an RSA 
cryptography. The RSA cryptography requires an operation 
of raising a plaintext or a cipher text to the poWer of the 
number (an encryption exponent or a decryption exponent) 
obtained from a value of the Eulerian function of n, Which 
is a product of tWo large prime numbers and then determin 
ing the residue of n, and the cost of this operation is very 
high. In order to enhance the security of a key, the bit 
number of n is required to be large. HoWever, the cost of 
calculation required for RSA cryptography With a large bit 
number is very high. Though measures such as performing 
such an operation With dedicated hardWare may be taken to 
seek a high speed, this may impose a development and 
manufacture cost burden or a?fect product ?exibility. 
Because of such a situation, the cost of a cryptosystem using 
a public key is high, and it is dif?cult to incorporate it in an 
apparatus Which is inexpensively mass-produced. 

[0003] Also knoWn is elliptic-curve cryptography With a 
smaller bit number and an equivalent strength in comparison 
With an RSA cryptography. HoWever, though the cost of 
operations required for encryption (scalar multiplication of 
a point on an elliptic curve de?ned on a ?nite body, and the 
like) is loWer in comparison With that of modulo exponen 
tiation, the cryptography similarly requires expensive opera 
tions, and therefore, it is still difficult to incorporate it in an 
apparatus Which is inexpensively mass-produced. Further 
more, there is also proposed a method for realiZing a public 
key cryptosystem With the use of a secret key cryptosystem 
and tamper-free hardWare. In this method, a receiver 
encrypts his oWn secret key With a secret key of a third-party 
body and publishes it. A sender decrypts it With the secret 
key of a third-party body, encrypts a message With the 
obtained secret key of the receiver and sends it. The receiver 
decrypts it With his oWn secret key. Because encryption With 
the secret key of the third-party body, decryption With the 
secret key of the third-party body and encryption With the 
secret key of the receiver are performed in temper-proof 
hardWare, security is ensured. In this method, hoWever, the 
sender and the receiver have to use di?ferent hardWare, and 
both of their secret keys are required to use the same 
hardWare. This method is similar to an approach such as an 
ID-based cryptosystem, in Which a public key is distributed 
not via a certi?cation body, in that an ID is published. In this 
method, a key generation body generates a user’ s private key 
from an unique ID of the user, and anyone can generate the 
user’s public key from the user’s ID. This method is 
convenient With regard to distribution of a public key. 
HoWever, the nature of the trap -door one-Way function in the 
RSA cryptography and the like is utiliZed for encryption 
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decryption of a message, and the cost required for the 
processing is as high as that of common public key cryp 
tosystems. 

Patent Document 1 Published Unexamined Patent Applica 
tion No. 2004-70712 

SUMMARY OF THE INVENTION 

[0004] In a ?rst aspect, the present invention provides 
methods and systems for realiZing a pseudo public key 
cryptosystem at a loW cost. 

[0005] In another aspect, the present invention provides 
methods and systems capable of more inexpensively real 
iZing encrypted information communication and code 
signed communication With the use of a public key. 

[0006] In another aspect, the present invention provides 
methods and systems enabling information processing and 
communication to be performed With high security main 
tained, on a terminal such as a mobile terminal on Which 
signature is frequently performed and for Which instanta 
neous processing is required. 

[0007] In another aspect, the present invention provides 
methods and systems for realiZing a function Which requires 
an expensive operation using pseudo operations. 

[0008] According to the present invention, a secret key 
cryptosystem and tamper-proof hardWare are used to realiZe 
a pseudo public key cryptosystem at a loW cost. A trap-door 
one-Way function, Which is considered essential for consti 
tution of a public key cryptosystem generally, requires an 
“expensive” operation. Such a function is substantially 
realiZed With the use of tamper-proof hardWare. Each user 
performs communication using equipment provided With 
hardWare having the same capabilities described beloW. 
Such hardWare retains association betWeen an ID and a key. 
In response to a request from a user, the hardWare issues and 
stores an ID, and it can perform decryption and generation 
of a message authentication code (hereinafter referred to as 
a MAC) With a key associated With the ID. Though this 
hardWare can perform encryption and veri?cation of a MAC 
With any given ID, it cannot perform decryption and gen 
eration of a MAC. Auser publishes his ID. When performing 
encryption, a message sender encrypts a message using the 
published ID of a message receiver and using hardWare 
having the same capabilities as the receiver’s hardWare. A 
person can perform decryption With the ID only by analyZ 
ing the mechanism in the hardWare. HoWever, the hardWare 
has a capability of destroying itself When such an act is 
attempted. 

[0009] Thus, according to the present invention, it is 
possible to realiZe encrypted information communication 
and code-signed communication With the use of a public key 
at a loW cost. By realiZing the present invention on a mobile 
terminal Which has recently been used for more and more 
various purposes, especially on an inexpensive and mass 
produced terminal on Which signing is frequently performed 
and from Which processing immediacy is required, it is 
possible to enable information processing and communica 
tion requiring high-level security management even on such 
a terminal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] These, and further, aspects, advantages, and fea 
tures of the invention Will be more apparent from the 
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following detailed description of a preferred embodiment 
and the appended drawings, Wherein: 

[0011] FIG. 1 is a block diagram of hardWare of the 
present invention; 

[0012] FIG. 2 is a diagram shoWing the details of an 
encryption-authentication section; 
[0013] FIG. 3 a diagram illustrating sending-receiving 
protocols of the present invention; 

[0014] FIG. 4 is a diagram illustrating other sending 
receiving protocols of the present invention; 

[0015] FIG. 5 shoWs an example of applying the present 
invention to an ID-based cryptosystem; and 

[0016] FIG. 6 shoWs an example of applying the present 
invention to a mobile phone. 

DESCRIPTION OF SYMBOLS 

[0017] 100 . . . System 

[0018] 101 . . . Encryption-authentication section 

[0019] 102 . . . Tampering detection section 

[0020] 201 . . . ID issuance-registration section 

[0021] 206 . . . ID storage section 

[0022] 210 . . . Key generation section 

[0023] 209 . . . Seed storage section 

[0024] 207 . . . First key acquisition section 

[0025] 208 . . . Second key acquisition section 

[0026] 202 . . . Generation section 

[0027] 204 . . . Veri?cation section 

[0028] 205 . . . Encryption section 

[0029] 203 . . . Decryption section 

[0030] 520 . . . ID storage body 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0031] The present invention provides methods, apparatus 
and systems for realiZing a pseudo public key cryptosystem 
at a loW cost. The invention also provides methods, appa 
ratus and systems capable of more inexpensively realiZing 
encrypted information communication and code-signed 
communication With the use of a public key. 

[0032] The present invention provides methods, apparatus 
and systems for enabling information processing and com 
munication to be performed With high security maintained, 
on a terminal such as a mobile terminal on Which signature 
is frequently performed and for Which instantaneous pro 
cessing is required. The present invention further provides 
methods, apparatus and systems for realiZing a function 
Which requires an expensive operation using pseudo opera 
tions. 

[0033] In an example embodiment of the present inven 
tion, a secret key cryptosystem and tamper-proof hardWare 
are used to realiZe a pseudo public key cryptosystem at a loW 
cost. A trap-door one-Way function, Which is considered 
essential for constitution of a public key cryptosystem 
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generally, requires an “expensive” operation. Such a func 
tion is substantially realiZed With the use of tamper-proof 
hardWare. Each user performs communication using equip 
ment provided With hardWare having the same capabilities 
described beloW. Such hardWare retains association betWeen 
an ID and a key. In response to a request from a user, the 
hardWare issues and stores an ID, and it can perform 
decryption and generation of a message authentication code 
(hereinafter referred to as a MAC) With a key associated 
With the ID. Though this hardWare can perform encryption 
and veri?cation of a MAC With any given ID, it cannot 
perform decryption and generation of a MAC. A user 
publishes his ID. When performing encryption, a message 
sender encrypts a message using the published ID of a 
message receiver and using hardWare having the same 
capabilities as the receiver’ s hardWare. Aperson can perform 
decryption With the ID only by analyZing the mechanism in 
the hardWare. HoWever, the hardWare has a capability of 
destroying itself When such an act is attempted. 

[0034] When a symmetric function is used, it is basically 
dif?cult to derive K2 from K1, When plaintext is denoted by 
P, a ciphertext by C, a public key by K1, and a private key 
by K2. 

[0035] As for the function F satisfying the above, if it is 
virtually impossible for one Who does not knoW K2 to 
calculate F“, then a public key cryptosystem can be con 
stituted. In the present invention, a function F of a secret key 
K by inexpensive calculation is prepared, and the capability 
of F is hidden in tamper-proof hardWare. MeanWhile, 
K=G(ID), a one-to-one function hidden in hardWare, is 
prepared so that the folloWing are satis?ed, Where ID is an 
identi?er of the secret key. 

[0036] In this case, the ID is published as a pseudo public 
key so that anyone can calculate G(ID) When performing 
encryption or veri?cation of a MAC. On the other hand, 
When decryption or generation of a MAC is performed, only 
a valid oWner of the ID can calculate G(ID). Thereby, a 
trap-door one-Way function F realiZed by hardWare is con 
structed, and a pseudo public key cryptosystem is realiZed. 

[0037] As an advantageous apparatus of the present inven 
tion, there is used an apparatus including tamper-proof 
hardWare Which comprises an encryption-authentication 
section for performing issuance of an ID, encryption and 
authentication in response to a request by a user and a 
tampering detection section for detecting voltage change or 
pressure change to electrically destroy the encryption-au 
thentication section. 

[0038] Pseudo public key encryption is performed by 
means of this apparatus. The encryption-authentication sec 
tion of the apparatus comprises: an ID issuance-registration 
section for issuing an ID in response to a request by a user 
and storing the ID in a storage section; a key generation 
section for generating a key corresponding to the ID using 
a one-to-one function and outputting the ID; a ?rst key 
acquisition section for, in response to a request by a user for 
decryption or generation of a message authentication code, 
comparing an inputted ID and the ID stored in the ID storage 
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section and, if the IDs are corresponding to each other, 
handing over the ID to the key generation section to output 
a key generated by the key generation section; a second key 
acquisition section for, in response to a request by a user for 
encryption or veri?cation of a message With a message 
authentication code attached thereto, handing over an input 
ted ID to the key generation section to output a key gener 
ated by the key generation section; a message authentication 
code generation section for handing over an inputted ID to 
the ?rst key acquisition section and, With the use of a key 
outputted from the ?rst key acquisition section, calculating 
and outputting a message authentication code of an inputted 
message; a message authentication code veri?cation section 
for handing over an inputted ID to the second key acquisi 
tion section, calculating a message authentication code of an 
inputted message With the use of a key outputted from the 
second key acquisition section, comparing the obtained 
message authentication code and an inputted message 
authentication code, and, if the message authentication 
codes are corresponding to each other, returning information 
indicating that the veri?cation has succeeded to the user; an 
encryption section for handing over an inputted ID to the 
second key acquisition section, encrypting inputted plaintext 
With the use of a key outputted from the second key 
accuisition section and returning the result to a user; and a 
decryption section for handing over an inputted ID to the 
?rst acquisition section and, With the use of a key outputted 
from the ?rst key acquisition section, decrypting and out 
putting inputted encrypted text. 
[0039] An example of a method for performing pseudo 
public key encryption With the use of this apparatus includes 
the steps described beloW. The method includes, in sending 
a message betWeen a sending user and a receiving user 
having the apparatus A and the apparatus B, respectively, the 
steps of: the apparatus A selecting and storing a sending user 
ID, and then returning the sending user ID to the sending 
user, for publication of the sending user ID; the apparatus B 
selecting and storing a receiving user ID, and then returning 
the receiving user ID to the receiving user, for publication of 
the receiving user ID; the apparatus A acquiring a key 
corresponding to the sending user ID, generating a message 
authentication code and returning the message authentica 
tion code to the sending user; in response to a request by the 
sending user for encryption, the apparatus A acquiring a key 
corresponding to the receiving user ID, encrypting the 
message and the message authentication code and returning 
the encrypted message and message authentication code to 
the sending user; in response to a request by the receiving 
user for decryption of the encryption, the apparatus B 
acquiring a key corresponding to the receiving user ID, 
decrypting the received message and returning the decrypted 
message to the receiving user; and in response to a request 
by the receiving user for veri?cation of the message authen 
tication code, the apparatus B acquiring a key corresponding 
to the sending ID, verifying the message authentication code 
and returning the result to the receiving user. The above 
summary of the present invention does not enumerate all the 
necessary characteristics of the present invention, and a 
sub-combination of these characteristics may be the inven 
tion. 

[0040] Advantages of the invention include making it 
possible to realiZe encrypted information communication 
and code-signed communication With the use of a public key 
at a loW cost. By realiZing the present invention on a mobile 
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terminal Which has recently been used for more and more 
various purposes, especially on an inexpensive and mass 
produced terminal on Which signing is frequently performed 
and from Which processing immediacy is required, it is 
possible to enable information processing and communica 
tion requiring high-level security management even on such 
a terminal. 

[0041] FIG. 1 shoWs a block diagram of hardWare of the 
present invention. A system 100 is the entire system With an 
encryption-authentication section 101 and a tampering 
detection section 102 included therein. The encryption 
authentication section 101 performs services such as issu 
ance of an ID, encryption and authentication in response to 
a request from a user. The tampering detection section 102 
detects voltage change or pressure change caused When a 
user attempts analysis of an internal circuit of the system 
100, and electrically destroys the encryption-authentication 
section 101. 

[0042] FIG. 2 is a diagram shoWing the details of the 
encryption-authentication section 101 in FIG. 1. An ID 
issuance-registration section 201 issues a unique ID in 
response to a request from a user, and stores it in an ID 
storage section 206. A key generation section 210 generates 
and outputs a key based on an inputted ID and a seed stored 
in a seed storage section 209. When a user attempts decryp 
tion or generation of a MAC, a ?rst key acquisition section 
207 compares an inputted ID With the ID stored in the ID 
storage section 206. If the IDs are the same, the ?rst key 
acquisition section 207 hands over the ID to the key gen 
eration section 210, and outputs a key returned from the key 
generation section 210. If the IDs are not the same, an error 
is returned. When a user attempts encryption or veri?cation 
of a MAC-attached message, a second key acquisition 
section 208 hands over an inputted ID to the key generation 
section 210, and outputs a key returned from the key 
generation section 210. With a message and an ID as input, 
a MAC generation section 202 hands over the ID to the ?rst 
key acquisition section 207 and acquires a key. If an error is 
not returned from the key acquisition section, the MAC 
generation section 202 calculates and outputs a MAC of the 
message. If an error is returned from the key acquisition 
section, the MAC generation section 202 returns an error to 
the user. With the message, the MAC and the ID as input, a 
MAC veri?cation section 204 hands over the ID to the 
second key acquisition section 208 and acquires a key. The 
MAC generation section 202 calculates and outputs a MAC 
of the message based on the key, and compares the obtained 
MAC With the inputted MAC. If the MACs are the same, 
information indicating that the veri?cation has succeeded is 
returned to the user. OtherWise, information indicating that 
the veri?cation has failed is returned to the user. With plain 
text and the ID as input, an encryption section 205 hands 
over the ID to the second key acquisition section 208 and 
acquires a key. The encryption section 205 encrypts the 
plaintext based on the key, and returns the result to the user. 
With the ciphertext and the ID as input, a decryption section 
203 hands over the ID to the ?rst key acquisition section 207 
and acquires a key. If an error is not returned from the key 
acquisition section, the decryption section 203 decrypts and 
outputs the ciphertext based on the key. If an error is 
returned from the key acquisition section, the decryption 
section 203 returns an error to the user. 
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[0043] As understood from the above description, the 
hardware of the present invention has a capability of per 
forming encryption-decryption and generation-veri?cation 
of a MAC with a particular key, and tamper-proofness 
against hacking operation. The hardware is provided with 
the following interfaces: 

[0044] an interface for issuing and registering an ID 
associated with a key in response to a request from a 

user; 

[0045] an interface for decrypting a message with a 
given ID only when the ID is registered; 

[0046] an interface for generating a MAC from a 
decrypted message; 

[0047] an interface for encrypting a message with a 
given ID; and 

[0048] an interface for verifying the MAC of a message. 

[0049] Next, a method for exchanging information in the 
present invention will be described. An encrypted message 
is exchanged as described below. First, a message receiver 
requests an apparatus in which the system 100 of FIG. 1 is 
incorporated to issue an ID. The system 100 hands over an 
ID associated with a particular key to the user and registers 
the ID. The receiver publishes the received ID. A message 
sender uses the published ID to encrypt a message to be sent, 
through an apparatus in which a system 100 having the same 
capabilities is incorporated. Substantially, only the receiver 
can decrypt the message. 

[0050] A message with a MAC attached thereto is 
exchanged as described below. First, a message sender 
requests an apparatus in which the system 100 is incorpo 
rated to issue an ID. The system 100 hands over an ID 
associated with a particular key to the user and registers the 
ID. The sender generates a MAC for a message to be sent 
with the use of the received ID, through the same system 
100. Substantially, only the sender can generate the MAC. 
The sender sends the message, the MAC and the ID. A 
receiver of the message veri?es the received MAC for the 
received message with the use of the ID through an appa 
ratus in which a system 100 having the same capabilities is 
incorporated. 
[0051] A method for further enhancing the security of the 
present invention is as follows. In order that only a receiver 
can decrypt a message and only a sender can generate a 
MAC, it is desirable that the same ID should not be 
maliciously used, which is a common problem in public key 
cryptosystem. In order to achieve this, the following meth 
ods will be employed. 

[0052] Key Dilution by Secondary Coding 

[0053] When an ID is issued, it is encoded with higher 
entropy by including redundant information therein. 
Thereby, it is possible to signi?cantly reduce the possibility 
of the same ID being handed over to users. Furthermore, 
coding algorithms are varied among apparatus to make 
inverse encoding difficult. This makes it very difficult for a 
malicious person to identify a published ID and the ID 
registered with his own system 100 to be the same. Further 
more, by considering an intentional failure of decryption to 
be a malicious act and then stopping the functionalities when 
such an act is detected, it is possible to substantially prevent 
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a malicious person from performing decryption to check the 
sameness of an ID. For example, this mechanism can be 
realiZed by a method of padding a random value. The space 
for an original ID is de?ned as X bits, and a Y-bit space is 
further added in order to dilute a key. In this additional 
space, a random Y-bit number is put when an original ID is 
issued. The Q(+Y)-bit information obtained in this way is 
shu?led to obtain an ID to be published. Though this shul?e 
may be a simple shu?‘le such as combination of shifts and 
exchanges, the algorithm is hidden in the tamper-proof 
system 100. Thereby, the probability of the same keys being 
issued can be reduced to one ZAY-th of the probability in the 
case of using the X-bit key immediately. The published 
Q(+Y)-bit original key can be also simply implemented by 
implementing an inverse-operation algorithm in tamper 
proof hardware and removing the redundantly added space. 

[0054] Registration of ID 

[0055] An issued ID is validated by a certi?cation body. 
By the certi?cation body guaranteeing the uniqueness of the 
ID, invalid use of the ID is prevented. 

[0056] Restriction of Issuance of ID 

[0057] As means for preventing issuance of the same ID, 
the number of issuances is limited, or charge for issuance is 
imposed. 

[0058] In order to prevent equipment for which an ID has 
been issued once from being used by other users, user 
authentication is required to use the equipment. 

[0059] A method for realizing the present invention in 
combination with an ID-based cryptosystem will be 
described. An ID of the present invention functions not as 
“an ID of an individual” but as “an ID of a key”. Therefore, 
generally, the present invention needs a certi?cation body to 
publish an ID similarly to other (non-ID-based) public key 
cryptosystems. Meanwhile, since the object of an ID-based 
cryptosystem corresponds to the object of the present inven 
tion, it is also possible to use both systems in combination 
with each other. In this case, a key generation body generates 
a user’s private key so that the “ID of an individual” is 
adapted to be the “ID of a key”. This can be achieved, for 
example, by enabling only the key generation body to issue 
and register any given ID. In this case, a public key can be 
known not via the certi?cation body, and therefore, it is 
possible to construct a system enabling more inexpensive 
encryption. 

Embodiment l 

[0060] Description will be made on an embodiment in the 
case where a suf?cient number of keys can be stored in the 
system 100 (including each interface and sending-receiving 
protocols) with the use of FIG. 3. It is assumed that a user 
A and a user B communicate with each other using the 
system 100 in FIG. 1 (hardware A and hardware B). It is also 
assumed that a suf?cient number of keys are stored in the 
system 100, each of which is given an ID speci?c thereto. If 
the pieces of hardware are the same, mapping of the ID and 
the key is also the same. 

[0061] The user A requests an ID from the hardware A 
(310). The hardware A selects an ID (hereinafter referred to 
as ID-A) at random from an ID space (320), and returns the 
ID to the user A. The ID is also stored in an ID storage 
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section. The user Apublishes the ID-A. Meanwhile, the user 
B has also performed the same processing as the userA. That 
is, the user B requests an ID from the hardWare B (310). The 
hardware B selects an ID (hereinafter referred to as ID-B) at 
random from an ID space, and returns the ID to the user B. 
The ID is also stored in an ID storage section (330). The user 
B publishes the ID-B. Suppose that the user A sends a 
message to the user B. First, the message is given a MAC 
With the key of the user A, and then it is encrypted With the 
key of the user B. Any MAC and any encryption algorithm 
can be selected Without making any change in the con?gu 
ration of this speci?cation. For example, HMAC-SHAl or 
AES may be used. 

[0062] The user A creates a message to be sent in the 
folloWing procedure. The userA hands over the message and 
the ID-A to the hardWare A, and requests generation of a 
MAC. The hardWare A checks Whether the ID-A is stored in 
the ID storage section (340). If the ID-A is stored, then the 
hardWare A acquires a key corresponding to the ID-A from 
the key storage section (350), generates a MAC (360), and 
returns it to the user A. If the ID-A is not stored, then the 
hardWare A returns an error to the user A. The user A hands 
over the (messagelMAC) and the ID-B to the hardWare A 
and requests encryption. The hardWare A acquires a key 
corresponding to the ID-B from the key storage section, 
decrypts the (messagelMAC) (370), and returns it to the user 
A. 

[0063] MeanWhile, the user B processes the received mes 
sage in the folloWing procedure. The user B hands over the 
received message and the ID-B to the hardWare B and 
requests decryption. The hardWare B checks Whether the 
ID-B is stored in the ID storage section (340). If the ID-B is 
stored, then the hardWare B acquires a key corresponding to 
the ID-B from the key storage section (350), decrypts the 
received message (380), and returns it to the user B. If the 
ID-B is not stored, then the hardWare B returns an error to 
the user B. The user B hands over the message, the MAC and 
the ID-A to the hardWare B, and requests veri?cation of the 
MAC. The hardWare B acquires a key corresponding to the 
ID-A from the key storage section, veri?es the MAC (390), 
and returns the result to the user B. 

Embodiment 2 

[0064] Actually, it is often impossible to a storage capacity 
enough to store a suf?cient number of key. Description Will 
be made on an embodiment in the case Where a suf?cient 
number of keys cannot be stored in the system 100 With the 
use of FIG. 4. Only one value (hereinafter referred to as a 
seed) is stored in the system 100 so that a key is generated 
from the seed and an ID as appropriate. Any hash algorithm 
(for example, SHA-l) is used so that a hash value of 
(IDlseed) is used as a key. In this case, the procedure for the 
user A to create a message to be sent is as folloWs. 

[0065] The procedure from the step Where the users A and 
B request an ID and the hardWare selects and stores an ID 
to the step Where each user publishes his oWn ID is the same 
as that of the embodiment described above. Suppose that the 
user A sends a message to the user B. When creating a 
message to be sent, the user A hands over the message and 
the ID-A to the hardWare A and requests generation of a 
MAC. The hardWare A checks Whether the ID-A is stored in 
the ID storage section (440). If the ID-A is stored, then the 
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hardWare A generates a key from the seed and the ID-A 
(450), generates a MAC (460), and returns it to the user A. 
If the ID-A is not stored, then the hardWare A returns an error 
to the user A. The user A hands over (message IMAC) and 
the ID-B to the hardWare A, and requests encryption. The 
hardWare A generates a key from the seed and the ID-B, 
encrypts the (messagelMAC) (470), and returns it to the user 
A. 

[0066] On the other hand, the procedure in Which the user 
B processes a received message is as folloWs. The user B 
hands over the received message and the ID-B to the 
hardWare B and requests decryption. The hardWare B checks 
Whether the ID-B is stored in the ID storage section (440). 
If the ID-B is stored, then the hardWare B generates a key 
from the seed and the ID-B (450), decrypts the received 
message (480), and returns it to the user B. If the ID-B is not 
stored, then the hardWare B returns an error to the user B. 
The user B hands over the message, the MAC and the ID-A 
to the hardWare B and requests veri?cation of the MAC. The 
hardWare B generates a key from the seed and the ID-A, 
veri?es the MAC (490), and returns the result to the user B. 

Embodiment 3 

[0067] In the tWo embodiments described above, there is 
shoWn a case Where an ID is selected at random. Next, an 
example of applying the present invention to an ID-based 
cryptosystem With the use of FIG. 5. In this case, the 
processing to be performed by the user A in advance is as 
folloWs. The user A hands over the hardWare A and the ID-A 
to an ID storage body 520, and requests storage of the ID in 
the hardWare (510). The ID storage body hands over the 
ID-A to the hardWare A, and requests storage of the ID. The 
hardWare A stores the ID-A in the ID storage section. The 
processing to be performed by the user B in advance is the 
same. That is, the user B hands over the hardWare B and the 
ID-B to the ID storage body 520, and requests storage of the 
ID in the hardWare (510). The ID storage body hands over 
the ID-B to the hardWare B, and requests storage of the ID. 
The hardWare B stores the ID-B in the ID storage section. 
The procedure for the user A to create a message to be sent 
and the procedure for the user B to process a received 
message are the same as those in the embodiment l or the 
embodiment 2. 

Embodiment 4 

[0068] In the embodiment 3, a common procedure in an 
ID-based cryptosystem has been shoWn. A procedure 
enabling acquisition of an ID and handing over of equipment 
to be performed more e?iciently is shoWn in FIG. 6, taking 
a case of applying this to a mobile phone as an example. 
Here, the ID storage mechanism is realiZed by an equipment 
manufacturer consigning sale of equipment to a retailer 
While assuring that an ID is stored in the equipment only 
once, and the retailer acquiring an appropriate and unique ID 
by cooperation of the infrastructure, storing it in the equip 
ment and handing over the equipment to a user. Speci?cally, 
a phone number is set as an ID. At step 610, the equipment 
manufacturer determines one one-to-one function f for 
acquiring a key from the ID (phone number). Next, at step 
620, f(ID) is included in a tamper-proof apparatus. The 
equipment manufacturer prepares a Write-once storage in the 
apparatus in advance. Finally, at step 630, the retailer Writes 
the ID there to register it With the equipment so that it is to 
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be input of f(ID). Here, the same as shown in the embodi 
ment 1 or the embodiment 2, decryption of a message and 
generation of a MAC With f(ID) is possible only on equip 
ment With Which the ID is registered. On the other hand, on 
equipment With Which the ID is not registered, decryption of 
a message With f(ID) is possible. Veri?cation of a MAC is 
also possible. 

[0069] A message is exchanged as folloWs. The users A 
and B purchase a mobile phones and obtain unique phone 
numbers NA and NB, respectively. In the case of encryption, 
the user A encrypts a message M With f (NB) as a key. The 
userA sends the encrypted message E(M) to the user B. The 
user B decrypts the E(M) With the use of f(NB). It is only the 
user B that can perform decryption With f(NB). In the case 
of signature, the user A generates a MAC of the message M 
With f(NA) as a key, and sends the M and the MAC to the 
user B. In this case, it is only the userAthat can generate the 
MAC of the M With the use of f(NA). The user B can verify 
the sent mes sage M and MAC and check the signature by the 
user A. A similar mechanism can be applied to apparatuses 
other than a mobile phone. For example, When an informa 
tion appliance is connected to the Internet, an IP address or 
a host name can be used as an ID. 

[0070] The present invention can be realiZed in hardWare, 
softWare, or a combination of hardWare and softWare. It may 
be implemented as a method having steps to implement one 
or more functions of the invention, and/or it may be imple 
mented as an apparatus having components and/ or means to 
implement one or more steps of a method of the invention 
described above and/or knoWn to those skilled in the art. A 
visualiZation tool according to the present invention can be 
realiZed in a centraliZed fashion in one computer system or 
in a distributed fashion Where different elements are spread 
across several interconnected computer systems. Any kind 
of computer systemior other apparatus adapted for carry 
ing out the methods and/or functions described hereiniis 
suitable. A typical combination of hardWare and softWare 
could be a general purpose computer system With a com 
puter program that, When being loaded and executed, con 
trols the computer system such that it carries out the methods 
described herein. The present invention can also be embed 
ded in a computer program product, Which comprises all the 
features enabling the implementation of the methods 
described herein, and WhichiWhen loaded in a computer 
systemiis able to carry out these methods. Methods of this 
invention may be implemented by an apparatus Which 
provides the functions carrying out the steps of the methods. 
Apparatus and/or systems of this invention may be imple 
mented by a method that includes steps to produce the 
functions of the apparatus and/or systems. 

[0071] Computer program means or computer program in 
the present context include any expression, in any language, 
code or notation, of a set of instructions intended to cause a 
system having an information processing capability to per 
form a particular function either directly or after conversion 
to another language, code or notation, and/or after repro 
duction in a different material form. 

[0072] Thus the invention includes an article of manufac 
ture Which comprises a computer usable medium having 
computer readable program code means embodied therein 
for causing one or more functions described above. The 
computer readable program code means in the article of 
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manufacture comprises computer readable program code 
means for causing a computer to effect the steps of a method 
of this invention. Similarly, the present invention may be 
implemented as a computer program product comprising a 
computer usable medium having computer readable pro 
gram code means embodied therein for causing a function 
described above. The computer readable program code 
means in the computer program product comprising com 
puter readable program code means for causing a computer 
to affect one or more functions of this invention. Further 
more, the present invention may be implemented as a 
program storage device readable by machine, tangibly 
embodying a program of instructions executable by the 
machine to perform method steps for causing one or more 
functions of this invention. 

[0073] It is noted that the foregoing has outlined some of 
the more pertinent objects and embodiments of the present 
invention. This invention may be used for many applica 
tions. Thus, although the description is made for particular 
arrangements and methods, the intent and concept of the 
invention is suitable and applicable to other arrangements 
and applications. It Will be clear to those skilled in the art 
that modi?cations to the disclosed embodiments can be 
effected Without departing from the spirit and scope of the 
invention. The described embodiments ought to be con 
strued to be merely illustrative of some of the more promi 
nent features and applications of the invention. Other ben 
e?cial results can be realiZed by applying the disclosed 
invention in a different manner or modifying the invention 
in Ways knoWn to those familiar With the art. 

What is claimed is: 
1) An apparatus comprising tamper-proof hardWare, the 

hardWare comprising an encryption-authentication section 
for performing issuance of an ID, encryption, and authen 
tication, in response to a request by a user, and a tampering 
detection section for detecting one of voltage change and 
pressure change, to electrically destroy the encryption-au 
thentication section, the encryption-authentication section 
comprising: 

an ID issuance-registration section for issuing an ID in 
response to a request by a user, and storing the ID in a 
storage section; 

a key generation section for generating a key correspond 
ing to the ID using a one-to-one function, and output 
ting the key; 

a ?rst key acquisition section for, in response to a request 
by a user for decryption or generation of a message 
authentication code, comparing an inputted ID and the 
ID stored in the ID storage section, and, if the IDs are 
corresponding to each other, handing over the ID to the 
key generation section to output a key generated by the 
key generation section; 

a second key acquisition section for, in response to a 
request by a user for encryption or veri?cation of a 
message With a message authentication code attached 
thereto, handing over an inputted ID to the key gen 
eration section to output a key generated by the key 
generation section; 

a message authentication code generation section for 
handing over an inputted ID to the ?rst key acquisition 
section, and, With the use of a key outputted from the 



US 2007/0189517 A1 

?rst key acquisition section, calculating and outputting 
a message authentication code of an inputted message; 

a message authentication code veri?cation section for 
handing over an inputted ID to the second key acqui 
sition section, calculating a message authentication 
code of an inputted message With the use of a key 
outputted from the second key acquisition section, 
comparing the obtained message authentication code 
and an inputted message authentication code, and, if the 
message authentication codes are corresponding to 
each other, returning information indicating that the 
veri?cation has succeeded to the user; 

an encryption section for handing over an inputted ID to 
the second key acquisition section, encrypting inputted 
plaintext With the use of a key outputted from the 
second key acquisition section, and returning the result 
to a user; and 

a decryption section for handing over an inputted ID to the 
?rst acquisition section and, With the use of a key 
outputted from the ?rst key acquisition section, 
decrypting and outputting inputted encrypted text. 

2) The apparatus according to claim 1, Wherein the 
encryption-authentication section has a seed storage section, 
and the key generation section generates a key, based on a 
seed stored in the seed storage section and the ID stored in 
the ID storage section, and outputs the key. 

3) The apparatus according to claim 1, Wherein the ID 
issuance-registration section includes redundant information 
in an ID When issuing the ID. 

4) The apparatus according to claim 1, Wherein the 
encryption-authentication section further has a Write-once 
storage area so that registration of the ID is enabled by 
Writing the ID in the Write-once storage area. 

5) The apparatus according to claim 1, Where in issuance 
registration of the ID is performed only by a key generation 
body. 

6) A method for performing pseudo public key encryption 
and digital signaling With the use of an apparatus including 
tamper-proof hardWare Which comprises an encryption 
authentication section for performing issuance of an ID, 
encryption, and authentication, in response to a request by a 
user, and a tampering detection section for detecting voltage 
change or pressure change to electrically destroy the encryp 
tion-authentication section, the encryption-authentication 
section of the apparatus comprising: 

an ID issuance-registration section for issuing an ID in 
response to a request by a user, and storing the ID in a 
storage section; 

a key generation section for generating a key correspond 
ing to the ID using a one-to-one function, and output 
ting the key; 

a ?rst key acquisition section for, in response to a request 
by a user for decryption, or generation of a message 
authentication code, comparing an inputted ID and the 
ID stored in the ID storage section, and, if the IDs are 
corresponding to each other, handing over the ID to the 
key generation section to output a key generated by the 
key generation section; 

a second key acquisition section for, in response to a 
request by a user for encryption, or veri?cation of a 
message With a message authentication code attached 
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thereto, handing over an inputted ID to the key gen 
eration section to output a key generated by the key 
generation section; 

a message authentication code generation section for 
handing over an inputted ID to the ?rst key acquisition 
section, and, With the use of a key outputted from the 
?rst key acquisition section, calculating and outputting 
a message authentication code of an inputted message; 

a message authentication code veri?cation section for 
handing over an inputted ID to the second key acqui 
sition section, calculating a message authentication 
code of an inputted message With the use of a key 
outputted from the second key acquisition section, 
comparing the obtained message authentication code 
and an inputted message authentication code, and, if the 
message authentication codes are corresponding to 
each other, returning information indicating that the 
veri?cation has succeeded to the user; 

an encryption section for handing over an inputted ID to 
the second key acquisition section, encrypting inputted 
plaintext With the use of a key outputted from the 
second key acquisition section, and returning the result 
to a user; and 

a decryption section for handing over an inputted ID to the 
?rst acquisition section, and, With the use of a key 
outputted from the ?rst key acquisition section, 
decrypting and outputting inputted encrypted text; and 

the method comprising, in sending a message betWeen a 
sending user and a receiving user, having the apparatus 
A and the apparatus B, respectively, the steps of: 

the apparatus A selecting and storing a sending user ID, 
and then returning the sending user ID to the sending 
user, for publication of the sending user ID; 

the apparatus B selecting and storing a receiving user ID, 
and then returning the receiving user ID to the receiv 
ing user, for publication of the receiving user ID; 

the apparatus A acquiring a key corresponding to the 
sending user ID, generating a message authentication 
code, and returning the message authentication code to 
the sending user; 

in response to a request by the sending user for encryp 
tion, the apparatus A acquiring a key corresponding to 
the receiving user ID, encrypting the message and the 
message authentication code, and returning the 
encrypted message and message authentication code to 
the sending user; 

in response to a request by the receiving user for decryp 
tion of the encryption, the apparatus B acquiring a key 
corresponding to the receiving user ID, decrypting the 
received message, and returning the decrypted message 
to the receiving user; and 

in response to a request by the receiving user for veri? 
cation of the message authentication code, the appara 
tus B acquiring a key corresponding to the sending ID, 
verifying the message authentication code, and retum 
ing the result to the receiving user. 

7) The method according to claim 6, Wherein the encryp 
tion-authentication section has a seed storage section, and 
the key generation section generates a key based on a seed 
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stored in the seed storage section and the ID stored in the ID 
storage section, and outputs the key. 

8) The method according to claim 6, Wherein the ID 
issuance-registration section includes redundant information 
in an ID When issuing the ID. 

9) The method according to claim 6, Wherein the encryp 
tion-authentication section further has a Write-once storage 
area so that registration of the ID is enabled by Writing the 
ID in the Write-once storage area. 

10) The method according to claim 6, Wherein issuance 
registration of the ID is performed only by a key generation 
body. 

11) A method comprising: 

providing tamper-proof hardWare having capabilities to 
perform issuance of an ID, encryption, and authentica 
tion, in response to a request by a user; 

detecting one of voltage change and pressure change, and 
electrically destroying at least one of said capabilities; 

issuing and storing a ?rst ID in response to a request by 
a user; 

generating a ?rst key corresponding to the ?rst ID using 
a one-to-one function, and outputting the ?rst key; 

in response to a request by the user for one of decryption 
of a message authentication code and generation of a 
message authentication code, comparing an inputted ID 
and the ?rst ID, and if the inputted ID and the ?rst ID 
correspond to each other, handing over the ?rst ID and 
outputting the ?rst key; 

in response to a request by the user for encryption or 
veri?cation of a message With a message authentication 
code attached thereto, handing over the inputted ID and 
outputting a second key; 

handing over the inputted ID to the ?rst key acquisition 
section, and With the use of the ?rst key calculating and 
outputting a message authentication code of an inputted 
message; 

a message authentication code veri?cation section for 
handing over the inputted ID to the second key acqui 
sition section, calculating a message authentication 
code of the inputted message With the use of the second 
key, comparing the obtained message authentication 
code and an inputted message authentication code, and, 
if the message authentication codes correspond to each 
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other, returning information to the user indicating that 
the veri?cation has succeeded; 

handing over the inputted ID, encrypting inputted plain 
text With the use of the second key, and returning the 
result to a user; and 

handing over the inputted ID, and With the use of the ?rst 
key, decrypting and outputting inputted encrypted text. 

12) The method according to claim 11, Wherein at least 
one key is based on a stored seed. 

13) The method according to claim 11, further comprising 
including redundant information in each issued ID. 

14) The method according to claim 11, further comprising 
enabling a Write-once storage such that registration of the ID 
occurs by Writing the ID in a Write-once storage area. 

15) The method according to claim 11, Wherein issuance 
registration of the ID is performed only by a key generation 
body. 

16) An article of manufacture comprising a computer 
usable medium having computer readable program code 
means embodied therein for causing encryption functions, 
the computer readable program code means in said article of 
manufacture comprising computer readable program code 
means for causing a computer to effect the steps of claim 11. 

17) A program storage device readable by machine, 
tangibly embodying a program of instructions executable by 
the machine to perform method steps for encryption func 
tions, said method steps comprising the steps of claim 11. 

18) An article of manufacture comprising a computer 
usable medium having computer readable program code 
means embodied therein for causing encryption functions, 
the computer readable program code means in said article of 
manufacture comprising computer readable program code 
means for causing a computer to effect the steps of claim 6. 

19) A program storage device readable by machine, 
tangibly embodying a program of instructions executable by 
the machine to perform method steps for encryption func 
tions, said method steps comprising the steps of claim 6. 

20) A computer program product comprising a computer 
usable medium having computer readable program code 
means embodied therein for causing encryption functions, 
the computer readable program code means in said computer 
program product comprising computer readable program 
code means for causing a computer to effect the functions of 
claim 1. 


