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(57) ABSTRACT 

Embodiments relate to systems and methods for implemen 
tation on a mobile device to force the mobile device into a 
secure state upon detection or determination of a triggering 
event. Once it is determined that a triggering event has 
occurred, each application operating on the mobile device is 
caused to immediately unreference sensitive objects and a 
secure garbage collection operation is performed upon the 
unreferenced sensitive objects to render data associated 
therewith unreadable. The mobile device is then caused to 
enter a secure state, in Which the mobile device cannot be 
accessed Without authorization. A microprocessor Within the 
mobile device is con?gured to determine the existence of the 
triggering event according to a con?guration data structure 
and to perform the secure garbage collection. 
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SYSTEM AND METHOD TO FORCE A MOBILE 
DEVICE INTO A SECURE STATE 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a continuation-in-part of US. 
Utility patent application Ser. No. 10/508,187, ?led on Sep. 
17, 2004 as a national stage application of International 
Application No. PCT/CA03/00402, ?led Mar. 20, 2003, the 
entire disclosure of Which is incorporated herein by refer 
ence, Which claims the bene?t of and priority to US. 
Provisional Patent Application Ser. No. 60/365,515, ?led 
Mar. 20, 2002, the entire disclosure of Which is incorporated 
herein by reference. 

TECHNICAL FIELD 

[0002] This invention relates generally to mobile devices 
and more particularly to security techniques on a mobile 
device. 

BACKGROUND 

[0003] Many knoWn mobile devices support objects, such 
as those in Java to send, receive, or at least use data, voice, 
and/or multi-media (audio/video). These objects may be 
involved in sensitive information from cellular netWorks and 
With many different services. HoWever, garbage collection 
operations presently performed on mobile devices have 
security de?ciencies. 

[0004] A non-limiting example of the de?ciencies 
includes collection of unreachable objects. For example, 
FIG. 1 shoWs a typical state of a heap betWeen garbage 
collections of unreferenced objects. A typical garbage col 
lector Waits until memory becomes loW before collecting 
unreachable objects. Thus, an object may become unreach 
able Well before it is collected. This creates an unpredictable 
WindoW of opportunity for an attack, especially if the 
memory recovery itself is not secure. 

[0005] For mobile devices employing content protection, 
once the user locks the mobile device, there is a period of 
time betWeen When the lock command or trigger is initiated 
and the device actually becomes locked. This delay presents 
a WindoW of opportunity for an attack While the device 
?nishes encrypting its data. During this WindoW of oppor 
tunity, it is possible that the device may be subject to 
unauthoriZed access and some of the unencrypted data read. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 shoWs the state of a typical heap betWeen 
unreferenced objects using a knoWn garbage collector; 

[0007] FIG. 2 is a block diagram shoWing an exemplary 
secure garbage collection system according to an embodi 
ment of the invention; 

[0008] FIG. 3a is a block diagram illustrating in greater 
detail the physical vieW of an example addressable storage 
of FIG. 2, featuring objects in RAM and Flash in an 
exemplary cryptographic message vieWing application. 

[0009] FIG. 3b is a block diagram illustrating the logical 
vieW of FIG. 3a; 
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[0010] FIG. 4 is a How diagram shoWing an example 
method of triggering secure garbage collection on a mobile 
device according to an embodiment of the invention; 

[0011] FIG. 5 is a How diagram shoWing an example 
method of secure garbage collection Whereby unreferenced 
objects are securely garbage collected according to an 
embodiment of the invention; 

[0012] FIG. 6 is a block diagram illustrating softWare 
components for use in secure garbage collection on a mobile 

device; 

[0013] FIG. 7 is a schematic diagram of an exemplary 
Wireless device’s components; and 

[0014] FIG. 8 is a How diagram shoWing an example 
method of forcing a mobile device into a secure state. 

DETAILED DESCRIPTION 

[0015] With reference noW to the Figures, FIG. 2 is a block 
diagram shoWing an exemplary secure garbage collection 
system 300. The system 300 among other things secures 
sensitive information, Which may exist on its oWn, may arise 
from Personal Information Management (PIM), or may arise 
from communications such as voice and/or video calls, short 
messaging service (SMS) communication, e-mail messag 
ing, Web page communication, and Wireless access protocol 
(WAP) communication. The system 300 enables secure 
decryption techniques and secure persistent storage tech 
niques. Many different types of mobile devices may utiliZe 
system 300, such as personal digital assistants, mobile 
communication devices, cellular phones, and Wireless tWo 
Way communication devices, as Well as any device that has 
sensitive information. 

[0016] The exemplary secure garbage collection system 
300 of FIG. 2 includes a microprocessor 110, and an 
addressable storage 120 connected to microprocessor 110 by 
a data bus 130. The addressable storage 120 stores micro 
processor softWare modules 140, a heap (memory) 150 and 
a reference table 160. 

[0017] Microprocessor softWare 140 includes a native 
Wipe function 170. The native Wipe function 170 can oblit 
erate the data in a portion of addressable storage 120. A 
suitable function in the ‘C’ programming language is the 
function ‘memset( )’, Which could be used to Write over data 
With all Zeroes, all ones, or With random data to thWart 
sophisticated memory recovery techniques. Such a Wipe 
function can be used once or multiple times in relation to the 
same portion of storage 120. Microprocessor softWare 140 
may also include virtual machine softWare 200, having a 
secure garbage collector softWare module 205 capable of 
using a native Wipe function 170, as Well as being able to 
access objects in heap 150 via reference table 160. Such 
softWare 140 may be used in many different implementation 
environments, such as object-oriented environments (e.g., 
Java). 

[0018] Virtual machine softWare 200 is capable of inter 
preting virtual machine instructions found in softWare mod 
ules 210. A speci?c virtual machine softWare module (e.g., 
secure vieWer application 220) is shoWn, and Will be used as 
an example application Which uses secure garbage collection 
techniques. 
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[0019] Secure vieWer application 220, When executed by 
virtual machine software 200, results in vieWer object 10V 
being allocated in heap 150, accessible via its corresponding 
@V 35V entry in reference table 160. VieWer object 10V 
could be, for instance, a user interface object Which displays 
sensitive information in a sensitive object, such as object 
10S. Viewer object 10V preferably dynamically generates 
sensitive object 10S from secure object 70E by authentica 
tion in vieWer application 220. 

[0020] For instance, if secure object 70E is an encrypted 
secure message, then sensitive object 10S is a clear unen 
crypted version of the secure message, dynamically gener 
ated by secure vieWer application module 220, in this case 
comprises a secure e-mail vieWer application, preferably by 
obtaining and applying a private key to the encrypted secure 
message object 70E. The secure encrypted message may be 
a S/MlME or PGP encrypted message, for example. The 
secure e-mail vieWer application may alloW secure vieWing 
of S/MIME and PGP encrypted e-mail messages, for 
example. 
[0021] Heap 150 may be partitioned so that sensitive 
objects, such as object 10S, are distinguishable from secure 
objects, such as object 70E, as illustrated by regions 152 and 
157 Which respectively bound sensitive and secure portions 
of heap 150. Di?ferent partitioning con?gurations (or none at 
all) are possible With respect to handling sensitive and 
secure objects in order to ?t the situation at hand. 

[0022] Also shoWn is a portion of heap 150 Which is 
unreachable, illustrated by region 155. Region 155 contains 
objects 10V', 10S' and 70E' Which are no longer referenced 
by other objects, and as such, are suitable for garbage 
collection. Notice that object 10S' is both unreachable and 
sensitive, object 70E' is both unreachable and secure, 
Whereas object 10V' is only unreachable. 

[0023] Returning to the secure vieWer application 220 
example, objects 10V', 10S' and 70E' are unreachable, for 
instance if the secure vieWer application stopped displaying 
vieWer 10V' in response to a delete message user interface 
command. Thus, if vieWer 10V' Was the only object having 
references to sensitive object 10S' and 70E', When the 
reference to 10V' is lost, all three objects are candidates for 
garbage collection. Notice hoWever that object 70E, 
although referenced by vieWer 10V, is still reachable and 
secure (e.g. encrypted S/MlMEiperhaps because it Was the 
previous message vieWed by vieWer 10V' and Was not 
deleted by the user). 
[0024] Secure garbage collector module 205, once it has 
detected that objects 10V', 10S' and 70E' are unreachable, 
securely reclaims the memory they Were using by calling 
native Wipe function 170 to Wipe at least object 10S', as Well 
as optionally objects 10V' and 70E'. Optionally, all garbage 
collections use the Wipe native function 170 thereby treating 
all objects as sensitive. 

[0025] With reference to FIGS. 3a and 3b, FIG. 3a is a 
block diagram illustrating in greater detail the physical vieW 
of an example addressable storage of FIG. 2, featuring a 
reference table, a vieWer object in RAM, a persistent 
encrypted object in Flash, and a transient sensitive object in 
RAM, in an exemplary cryptographic message vieWing 
application. 
[0026] FIG. 3b is a block diagram illustrating the logical 
vieW of FIG. 3a. Both are described next. 
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[0027] An object 10V that references object 10S and 
object 70E, are illustrated as they might appear someWhere 
in RAM 20 or Flash 80. 

[0028] Also illustrated is a reference table 30, situated 
someWhere in RAM 20. The reference table 30 has several 
storage elements (35V, 35S, 35E) of a ?xed siZe “W”37 to 
simplify the indexed access to storage elements. Each used 
storage element (35V, 35S, 35E) corresponds to an object 
(10V, 10S, 70E) Which is located in an addressable space, 
here consisting of RAM 20 and Flash 80. For example object 
V 10V ?nds correspondence With storage element index 
“V”35V, object E 70E ?nds correspondence With storage 
element index “e ”35E, Whereas object S 10S ?nds corre 
spondence With storage element index “s”35S. The 
addresses (40V, 40S, 90E) of corresponding objects (10V, 
10S, 70E) are stored in storage elements (35V, 35S, 35E) so 
that knoWing the index of an object in the reference table 30 
it is possible to obtain the address (40V, 40S, 90E) of an 
object (10V, 10S, 70E), respectively. This is done by ?rst 
obtaining the address @R 50 of the reference table 30. Then, 
given an object’s reference, such as “s”55S for the example 
V object 10V, the address of the storage element @(R+v*W) 
60V can be obtained by multiplying the index 55V “v” by 
the siZe “W”37 of each storage element. 

[0029] Since the “v” storage element 35V holds the 
address of the corresponding object V 10V, resolving the 
contents of the storage element 35V provides the address 
@V 40V of object V 10V in RAM 20. Similarly, the “s” 
storage element 35S, When resolved provides the address 
@S 40S of object 10S in RAM 20, and the “e” storage 
element 35E points to an address @E 90E of object 70E in 
Flash 80. Also shoWn is hoW each object (10V, 10S, 70E) 
contains Within its format its “this reference” (55V, 55S, 
55E) related to the reference table 30. Also shoWn is hoW, 
object V 10V contains Within its format a reference “E”65E 
to object E 70E, and a reference “S”65S to object S 10S. 
This alloWs a runtime context Within the scope of object V 
10V to be able to access objects E 70E and 10S in the same 
Way, regardless of the fact that object E 70E is situated at an 
address 90E in Flash 80 and object V 70A is in RAM 20. 

[0030] Object 10V could be a Secure Multipurpose lnter 
net Mail Extensions (S/MIME) or PGP vieWer, in Which 
case object 70E could be a persistent (S/MIME or PGP) 
encrypted message, and object 10S could be the sensitive 
decrypted version of encrypted message 70E. VieWer object 
10V could have generated sensitive object 10S from 
encrypted object 70E at the request of and after authenti 
cating the user of vieWer 10Vithat is, the intended recipient 
of the S/MlME or PGP message. 

[0031] With reference to FIG. 4, FIG. 4 depicts a How 
diagram shoWing an example method of triggering secure 
garbage collection on a mobile device. Step 410 includes 
Waiting for a trigger. Any parameters associated With a 
trigger could be loaded from storage 120 via con?guration 
402. A trigger can result from many different events, such as, 
but not limited to, the events described beloW. 

[0032] 4051 is a timeout event, Which may occur When the 
mobile device is left idle; 

[0033] 405H is a holstered or cradled event, Which may 
occur When the user, or an attacker, either places or removes 
the device from its holster (if so equipped) or cradle (if so 
equipped). 
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[0034] 405L is a screen lock or user lock event, Which may 
occur due to any number of reasons, such as When a user 
enters a password at a lock screen, or When a user expressly 
locks the device or screen; 

[0035] 405A is an application event, such as When a 
vieWer has stopped displaying a sensitive object. In the case 
of S/MIME or PGP, messages are preferably kept secure 
(encrypted) and are decrypted only if vieWed. HoWever, a 
con?guration parameter could be used to age the decrypted 
message before causing a secure garbage collection trigger 
to give the user the opportunity to vieW a message, close it, 
and re-open it Within a narroW time out period. 

[0036] 405R is a roll back trigger, Which can occur When 
ever the system clock (if so equipped) or a time Zone has 
been altered. A con?guration parameter could be used to 
specify the speci?c cases. 

[0037] 405E is a transceiver event, Which can occur if the 
mobile device communicates (if so equipped), for instance 
over a Wireless network. For example, When communicating 
using S/ MIME or PGP, or While broWsing using SSL or TLS, 
caches may be securely garbage collected. 

[0038] Step 420 includes performing subsequent steps for 
all secure applications. Secure applications may be selected 
by con?guration, or may include all applications. 

[0039] Step 430 includes requesting that a secure appli 
cation unreference sensitive objects. Thus, this step helps 
ensure that the WindoW of opportunity of an attacker is 
greatly limited in secure applications regardless of the 
trigger. 

[0040] Step 440 includes secure garbage collecting. This 
step at least includes calling the native Wipe function, but 
may also include other actions, such as, but not limited to, 
cleaning out (clearing) the system clipboard (if so equipped 
and con?gured). An exemplary method to carry out this step 
is discussed beloW With reference to FIG. 5. 

[0041] Step 450 includes determining if all secure appli 
cations have been processed. If all secure applications are 
clean (e.g., applications have no references to sensitive 
objects), then steps 430 and 440 are repeated for the remain 
ing secure applications. Alternatively, if all secure applica 
tions are clean, then step 410 ensues and the method begins 
aneW. 

[0042] It is noted that the method of FIG. 4 may be 
implemented as a “Daemon” application for the virtual 
machine. 

[0043] With reference to FIG. 5, FIG. 5 is a How diagram 
shoWing an exemplary method of secure garbage collection 
Whereby unreferenced objects are securely garbage col 
lected. 

[0044] The method 500 of FIG. 5 may be used to carry out 
step 440 of FIG. 4. Step 510 includes collecting unrefer 
enced objects. This step may receive an indication, for 
instance via con?guration information 502, such as Which 
trigger caused the garbage collection in the method 400 of 
FIG. 4. For example, if an S/MIME vieWer application Was 
the trigger, then unreferenced sensitive objects Would pref 
erably be collected from the heap starting near the cause of 
the trigger. 
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[0045] Step 520 includes performing subsequent steps for 
all unreferenced objects in the heap. Step 530 includes 
determining if the unreferenced object is sensitive. As Was 
described in reference to FIG. 2, in one embodiment, all 
unreferenced objects are treated as sensitive. This may also 
be speci?ed in the con?guration information 502. If the 
unreferenced object is determined to be sensitive, then step 
540 ensues, folloWed by step 550; if not, then step 550 
ensues. 

[0046] Step 540 includes calling the native Wipe function 
once or multiple times to obliterate the sensitive information 
in the unreferenced sensitive object. As Was described in 
reference to FIG. 2, the native Wipe function could be a C 
“memset( )” of object data to Zeroes, ones, or random data. 
If the native Wipe function is called multiple times, it may 
Wipe the data in different Ways each time, for example 
initially setting the data to Zeroes and then setting it to 
random data. Which native Wipe function option to use 
could be speci?ed in con?guration 502. It is also envisaged 
that a non-native Wipe function could be used. 

[0047] Step 550 includes reclaiming object memory. This 
step could be accomplished by a traditional garbage collec 
tor. By replacing all calls to the traditional garbage collector 
With calls to a secure garbage collector, secure garbage 
collection can be enabled in many existing methods and 
systems. 
[0048] Step 560 includes determining if all unreferenced 
objects have been reclaimed. If this is determined, then the 
method ends. If not, then step 530 ensues to continue secure 
garbage collection. 
[0049] FIG. 6 illustrates softWare components forming 
part of a system 600 for use in secure garbage collection on 
a mobile device, such as mobile device 900 (described in 
further detail beloW, With reference to FIG. 7). The system 
600 receives information (e.g., secure message 602) over a 
Wireless netWork 604. A softWare program 606 operating on 
the mobile device 900 processes the secure message 602 
such that a secure object is created and is stored Within 
addressable storage memory 608 to handle the secure mes 
sage 602. In this example, sensitive information is extracted 
from the secure message 606, and a sensitive object is 
created and stored Within addressable storage memory 608 
in order to handle the sensitive information. 

[0050] When objects (610, 612, 614) in the addressable 
storage memory 608 are detected as unreachable, a secure 
garbage collector module 616 securely reclaims the memory 
608 the objects (610, 612, 614) Were using by calling a Wipe 
function 618. Optionally, all garbage collections use the 
Wipe function 618, thereby treating all objects (610, 612, 
614) as sensitive. HoWever, the garbage collection module 
616 may vary the type of objects the Wipe function 618 may 
be used for. For example, the garbage collection module 616 
may be con?gured to only use the Wipe function 618 upon 
unreachable sensitive objects 610, or only upon unreachable 
secure objects 612, or combinations thereof. Moreover, the 
garbage collection module 616 may be con?gured to use the 
Wipe function 618 upon unreachable objects of one or more 
softWare programs. Such approaches initiate secure garbage 
collection in order to prevent unauthorized access to sensi 
tive information. Thus, secure garbage collection is initiated 
When an object (such as a sensitive object) becomes 
unreachable or upon a triggering event, rather than only 
When memory becomes scarce. 



US 2007/0180540 A1 

[0051] Many different types of mobile devices may utilize 
the systems and methods disclosed herein, such as a Wireless 
device as shoWn in FIG. 7. With reference to FIG. 7, Wireless 
mobile device 900 is shoWn in greater detail. Mobile device 
900 incorporates and implements the secure garbage collec 
tion system 600 described above in relation to FIG. 6. 

[0052] Mobile device 900 may be a tWo-Way communi 
cation device having at least voice and data communication 
capabilities. The device 900 may have the capability to 
communicate With other computer systems on the Internet. 
Depending on the functionality provided by the device, the 
device 900 may be referred to as a data messaging device, 
a tWo-Way pager, a cellular telephone With data messaging 
capabilities, a Wireless Internet appliance or a data commu 
nication device (With or Without telephony capabilities). 

[0053] Where the device 900 is enabled for tWo-Way 
communications, the device 900 may incorporate a commu 
nication subsystem 911, including a receiver 912, a trans 
mitter 914, and associated components such as one or more, 
preferably embedded or internal, antenna elements 916 and 
918, local oscillators (LOs) 913, and a processing module 
such as a digital signal processor (DSP) 920. As Will be 
apparent to those skilled in the ?eld of communications, the 
particular design of the communication subsystem 911 Will 
be dependent upon the communication netWork in Which the 
device is intended to operate. For example, a device 900 
destined for a North American market may include a com 
munication subsystem 911 designed to operate Within the 
Mobitex mobile communication system or DataTAC mobile 
communication system, Whereas a device 900 intended for 
use in Europe may incorporate a General Packet Radio 
Service (GPRS) communication subsystem 911. 

[0054] In general, the device 900 may acquire or generate 
secure and sensitive information through its interaction With 
cellular netWorks and the services the netWorks provide. 
Examples of cellular netWorks and services they provide 
include Code Division Multiple Access (CDMA) and Global 
Service Mobile (GSM) netWorks Which provide for the most 
part voice and some data services. Voice services are typi 
cally compatible With plain old telephony service (POTS). 
Short Messaging Service (SMS) and Wireless Application 
Protocol (WAP) are available on some cellular netWorks. 

Data netWorks, such as MobiTexTM, DatatacTM, as Well as 
advanced netWorks such as General Packet Radio Service 
(GPRS), and Universal Mobile Telecommunications System 
(UMTS), may alloW an appropriately con?gured Wireless 
mobile device to offer data services such as e-mail, Web 
broWsing, SMS, WAP, as Well as PIM. Future netWorks may 
also offer video services. Thus, sources of sensitive infor 
mation abound. 

[0055] Network access requirements Will also vary 
depending upon the type of netWork 919. For example, in the 
Mobitex and DataTAC netWorks, mobile devices such as 
900 are registered on the netWork using a unique personal 
identi?cation number or PIN associated With each device. In 
GPRS netWorks hoWever, netWork access is associated With 
a subscriber or user of a device 900. A GPRS device 

therefore requires a subscriber identity module (not shoWn), 
commonly referred to as a SIM card, in order to operate on 
a GPRS netWork. Without a SIM card, a GPRS device Will 
not be fully functional. Local or non-netWork communica 
tion functions (if any) may be operable, but the device 900 
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Will be unable to carry out any functions involving commu 
nications over netWork 919. When required netWork regis 
tration or activation procedures have been completed, a 
device 900 may send and receive communication signals 
over the netWork 919. Signals received by the antenna 916 
through a communication netWork 919 are input to the 
receiver 912, Which may perform such common receiver 
functions as signal ampli?cation, frequency doWn conver 
sion, ?ltering, channel selection and the like, and in the 
example system shoWn in FIG. 7, analog to digital conver 
sion. Analog to digital conversion of a received signal alloWs 
more complex communication functions such as demodu 
lation and decoding to be performed in the DSP 920. In a 
similar manner, signals to be transmitted are processed, 
including modulation and encoding for example, by the DSP 
920 and input to the transmitter 914 for digital to analog 
conversion, frequency up conversion, ?ltering, ampli?cation 
and transmission over the communication netWork 919 via 
the antenna 918. 

[0056] The DSP 920 not only processes communication 
signals, but also provides for receiver and transmitter con 
trol. For example, the gains applied to communication 
signals in the receiver 912 and transmitter 914 may be 
adaptively controlled through automatic gain control algo 
rithms implemented in the DSP 920. 

[0057] The device 900 preferably includes a microproces 
sor 938, Which controls the overall operation of the device. 
Communication functions, including at least data and voice 
communications, are performed through the communication 
subsystem 911. The microprocessor 938 also interacts With 
further device subsystems such as the display 922, ?ash 
memory 924, random access memory (RAM) 926, auxiliary 
input/output (I/O) subsystems 928, serial port 930, keyboard 
932, speaker 934, microphone 936, a short-range commu 
nications subsystem 940 and any other device subsystems 
generally designated as 942. 

[0058] Some of the subsystems shoWn in FIG. 7 perform 
communication-related functions, Whereas other subsystems 
may provide “resident”0 or on-device functions. Notably, 
some subsystems, such as keyboard 932 and display 922 for 
example, may be used for both communication-related func 
tions, such as entering a text message for transmission over 
a communication netWork, and device-resident functions 
such as a calculator or task list. 

[0059] Operating system softWare used by the micropro 
cessor 938, Which could be element 110 of FIG. 2, is 
preferably stored in a persistent store such as ?ash memory 
924, Which could be element 80 of FIG. 3a and may instead 
be a read only memory (ROM) or similar storage element or 
could be a portion of addressable storage 120 of FIGS. 2, 3a 
and 3b. Those skilled in the art Will appreciate that the 
operating system, speci?c device applications, or parts 
thereof, may be temporarily loaded into a volatile store such 
as RAM 926, Which could be element 20 of FIG. 2. It is 
contemplated that received communication signals may also 
be stored to RAM 926. Flash memory 924 preferably 
includes data communication module 924B, and When 
device 900 is enabled for voice communication, voice 
communication module 924A. For the purposes of this 
invention, are also included in ?ash memory 924 other 
softWare modules 924N, Which could be microprocessor 
softWare 140 of FIG. 2. 
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[0060] The microprocessor 938, in addition to its operat 
ing system functions, preferably enables execution of soft 
Ware applications on the device. A predetermined set of 
applications Which control basic device operations, includ 
ing at least data and voice communication applications for 
example, Will normally be installed on the device 900 during 
manufacture. A preferred application that may be loaded 
onto the device may be a personal information manager 
(PIM) application having the ability to organize and manage 
data items relating to the device user such as, but not limited 
to e-mail, calendar events, voice mails, appointments, and 
task items. Naturally, one or more memory stores may be 
available on the device to facilitate storage of PIM data 
items on the device. Such PIM application Would preferably 
have the ability to send and receive data items, via the 
Wireless netWork. In a preferred embodiment, the PIM data 
items are seamlessly integrated, synchronized and updated, 
via the Wireless netWork, With the device user’s correspond 
ing data items stored or associated With a host computer 
system. Further applications may also be loaded onto the 
device 900 through the netWork 919, an auxiliary I/O 
subsystem 928, serial port 930, short-range communications 
subsystem 940 or any other suitable subsystem 942, and 
installed by a user in the RAM 926 or preferably a non 
volatile store (not shoWn) for execution by the micropro 
cessor 938. Such ?exibility in application installation 
increases the functionality of the device and may provide 
enhanced on-device functions, communication-related func 
tions, or both. For example, secure communication applica 
tions may enable electronic commerce functions and other 
such ?nancial transactions to be performed using the device 
900. 

[0061] In a data communication mode, a received signal 
such as a text message or Web page doWnload Will be 
processed by the communication subsystem 911 and input to 
the microprocessor 938, Which Will preferably further pro 
cess the received signal for output to the display 922, or 
alternatively to an auxiliary I/O device 928. A user of device 
900 may also compose data items such as e-mail messages 
for example, using the keyboard 932, Which is preferably a 
complete alphanumeric keyboard or telephone-type keypad, 
in conjunction With the display 922 and possibly an auxiliary 
1/0 device 928. Such composed items may then be trans 
mitted over a communication netWork through the commu 
nication subsystem 911. 

[0062] For voice communications, overall operation of the 
device 900 is substantially similar, except that received 
signals Would preferably be output to a speaker 934 and 
signals for transmission Would be generated by a micro 
phone 936. Alternative voice or audio I/O subsystems such 
as a voice message recording subsystem may also be imple 
mented on the device 900. Although voice or audio signal 
output is preferably accomplished primarily through the 
speaker 934, the display 922 may also be used to provide an 
indication of the identity of a calling party, the duration of 
a voice call, or other voice call related information for 
example. 

[0063] The serial port 930, Would normally be imple 
mented in a personal digital assistant (PDA)-type commu 
nication device for Which synchronization With a user’s 
desktop computer (not shoWn) may be desirable, but is an 
optional device component. Such a port 930 Would enable a 
user to set preferences through an external device or soft 
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Ware application and Would extend the capabilities of the 
device by providing for information or softWare doWnloads 
to the device 900 other than through a Wireless communi 
cation netWork. The alternate doWnload path may for 
example be used to load an encryption key onto the device 
through a direct and thus reliable and trusted connection to 
thereby enable secure device communication. 

[0064] A short-range communications subsystem 940 is a 
further optional component Which may provide for commu 
nication betWeen the device 900 and different systems or 
devices, Which need not necessarily be similar devices. For 
example, the subsystem 940 may include an infrared device 
and associated circuits and components or a BluetoothTM 
communication module to provide for communication With 
similarly-enabled systems and devices. 

[0065] Referring noW to FIG. 8, a ?owchart of a method 
800 of forcing a mobile device into a secure state is shoWn. 
Method 800 employs the features and functions of the 
method, system and mobile device as described above in 
relation to FIGS. 2 to 7. In particular, the execution of 
method 800 is governed by a system comprising micropro 
cessor 938 in combination With one or more softWare 

modules, including secure garbage collection module 616, 
stored in ?ash memory 924. 

[0066] Method 800 begins at step 810, at Which mobile 
device 900 loops, Waiting for a triggering event to occur that 
Would require mobile device 900 to be forced into a secure 
state. Once a force secure triggering event is determined by 
microprocessor 938 to have occurred, step 820 is performed, 
at Which the content protection tickets for active applications 
are revoked. Content protection tickets may be used for 
regulating access to sensitive data, as described in US. Pat. 
No. 7,104,445, the entire contents of Which is hereby 
incorporated by reference. 

[0067] Where content protection tickets are used to regu 
late access to sensitive data, this means that When an 
application needs to perform an action that requires access 
to the sensitive data, the application must obtain a “ticket” 
from the operating system of mobile device 900. A content 
protection ticket is only provided to the application if mobile 
device 900 is in an unlocked state. If mobile device 900 is 
in a locked or secure state, the operating system Will block 
the application from accessing sensitive data and Will not 
provide a ticket to the application until the mobile device 
900 becomes unlocked. Where mobile device 900 is forced 
into a secure state, it is necessary to revoke all content 
protection tickets to prevent applications from accessing 
sensitive data for Which those applications held tickets. 

[0068] Examples of triggering events for forcing the 
mobile device 900 into a secure state include user selection 
of a menu option or user activation or actuation of one or 

more user input components, such as an input button or a 
combination of buttons on keyboard 932 of mobile device 
900. The trigger may also be generated by holstering the 
mobile device 900, according to a suitable sensor and 
circuitry Within the other device subsystems 942. 

[0069] As an alternative to a triggering event derived from 
actions by the authorized user, the triggering event may be 
determined in response to determination of a security threat. 
The security threat may be determined to exist after a 
predetermined number of unsuccessful authorization 
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attempts is made or When an application attempts to access 
a function or data for Which the application is not authorized, 
for example. 

[0070] Following revocation of the content protection 
tickets, secure garbage collection is performed at step 830 by 
secure garbage collector module 205/616, as described 
above in relation to FIGS. 2 to 6. The secure garbage 
collection step 830 has the effect of Wiping, or otherWise 
rendering unreadable, data for objects unreferenced by the 
active applications at step 820. 

[0071] At step 840, all active applications are terminated. 
Alternatively, the active applications need not be terminated, 
but merely restricted in their access to sensitive objects or 
made to be dormant. In an alternative embodiment, the order 
of steps 830 and 840 may be reversed. 

[0072] Once the secure garbage collection has been per 
formed and the active application terminated (if necessary), 
microprocessor 938 causes the mobile device 900 to be 
placed in a secure state at step 850. In the secure state, all 
processes and I/O are disabled, except for those required to 
enable authenticated unlocking of mobile device 900. Other 
functions of mobile device 900 that do not affect the security 
of the device may continue uninterrupted. 

[0073] Embodiments related to forcing a mobile device 
into a secure state are broadly described beloW. One embodi 
ment relates to a method of forcing a mobile device into a 
secure state, comprising: Waiting for a trigger, Wherein the 
trigger is to be used as an indication to force the mobile 
device into a secure state; determining that a trigger has 
occurred; if a trigger has occurred, causing at least one 
application operating on the mobile device to immediately 
unreference sensitive objects referenced by the at least one 
application; performing secure garbage collection upon the 
unreferenced sensitive objects, Wherein the secure garbage 
collection renders sensitive data associated With an unref 
erenced sensitive object unreadable; and causing the mobile 
device to enter a secure state, in Which the mobile device 
cannot be accessed Without authorization. 

[0074] The trigger may be generated in response to user 
selection of a menu option. The trigger may be generated in 
response to user activation of one or more user input 

components on the mobile device. Alternatively, the trigger 
may be generated in response to a determined security 
threat. The security threat may be determined When a 
predetermined number of unsuccessful authorization 
attempts is made. The security threat may be determined 
When an application attempts to access a function or data for 
Which the application is not authorized. 

[0075] The secure garbage collection may comprise call 
ing a Wipe function in relation to the unreferenced sensitive 
objects. The secure garbage collection may further comprise 
clearing a system clipboard of the mobile device. The Wipe 
function may be a native Wipe function that sets object data 
of the unreferenced sensitive objects to one of ones, zeroes 
and random data. The Wipe function may comprise over 
Writing the object data multiple times by setting the object 
data to one of ones, zeroes and random data each time. The 
secure garbage collection may be performed upon all unref 
erenced objects that Were referenced by the at least one 
application. 
[0076] Another embodiment relates to a system for opera 
tion on a mobile device, Wherein the mobile device includes 
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memory for storing at least one object used by a softWare 
program to access sensitive information stored on the mobile 
device. The system comprises: a con?guration data structure 
to store information about at least one triggering event is 
used as an indication to force the mobile device into a secure 
state; a garbage collection module having a data access 
pathWay to the con?guration data structure and the memory; 
and a processor executing the garbage collection module and 
having access to the memory, the processor being con?gured 
to cause at least one application operating on the mobile 
device to immediately unreference sensitive objects refer 
enced by the at least one application in response to a 
determination that a triggering event has occurred based on 
the information stored in the con?guration data structure. 
The processor is further con?gured to perform a secure 
garbage collection With respect to the unreferenced sensitive 
objects and to cause the mobile device to enter a secure state 
in Which the mobile device cannot be accessed Without 
authorization. 

[0077] The processor may be con?gured to perform the 
secure garbage collection by calling a Wipe function imme 
diately in response to unreferencing of the sensitive objects. 
The processor may be con?gured to cause the mobile device 
to enter the secure state immediately in response to comple 
tion of the Wipe function. The secure garbage collection may 
further comprise clearing a system clipboard of the mobile 
device. The Wipe function may be a native Wipe function that 
sets object data of the unreferenced sensitive objects to one 
of ones, zeroes and random data. The Wipe function may 
comprise over-Writing the object data multiple times by 
setting the object data to one of ones, zeroes and random 
data each time. The processor may be con?gured to cause all 
applications operating on the mobile device to immediately 
unreference sensitive objects referenced by the respective 
applications in response to the triggering event. 

[0078] The triggering event may comprise user selection 
of a menu option. The triggering event may comprise user 
activation of one or more input components on the mobile 
device. Alternatively, the triggering event may comprise a 
determined security threat. The security threat may be 
determined When a predetermined number of unsuccessful 
authorization attempts is made. The security threat may be 
determined When an application attempts to access a func 
tion or data for Which the application is not authorized. 

[0079] Another embodiment relates to a mobile device 
comprising: a microprocessor con?gured to execute a soft 
Ware program that handles sensitive information and to 
access a con?guration data structure storing information 
about at least one triggering event, Wherein the triggering 
event is used as an indication to force the mobile device into 
a secure state; heap memory for storing at least one object 
used by the softWare program to access the sensitive infor 
mation; and a garbage collection module operable on the 
microprocessor and having a data access pathWay to the 
heap memory; Wherein the microprocessor is con?gured to 
cause the softWare program to immediately unreference the 
at least one object in response to determination by the 
microprocessor that a triggering event has occurred and to 
cause the garbage collection module to perform a secure 
garbage collection. 

[0080] The processor may be con?gured to cause the 
garbage collection module to perform the secure garbage 
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collection by calling a Wipe function immediately in 
response to unreferencing of the sensitive objects. The 
processor may be con?gured to cause the mobile device to 
enter the secure state immediately in response to completion 
of the Wipe function. The secure garbage collection may 
further comprise clearing a system clipboard of the mobile 
device. The Wipe function may be a native function that sets 
object data of the unreferenced sensitive objects to one of 
ones, Zeroes and random data. The Wipe function may 
comprise over-Writing the object data multiple times by 
setting the object data to one of ones, Zeroes and random 
data each time. The secure garbage collection may be 
performed upon all unreferenced objects that Were refer 
enced by the softWare program. 

[0081] Having described the embodiments in detail, 
including methods of operation, it is to be understood that 
this operation may be carried out with different elements and 
steps. The described embodiments are presented by Way of 
example only and are not meant to limit the scope of the 
claims. 

1. Amethod of forcing a mobile device into a secure state, 
comprising: 

Waiting for a trigger, Wherein the trigger is to be used as 
an indication to force the mobile device into a secure 

state; 

determining that a trigger has occurred; 

if a trigger has occurred, causing each application oper 
ating on the mobile device to immediately unreference 
sensitive objects; 

performing secure garbage collection upon the unrefer 
enced sensitive objects, Wherein the secure garbage 
collection renders sensitive data associated With an 
unreferenced sensitive object unreadable; and 

causing the mobile device to enter a secure state, in Which 
the mobile device cannot be accessed Without authori 
Zation. 

2. The method of claim 1, Wherein the trigger is deter 
mined in response to user selection of a menu option. 

3. The method of claim 1, Wherein the trigger is deter 
mined in response to user activation or actuation of one or 

more user input components on the mobile device. 

4. The method of claim 1, Wherein the trigger is deter 
mined in response to a determined security threat. 

5. The method of claim 4, Wherein the security threat is 
determined When a predetermined number of unsuccessful 
authoriZation attempts is made. 

6. The method of claim 4, Wherein the security threat is 
determined When an application attempts to access a func 
tion or data for Which the application is not authorized. 

7. The method of claim 1, Wherein the secure garbage 
collection comprises calling a Wipe function in relation to 
the unreferenced sensitive objects. 

8. The method of claim 7, Wherein the secure garbage 
collection further comprises clearing a system clipboard of 
the mobile device. 

9. The method of claim 7, Wherein the Wipe function is a 
native Wipe function that sets object data of the unreferenced 
sensitive objects to one of ones, Zeroes and random data. 
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10. The method of claim 9, Wherein the Wipe function 
over-Writes the object data multiple times by setting the 
object data to one of ones, Zeroes and random data each 
time. 

11. The method of claim 1, Wherein the secure garbage 
collection is performed upon all unreferenced objects that 
Were referenced by the at least one application. 

12. A system for operation on a mobile device, Wherein 
the mobile device includes memory for storing at least one 
object used by a softWare program to access sensitive 
information stored on the mobile device, the system com 
prising: 

a con?guration data structure to store information about at 
least one triggering event, Wherein the triggering event 
is used as an indication to force the mobile device into 
a secure state; 

a garbage collection module having a data access pathWay 
to the con?guration data structure and the memory; and 

a processor executing the garbage collection module and 
having access to the memory, the processor being 
con?gured to cause at least one application operating 
on the mobile device to immediately unreference sen 
sitive objects referenced by the at least one application 
in response to a determination that a triggering event 
has occurred based on the information stored in the 
con?guration data structure, the processor being further 
con?gured to perform a secure garbage collection With 
respect to the unreferenced sensitive objects and to 
cause the mobile device to enter a secure state in Which 
the mobile device cannot be accessed Without authori 
Zation. 

13. The system of claim 12, Wherein the processor is 
con?gured to perform the secure garbage collection by 
calling a Wipe function immediately in response to unrefer 
encing of the sensitive objects. 

14. The system of claim 13, Wherein the processor is 
con?gured to cause the mobile device to enter the secure 
state immediately in response to completion of the Wipe 
function. 

15. The system of claim 13, Wherein the secure garbage 
collection further comprises clearing a system clipboard of 
the mobile device. 

16. The system of claim 13, Wherein the Wipe function is 
a native Wipe function that sets object data of the unrefer 
enced sensitive objects to one of ones, Zeroes and random 
data. 

17. The system of claim 16, Wherein the Wipe function 
over-Writes the object data multiple times by setting the 
object data to one of ones, Zeroes and random data each 
time. 

18. The system of claim 12, Wherein the processor is 
con?gured to cause all applications operating on the mobile 
device to immediately unreference sensitive objects refer 
enced by the respective applications in response to the 
triggering event. 

19. The system of claim 12, Wherein the triggering event 
comprises user selection of a menu option. 

20. The system of claim 12, Wherein the triggering event 
comprises user activation or actuation of one or more input 
components on the mobile device. 

21. The system of claim 12, Wherein the triggering event 
comprises a determined security threat. 
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22. The system of claim 21, wherein the security threat is 
determined When a predetermined number of unsuccessful 
authorization attempts is made. 

23. The system of claim 21, Wherein the security threat is 
determined When an application attempts to access a func 
tion or data for Which the application is not authoriZed. 

24. A mobile device comprising: 

a microprocessor con?gured to execute a software pro 
gram that handles sensitive information and to access a 
con?guration data structure storing information about 
at least one triggering event, Wherein the triggering 
event is used as an indication to force the mobile device 
into a secure state; 

heap memory for storing at least one object used by the 
softWare program to access the sensitive information; 
and 

a garbage collection module operable on the micropro 
cessor and having a data access pathWay to the heap 
memory; 

Wherein the microprocessor is con?gured to cause the 
softWare program to immediately unreference the at 
least one object in response to determination by the 
microprocessor that a triggering event has occurred and 
to cause the garbage collection module to perform a 
secure garbage collection in respect of the unreferenced 
object, and Wherein the microprocessor is further con 
?gured to cause the mobile device to enter a secure 
state folloWing performance of the secure garbage 
collection. 

25. The device of claim 24, Wherein the processor is 
con?gured to cause the garbage collection module to per 
form the secure garbage collection by calling a Wipe func 
tion immediately in response to unreferencing of the sensi 
tive objects. 
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26. The device of claim 25, Wherein the processor is 
con?gured to cause the mobile device to enter the secure 

state immediately in response to completion of the Wipe 
function. 

27. The device of claim 25, Wherein the secure garbage 
collection further comprises clearing a system clipboard of 
the mobile device. 

28. The device of claim 25, Wherein the Wipe function is 
a native Wipe function that sets object data of the unrefer 
enced sensitive objects to one of ones, Zeroes and random 
data. 

29. The device of claim 28, Wherein the Wipe function 
over-Writes the object data multiple times by setting the 
object data to one of ones, Zeroes and random data each 
time. 

30. The device of claim 24, Wherein the secure garbage 
collection is performed upon all unreferenced objects that 
Were referenced by the softWare program. 

31. The device of claim 24, Wherein the triggering event 
comprises user selection of a menu option. 

32. The device of claim 24, Wherein the triggering event 
comprises user activation or actuation of one or more input 
components on the mobile device. 

33. The device of claim 24, Wherein the triggering event 
comprises a determined security threat. 

34. The device of claim 33, Wherein the security threat is 
determined When a predetermined number of unsuccessful 
authoriZation attempts is made. 

35. The device of claim 33, Wherein the security threat is 
determined When an application attempts to access a func 
tion or data for Which the application is not authoriZed. 


