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(57) ABSTRACT 

Methods and apparatus provide for: requiring that a content 
provider seeking to have its content executed by a process 
ing system enter into an accord With a processing system 
provider; receiving a second key and a digital signature from 
the content provider to the processing system provider, the 
second key being operable to decrypt the content When it has 
been encrypted With a ?rst key, and the digital signature 
indicating that the accord has been reached; receiving the 
encrypted content from the content provider in a memory of 
the processing system; and preventing use of one or more 
processing resources of the processing system that are 
otherwise operable to facilitate the execution of the content 
unless the digital signature is received from the processing 
system provider. 
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METHODS AND APPARATUS FOR CONTENT 
CONTROL USING PROCESSOR RESOURCE 

MANAGEMENT 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application No: 60/ 650,665, ?led Feb. 7, 2005, 
entitled “Methods And Apparatus For Content Control 
Using Processor Resource Management,” the entire disclo 
sure of Which is hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates to methods and appa 
ratus for managing processing resources in a processing 
system to achieve control of content distribution and/or 
execution on the processing system and to achieve desirable 
commercial objectives. 

[0003] In recent years, there has been an insatiable desire 
for faster computer processing data throughputs because 
cutting-edge computer applications are becoming more and 
more complex, and are placing ever increasing demands on 
processing systems. Graphics applications are among those 
that place the highest demands on a processing system 
because they require such vast numbers of data accesses, 
data computations, and data manipulations in relatively 
short periods of time to achieve desirable visual results. 

[0004] Designers and manufacturers of processing sys 
tems are meeting the challenge to achieve faster processing 
speeds such that more and more complex softWare applica 
tions may be executed. A conventional business model 
dictates that the designer/manufacturer of the processing 
system may obtain a price commensurate With the capabili 
ties of the system from a user seeking to purchase the 
processing system and execute content (e.g., programs) 
thereon. The conventional business model also dictates that 
the content may be developed by a third party or by the 
designer/manufacturer of the processing system. The 
designer/manufacturer may also license the third party to 
develop content for execution on the processing system. 

[0005] Depending on the processing system architecture 
and the operating system running thereon, conventional 
business models and processing system designs cannot 
guarantee that a third party can be prevented from develop 
ing content for execution on the processing system unless a 
license or other form of compensation is obtained. For 
example, it may be desirable to have an open system 
architecture (hardWare and software) in order to encourage 
the development of neWer and more advanced content for 
enjoyment by the user. Unfortunately, an open system archi 
tecture does not provide many opportunities for controlling 
the execution of the content oh the processing system by the 
designer/manufacturer. Thus, the designer/manufacturer 
may ?nd it dif?cult to share in the pro?ts of content sales. 

[0006] One approach to permitting the designer/manufac 
turer to share in the pro?ts of content sales is disclosed in 
co-pending US. patent application Ser. No. 60/650,750, 
?led Feb. 7, 2005, entitled METHODS AND APPARATUS 
FOR RESOURCE MANAGEMENT IN A PROCESSOR, 
Attorney Docket No. 545/5 (further reference number 
SC04023US00), the entire disclosure of Which is hereby 
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incorporated by reference. This approach provides a pro 
cessing system in Which the ability of an application pro 
gram to utiliZe the resources of the processing system are 
strictly regulated by the operating system of the processing 
system. Content providers (such as game developers, etc.) 
purchase the ability to use certain resources of the process 
ing system upon Which they Wish to have their content 
executed. (Some of the resources of a processing system, 
such as a video game console, include a disc controller (CD, 
DVD, etc.), graphics chips, hard disc (HD) components, 
tuner circuitry, netWork interface circuitry, etc.) The pur 
chase may take on many different forms, such as a one-time 
payment, a royalty-based payment schedule, etc. The usage 
may be unlimited or time limited. 

[0007] The regulation of access to the resources of the 
processing system may be achieved by requiring the pre 
sentation of usage information, such as an authentication 
code and/or digital signature to the processing system. In 
return for payment, an authorizing entity (such as the 
designer/manufacturer of the processing system) may pro 
vide a private key of a private/public key pair to the content 
provider. The provider may run a knoWn hash algorithm on 
the content to get a hash result and then encrypt the content 
and the hash result. As the operating system of the process 
ing system may readily control Whether certain resources are 
enabled to a program, the processing system may prevent the 
content from using certain resources unless: (l) the content 
and the hash result can be decrypted using the public key of 
the private/public key pair, and (2) the hash result matches 
an independently run hash of the content. 

[0008] Although the above approach addresses the issue of 
permitting the designer/manufacturer to share in the pro?ts 
of content sales, it has the consequence of preventing the 
user from executing shareWare and freeWare on the process 
ing system. Indeed, providers of shareWare and freeWare are 
not likely to be in a position to purchase the ability to utiliZe 
the processing resources of a processing system from the 
designer/manufacturer. Thus, the user Will be foreclosed 
from executing many shareWare and/or freeWare programs 
on the processing system. 

[0009] Accordingly, there are needs in the art for neW 
methods and apparatus for managing processing resources in 
a processing system such that the advantages of an open 
system architecture may be realiZed, the designer/manufac 
turer of the processing system may share in the reWards of 
content development and sales, and the user may enjoy the 
bene?ts of executing shareWare and freeWare programs on 
the processing system. 

SUMMARY OF THE INVENTION 

[0010] Aspects of the invention are directed to methods 
and apparatus in Which any softWare requiring use of some 
or all of the resources of a processing system must have been 
approved (e. g., by a digital signature) by an entity associated 
With the processing system (e.g., the designer and/or the 
manufacturer). The ability of an application program to 
utiliZe the resources of the processing system is strictly 
regulated by the operating system of the processing system 
in order to achieve desirable business goals. Aspects of the 
invention provide a mechanism that enables the providers of 
freeWare, shareWare, and (unlicensed) game content to 
obtain or validate a digital signature vis-a-vis the designer/ 
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manufacturer of the processing system in order to gain 
access to the resources necessary to execute the content. 

[0011] In accordance With aspects of the invention, the 
content providers register for and/or purchase the ability to 
use certain resources of the processing system upon Which 
they Wish to have their content executed. The permitted 
usage of the processing resources may be unlimited or 
limited. 

[0012] The regulation of access to the resources of the 
processing system may be achieved by requiring the pre 
sentation of usage information, such as an authentication 
code and/or digital signature to the processing system. In 
return for registration and/or payment, an authorizing entity 
(such as the designer/manufacturer) may electronically sign 
or otherWise validate some indicia from the content provider 
to authenticate the content (and/or the content provider) and 
authoriZe the usage of the resources of the processing 
system. 
[0013] More particularly, the content provider produces 
some indicia speci?c to the content (such as a hash result). 
The content provider encrypts the content using the content 
provider’s private key of a ?rst private/public key pair. The 
content provider gives the hash result and the content 
provider’s public key to the manufacturer of the processing 
system. The designer/manufacturer of the processing system 
veri?es the registration agreement and encrypts at least the 
hash result (and possibly the content provider’s public key) 
using the manufacturer’s private key of a second private/ 
public key pair. The user receives the encrypted content, the 
encrypted (signed) hash result, and the content provider’s 
public key. The processing system has the manufacturer’s 
public key stored locally during manufacture. The hash 
algorithm is either stored locally during manufacture or 
provided to the processing system in a secure fashion (such 
as With the hash result or by Way of separate transmission). 
Thus, the processing system can decrypt the hash result and 
use the content provider’s public key to decrypt the content. 
The processing system may also cross-check the hash result 
to verify the source of the content. Finally, the results of the 
decryption and cross-checking may permit access to the 
resources of the processing system by the content. 

[0014] In order to ensure that the operating system of the 
processing system may not be tampered With during the 
regulation of resources, the processing system is preferably 
operable to enter a secure mode before the content veri? 
cation process proceeds. 
[0015] In accordance With one or more further aspects of 
the present invention, methods and apparatus provide for: 
requiring that a content provider seeking to have its content 
executed by a processing system enter into an accord With a 
processing system provider; receiving a second key and a 
digital signature from the content provider to the processing 
system provider, the second key being operable to decrypt 
the content When it has been encrypted With a ?rst key, and 
the digital signature indicating that the accord has been 
reached; receiving the encrypted content from the content 
provider in a memory of the processing system; and pre 
venting use of one or more processing resources of the 
processing system that are otherWise operable to facilitate 
the execution of the content unless the digital signature is 
received from the processing system provider. 
[0016] The methods and apparatus may also provide for: 
encrypting at least the digital signature using a third key; 
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ensuring that a fourth key is available to the processing 
system that is operable to decrypt the digital signature; and 
making the second key and encrypted digital signature 
available to the processing system. Still further the methods 
and apparatus may provide for: decrypting at least the 
encrypted digital signature using the fourth key; checking 
authenticity of the digital signature; and permitting use of 
the one or more processing resources if the digital signature 
is authentic. 

[0017] Preferably, the ?rst key is a private key of a ?rst 
public/private key pair that controlled by the content pro 
vider irrespective of the accord; and the second key is 
preferably a public key of the ?rst public/private key pair. 
The third key is preferably a private key of a second 
public/private key pair that controlled by the processing 
system provider; and the fourth key is preferably a public 
key of the second public/private key pair. 

[0018] The digital signature may be a hash result obtained 
by running a hash algorithm on at least some of the content, 
and the content provider may make at least one of the hash 
result and the hash algorithm knoWn to the processing 
system provider. The processing system provider may make 
the hash algorithm available to the processing system. The 
function of checking the authenticity of the digital signature 
may include running the hash algorithm on the at least some 
of the content to obtain a second hash result and comparing 
the digital signature to the second hash result. 

[0019] The content may include a resource list that iden 
ti?es Which of the processing resources are permitted to be 
used by the content. 

[0020] The methods and apparatus may also provide for: 
permitting execution of at least some of the content despite 
the absence of the authoriZed digital signature; and permit 
ting use of at least one of the processing resources despite 
the absence of the authorized digital signature. 

[0021] By Way of example, the processing resources may 
include a non-volatile memory sub-system, and one or more 
functional circuits of the processing system. The non-vola 
tile memory sub-system may include at least portions of 
softWare and/or hardWare components of an electromagnetic 
memory medium, an electronic memory medium, a silicon 
memory medium, an optical memory medium, a hard disc 
memory medium, a CD-ROM memory medium, a DVD 
ROM memory medium, and an external memory medium. 
The one or more functional circuits of the apparatus may 
include at least one graphics processing circuit, a netWork 
interface circuit, a display interface circuit, a printer inter 
face circuit, and a local data input and/or output interface. 

[0022] Other aspects, features, advantages, etc. Will 
become apparent to one skilled in the art When the descrip 
tion of the invention herein is taken in conjunction With the 
accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] For the purposes of illustrating the various aspects 
of the invention, there are shoWn in the draWings forms that 
are presently preferred, it being understood, hoWever, that 
the invention is not limited to the precise arrangements and 
instrumentalities shoWn. 

[0024] FIG. 1 is a block diagram illustrating a processing 
system in accordance With one or more aspects of the present 

invention; 
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[0025] FIG. 2 is a ?ow diagram illustrating certain actions 
that may be carried out between a content provider and, for 
example, a provider of the processing system in accordance 
with one or more further aspects of the present invention; 

[0026] FIG. 3 is a block diagram illustrating certain details 
of content that may be provided by the content provider for 
execution by the processing system of FIG. 1 in accordance 
with one or more aspects of the present invention; 

[0027] FIG. 4 is a ?ow diagram illustrating process steps 
that may be carried out by the processing system of FIG. 1 
in accordance with one or more further aspects of the present 

invention; 
[0028] FIG. 5 is a ?ow diagram illustrating further process 
steps that may be carried out by the processing system in 
accordance with one or more further aspects of the present 

invention; and 

[0029] FIG. 6 is a diagram illustrating the structure of a 
multi-processing system having two or more sub-processors, 
one or more of which may include the capabilities of the 
processing system of FIG. 1 in accordance with one or more 
further aspects of the present invention. 

DETAILED DESCRIPTION OF THE PRESENT 
INVENTION 

[0030] With reference to the drawings, wherein like 
numerals indicate like elements, there is shown in FIG. 1 a 
processing system 100 suitable for employing one or more 
aspects of the present invention. For the purposes of brevity 
and clarity, the block diagram of FIG. 1 will be referred to 
and described herein as illustrating an apparatus 100, it 
being understood, however, that the description may readily 
be applied to various aspects of a method with equal force. 
The apparatus 100 preferably includes a processor 102, a 
local memory 104, a system memory 106 (e.g., a DRAM), 
and a bus 112 interconnecting same. 

[0031] The system memory 106 may receive content, such 
as program code, data, and/or other content species known 
in the art, for execution by the processor 102. For example, 
the processor 102 may cause at least some of the content to 
be stored within the local memory 104 and then executed in 
order to achieve a desired result. Herein, execution of the 
content may entail executing program instructions, manipu 
lating program code and/or data, using data in some way 
(such as playing streaming video data, storing data in a 
memory, etc.), and/or any other processing of the content. 
The processor 102 may be implemented utilizing any of the 
known technologies that are capable of requesting data from 
the system memory 106, and manipulating the data to 
achieve a desirable result. For example, the processor 102 
may be implemented using any of the known microproces 
sors that are capable of executing software and/or ?rmware, 
including standard microprocessors, distributed micropro 
cessors, etc. By way of example, the processor 102 may be 
a graphics processor that is capable of requesting and 
manipulating data, such as pixel data, including gray scale 
information, color information, texture data, polygonal 
information, video frame information, etc. 

[0032] Preferably, the local memory 104 is located in the 
same chip as the processor 102 and, thus, the combination of 
the processor 102 and the memory 104 may be referred to 
herein as “the processor.” As on-chip space is often limited, 
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the size of the local memory 104 may be much smaller than 
the system memory 106. The processor 102 preferably 
provides data access requests to copy data (which may 
include program data) from the system memory 106 over the 
bus 112 into the local memory 104 for program execution. 
and data manipulation. The mechanism for facilitating data 
access may be implemented utilizing any of the known 
techniques, such as direct memory access (DMA) tech 
niques. 
[0033] The apparatus 100 also preferably includes a plu 
rality of processing resources 108, such as resource 108A, 
resource 108B, resource 108C, resource 108D, etc. These 
resources may assist the processor 102 in carrying out useful 
tasks in association with executing the program code. By 
way of example, the processing resources 108 may include 
a sub-system of the apparatus 100, such as a non-volatile 
memory. Examples of non-volatile memory sub-systems 
include hardware and/or software components of an elec 
tromagnetic memory medium (e.g., a ?oppy disk, a hard 
disk, etc.), an electronic memory medium (e.g., a program 
mable read only memory, an EE programmable read only 
memory, etc.), a silicon memory medium (e.g., a Memory 
Stick, etc.), an optical memory medium (e.g., a CD-ROM, a 
DVD-ROM, etc.), an external memory, etc. The resources 
108 may also include functional circuits of the apparatus 
100, such as a graphics processing circuit, a network inter 
face circuit, a display interface circuit, a printer interface 
circuit, a local data input and/ or output interface, etc. Thus, 
some of the processing resources 108 may be associated 
with external devices 114, 116, such as a display screen, a 
printer, etc. It is noted that although the processing resources 
108 are illustrated as being outside of the functional bound 
ary circumscribing the processor 102 and the local memory 
104, it is to be understood that the processing resources 108 
may be inside or outside such boundary without departing 
from the various embodiments of the invention. 

[0034] The apparatus 100 is preferably operable to restrict 
or regulate the ability of an application program (containing 
some program code) from utilizing one or more of the 
programming resources during execution. In particular, the 
operating system of the processor 102 is preferably operable 
to prevent the use of one or more of the processing resources 
108 that are otherwise operable to facilitate the execution of 
the program code unless an authorized digital signature is 
associated with the content. Preferably, the authorized digi 
tal signature may only be obtained from (or validated by) an 
authorized entity, such as the designer and/or manufacturer 
of the apparatus 100. For example, the apparatus 100 may be 
capable of executing video game software and a game 
developer (content provider) may seek to have its game 
software executed on the apparatus 100. By requiring that 
the content include an authorized digital signature, the 
designer/manufacturer of the apparatus 100 may participate 
in the sale of the content to the user of the apparatus 100. 
Further the content provider may wish to distribute share 
ware and/or freeware program content for execution on the 
apparatus 100. Various aspects of the present invention also 
permit that an authorized digital signature be associated with 
the shareware and freeware. 

[0035] In this regard, reference is made to FIG. 2, which 
is a ?ow diagram illustrating actions that may be carried out 
in accordance with one or more aspects of the present 
invention. For the purposes of illustration, it is assumed that 
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the apparatus 100 is designed and/or manufactured by a 
processing system provider 202, and that a content provider 
200 seeks to have its softWare executed on the apparatus 
100. At action 204, the content provider 200 and processing 
system provider 202 agree on content registration terms by 
Which the software application (program code and data) 
produced by the content provider 200 may utilize one or 
more processing resources 108 of the apparatus 100. The 
registration terms may take on any number of forms, such as 
requiring that the content provider supply certain contact 
information and certi?cations that the content is free of 
viruses. Alternatively or in addition, the registration terms 
may include purchase terms, such as a one-time payment, a 
royalty-based payment schedule, etc. The registration terms 
may specify an unlimited usage of the processing resources 
108, or the terms may provide for a limited number of 
usages. 

[0036] Once the registration terms have been agreed upon, 
the content provider 200 preferably makes certain informa 
tion available to the processing system provider 202 (action 
206). This information may include, for example, a public 
key of a private/public key pair that may be used to decrypt 
the content that is to be provided to the apparatus 100 
(and/or the user thereof). The information may also include 
digital signature information, either by the content provider 
200 sending such information to the processing system 
provider 202 and/or by Way of the content provider 200 
selecting and/or otherWise specifying desired signature 
information. 

[0037] For example, With reference to FIG. 3, the content 
280 may include program code and data 282, a resource list 
284 (Which Will be discussed in more detail hereinbeloW), 
and possibly other content 286. The content provider 200 
may obtain a digital signature by running a hash algorithm 
on some portion of the content 280. For example, the hash 
algorithm may be run on the program code and data 282 
alone or in combination With the resource list 284 (if 
utiliZed) and/or the other content 286. In any case, a hash 
result obtained by executing the hash algorithm may be 
utiliZed as the digital signature, Which may be provided to 
the processing system provider 202 (action 206, FIG. 2). 
Turning again to FIG. 2, the processing system provider 202 
may specify the particular hash algorithm to be used in 
producing the digital signature 286. Alternatively, the con 
tent provider 200 may select from a list of approved hash 
algorithms and/or may otherWise specify a desirable hash 
algorithm to the processing system provider 202. 

[0038] Actions 204 and 206 represent a registration pro 
cess betWeen the content provider 200 and the processing 
system provider 202 in order to permit a softWare applica 
tion to utiliZe one or more resources 108 of the apparatus 
100. The particular resources registered for (or purchased) 
by the content provider 200 may be listed Within the 
resource list 284 and included in the content 280. Altema 
tively, the list may be omitted, for example, because the 
registration permits use of all resources. It is noted that the 
exchange of information betWeen the content provider 200 
and the processing system provider 202 may be achieved 
using any communication means, such as physical delivery, 
digital transmission, etc. 

[0039] At action 208, the program code and data 282, the 
resource list 284, and/or the other content 286 are preferably 
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encrypted utiliZing the content provider’s private key. At 
action 210, encrypted content 280 may be transmitted or 
otherWise provided to a user of the apparatus 100. 

[0040] The processing system provider 202 preferably 
utiliZes a private key of a private/public key pair to encrypt 
at least the digital signature (and optionally the content 
provider’s public key). The public key in the pair With the 
processing system provider’s private key is preferably 
locally stored Within the apparatus 100 (e.g., during manu 
facturing). It is desirable for the processing system provid 
er’s public key to be securely stored Within the apparatus 
100 to prevent tampering thereWith. At action 212, the 
processing system provider 202 preferably transmits the 
encrypted digital signature and the content provider’s public 
key to the apparatus 100. This transmission may be in 
response to a request by the user, such as during a registra 
tion process When the user invokes the content. Such reg 
istration may take place using various techniques, such as by 
physical registration, digital communication over a netWork, 
etc. 

[0041] Reference is noW made to FIGS. 4-5, Which illus 
trate further actions that may be carried out in accordance 
With one or more further aspects of the present invention. At 
action 300, the encrypted content 280 is received into the 
system memory 206. This may be achieved in any of the 
knoWn Ways, such as inserting a CD-ROM containing the 
content into an appropriate reader of the apparatus 100, 
doWnloading the content over a netWork, etc. Also at action 
300, and preferably after the encrypted content 280 is 
received, authentication information is received into the 
system memory 106. The authentication information pref 
erably includes the content provider’s public key (to decrypt 
the content 280) and the digital signature encrypted With the 
processing system provider’s private key. As With the con 
tent 280, the authentication information may be received 
into the system memory 106 in any of the knoWn Ways, such 
as inserting a storage medium containing the authentication 
information into an appropriate reader of the apparatus 100, 
doWnloading the information over a netWork, etc. 

[0042] At action 304, the authentication information is 
received into the local memory 104. As discussed above, the 
apparatus 100 preferably includes the processing system 
provider’s public key that corresponds With the processing 
system provider’s private key used to encrypt at least some 
of the authentication information (e. g., the digital signature). 
At action 306, the processor 102 preferably decrypts the 
authentication information in order to obtain the digital 
signature and the content provider’s public key. 
[0043] Turning to FIG. 5, at action 308, some or all of the 
encrypted content 280 are preferably received into the local 
memory 104. At action 301, the content provider’s public 
key (obtained at action 306) is used to decrypt the content 
280. It Was noted above that the content provider’s public 
key may or may not have been encrypted along With the 
digital signature. If the content provider’ s public key Was not 
encrypted, then action 306 need not have been performed in 
order to decrypt the content 280. Irrespective of the order in 
Which the content 280 and the authentication information are 
decrypted, the digital signature is utiliZed to authenticate the 
content 280 and to enable the program code to use the 
resources of the apparatus 100. 

[0044] At action 312, the digital signature is preferably 
checked to determine its authenticity. For example, if the 



US 2007/0180249 A1 

digital signature is a hash result obtained by running a hash 
algorithm on at least a portion of the content 280 prior to 
encryption, then the processor 102 is preferably operable to 
execute the same hash algorithm on the same portion of the 
content 280 to produce a second hash result that may be 
compared With the digital signature. At action 314, a deter 
mination is made as to Whether the content 280 is valid and 
should be permitted to utiliZe one or more of the resources 
108 based on Whether the digital signature is authentic. If the 
result of the determination is in the negative, then the 
process enters a failed state Where appropriate action may be 
taken, such as notifying the user that the content 280 may not 
be executed, etc. If the result of the determination at action 
314 is in the af?rmative, then the process How preferably 
advances to action 318, Where one or more of the resources 
108 may be utiliZed by the program code execution. 

[0045] In a preferred embodiment, the processor 102 is 
preferably operable to check the resource list 284 to deter 
mine Which of the plurality of resources 108 are enabled 
vis-a-vis the content 280. Thereafter, the speci?ed resources 
108 may be utiliZed in accordance With the agreed upon 
terms (action 204). 

[0046] It is noted that in some embodiments of the inven 
tion, at least some of the program code may be executed 
despite the absence of and/or a non-authentic digital signa 
ture. Further, in accordance With some aspects of the present 
invention, the use of at least one of the processing resources 
108 may be permitted despite the absence of and/or a 
non-authentic digital signature. For example, even With no 
digital signature, various aspects of the present invention 
may permit use of resources 108A and 108D but prohibit use 
of resources 108B and 108C. 

[0047] While some processing systems employ a single 
processor to achieve fast processing speeds, such as that 
illustrated and described hereinabove With respect to FIG. 1, 
other processing systems are implemented utiliZing multi 
processor architectures. With reference to FIG. 6, a multi 
processor system 100A is contemplated in Which, a plurality 
of sub-processors can operate in parallel (or at least in 
concert) to achieve desired processing results. The process 
ing system 100A includes a plurality of processors 102A, 
102B, 102C, and 102D, it being understood that any number 
of processors may be employed Without departing from the 
spirit and scope of the invention. The processing system 
100A also includes a plurality of local memories 104A, 
104B, 104C, 104D and a shared memory 106. At least the 
processors 102, the local memories 104, and the shared 
memory 106 are preferably (directly or indirectly) coupled 
to one another over a bus system 112 that is operable to 
transfer data to and from each component in accordance 
With suitable protocols. 

[0048] Each of the processors 102 may be of similar 
construction or of differing construction. The processors 
may be implemented utiliZing any of the knoWn technolo 
gies that are capable of requesting data from the shared (or 
system) memory 106, and manipulating the data to achieve 
a desirable result. For example, the processors 102 may be 
implemented using any of the knoWn microprocessors that 
are capable of executing softWare and/or ?rmware, includ 
ing standard microprocessors, distributed microprocessors, 
etc. By Way of example, one or more of the processors 102 
may be a graphics processor that is capable of requesting and 
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manipulating data, such as pixel data, including gray scale 
information, color information, texture data, polygonal 
information, video frame information, etc. 

[0049] One or more of the processors 102 of the system 
100A may take on the role as a main (or managing) 
processor. The main processor may schedule and orchestrate 
the processing of data by the other processors. 

[0050] The system memory 106 is preferably a dynamic 
random access memory (DRAM) coupled to the processors 
102 through a memory interface circuit (not shoWn). 
Although the system memory 106 is preferably a DRAM, 
the memory 106 may be implemented using other means, 
e.g., a static random access memory (SRAM), a magnetic 
random access memory (MRAM), an optical memory, a 
holographic memory, etc. 

[0051] Each processor 102 preferably includes a processor 
core and an associated one of the local memories 104 in 
Which to execute programs. These components may be 
integrally disposed on a common semi-conductor substrate 
or may be separately disposed as may be desired by a 
designer. The processor core is preferably implemented 
using a processing pipeline, in Which logic instructions are 
processed in a pipelined fashion. Although the pipeline may 
be divided into any number of stages at Which instructions 
are processed, the pipeline generally comprises fetching one 
or more instructions, decoding the instructions, checking for 
dependencies among the instructions, issuing the instruc 
tions, and executing the instructions. In this regard, the 
processor core may include an instruction buffer, instruction 
decode circuitry, dependency check circuitry, instruction 
issue circuitry, and execution stages. 

[0052] Each local memory 104 is coupled to its associated 
processor core 102 via a bus and is preferably located on the 
same chip (same semiconductor substrate) as the processor 
core. The local memory 104 is preferably not a traditional 
hardWare cache memory in that there are no on-chip or 
off-chip hardWare cache circuits, cache registers, cache 
memory controllers, etc. to implement a hardWare cache 
memory function. As on chip space is often limited, the siZe 
of the local memory may be much smaller than the shared 
memory 106. 

[0053] The processors 102 preferably provide data access 
requests to copy data (Which may include program data) 
from the system memory 106 over the bus system 112 into 
their respective local memories 104 for program execution 
and data manipulation. The mechanism for facilitating data 
access may be implemented utiliZing any of the knoWn 
techniques, for example the direct memory access (DMA) 
technique. This function is preferably carried out by the 
memory interface circuit. 

[0054] In accordance With at least one further aspect of the 
present invention, the methods and apparatus described 
above may be achieved utiliZing suitable hardWare, such as 
that illustrated in the ?gures. Such hardWare may be imple 
mented utiliZing any of the knoWn technologies, such as 
standard digital circuitry, any of the knoWn processors that 
are operable to execute softWare and/or ?rmWare programs, 
one or more programmable digital devices or systems, such 
as programmable read only memories (PROMs), program 
mable array logic devices (PALs), etc. Furthermore, 
although the apparatus illustrated in the ?gures are shoWn as 
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being partitioned into certain functional blocks, such blocks 
may be implemented by Way of separate circuitry and/or 
combined into one or more functional units. Still further, the 
various aspects of the invention may be implemented by 
Way of software and/or ?rmware program(s) that may be 
stored on suitable storage medium or media (such as ?oppy 
disk(s), memory chip(s), etc.) for transportability and/or 
distribution. 

[0055] As discussed above, various aspects of the present 
invention provide for methods and apparatus in Which any 
softWare requiring use of some or all of the resources of a 
processing system must have been approved (e.g., by a 
digital signature) by an entity associated With the processing 
system (e.g., the designer and/or the manufacturer). Aspects 
of the invention provide a mechanism that enables the 
providers of freeWare, shareWare, and (unlicensed) game 
content to obtain or validate a digital signature vis-a-vis the 
designer/manufacturer of the processing system in order to 
gain access to the resources necessary to execute .the 
content. 

[0056] The methods and apparatus for managing process 
ing resources in a processing system may achieve the 
advantages of an open system architecture, the sharing in the 
reWards of content development and sales by the designer/ 
manufacturer of the processing system, and the bene?ts of 
executing shareWare and freeWare programs on the process 
ing system. 

[0057] Although the invention herein has been described 
With reference to particular embodiments, it is to be under 
stood that these embodiments are merely illustrative of the 
principles and applications of the present invention. It is 
therefore to be understood that numerous modi?cations may 
be made to the illustrative embodiments and that other 
arrangements may be devised Without departing from the 
spirit and scope of the present invention as de?ned by the 
appended claims. 

1. A method, comprising: 

requiring that a content provider seeking to have its 
content executed by a processing system enter into an 
accord With a processing system provider; 

receiving a second key and a digital signature from the 
content provider to the processing system provider, the 
second key being operable to decrypt the content When 
it has been encrypted With a ?rst key, and the digital 
signature indicating that the accord has been reached; 

receiving the encrypted content from the content provider 
in a memory of the processing system; and 

preventing use of one or more processing resources of the 
processing system that are otherWise operable to facili 
tate the execution of the content unless the digital 
signature is received from the processing system pro 
vider. 

2. The method of claim 1, further comprising: 

encrypting at least the digital signature using a third key; 

ensuring that a fourth key is available to the processing 
system that is operable to decrypt the digital signature; 
and 

making the second key and encrypted digital signature 
available to the processing system. 
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3. The method of claim 2, further comprising: 

decrypting at least the encrypted digital signature using 
the fourth key; 

checking authenticity of the digital signature; and 

permitting use of the one or more processing resources if 
the digital signature is authentic. 

4. The method of claim 3, Wherein: the ?rst key is a 
private key of a ?rst public/private key pair that controlled 
by the content provider irrespective of the accord; and the 
second key is a public key of the ?rst public/private key pair. 

5. The method of claim 4, Wherein: the third key is a 
private key of a second public/private key pair that con 
trolled by the processing system provider; and the fourth key 
is a public key of the second public/private key pair. 

6. The method of claim 3, Wherein at least one of: 

the digital signature is a hash result obtained by running 
a hash algorithm on at least some of the content; 

the content provider makes at least one of the hash result 
and the hash algorithm knoWn to the processing system 
provider; 

the processing system provider makes the hash algorithm 
available to the processing system; and 

the step of checking the authenticity of the digital signa 
ture includes running the hash algorithm on the at least 
some of the content to obtain a second hash result and 
comparing the digital signature to the second hash 
result. 

7. The method of claim 1, Wherein the content includes a 
resource list that identi?es Which of the processing resources 
are permitted to be used by the content. 

8. The method of claim 1, further comprising: 

permitting execution of at least some of the content 
despite the absence of the authorized digital signature; 
and 

permitting use of at least one of the processing resources 
despite the absence of the authorized digital signature. 

9. The method of claim 1, Wherein at least one of: 

the processing resources include a non-volatile memory 
sub-system, and one or more functional circuits of the 
processing system; 

the non-volatile memory sub-system includes at least 
portions of softWare and/or hardWare components of an 
electromagnetic memory medium, an electronic 
memory medium, a silicon memory medium, an optical 
memory medium, a hard disc memory medium, a 
CD-ROM memory medium, a DVD-ROM memory 
medium, and an external memory medium; and 

the one or more functional circuits of the apparatus 
includes at least one graphics processing circuit, a 
netWork interface circuit, a display interface circuit, a 
printer interface circuit, and a local data input and/or 
output interface. 

10. The method of claim 1, Wherein the content includes 
at least one of shareWare and freeWare. 

11. A method, comprising: 

receiving encrypted content in a memory of a processing 
system, the content being encrypted using a ?rst key; 
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receiving authentication information including a digital 
signature and a second key in the memory of the 
processing system, at least the digital signature being 
encrypted using a third key; 

decrypting the encrypted content using the second key; 

decrypting the digital signature using a fourth key stored 
locally Within the processing system and checking 
authenticity of the digital signature; and 

permitting use of one or more processing resources that 
are operable to facilitate the execution of the content by 
a processor of the processing system only if the digital 
signature is authentic. 

12. The method of claim 11, Wherein: 

the digital signature is a hash result obtained by running 
a hash algorithm on at least some of the content prior 
to receiving the encrypted content; and 

the step of checking the authenticity of the digital. sig 
nature includes running the hash algorithm on the at 
least some of the decrypted content to obtain a second 
hash result and comparing the digital signature to the 
second hash result. 

13. The method of claim 11, further comprising: 

requiring that a content provider seeking to have its 
content executed by a processing system enter into an 
accord With a provider of the processing system; 

Withholding availability of the digital signature and the 
second key available to the processing system unless 
the accord has been reached. 

14. The method of claim 13, Wherein: the ?rst key is a 
private key of a ?rst public/private key pair that controlled 
by a content provider seeking to have the content executed 
on the processing system; and the second key is a public key 
of the ?rst public/private key pair. 

15. The method of claim 14, Wherein: the third key is a 
private key of a second public/private key pair that con 
trolled by the processing system provider; and the fourth key 
is a public key of the second public/private key pair. 

16. The method of claim 11, Wherein the content includes 
a resource list that identi?es Which of the processing 
resources are permitted to be used by the content. 

17. The method of claim 11, further comprising: 

permitting execution of at least some of the content 
despite the absence of the authorized digital signature; 
and 

permitting use of at least one of the processing resources 
despite the absence of the authorized digital signature. 

18. The method of claim 11, Wherein at least one of: 

the processing resources include a non-volatile memory 
sub-system, and one or more functional circuits of the 
processing system; 

the non-volatile memory sub-system includes at least 
portions of softWare and/or hardWare components of an 
electromagnetic memory medium, an electronic 
memory medium, a silicon memory medium, an optical 
memory medium, a hard disc memory medium, a 
CD-ROM memory medium, a DVD-ROM memory 
medium, and an external memory medium; and 
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the one or more functional circuits of the apparatus 
includes at least one graphics processing circuit, a 
netWork interface circuit, a display interface circuit, a 
printer interface circuit, and a local data input and/or 
output interface. 

19. The method of claim 11, Wherein the content includes 
at least one of shareWare and freeWare. 

20. An apparatus including a processing system operable 
to execute softWare that causes a processor of the system to 
execute actions, comprising: 

receiving encrypted content in a memory of the process 
ing system, the content being encrypted using a ?rst 
key; 

receiving authentication information including a digital 
signature and a second key in the memory of the 
processing system, at least the digital signature being 
encrypted using a third key; 

decrypting the encrypted content using the second key; 

decrypting the digital signature using a fourth key stored 
locally Within the processing system and checking 
authenticity of the digital signature; and 

permitting use of one or more processing resources that 
are operable to facilitate the execution of the content by 
a processor of the processing system only if the digital 
signature is authentic. 

21. A system, comprising: 

a ?rst processing system operable to execute softWare that 
causes the system to execute actions, including: 

requiring that a content provider seeking to have its 
content executed by a processing system enter into 
an accord With a processing system provider, 

receiving a second key and a digital signature from the 
content provider, the second key being operable to 
decrypt the content When it has been encrypted With 
a ?rst key, and the digital signature indicating that 
the accord has been reached, 

encrypting at least the digital signature using a third 
key, and 

transmitting the second key and the encrypted digital 
signature upon request; and 

a second processing system operable to execute softWare 
that causes a processor of the system to execute actions, 
including: 
receiving the encrypted content from the content pro 

vider in a memory of the second processing system, 
and 

preventing use of one or more processing resources of 
the second processing system that are otherWise 
operable to facilitate the execution of the content 
unless the digital signature is received from the ?rst 
processing system. 

22. The system of claim 21, Wherein the second process 
ing system is further operable to: 

request the second key and the encrypted digital signature 
upon from the ?rst processing system; 

decrypt at least the encrypted digital signature using a 
locally stored fourth key; 
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check authenticity of the digital signature; and 

permit use of the one or more processing resources if the 
digital signature is authentic. 

23. The system of claim 22, Wherein: 

the ?rst processing system is further operable to require 
that the content provider transmit at least one of a hash 
result and a hash algorithm, the digital signature being 
the hash result obtained by running the hash algorithm 
on at least some of the content; 

the hash algorithm is available to the second processing 
system; and 

the second processing system is further operable to check 
the authenticity of the digital signature by running the 
hash algorithm on the at least some of the content to 
obtain a second hash result and comparing the digital 
signature to the second hash result. 

24. The system of claim 21, Wherein: the ?rst key is a 
private key of a ?rst public/private key pair that controlled 
by the content provider irrespective of the accord; and the 
second key is a public key of the ?rst public/private key pair. 

25. The system of claim 24, Wherein: the third key is a 
private key of a second public/private key pair that con 
trolled by the processing system provider; and the fourth key 
is a public key of the second public/private key pair. 

26. The system of claim 1, further comprising: 

permitting execution of at least some of the content 
despite the absence of the authorized digital signature; 
and 

permitting use of at least one of the processing resources 
despite the absence of the authorized digital signature. 

27. The system of claim 21, Wherein at least one of: 

the processing resources include a non-volatile memory 
sub-system, and one or more functional circuits of the 
processing system; 

the non-volatile memory sub-system includes at least 
portions of software and/or hardWare components of an 
electromagnetic memory medium, an electronic 
memory medium, a silicon memory medium, an optical 
memory medium, a hard disc memory medium, a 
CD-ROM memory medium, a DVD-ROM memory 
medium, and an external memory medium; and 

the one or more functional circuits of the apparatus 
includes at least one graphics processing circuit, a 
netWork interface circuit, a display interface circuit, a 
printer interface circuit, and a local data input and/or 
output interface. 

28. The system of claim 21, Wherein the content includes 
at least one of shareWare and freeWare. 

29. An apparatus, comprising: 

a memory for storing content that has been encrypted 
using a ?rst key, and authentication information includ 
ing a digital signature and a second key, at least the 
digital signature having been encrypted using a third 
key; and 

a processor operatively coupled to the memory and being 
operable to: 

decrypt the encrypted content using the second key, 

decrypting the digital signature using a fourth key stored, 
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check authenticity of the digital signature, and 

permit use of one or more processing resources that are 

operable to facilitate the execution of the content only 
if the digital signature is authentic. 

30. The apparatus of claim 29, Wherein: 

the digital signature is a hash result obtained by running 
a hash algorithm on at least some of the content prior 

to receiving the encrypted content; and 

the processor is further operable to check the authenticity 
of the digital signature by running the hash algorithm 
on the at least some of the decrypted content to obtain 

a second hash result and comparing the digital signa 
ture to the second hash result. 

31. The apparatus of claim 29, Wherein a content provider 
seeking to have its content executed by the apparatus must 
have entered into an accord With a provider of the apparatus 
in order for the digital signature and the second key to have 
been received by the apparatus. 

32. The apparatus of claim 31, Wherein: the ?rst key is a 
private key of a ?rst public/private key pair that controlled 
by the content provider; and the second key is a public key 
of the ?rst public/private key pair. 

33. The apparatus of claim 32, Wherein: the third key is a 
private key of a second public/private key pair that con 
trolled by the apparatus provider; and the fourth key is a 
public key of the second public/private key pair. 

34. The apparatus of claim 29, Wherein the processor is 
further operable to: 

permit execution of at least some of the content despite 
the absence of the authorized digital signature; and 

permit use of at least one of the processing resources 
despite the absence of the authorized digital signature. 

35. The apparatus of claim 29, Wherein at least one of: 

the processing resources include a non-volatile memory 
sub-system, and one or more functional circuits of the 

processing system; 

the non-volatile memory sub-system includes at least 
portions of softWare and/or hardWare components of an 
electromagnetic memory medium, an electronic 
memory medium, a silicon memory medium, an optical 
memory medium, a hard disc memory medium, a 
CD-ROM memory medium, a DVD-ROM memory 
medium, and an external memory medium; and 

the one or more functional circuits of the apparatus 

includes at least one graphics processing circuit, a 
netWork interface circuit, a display interface circuit, a 
printer interface circuit, and a local data input and/or 
output interface. 

36. The apparatus of claim 29, Wherein the content 
includes at least one of shareWare and freeWare. 

37. A storage medium containing a softWare program, the 
softWare program being operable to cause a processor to 
execute actions including: 
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receiving encrypted content in a memory of a processing 
system, the content being encrypted using a ?rst key; 

receiving authentication information including a digital 
signature and a second key in the memory of the 
processing system, at least the digital signature being 
encrypted using a third key; 

decrypting the encrypted content using the second key; 
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decrypting the digital signature using a fourth key stored 
locally Within the processing system and checking 
authenticity of the.digital signature; and 

permitting use of one or more processing resources that 
are operable to facilitate the execution of the content by 
a processor of the processing system only if the digital 
signature is authentic. 

* * * * * 


