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MAIN FLOW OF CONTROL THROUGH MEDIASAFE MIRROR 
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READ DRIVE - Mediasafe Mirror 
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BACKWARDS STRAIGHT CLONE FUNCTION 
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SAVE DRIVE AS A ***.|MG FILE FUNCTION 
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MFT COPY FUNCTION 
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ERASE OR REPLACE G-LIST FUNCTION 
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DRIVE POWER ON AND POWER OFF FUNCTION 
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DRIVE TEMPERATURE FUNCTION 
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NOlSE INDUCTION FUNCTION 
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Fig. 21 
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DATA RECOVERY APPLICATION 

FIELD OF THE INVENTION 

[0001] The invention relates to computer software and 
hardware. More speci?cally, the invention relates to soft 
ware for recovery of data from a failing hard drive. 

BACKGROUND OF THE INVENTION 

[0002] While computer hard drives have continued to 
improve in capacity, performance and reliability, computer 
hard drives continue to be one of the most unreliable 
components of a personal computer. A hard drive is the 
primary medium for storing information on computers, 
because it combines high capacity, relatively fast access and 
low price. A hard disk drive is made up of four basic 
components: a motor, a spinning platter, a pivoting arm with 
a read/write head on its end and electronics to tie everything 
together and connect it to a processor. 

[0003] Because computer hard drives normally represent 
the primary static storage medium for a personal computer, 
computer users rely heavily upon computer hard drives for 
the safekeeping of their data. For mission critical data, daily 
backups are normally made onto another static media such 
as tape backups, removable media drives, such as CD and 
DVD media and decreasingly ?oppy drives, and increas 
ingly solid state devices, such as USB ?ash drives. Most 
users realiZe the need to back up computer hard drives on a 
regular basis. However, while some users still do not under 
stand the importance, others simply do not backup their 
computer hard drives do to the time involved or lack of 
understanding or desire to complete the necessary steps. 
Even with diligent computer hard drive backup procedures, 
it is possible that important data will be list on a failing hard 
drive because it was created between computer backups. 

[0004] Previously, software programs for recovery data 
from failing hard drives existed. However, these programs 
are designed to address logical problems, not physically 
damaged medium. There are various problems that can 
occur with a computer hard drive and no software provides 
automatic operation to locate the source of the hardware 
problem, correct the problem as best can be corrected and 
recover as much data from the computer hard drive as 
possible. Therefore, in the past there has been no computer 
software available to recover data from a failing hard drive. 

SUMMARY OF THE INVENTION 

[0005] The present invention provides a system for the 
recovery of data from a failing or failed hard drive com 
prising a computer, computer software and a chamber. The 
computer comprises a ?rst hard drive and a second hard 
drive attached thereto. The ?rst hard is the failed or failing 
hard drive, and the second hard drive is a hard drive to which 
data may be copied from the ?rst hard drive. The computer 
software is executed by the computer for copying data 
contained on the ?rst hard drive to the second hard drive. 
The chamber encloses the ?rst hard (failed) drive. The 
chamber is in communication with the computer and is 
capable of altering at least one property of the physical 
environment within the chamber programmatically at direc 
tion of the computer software in order to recover data from 
the ?rst hard drive that was not readable by the computer 
before the property of environment was altered. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 is a diagram according to an embodiment of 
the present invention; 

[0007] FIG. 2 is a ?ow chart of the main ?ow of the 
software according to an embodiment of the present inven 
tion; 
[0008] FIG. 3 is a diagram of an introductory interface 
according to an embodiment of the present invention; 

[0009] FIG. 4 is a diagram of a main interface according 
to an embodiment of the present invention; 

[0010] FIG. 5 is diagram of a read drive interface accord 
ing to an embodiment of the present invention 

[0011] FIG. 6 is a diagram of an error interface according 
to an embodiment of the present invention; 

[0012] FIG. 7 is diagram of a write drive interface accord 
ing to an embodiment of the present invention; 

[0013] FIG. 8 is a diagram of a con?rmation interface 
according to an embodiment of the present invention; 

[0014] FIG. 9 is a diagram of a image ?le name interface 
according to an embodiment of the present invention; 

[0015] FIG. 10 is a diagram of a select ?le type interface 
according to an embodiment of the present invention; 

[0016] FIG. 11 is a clone drive forwards ?ow chart accord 
ing to an embodiment of the present invention; 

[0017] FIG. 12 is a clone drive backward ?ow chart 
according to an embodiment of the present invention; 

[0018] FIG. 13 is a save as *.img ?ow chart according to 
an embodiment of the present invention; 

[0019] FIG. 14 is a clone MFT then hard drive forward 
?ow chart according to an embodiment of the present 
invention; 
[0020] FIG. 15 is a skip bad sectors ?ow chart according 
to an embodiment of the present invention; 

[0021] FIG. 16 is a data veri?cation ?ow chart according 
to an embodiment of the present invention; 

[0022] FIG. 17 is an erase or replace G-list ?ow chart 
according to an embodiment of the present invention; 

[0023] FIG. 18 is a hard drive power on/power oif ?ow 
chart according to an embodiment of the present invention; 

[0024] FIG. 19 is a hard drive temperature ?ow chart 
according to an embodiment of the present invention; 

[0025] FIG. 20 is a hard drive vibration ?ow chart accord 
ing to an embodiment of the present invention; and 

[0026] FIG. 21 is a hard drive pressure ?ow chart accord 
ing to an embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0027] While this invention is susceptible of embodiment 
in many different forms, there is shown in the drawings and 
will herein be described in detail preferred embodiments of 
the invention with the understanding that the present dis 
closure is to be considered as an exempli?cation of the 
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principles of the invention and is not intended to limit the 
broad aspect of the invention to the embodiments illustrated. 

[0028] The preferred embodiment of the present invention 
comprises a software application for execution on a com 
puter, preferably a personal computer or laptop computer, to 
provide a mirroring or cloning solution for creating a backup 
copy of a failed or failing hard disk drive. The present 
invention accomplishes this by using a proprietary hard 
Ware/softWare combination. 

[0029] In this regard and referring to FIG. 1, a computer 
designated as reference numeral 100 is attached to a hard 
drive 102. The hard drive 102 is a “target” drive and holds 
information to be retrieved from a failed or failing hard drive 
104. The failed or failing hard drive 104 is located Within a 
chamber 106 that is sealed such that it can be pressurized, 
vibrated, heated and cooled and turned off and on in a 
controlled environment and is attached to the computer. The 
hard drives may be directly attached to the computer or 
attached through a computer netWork. The chamber 106 
communicates With a communications port 108 on the 
computer 100, such as a serial port, parallel port, USB port, 
?reWire port, Ethernet port, Wireless communication inter 
face or other communication interface of the computer 100. 
The chamber 106 has a relay 110 Which receives commands 
from the computer 100 through the port. The relay 110 
controls poWer to an air compressor 112, a vacuum pump 
114, a heater 116, an air conditioner 118, a vibrating pad 120 
and the failed or failing hard drive 104 itself. The air 
compressor 122 increases the air pressure Within the cham 
ber 106 to pressures above ambient pressure. The vacuum 
pump 122, alternatively, decreases the air pressure Within 
the chamber 106 to pressures beloW ambient pressure. The 
air conditioner 118 and heater 116 Work to decrease or 
increase the temperature Within the chamber 106. The 
vibrating pad 120 provides varying levels of vibration to the 
hard drive 104 Within the chamber 106. By altering tem 
perature, pressure and vibration, the failed or failing hard 
drive 104 may be made to operate Where it Would not 
previous operate in ambient pressure and room temperature 
and Without vibration. In this manner, the hard drive 104 
may be made to operate long enough to recover its data. 
These variables make data cloning possible by causing slight 
changes to hard drive head read height, metallic expansion/ 
contraction of the hard drive platter media, corrupted hard 
drive microcode correction, amplifying current and signal 
frequency to the spindle motor, by introducing magnetic 
noise in order to electronically ?lter harmful noise, or by 
avoiding bad sectors on the medium. 

[0030] The softWare causes the computer to act to control 
the air compressor 112, vacuum pump 114, heater 116, air 
conditioner 118, vibrating pad 120 and the poWer to the 
failed or failing hard drive 104. The interface of FIG. 2 
alloWs the user to determine Which factors of environment 
Will be manipulated as Well as options and strategies for 
recovering all of the data, or as much data as possible. 

[0031] Referring to the ?oW chart of FIG. 2, the main ?oW 
of steps undertaken by the softWare is provided. Initially, 
softWare may be stored on and started from a removable 
media, such as a ?oppy disk, CD-ROM, DVD-ROM or other 
removable storage media, or it may be stored on and started 
from an installed location of a computer hard drive attached 
to the computer 100. 
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[0032] When the removable media option is used, not all 
of the features of the present invention may be provided, but 
essentially the same cloning methods are performed and the 
same options are available With minor variations. Another 
manner in Which the present invention can be executed 
through a second start action by operating the program after 
it has been installed onto the user’s personal computer just 
as any other type of softWare Would be installed. The 
invention Will provide an installation shield to help the end 
user properly install the program on to the user’s computer, 
as is knoWn in the art. 

[0033] Next, the softWare turns off drive reallocation so 
that no sectors are automatically reallocated. This procedure 
prevents the hard drive’s microcode from unnecessarily 
attempting to repair bad sectors on a failing hard drive. This 
increases speed and success of the clone. Next, upon execut 
ing the softWare, the user is shoWn an introductory interface 
20 that provides information about the softWare, as shoWn in 
FIG. 3. After the user progresses past the introductory 
interface 20, the softWare determines the authenticity of its 
installation. This is done to prevent end users of the softWare 
of the present invention from distributing illegal copies of 
the program. Several key components are veri?ed by the 
program to ensure integrity of the computer it is installed on. 
Key components that are veri?ed are CPU number, moth 
erboard make and model number, and if booting With a 
?oppy disk the serial number of the ?oppy drive. All 
veri?cation methods are conducted using standard pro 
cesses. 

[0034] The user is next provided With the main interface 
22 of FIG. 4. In this interface, various methods for attempt 
ing to recover data from the failed or failing hard drive 104 
are presented. Speci?cally, the user can select Which meth 
ods he does or does not Wish to attempt in order to recover 
the data. The methods are subdivided into groups Which 
control the direction in Which the hard drive surface is 
scanned in order to recover data (direction set 24), the 
features of a hard drive chamber 106 that can be manipulated 
in order to affect data recovery (drive chamber 26), internal 
features of the softWare itself that may be manipulated in 
order to affect data recovery (internal sWitches 28), features 
of the hard drive 104 that may be changed in order to affect 
data recovery (read drive 30), and features of the hard drive 
102 that may be affected by softWare (copy disk 32). 
[0035] Additionally, the interface of FIG. 4 receives a 
login name 38, passWord 40 and displays the location of a 
log ?le 42 that logs actions taken and errors determined by 
the softWare and results of those actions for later revieW. 

[0036] Grouped under direction set 24, one and only one 
direction set option 44-52 can be chosen simultaneously. 
Other options 54-72 grouped under different option sets 
26-32 may be chosen in any combination. The options 44-72 
Will be explained in greater detail beloW. 

[0037] After a RUN MIRROR command button 74 is 
depressed, a smaller interface 78, shoWn in FIG. 5, Will be 
displayed to the user unless there is an error, in Which case 
an error display, as shoWn in FIG. 6, Will be displayed to the 
user identifying the error. The interface 78 asks the user to 
select from among the hard drives 102 and 104 attached to 
the computer the hard drive that is the failed or failing hard 
drive or “the read drive”. 

[0038] After the user has selected the identity of the failed 
or failing hard drive 104 in FIG. 5, the interface 80 asks the 
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user to identify Which hard drive 102 or 104 should be used 
for Writing the recovered data, in FIG. 7. After the user has 
identi?ed Which hard drive 102 or 104 should be used for 
Writing the recovered data (“the target drive”), the interface 
82 of FIG. 8 requests the user to con?rm Whether to clone 
the failing hard drive, and then, in the interface 84 of FIG. 
9, requests the user to enter a hard drive image ?lename in 
a text box 86, if an image drive to *.img option 52 is selected 
(described below). In the interface 88 of FIG. 10, if the 
softWare cannot determine the hard drive format and the user 
selected the options 48 or 50, the softWare Will request the 
user to identify Which hard drive format the failed or failing 
hard drive has. 

[0039] NoW the options 44-52 are explained in greater 
detail. If under the direction set 24 (FIG. 2) the clone drive 
forWard option 44 has been selected, the steps of FIG. 11 are 
performed. 

[0040] Next, the softWare veri?es that the hard drive 102 
is equal to or larger than the hard drive 104 in capacity. If it 
is not, an error is displayed With the interface of FIG. 6 
displaying the nature of the error. If it the hard drive 102 is 
larger, the softWare continues to the next step by determining 
on What IDE port the hard drive 102 is located, on What IDE 
port the hard drive 104 is located and the maximum sector 
number for the hard drive 104. Data Will be Written to the 
drives 102 and 104 faster using direct referencing of the port 
number rather than relative addressing. If the softWare 
cannot obtain the physical port address it Will continue at a 
sloWer PIO mode. Additionally, if the hard drive 102 is 
encountering many read errors the drive Will automatically 
drop doWn to a loWer PIO mode automatically. While IDE 
ports are described, one of ordinary skill in the art Would 
recogniZe that other hard drive interface technologies can be 
used, for example, SCSI hard drive interfaces or other 
knoWn hard drive interfaces. 

[0041] The softWare then loops through a cycle of reading 
in a sector number stored in a SecNum variable of the hard 
drive 104, starting With sector 0, storing the data from the 
sector in a read bulfer, Writing the data to the hard drive 102, 
deleting the data from the bulfer, incrementing the SecNum 
variable by l and continuing the loop again. The cycle 
repeats until all sectors of the hard drive 104 have been read. 
When the loop is completed successfully, the data from the 
hard drive 104 Will be copied to the hard drive 102. 

[0042] If under the direction set 24, the clone drive back 
Ward option 46 has been selected, the steps of FIG. 12 are 
performed in a similar manner as With the clone drive 
forWards option 44, but the sectors are read in reverse order. 
Speci?cally, as With the clone drive forWard option 44, in a 
?rst step, the software opens the failed or failing hard drive 
104 from Which it Will read data. Subsequently, the softWare 
opens the hard drive 102 to Which it Will Write recovered 
data. Next, the softWare veri?es that the hard drive 102 is 
equal to or larger than the hard drive 104 in capacity. If it is 
not, the softWare displays an error, as above. If it the hard 
drive 102 is larger, the softWare continues by determining on 
What IDE port the hard drive 102 is located, on What IDE 
port the hard drive 104 is located and the maximum sector 
number for the hard drive 104. A SecNum variable is set to 
the value of the maximum sector number. Then, as above, 
the softWare loops through a cycle of reading in a sector 
number of the hard drive 104 stored in a SecNum variable, 
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storing the data in a read bulfer, Writing the data to the hard 
drive 102, deleting the data from the bulfer, decrementing 
the SecNum variable by l and continuing the loop again. 
The cycle repeats until all sectors of the hard drive 104 have 
been read. As before, When the loop is completed success 
fully, the data from the hard drive 104 Will be copied to the 
hard drive 102. 

[0043] If under the direction set 24, the image drive to 
*.img ?le option 52 has been selected, the steps of FIG. 13 
are performed in similar manner as With the clone drive 
forWards option 44, but an *.img extension is added to the 
Written data and the data appears as a single ?le on the hard 
drive 102. In a ?rst step, the process prompts the user to 
enter a name for the image ?le that is going to be created by 
the program, by using the interface of FIG. 9. The program 
Will not continue until the image name is entered. The 
remaining steps of the process are the same as the clone 
drive forWards option 44 except that data is Written out to a 
standard image ?le format and in the ?nal step a “.img” 
extension is Written to the ?le. 

[0044] When a clone MFTs ?rst then hard drive forWards 
option 48 is selected under the direction set 24, the softWare 
?rst acts to copy the sectors of the hard drive 104 that 
contain the master ?le table (“MFT”) of the hard drive 104 
and then copy all of the sectors of the hard drive 104. This 
function simply goes into the hard drive 104 and copies out 
the MFT ?rst, if it exists at all. If the hard drive does not 
contain an NTFS volume, then the softWare Will automati 
cally copy data forWard or backWard as described. This 
alloWs the end user to do partial recoveries on the failed hard 
drive because all of the information to identify the ?les has 
been recovered. 

[0045] Referring to FIG. 14, this process is started by the 
user indicating through the interface of FIG. 10 Which 
format the hard drive 104 uses if it cannot be automatically 
determined. Presently popular hard drive formats are FAT, 
FAT32 and NTFS. Other formats may be implemented, as 
one of ordinary skill in the art Would readily recogniZe. 
Based on the user’s response, and information read from the 
partition table and NTFS boot sector, the softWare Will 
understand Where to begin copying the MFT. The softWare 
then reads in the MFT based on the prede?ned start location 
for a particular hard drive format. 

[0046] In the next step, the Write head on the hard drive 
102 is moved to the location stored in DATA1 and is 
folloWed by a step Where the data is Written at the location 
of DATA1. Finally, the hard drive heads on both hard drive 
102 and hard drive 104 are moved back to Zero and the entire 
contents of the drive 104 are copied to the drive 102 using 
the steps described in FIG. 11. 

[0047] When the clone MFTs ?rst then hard drive back 
Wards option 50 is selected under the direction set 24, the 
same steps of FIG. 14 are performed except the hard drive 
104 is copied using the steps of FIG. 12 rather than FIG. 11 
at the after the last step of FIG. 14. 

[0048] As described, the direction set 24 options are 
implemented exclusively of each other and dictate the 
overall strategy for retrieving the data from a failed or failing 
hard drive. The remaining option sets 26-32 provide features 
Which can be implemented When retrieving data With a 
particular direction set 24. When retrieving data from the 








