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(57) ABSTRACT 

In a security system for network communications with client 
devices, each client device has a communication module for 
communicating with at least one server over a network, a 
data storage module for storing one or more covert data 
values of one or more operational events at the client device, 
and a covert identi?er generating module which creates at 
least one covert identi?er based on the stored covert data 
values. The covert identi?er is provided in one or more 
network messages to the server, or otherwise sent to the 
service provider, and may be provided in response to a 
speci?c request received over the network, or routinely in 
one or more messages normally involved in network com 
munications. The server compares covert identi?ers 
received from client devices having the same client identi?er 

20, 2006. in order to detect possible clones. 
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NETWORK SECURITY SYSTEM AND 
METHOD 

RELATED APPLICATION 

[0001] The present application claims the bene?t of co 
pending US. provisional patent application No. 60/760,475 
?led Jan. 20, 2006, Which is incorporated herein by refer 
ence in its entirety. 

BACKGROUND 

[0002] 1. Field of the Invention 
[0003] The present invention relates to netWork commu 
nications betWeen a server and client device, and is particu 
larly concerned With a netWork security system and method 
for detecting clones of true or properly registered client 
devices attempting to steal services Without payment or 
otherWise mimic a real client device. 
[0004] 2. RelatedArt 
[0005] In a distributed computing environment, pirates 
attempt to steal services by creating multiple clients With 
credentials identical to a valid client or authorized sub 
scriber, thereby alloWing non-paying subscribers to share 
(steal) the services of a paying authorized subscriber. Since 
the credentials appear valid, the server sends broadcast keys 
or the like to such clones, enabling non-authorized subscrib 
ers to vieW broadcasts, engage in tWo-Way communications, 
or the like. Such cloning techniques are a signi?cant prob 
lem to netWork providers. Pirates also attempt to duplicate 
or clone client devices such as smart cards Which are used 
by authorized individuals as credit or automated teller 
machine (ATM) cards, in mobile phones, for high security 
identi?cation and access-control cards, public transport 
cards, and other purposes. Cloning of smart cards also 
causes signi?cant problems to providers of such services as 
Well as the authorized card users. 

[0006] Therefore, What is needed is a system and method 
that reduces or overcomes these signi?cant problems found 
in the conventional systems as described above. 

SUMMARY 

[0007] Embodiments described herein provide for the 
addition of covert security data to normal messages betWeen 
a client device and server, so that a server can determine if 

more than one client device communicating With the net 
Work has the same registered credentials or client identi?er 
(client ID), indicating the presence of one or more cloned 
client devices. 
[0008] According to one aspect, a security method for 
detecting cloned client devices is provided, Which comprises 
receiving a message from a client device at a server, the 
message containing a covert identi?er derived from one or 
more operational events at the client device, determining 
Whether the covert identi?er matches a covert identi?er for 
the client device stored at the server, and reporting detection 
of a cloned client device if the covert identi?ers do not 
match. 
[0009] The covert identi?er stored at the server may be 
based on one or more covert data items generated by the 
server or by the client device, or both, and may have been 
received in a previous message Which purports to be from 
the same client device. If the messages originate With 
different client devices, such as a real client device and a 
cloned client device, the covert identi?ers do not match, 
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since the timing and values of operational events at one 
client device are not identical to those at another client 
device. The covert identi?er may be a value generated by or 
based upon one or more operational events, for example the 
time of occurrence of an event or the number of times a 

particular event has occurred at the client device, or may be 
a transformed version of one or more covert data values 

using a hashing function or the like. 

[0010] The client device may be any type of computing 
device capable of receiving and/or sending data over a 
netWork, such as set top boxes (STBs), personal computers, 
game consoles, cellular phones, personal digital assistants 
(PDAs), video equipment, smart cards, and the like. The 
covert identi?er generated for the client device may com 
prise one or more covert data values collected and stored by 
a client device, or a transformed version of such covert data 
values, and may be based on any operational characteristic 
or event of a client device Which changes over time and 
Which can be stored by the client device, or by the client 
device and server. The covert identi?er may be a token or 
value provided by the server, or may be a combination of 
client and server generated covert data values. An opera 
tional characteristic of a client device as referenced herein is 
an event Which occurs at or in connection With the client 

device and Which is unique to that particular client device, 
such as a time at Which a predetermined operational event 
occurs, for example sending or receiving a predetermined 
message at the client device or server, a ?rmWare update, a 
delay time betWeen sending a message to the network and 
receiving a response from the netWork, the time When the 
nth netWork packet is received at the client device, the 
number of times a certain operational event occurs, a token 
sent to the client device from the server, a count of Entitle 
ment Control Message (ECM) packets received, a channel 
the client device Was tuned to at a predetermined time, 
number of channel changes in a predetermined time, a 
register value contained on a chip in a client device, and so 
on. In the case of a smart card, the operational characteristic 
used to generate covert data may be a time of ?rst use of the 
smart card, the microsecond time When the smartcard Was 
used for a certain operation, the total number of data bytes 
processed by the smartcard at a certain time or captured at 
a certain event such as a broadcasted event trigger, or any 

other operational data, count, or event occurring during the 
use of the smartcard, for example. In the case of a mobile 
phone, call logs at the phone may be used to generate the 
covert identi?er, by processing the call log With a hashing 
function to generate an identi?er Which is unique to that 
phone. The operational characteristic is one Which is created 
by operation of a particular client device and is therefore not 
easily hacked or duplicated by a cloned client device, for 
example the microsecond time of day that an event occurred 
or a trigger occurred, or neW data Was captured. Covert 
identi?ers may be updated periodically using neW opera 
tional events to provide the covert data values, to further 
reduce the risk of successful hacking. 
[0011] Some examples of possible covert data values 
Which may be used to create a covert identi?er unique to a 
client device are the last time a particular type of message 
Was sent from or received by the client device, the number 
of times a particular event has occurred, such as number of 
items purchased, number of transient key updates received, 
number of times a certain type of data message or netWork 
packet Was received, or number of times a client device has 
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performed a certain event, the internet protocol (IP) address 
used by the Dynamic Host Con?guration Protocol (DHCP) 
server When used in the system, values obtained from other 
netWork devices such as cable modem or signal strength, 
value of a client data parameter after a predetermined 
number of events has occurred, and the like. A covert data 
value may comprise data received in a message from the 
server and used in a subsequent message to the server. This 
value may be updated by the server at each subsequent 
communication. In this Way, the server recogniZes that there 
is a potential clone device if a message is received Which 
does not contain the updated covert data value, ie there is 
more than one client device With the same credentials on the 
system. More than one covert data value may be used for the 
covert identi?er in each message for added security. In the 
case of a smart card, the covert identi?er may be based on 
the time the card Was used, the number of items purchased, 
or the like. 

[0012] Event triggers may be used in some embodiments 
to update or modify covert data values or start a count or 
timer Which results in updated covert data values used to 
generate a neW covert identi?er, or modi?es the messaging 
protocol or data contained in a message betWeen a client and 
server. 

[0013] In another aspect, a security system for detecting 
cloned client devices is provided, Which comprises a net 
Work server data storage module Which stores a plurality of 
sets of client credentials or client identi?ers (ID) for a 
plurality of authorized or real client devices and also stores 
covert identi?ers based on operational characteristics of a 
client device Which are received in messages from client 
devices, and a covert data processing module Which com 
pares a covert identi?er in a message received from a client 
device With a previously stored covert identi?er correspond 
ing to the same client ID and Which creates a clone detection 
report if the covert data identi?ers do not match. 

[0014] If the netWork is a tWo-Way netWork, covert iden 
ti?ers based on collected operational events are exchanged 
during normal netWork communications. If the netWork 
normally operates as a one-Way netWork but has a return 
channel for certain client communications, predetermined 
covert data values based on usage of the device are collected 
and used to create covert identi?ers stored by client devices. 
The covert identi?ers are sent to the server in messages via 
the return channel When available, for example during a 
periodic reneWal process. The server stores the ?rst covert 
identi?er for a certain subscriber. If a covert identi?er is later 
received Which purports to originate With the same client 
device, a clone detection report is issued by the server. 
[0015] According to another aspect, a client device is 
provided Which includes a covert data generating module for 
generating a covert identi?er based on data generated by 
operation of the client device, and a covert data storage 
module for storing the covert identi?er. If the client device 
is intended for use in a tWo Way netWork environment, or in 
a one Way netWork environment including a return channel 
for certain communications, the client device may also 
include a message generating module for generating mes 
sages containing the currently stored covert identi?er. The 
covert identi?er is subsequently sent to a netWork server 
over a netWork in a covert data ?eld embedded in a message, 
or as a data value in response to a request from the server or 
any combination thereof The message may be a type of 
message normally sent in tWo-Way communications to a 

Jul. 26, 2007 

netWork, or in a message as part of a periodic reneWal 
procedure or other standard message if the client device is 
normally involved only in one Way communications With a 
netWork. 

[0016] Where there is no return channel for a one Way 
netWork service, the client device creates and stores a client 
identi?er Which may be updated periodically based on neW 
events at the client device. The client device or a netWork 
server may include a service code generating module Which 
generates a service code message at a client device at 
predetermined intervals. This message may ask subscribers 
to call a service center or send a short message service 

(SMS) text message via a mobile phone or internet connec 
tion to the service center, providing the subscriber identi? 
cation and the currently stored covert identi?er in the client 
device. Since the currently stored covert identi?er is differ 
ent for a real client device and a cloned client device, 
because they Were operated differently, the service center 
can determine When tWo messages have been received With 
the same client or subscriber identi?cation but With different 
covert identi?ers. The service center can then take additional 
steps to determine Which client device is associated With the 
authoriZed subscriber, and reneWs only that client device, 
cutting off service to any other client device using the same 
subscriber or client identi?cation. 

[0017] The covert identi?er is generated by operational 
events occurring during actual operation of a client device. 
Because the operational events occur after manufacturing 
the client device and are based on hoW the subscribers use 
the client devices, the operational events are unique to a 
particular client device. These operational events are differ 
ent even betWeen cloned client devices, because cloned 
client devices do things differently after they are poWered 
on, and it is the difference in operation that is used to 
generate the covert identi?er. The covert data therefore 
provides a unique identi?er for a particular client device 
Which is stored by the client device and subsequently used 
in messages to a server. Where the client device is normally 
used only in one Way netWork communications, the unique 
covert identi?er can be provided to the netWork in a periodic 
reneWal procedure, or may be requested by a netWork server 
if cloning is suspected. 
[0018] The covert data generating module may be incor 
porated in a central processing unit of the client device, 
Which maybe embodied in a single chip (system on a chip or 
SOC) in some cases, such as in a smart card, cellular phone, 
or the like. The covert data storage module may also be 
incorporated in the central processing unit (CPU) or a 
separate data base associated With the central processing 
unit, or memory internal or external to the CPU. 

[0019] A client device message format in one embodiment 
comprises a message identi?er ?eld, a covert data ?eld, and 
at least one additional data ?eld containing the message to 
be communicated to the server, such as a client identi?cation 
?eld or key request, or as part of a message or message ID. 
The message type may be a logon message, a broadcast key 
request message, an e-commerce purchase message, a 
request to change channels, a subscription reneWal message, 
or the like. If the message type is a logon message, the 
additional data ?elds contain the user name and passWord. 
The covert data ?eld contains a covert identi?er Which may 
comprise one or more covert data values or items or a 

transformed version of such covert data values. The covert 
identi?er can be used by the server on receipt of the message 
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to determine Whether more than one client device is using 
the same credentials. More than one message type may 
contain a covert identi?er. 

[0020] In one embodiment, the current covert identi?er is 
sent to a server from a client device as part of normal 

messages such as logging onto a system, requesting a 
decryption key, performing an e-commerce transaction, or 
other messages and events that occur normally Within a 
system. Covert data values used to create the covert iden 
ti?er may be based on various events, and event triggers may 
be used to de?ne events Which trigger the updating or 
modi?cation of a previously stored covert identi?er. Covert 
identi?ers added into the normal messaging betWeen a client 
and server do not require added messages or added acknoWl 
edgements betWeen the client and server, reducing the 
likelihood that a hacker can monitor the protocol and 
determine hoW to hack a system. As such, a hacker Who is 
attempting to steal services by cloning subscriber creden 
tials, for example, of a set top box (STB), also needs to have 
knoWledge of the meaning of the covert identi?er and the 
triggers that cause a change in the covert identi?er to assure 
that authentic STBs and cloned STBs have the same covert 
identi?er. More than one covert data value may be used to 
create covert identi?ers, for example a client library of tWo 
or more covert data values may be used to create covert 
identi?ers in each selected client message to a server. The 
client library of covert data values is periodically updated, 
making it more dif?cult to conceal cloned devices from a 
server. In alternative embodiments, the covert identi?er can 
also be sent With separate messages betWeen the client and 
server. 

[0021] The security system may also include a reneWal 
process designed to identify suspected clone devices. The 
reneWal process may be initiated in response to a clone 
detection report generated by a netWork server, or may be 
carried out at periodic intervals or When clones are suspected 
for other reasons. The reneWal process is designed to re 
authoriZe only a single client device When several such 
devices are using the same credentials. 

[0022] Other features and advantages of the present inven 
tion Will become more readily apparent to those of ordinary 
skill in the art after revieWing the folloWing detailed descrip 
tion and accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] The details of the present invention, both as to its 
structure and operation, may be gleaned in part by study of 
the accompanying draWings, in Which like reference numer 
als refer to like parts, and in Which: 
[0024] FIG. 1 is a block diagram illustrating a netWork 
With a real or authoriZed client device and some cloned 
client devices communicating With a server in one embodi 
ment of a security system for detecting potential cloned 
client devices; 
[0025] FIG. 2A is a diagram illustrating data ?elds in a 
prior art user logon message; 
[0026] FIG. 2B is a diagram illustrating data ?elds in one 
embodiment of a user message containing a covert identi?er 
used at the server in one embodiment of a system for 
detecting potential cloned client devices; 
[0027] FIG. 3 is a block diagram illustrating a client 
device con?gured to insert a covert identi?er in messages 
according to one embodiment; 
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[0028] FIG. 4 is a How diagram illustrating one embodi 
ment of a method of detecting a cloned client device; 
[0029] FIGS. 5A and 5B are How diagrams illustrating one 
embodiment of the clone detecting method; 
[0030] FIGS. 6A to 6F illustrate messages generated at 
various stages in the method of FIGS. 5A and 5B; 
[0031] FIG. 7 is a How diagram illustrating an embodi 
ment of a method for inserting covert identi?ers in messages 
betWeen a client device and a server; 
[0032] FIG. 8 is a How diagram illustrating one embodi 
ment of a service reneWal method using covert identi?ers; 
and 
[0033] FIG. 9 is a How diagram illustrating a modi?cation 
of the method of FIG. 8 for use in a one Way netWork 
environment having no return channel from a client device. 

DETAILED DESCRIPTION 

[0034] Certain embodiments as disclosed herein provide 
for detection of more than one client device using identical 
credentials. For example, one method and system as dis 
closed herein alloWs for detection of potential clone devices 
using a covert identi?er based on values of operational 
events speci?c to a client device Which is added into the 
normal messaging betWeen a client device and a server. 
[0035] After reading this description it Will become appar 
ent to one skilled in the art hoW to implement the invention 
in various alternative embodiments and alternative applica 
tions. HoWever, although various embodiments of the 
present invention are described herein, it is understood that 
these embodiments are presented by Way of example only, 
and not limitation. As such, this detailed description of 
various alternative embodiments should not be construed to 
limit the scope or breadth of the present invention as set 
forth in the appended claims. 
[0036] In the folloWing description, a client device may be 
any type of device capable of computing and receiving data 
from a netWork, such as a set top box (STB), personal 
computer, game console, cellular phone, personal digital 
assistant (PDA), personal media player, video equipment 
such as a digital video receiver (DVR), digital video disc 
(DVD) player (DVD), compact disc (CD) player, smart card, 
or the like. An authentic or real client device is the device 
Which is properly registered With the server for receiving 
services over a netWork, or local services such as banking, 
purchases, and the like authoriZed by a netWork, as in the 
case of a smart card. Acloned client device is a device Which 
has identical credentials to a real client device properly 
registered for service on the netWork, and Which is used by 
an unauthoriZed or non-paying user in an attempt to obtain 
money or services Without authorization. The terms “covert 
data”, “covert data value” and “covert data item” are used to 
indicate unique data values based on operational character 
istics of a client device, eg values created by operation of 
a particular client device or communication of that device 
With a server, or on tokens or values based on operation of 
a client device Which are created by the server and embed 
ded in messages to the client device. Such values are covert 
because their nature makes them dif?cult for hackers to 
detect and duplicate in cloned client devices, and because 
the data is generated after manufacturing. The term “covert 
identi?er” indicates an identi?er unique to a speci?c client 
device Which is generated based on covert data values 
associated With operation of that device, and may comprise 
one or more actual covert data values in some embodiments, 
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or may be a transformed version of such data values using 
a hash function or seeding a random number value or 
performing some other transform on the data. The term 
“event trigger” is used to indicate events that trigger the 
updating or modi?cation of the covert identi?er contained in 
a messaging protocol betWeen a client device and server. An 
“event counter” counts events performed by a client device, 
and may be used as an event trigger When the number of 
counted events exceeds a threshold. 

[0037] FIG. 1 is a block diagram of a netWork security 
system incorporating clone detection according to one 
embodiment in Which a server 10 communicates With a real 
or authoriZed client device 12 over a netWork 14, and a 
number of cloned client devices 15, 16 using identical client 
credentials also send messages to the server 10 over netWork 
14. One, tWo or more clone devices may attempt to use 
netWork services at any one time by posing as client device 
12. Computing environment pirates often attempt to steal 
netWork and other services by creating multiple clients With 
identical credentials, thereby alloWing non-paying subscrib 
ers to share or misappropriate the services of a paying 
authoriZed subscriber. 

[0038] As illustrated in FIG. 1, the server 10 is linked to 
server data base (DB) 20 Which has a data storage module 
23 for storing covert identi?ers Which may be received from 
client devices in messages and/or generated by the server. As 
noted above, each covert identi?er is based on operational 
events at a speci?c client device. Server 10 has a commu 
nication module 11 Which controls network communications 
and a clone detection module 13 Which compares covert 
identi?ers in messages received from client devices With 
previously stored covert identi?ers in module 21, as 
described in more detail beloW. Server 10 has additional 
standard server processing and control modules Which are 
not illustrated. 

[0039] In the system of FIG. 1, client device 12 sends a 
message M1 to the server 10, While clone devices 15, 16 
send similar messages M2 and M3 to the server. These 
messages may be sent in any sequence, and the server is 
adapted to detect the presence of one or more potential 
clones regardless of the order of transmission of messages 
M1 to M3. Each message is adapted to include a covert 
identi?er 18 embedded in a predetermined covert data ?eld 
or portion of the message. Covert identi?ers for client 
devices communicating With the server are associated With 
the client credentials for a client device and stored in covert 
data storage module 23 for comparison With future covert 
identi?ers received from one or more client devices having 
the same credentials, as described in more detail beloW. Each 
true and cloned client device has a data base or memory 

storage (RAM, ROM, FLASH, EEPROM) or register stor 
age 30, 32, 34, respectively, in Which the covert data values 
are stored and updated at the predetermined event triggers. 
Although the data base is shoWn separate from the client 
device in FIG. 1, it may be housed in the client device or 
may be part of a central processing unit or system on a chip 
(SOC) in the client device, or device memory such as RAM 
memory, Flash memory, Secure Memory, and the like. 

[0040] A client device (real or cloned) 12, 15, or 16 is 
illustrated in more detail in FIG. 3. The client device may be 
any client device con?gured for communication over a 
netWork, such as a set top box, personal computer, game 
console, mobile phone, PDA, portable media player, DVD 
player, DVR, or a smart card, or the like. The client device 
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has an associated data storage module 30, 32, 34 Which is 
shoWn separately but may be incorporated in the same 
housing as other modules of the client device, or on the same 
chip as the other modules in some cases. The client device 
also has a communication module 17 for controlling net 
Work communications With server 10, a covert identi?er 
generating module 19 for creating covert identi?ers based on 
covert data values, event triggers or data received from the 
server, and a message formatting module 28. Client devices 
also include standard client device processing and control 
modules Which are not illustrated in FIG. 3. The data storage 
module has a covert data table module 29 for storing the 
current set of covert data values, as described beloW. Where 
the covert identi?er is a transformed version of the covert 
data values, the current covert identi?er or matrix of covert 
data values or group of covert data values is also stored in 
module 29. 

[0041] In one embodiment, message formatting module 28 
is adapted to insert or embed the current covert identi?er in 
one or more types of message sent to the server. In another 
embodiment in Which the client device is used only to 
receive one Way netWork communications and does not have 
access to a return channel to the netWork, message format 
ting module 28 is eliminated and the covert identi?er 
generating module is con?gured to display the currently 
stored covert identi?er in the form of a unique identi?cation 
code to the user of the client device in connection With a 
periodic subscriber reneWal process, as described in more 
detail beloW in connection With FIG. 9. 

[0042] In one embodiment, the covert security data or 
identi?er 18 is based on operational characteristics of the 
device from Which the message is transmitted. Such char 
acteristics are dif?cult or impossible to duplicate in a clone 
of the client device, since cloned client devices are not 
operated identically to authentic or real client devices and 
operational events such as messages, updates, and the like 
occur at different times in different devices. Obtaining 
micro-second identical events in real World client devices is 
nearly impossible. An operational characteristic of a client 
device is a value unique to that speci?c client device Which 
is generated based on operation of the client device, such as 
a time at Which a predetermined operational event occurs, 
for example sending or receiving a predetermined message 
at the client device or server, a ?rmWare update, a delay time 
betWeen sending a message to the netWork and receiving a 
response at the netWork, time When the nth netWork packet 
is received at the client device, the number of times a client 
device performs a certain operational event in a selected 
time period, a token sent to the client device from the server, 
a count of ECM packets received, a channel the client device 
Was tuned to at a predetermined time, number of channel 
changes in a predetermined time, a register value contained 
on a chip in a client device at a certain time, and so on. It 
turns out that there are an unlimited number of operational 
data values that can be used to generated covert data values 
(or data values unique to the operation of a client) because 
the exact data value is not important but What is important 
is that the likelihood of the data value being different based 
on the operation of tWo identical devices is great. If tWo or 
more client devices using the same credentials are commu 

nicating over the netWork, such operational characteristics 
are not identical from one client device to the other, and are 
uniquely created by operation of a particular client device by 
a user. Such operational characteristics and the covert iden 
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ti?ers based on such characteristics therefore cannot be 
easily hacked or duplicated by a cloned client device. 
Operators of cloned client devices are unlikely to be able to 
obtain such characteristics of the true or authentic client 
device, and Would not normally even be aWare of Which 
speci?c operational characteristics are used to create the 
covert identi?er, and in one embodiment the covert data 
values change betWeen different versions of the client soft 
Ware. 

[0043] The server extracts the covert identi?er received in 
a message from a device having certain credentials, and 
compares this identi?er With those received in previous 
messages apparently from the same device. If there is no 
match, it is likely that one or more clones are being used, and 
the server can provide appropriate noti?cation of likely 
clone detection to the system operator for further action. 
Since the server cannot determine Which of several client 
devices With identical credentials sending messages are 
cloned devices, the requested service is provided to the 
devices, in addition to the clone detection noti?cation to the 
operator. 
[0044] In one embodiment, a covert identi?er is transmit 
ted in ordinary messages exchanged betWeen the client and 
server. For example, assume that the client needs to log onto 
a system and a logon message is de?ned. The standard logon 
message includes a user name and passWord. In one embodi 
ment, the logon message includes a covert identi?er 18 in 
addition to the user name and passWord. When the client 
device attempts to logon to a system, the client device 
provides standard logon information such as user name and 
passWord and the covert identi?er is embedded in the logon 
message (or any message or all messages) forming a logon 
command that includes the covert identi?er as part of the 
standard logon message. The logon message contains the 
user name, passWord, and additional bytes of data containing 
the covert identi?er. In one embodiment, the data items or 
values contained in the covert identi?er or used to generate 
the covert identi?er change at different times based on 
operating events Within the client, or change based on time 
of day, or based on a time period elapsing after a certain 
event, so that the covert identi?er can be updated either by 
changing covert data values at a particular time or by adding 
neW covert data items to previous covert data items in 
essence increasing the number of covert data items for a 
particular client. 
[0045] Any standard message exchange betWeen a client 
device and server may be used for detecting clones, such as 
an initial logon message. A covert identi?er can be combined 
With normal messages and/or events such as When a client 
logs into a system. In addition to information typically found 
in a logon such as the client user name and passWord, the 
covert identi?er can be added to the logon message Which is 
speci?c to operation of a certain client device, such as the 
last time the user logged into the netWork or the time 
difference betWeen the current logon and the prior logon. 
Covert data can be applied to all messages in a communi 
cation system or only selected messages, such as the logon 
message or other types of messages. 

[0046] FIG. 2A illustrates a conventional log on message 
protocol as currently used. This message includes a message 
identi?er ?eld (ID) 21 Which de?nes the message type from 
a group of messages supported on the system and Which is 
typically unique for each message in a system. It may also 
include an optional sequence number ?eld 22 Which con 
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tains a unique number for each message of any type in the 
system, and is typically an incremental count that alloWs the 
system to eliminate message replay attacks by verifying the 
sequence number is neW before processing the message. 
When the message is an initial logon message, it also has a 
user name ?eld 24 Which contains the user name for a user 

or client device on the system registered for the service or 
associated With a subscriber account With the service pro 
vider, and a passWord ?eld 25 Which contains the passWord 
for the user associated With an account or service. The 
passWord is provided When the user or subscriber ?rst 
subscribes or registers With the system or service provider, 
and is veri?ed by the server in subsequent requests for 
service by the user. Services can be accessed or the user can 
purchase items using the service only after the passWord is 
correctly provided in passWord protected systems. In addi 
tion, covert data can be used as part of passWord salting for 
each client With the server side being aWare of the covert 
data used to salt the passWord or data, or the server side 
doWnloading the encryption key or salting key into the 
client. Such passWords are sometimes obtained by hackers 
and used in conjunction With clone devices in attempting to 
obtain services Without payment. 
[0047] FIG. 2B illustrates an embodiment of a modi?ed 
initial logon message Which contains a covert identi?er in 
covert data ?eld 18 in the regular log on message structure. 
The ID ?eld, sequence number ?eld 22, user name 24, and 
passWord 25 are identical to the corresponding ?elds of FIG. 
2A, but the message is modi?ed to provide a covert identi?er 
in a data ?eld 18 betWeen the ?elds 22 and 24. The covert 
data ?eld 18 may be provided at other locations in the 
message in other embodiments, and may be provided in 
different types of messages such as request broadcast key 
messages, e-commerce purchase messages, change channel 
messages, and the like. The covert identi?er may be pro 
vided in only one speci?c type of message betWeen a device 
and server, or may be provided in each message sent by the 
device, or intermittently in various messages. Intermittent 
transmission of covert identi?ers may make such identi?ers 
harder to track by potential hackers. Because encrypted 
messaging is alWays more secure than unencrypted messag 
ing betWeen client and server, in one embodiment covert 
data is transmitted over an encrypted connection such as 
Internet Protocol Security (IPSec), or secure socket layer 
(SSL) or other form of encryption betWeen client and server. 

[0048] As illustrated in FIG. 1, each of the messages M1, 
M2 and M3 has a covert identi?er in ?eld 18, but the covert 
identi?ers in messages M2 and M3 do not normally match 
that of message M1. This is because the covert identi?ers in 
one embodiment are based on covert data values generated 
by operational characteristics or operational events of the 
client device, such as time of sending or receiving certain 
messages at the client device or server, number of times a 
certain type of data message or netWork package Was 
received, and the like. The covert identi?er may comprise 
different operationally generated covert data values con 
tained in different regions of the covert data ?eld, or may 
comprise a transformed version of such covert data values. 
Such values are extremely unlikely to be identical in cloned 
client devices to the covert data values at a real client device, 
since the operation of cloned client device does not normally 
match the operation of a client device or another cloned 
client device. For example, a ?rst segment of the covert data 
?eld may contain the ?rst poWer on time of a client device 
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in microseconds. After a certain time period or number of 
events, a second segment of the covert data ?eld may add a 
subsequent poWer on time for the device to the ?rst poWer 
on time (eg T1, T2). Even though the server does not knoW 
Whether the second poWer on time Was added by the client 
device or a cloned client device, the original poWer on time 
T1 is extremely unlikely to be identical for both devices, and 
the second and subsequent covert data items added to the 
covert data exchanged betWeen client and server are 
designed to be unique betWeen clients, and because addi 
tional covert data items are generated during the continued 
operation of the client the likelihood of the covert data being 
identical is very loW. 

[0049] The server receives messages from authentic and/ 
or cloned client devices and saves the most recent covert 
identi?ers associated With client credentials of the autho 
riZed user in server covert data storage module 23. When a 
subsequent message is received Which is apparently from a 
device associated With the same client credentials, the server 
compares the covert identi?er With the previously stored 
covert identi?er for that client. If no match is found in one 
or more of the covert identi?ers, one of the devices com 
municating With the server is likely to be a clone device, and 
the server reports to an operator that a clone has been 
detected. The operator can then initiate procedures to deter 
mine Which device is a valid or authorized client device and 
Which device is a clone. 

[0050] FIG. 4 is a How diagram illustrating one embodi 
ment of a method of using the system of FIGS. 1, 2B and 3 
for detecting the presence of cloned client devices on a 
netWork. In step 40, a client device sends a message to the 
server containing a covert identi?er in covert data ?eld 18. 
The message may be of the format illustrated in FIG. 2B, for 
example, or may be any other type of standard netWork 
communication message With a covert identi?er comprising 
one or more covert data values inserted at a selected data 

?eld in the message, or an identi?er Which is a transformed 
version of one or more covert data values. The server 

receives the message and extracts the covert identi?er from 
the message (42), and then compares the covert identi?er 
With the stored covert identi?er corresponding to the client 
credentials associated With the registered client device from 
Which the message appears to originate (step 44). The server 
determines Whether there is a match (step 45) based on the 
comparison, i.e. determines Whether there is a match 
betWeen any part of a stored covert identi?er and the covert 
identi?er in the message. If a match is found, the server 
sends a message reply When appropriate to the client device 
(step 48), stores the neW covert identi?er, and the desired 
service or transaction takes place. If a match is not found, i.e. 
there is no match betWeen any part of the covert identi?ers, 
the server generates a report to the operator indicating that 
a potential clone has been detected (step 46), and an optional 
?ag may be set in memory. If the covert identi?er is a 
multiple digit code created by transforming cover data 
values, a match means that a received covert identi?er is 
identical to a stored covert identi?er. If the covert identi?er 
is one or more covert data values based on ongoing events, 
the received covert identi?er may match only part of the 
previously stored covert identi?er, While it includes neW 
covert data values added after the last message to the server. 
A match is still found if part of the received covert identi?er 
matches the stored covert identi?er, but a match is not found 
if there is no match in any part of the covert identi?er. 
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[0051] The server may continue communications With the 
device Which sent the message When a potential clone is 
detected, since it has not yet been determined Whether or not 
that device is a cloned client device, i.e. the server does not 
have suf?cient information to determine Which of tWo client 
devices communicating With the server is a clone. In a last 
step, service may be discontinued to a device Which is found 
to be a clone, or to all devices, leaving the authoriZed 
subscriber to contact the service provider to arrange for their 
service to be continued. 
[0052] In one embodiment, covert data values on Which 
the cover identi?er is based may be generated by certain 
operational events at a client device. Some examples of 
possible covert data values generated by operational events 
are: 

[0053] a) Number of times a client has performed a certain 
event such as requesting a key or initialiZing a session 
With a server, or performing an e-commerce transaction. 

[0054] b) The number of prior items purchased by a 
subscriber. 

[0055] c) The number of transient key updates received by 
a client. 

[0056] d) The time of the last ?rmware update 
[0057] e) The time of the last key request for the client 
[0058] f) The time of the last message of a particular type, 

or the count of the number of times a certain message Was 
received, or the delay betWeen the current message and 
the prior message being received from the server. 

[0059] g) The time When a certain type of message Was 
received by the client 

[0060] h) The time When a certain type of message Was 
received from the client 

[0061] i) A count of the number of times a certain type of 
data message or netWork packets Was received With 
examples including video ECM (Entitlement Control 
Messages), count of different MPEG2 PID values, count 
of packets on a particular TCP IP port number, etc. 

[0062] j) The time delay betWeen a request message being 
sent to the netWork and the response being received back 
from the server. 

[0063] k) The last time a multicast join Was performed, or 
the value of the last multicast join. 

[0064] l) The IP address provided by the Dynamic Host 
Con?guration Protocol (DHCP) server When DHCP is 
used in the system. 

[0065] m) The time remaining on a DHCP lease When 
DHCP is used in the system. 

[0066] n) Values obtained from other netWork devices 
such as the ranging parameters for a cable modem or the 
signal strength of the netWork after 3 days of running a 
neW client. 

[0067] 0) Data changing or a neW message being gener 
ated after a certain period of times, for example the client 
device receiving a covert data value from the server that 
indicates to the client device in hoW many minutes the 
client device should contact the server. 

[0068] p) The value of a client data parameter after a 
number of events such as the TV channel number When 57 
channel changes occurred. 

[0069] q) A neW covert data value derived from a previ 
ously used covert data value processed With a function 
that creates the neW covert data value. 

[0070] r) A covert data value generated from data Within a 
chip on the client device, or covert data value generated 
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from processed or scaled data from a chip or hardware 
plug-in board or card or secure memory in the client 
device. 

[0071] s) A covert data value such as a token or key 
received from the server that the client device retains and 
uses as part of a covert identi?er containing one or more 

covert data values or items in subsequent messages with 
the server. Covert data received from the server can be 
transformed by the client device and the transformed 
version can be returned to the server as a covert identi?er 

in subsequent messages. This allows the server to pass 
tokens or keys to the client in normal messages between 
the client and server as part of normal system message. 
The server supplied token used for client covert identi?er 
can be sent in a separate message but the preferred 
message is to pass the covert data value from the server 
in a normal message. 

[0072] t) Time of day when l2000th network packet was 
received. 

[0073] Some of the above listed values may additionally 
or alternatively be used as event triggers or event counters 
which trigger the updating or modi?cation of covert iden 
ti?ers contained in a messaging protocol between a client 
device and a server. For example, an operational event may 
trigger a counter which counts subsequent operational 
events, such as the number of channel changes at a client 
device, for example, and records a covert data value when 
the user has changed channels a predetermined number of 
times. The covert data value may be the time of day when 
the predetermined count is reached, or the time it took before 
the predetermined count was reached. Other types of opera 
tional events may be counted in the same way to provide an 
event trigger, such as number of messages of a certain type 
sent or received by a client device, number of items pur 
chased, or the like, or the number of events itself may be 
used directly as covert data values. Other possible event 
triggers may be the time when an operational event occurs, 
such as a ?rmware update. Such event triggers may be used 
to change a previous set of covert data values to a new set 
of covert data values based on different operational events, 
with the new covert data values then used to create the 
covert identi?er. This makes it much more dif?cult for 
hackers to determine which particular operational events are 
used to generate the covert identi?er. 

[0074] Covert data 18 may be built in a table. One 
embodiment of a possible covert data table is shown in Table 
1 below. In the table shown below the covert data table is 
built using two covert data items or values. One covert data 
item is the time of day (TOD) when the latest broadcast key 
request (BKEY) message was made and the other is the 
number of transient key updates obtained by a client device 
such as a set top box (STB) or other client device. Other 
covert data items based on operational characteristics may 
be used in alternative embodiments, and more than two 
covert data items may be used for added security. Initially 
both values in Table l are 0, and the initial covert identi?er 
may be 0, 0. Table 1 below is only an example of two data 
values that can be together in one version of a client software 
release. It is envisioned that other covert data values may be 
used to create a covert identi?er and that different data 
values may be used between different software versions. For 
example, in this example the number of transient key 
updates is being used, but in another version of the software 
the time of day (TOD) of the last transient key update could 
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be used, or the number of seconds between the ?rst and 
second transient key updates could be used. 

TABLE 1 

Covert Data Table 

Covert Data Description 

TOD of ?rst Time Of Day that the ?rst or nth Broadcast Key 
BKEY request (BKEY) request was made by client device. 

Initially this is set to 0. 
Number of The number of times that the client device had its 
Transient Key transient key updated. Initially this is set to 0. 
Updates 

[0075] FIGS. 5A and 5B illustrate a ?ow diagram of the 
method steps in one example of an embodiment for detect 
ing clone devices using covert data as in Table 1 above. 
Table 2 below illustrates one possible example of covert data 
values stored at both the server and client device or cloned 
client device at various steps in FIGS. 5A and 5B, and FIGS. 
6A to 6F illustrate messages generated at various stages in 
the example of FIGS. 5A and 5B. In Table 2 and FIG. 5, the 
term “real client device” is used to designate the original or 
authentic client device associated with client device creden 
tials registered at the server, while the term “cloned client 
device” designates a client device which is an exact copy of 
the real client device with the same credentials. In step 100 
of FIG. 5A, a real or authentic client device is installed and 
registered as associated with a subscriber to the services 
provided by server 10, which saves the credentials of the 
subscriber client device in data base 20. At the ?rst power on 
of the client device 14 (step 101), the covert identi?er is 
initialiZed (step 102) to a known starting value at both the 
server data base and client device data base. The covert 
identi?er in this case comprises a set of covert data values 
as indicated in Table 2 below. In this example, at least one 
of the covert data values used in the covert identi?er is time 
of day (TOD) at which a broadcast key (BKEY) request was 
made by the client device, although any other covert data 
values may be used in place of the BKEY request TOD or 
in addition to the TOD in other embodiments. 

[0076] The initial covert data values as stored in the server 
data base 20 before any BKEY request has been received are 
Acknowledged (Acked) TODIO, Not Acknowledged (No 
tAcked) TODIO, i.e. covert data or identi?er for this client 
at the server is 0, 0, while the initial covert data value stored 
at the client device when it ?rst powers on is TODIO. Since 
this is the ?rst power application after the client device was 
installed, the TOD event trigger for the broadcast key 
request is Zero, because the client device has not yet 
requested broadcast keys. Any or all covert data can be set 
at an initial state such as Zero on the ?rst power up of a client 
device and/ or at the server prior to receipt of a ?rst message 
from a client device. In alternative embodiments, one or 
more non-Zero covert data values may be generated during 
the registration process when a subscriber’s client device is 
registered at the server, and used to create an initial covert 
identi?er, or included in a covert identi?er in addition to one 
or more covert data values which are initially set to Zero. 

[0077] In Table 2, the not acknowledged (NotAcked) 
value of a covert data item stored at the server is the last 
value issued to a client device (real or cloned) by a server 
which has not yet been acknowledged in a message from the 
client device. The NotAcked value is moved to the acknowl 
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edged (Acked) column of the value stored at the server when 
the client returns the NotAcked value or a value derived by 
the client device from the NotAcked value. The client may 
return the NotAcked value in the next message to the server 
in one embodiment, as illustrated in Table 2 and FIGS. 5 and 
6. In an alternative embodiment (not illustrated), the client 
device sends a speci?c acknowledgement message to the 
server on receipt of the new NotAcked value, con?rming 
that the NotAcked value has been successfully stored in the 
client device data base. At this point, the NotAcked value 
replaces the Acked value at the server. However, this alter 
native is more susceptible to hackers obtaining the covert 
data value. The method illustrated in FIGS. 5A and 5B, in 
which the only acknowledgement of the NotAcked value 
occurs when the next message of a designated type is sent to 
the server, is more covert. 
[0078] After initializing, the client device 14 sends a 
request for broadcast keys (BKEY request) to the server in 
step 104. In one embodiment, this request contains a covert 
identi?er or covert security data 18. The covert identi?er in 
the BKEY message in this case is as follows: 

[0079] TOD Last BKEY request:0 
[0080] Transient key updates:0. 

In other words, the covert identi?er in the BKEY 
request is 0, 0, and the format of this message M1 is 
illustrated in FIG. 6A. 

[0081] The server receives the BKEY request (step 105), 
and extracts the covert data values in the covert identi?er 
from the request, then checks these values against the 
corresponding values stored at the server. This comparison 
is described below for the BKEY TOD covert data value 
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only in a series of messages, but a similar comparison is 
carried out for other covert data values in a covert identi?er, 
such as a value based on transient key updates. Since this is 
the ?rst message from any client device using these client 
credentials, the BKEY TOD data matches (step 108), and the 
server returns the BKEYs to the client device (step 110) with 
a TOD value T1 determined by the server, ie the time of day 
of receipt at the server of the ?rst BKEY request from this 
client. One embodiment of the format of the BKEY reply 
message R1 is illustrated in FIG. 6B, in which the new TOD 
value T1 is provided in a message ?eld after the message ID 
and SN. In an alternative embodiment, the TOD value for 
the message may be read by the client device locally, instead 
of being received in the message from the server. The TOD 
value received from the server may be replaced with any 
type of data value or token sent from the server in other 
alternative embodiments. 
[0082] In the example provided in Table 2 below, the TOD 
value T1 is 8437, and is added to the server data base as a 
NotAcked TOD in step 114 since no acknowledgement of 
receipt of this value has yet been received from the client 
device. As noted above, the client device may be pro 
grammed to send an acknowledgement of receipt of the 
TOD value T1 in an alternative embodiment, but in this 
embodiment no such acknowledgement is sent until the next 
BKEY message, so the TOD value T1 remains a NotAcked 
value until and unless it is acknowledged in a subsequent 
BKEY message, which is a more covert option. At this point, 
the TOD values in the client identi?er saved at the server are 
Acked TODIO, NotAcked TOD:T1 or 8437 in this 
example. 

TABLE 2 

Fxamnle of covert data values at various steps in FIG. 5 

Covert data values Client/Clone 
Step Server Actions Server DB in client Device Actions 

101, The initial covert data values for a AckedTOD = 0 TOD = 0 All covert data at 
102 client device are initialed to a NotAcked an initial state 

known starting value. TOD = 0 (0, 0) 
112, Server returns BKEYs with a AckedTOD = 0 

114 Time Of Day (TOD) value NotAcked 
determined by the server. Server TOD = 8437. 

adds latest covert data value(s) to Note 8437 is a new 

the server DB as unacknowledged TOD supplied by 
value(s). DB contains last known the server to the 

good value (0 in this example) client. 
plus last unacknowledged value 
(current TOD = 8437) 

115, 
116 

122 

TOD now equals Real client device 
8437. saves TOD oflast 

BKEY passed 
from server in 

BKEY delivery 
message in non 

volatile memory 

126, Server returns BKEYs with a new AckedTOD = 0 

130 Time Of Day (TOD) value 
determined by the server. Server 
adds latest covert data value(s) to 

AckedTOD = 0 TOD = 0 Cloned client 

NotAcked device covert data 
TOD = 8437 in BKEY Request 

is as follows: 

TOD Last BKEY 

request = 0, 

Transient key 
updates = 0 

NotAcked 
TOD = 9902. 

Note 9902 is a new 
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Fxamnle of covert data values at various steps in FIG. 5 

Covert data values Client/Clone 
Step Server Actions Server DB in client Device Actions 

the server DB as unacknowledged TOD supplied by 
value(s). DB contains last known the server to the 
good value (0 in this example) client, eliminating 
plus last unacknowledged value the non-Acked 
(current TOD) value of 8437 sent 

to the other STB 
requesting keys 
before the cloned 
STE 

132 TOD in clone is Cloned client 
9902. device saves TOD 

received from 
server in BKEY 

delivery message. 
134 ACKed TOD = 0, TOD in Real client Real client sends 

notAcked TOD = 9902 device is 8437 

135 Server receives BKEY request 
and checks TOD in DB against 
TOD in request. 

140, Server updates notAcked TOD to 

ACKed TOD = 0, 

notAcked TOD = 9902 

ACKed TOD = 0 

renew BKEY 

message to server 

with Acked TOD 
of last BKEY 
request = 8437, 
and Transient Key 
Updates = 0 

Acked TOD = 8437 

TOD in real client 
142 11305 and sends BKEYs and notAcked device is 11305 

TOD to STB TOD = 11305 

[0083] In step 115, the real client device receives the 
broadcast keys in the reply from the server, along with the 
new TOD value T1 (in this example 8437). The client device 
then stores the new TOD value (step 116), and decrypts 
encrypted data such as broadcast data from the server using 
the broadcast keys (step 118). In the illustrated example, a 
cloned client device powers up (120) sometime after the ?rst 
broadcast keys are received by the real client device and 
before the real client device sends a subsequent broadcast 
key request to the server. This sequence of events does not 
happen in all cases, and is only one possible example of a 
sequence of real and cloned client device communications 
with the server. The cloned client device sends a broadcast 
key request to the server (122) containing a covert identi?er 
comprising initial covert data values 0, 0, and a possible 
format of this message M2 is illustrated in FIG. 6C. The ?rst 
message from any cloned client device in this embodiment 
contains the same covert identi?er as the ?rst message from 
the authentic or real client device, i.e. 0, 0. If this message 
is received by the server before the real client device has 
acknowledged a new TOD value from the server, the server 
still has no way of knowing that there is a cloned client 
device. If it is received after a new TOD value has been 
acknowledged by the same client device which initially 
requested BKEYs, the server knows that there are two client 
devices on the system using identical credentials, and gen 
erates a clone detection report as in FIG. 4. 

[0084] In the example of FIGS. 5A and 5B, a cloned client 
device sends the ?rst BKEY request to the server before the 
real client device has acknowledged receipt of a new TOD 
value from the server. On receipt of the BKEY request, the 
server extracts the covert data values 0, 0 and compares 
these values with the covert data values stored for the real 

client device having the same credentials (step 124). At this 
point, a covert data match is found (step 125), i.e. the 
received covert data is correct, since no speci?c acknowl 
edgement of receipt of the Not Acked TOD T1 (e.g. 8437) 
has yet been received from the client device. In this par 
ticular example, the server does not know if the message 
containing the TOD was never received by the client device 
for some reason, such as network failure or the client device 
being turned o?‘, and therefore does not assume that there is 
any cloned device present. The server data base contains the 
last known good value of the TOD (in this case 0) plus the 
last unacknowledged TOD value T1. Since the acknowl 
edged value is a match, the server sends the broadcast keys 
to the cloned client device with a new TOD value T2 (step 
126) in a reply message which may have the format illus 
trated in FIG. 6D in one embodiment. In the particular 
example provided in Table 2 above, the value T2 is 9902. At 
the same time, the NotAcked TOD at the server is changed 
to T2 (or 9902 in this example) in step 30, as illustrated in 
FIG. 5B, eliminating the previously stored NotAcked TOD 
T1 (or 8437 in the example of Table 2). 
[0085] The cloned client receives the BKEY message and 
new TOD value T2 in the message from the server and saves 
the new TOD value T2 (step 132), and proceeds to decrypt 
data such as broadcast data received from the server (step 
133). In the example illustrated in FIG. 5B, the next com 
munication with the server after step 132 is a message sent 
from the real client device requesting broadcast keys (BKEY 
Request) since the real client device needs to renew its 
BKEYS (step 134). This message may have the format 
illustrated in FIG. 6E and contains a covert identi?er com 
prising the covert data values currently stored at the real 
client device, speci?cally the TOD of the last BKEY request 




















