
US 20070169075Al 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2007/0169075 A1 

Lill et al. 

(54) SYNCHRONIZING AND CONTROLLING 

(76) 

(21) 

(22) 

SOFTWARE DOWNLOADS, SUCH AS FOR 
UTILITY METER-READING DATA 
COLLECTION AND PROCESSING 

Inventors: David Lill, Spokane, WA (US); Eric 
Benson, Spokane, WA (US); James 
Jespersen, Spokane, WA (US) 

Correspondence Address: 
PERKINS COIE LLP 
PATENT-SEA 
P.O. BOX 1247 
SEATTLE, WA 98111-1247 (US) 

Appl. No.: 10/570,779 

PCT Filed: Sep. 5, 2003 

"0“ GUID received 

Update completed 
301 

Discovery 
Superstate 

lniialization completed 

Update 
Superstate 

Update request 

Cancel request 

Cancel 
Superstate 

Update Failed 

Update request 

(43) Pub. Date: Jul. 19, 2007 

(86) PCT No.: PCT/US03/27738 

§ 371(c)(1), 
(2), (4) Date: Jan. 26, 2007 

Publication Classi?cation 

(51) Int. Cl. 
G06F 9/44 (2006.01) 

(52) US. Cl. ............................................................ .. 717/168 

(57) ABSTRACT 
A system and method for coordinating software downloads 
and executions, such as in a utility meter collection envi 
ronment, employs a central server or head-end processor 
(110) that is coupled to communicate with a network of 
collection units, such as cell control units (108). A process, 
such as a state machine, tracks the status of software on the 
CCUs or groups of CCUs to coordinate software downloads 
and loading of the software on the CCUs, including adding 
new or past software Versions. 
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SYNCHRONIZING AND CONTROLLING 
SOFTWARE DOWNLOADS, SUCH AS FOR 

UTILITY METER-READING DATA COLLECTION 
AND PROCESSING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is related to the following com 
monly assigned US. patent applications: US. patent appli 
cation Ser. No. (attorney docket no. 1725.173US01), 
?led on Sep. 5, 2003, entitled “System and Method for 
Detection of Speci?c On-Air Data Rate,” US. patent appli 
cation Ser. No. (attorney docket no. 1725.162US01), 
?led Sep. 5, 2003, entitled “System and Method for Mobile 
Demand Reset,” US. patent application Ser. No. 
(attorney docket no. 1725.160US01), ?led Sep. 5, 2003, 
entitled “System and Method for Optimizing Contiguous 
Channel Operation With Cellular Reuse,” US. patent appli 
cation Ser. No. (attorney docket no. 1725.156US01), 
?led Sep. 5, 2003, entitled “Synchronous Data Recovery 
System,” US. patent application Ser. No. (attorney 
docket no. 1725.161US01), ?led Sep. 5, 2003, entitled “Data 
Communication Protocol in an Automatic Meter Reading 
System,” US. patent application Ser. No. (attorney 
docket no. 1725.167US01), ?led Sep. 5, 2003, entitled 
“Response Optimization for Mobile and Fixed NetWork 
Operations,” and US. patent application Ser. No. 
(attorney docket no. l0l45-80l2.US00), ?led on Sep. 5, 
2003, entitled “Field Data Collection and Processing Sys 
tem, such as for Electric, Gas, and Water Utility Data,” 
Which are herein incorporated by reference. 

BACKGROUND 

[0002] Utility users and utility providers typically monitor 
utility use by collecting data from one or more utility meters 
at users’ premises. In some meter-reading systems, meters 
equipped With transmitters, such as radio-based transmitter 
modules, transmit meter-reading data locally to a data col 
lection device (“CCU”). So that the collected data may be 
processed in a meaningful Way, the CCU may periodically 
upload data to one or more host or “head-end” processors via 
a communication link, such as a Wide-area netWork (WAN) 
or the Internet. In this Way, information from thousands or 
even millions of meters and ?eld collection devices can be 
gathered and processed in one or more centraliZed locations. 

[0003] Typically, softWare applications at both the CCU 
and the head-end are implemented to manage the CCU’s 
data collection, to the control the transmission of data 
betWeen the CCU and the head-end, and to facilitate doWn 
loading of schedules and other applications to the CCU. 
Accordingly, softWare updates at the head-end and/or the 
CCU may be implemented to ensure that the meter-reading 
system stays updated or to expand the meter-reading system. 

[0004] While updating softWare at the head-end may be a 
relatively straightforWard process, updating softWare at the 
CCUs may be more dif?cult, given that a single system may 
contain hundreds or even thousands of ?eld collection 
devices possibly spread over a Wide geographic area. 
Accordingly, in some systems, CCUs are con?gured to 
doWnload softWare from the head-end via a netWork link. 
Using this technique, system administrators avoid having to 
physically access each ?eld collection device to perform a 
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softWare update. HoWever, a CCU that is doWnloading 
softWare from the head-end may have to interrupt some or 
all of its data collection and transmission functionality. 
Because CCUs typically collect and transmit data on an 
ongoing or frequent periodic basis, interrupting a CCU’s 
data collection and transmission functionality can be prob 
lematic, especially When large softWare updates can take 
several hours to doWnload. 

[0005] In addition, With current doWnload techniques, it is 
dif?cult to ensure that all CCUs in the system Will complete 
the doWnload process and be ready for upgraded operation 
at the same time. This can cause dif?culties Where synchro 
niZation of multiple ?eld collection devices is desirable. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 is a block diagram shoWing an example of 
a system on Which the softWare doWnload technique of one 
embodiment. 

[0007] FIG. 2 is a block diagram shoWing an example of 
a softWare doWnload facility operating in the data collection 
system of FIG. 1. 

[0008] FIG. 3 is a state diagram shoWing some examples 
of high-level CCU states, as controlled by the state machine 
of FIG. 2 in one embodiment. 

[0009] FIG. 4 is an example of a stored procedure or 
routine that, When executed at the state machine of FIG. 2, 
places a subject CCU in a doWnload pending state. 

[0010] FIG. 5 is a How chart shoWing an example of a 
system-level softWare doWnload process in the softWare 
doWnload facility of FIG. 2. 

[0011] FIG. 6 is a How chart shoWing an example of a 
softWare doWnload routine in the CCU of FIG. 2. 

[0012] FIG. 7 is How chart illustrating an example of a 
softWare doWnload routine in the head-end of FIG. 2. 

[0013] FIG. 8 is an example of a system-level softWare 
take effect process in the softWare-doWnload facility of FIG. 
2. 

[0014] FIG. 9 is an example of a system-level softWare 
cancel process in the softWare-doWnload facility of FIG. 2. 

[0015] FIG. 10 is an example of a system-level softWare 
rollback process in the softWare-doWnload facility of FIG. 2. 

[0016] FIG. 11 is an example ofa CCU discovery process 
in the softWare-doWnload facility of FIG. 2. 

[0017] FIG. 12 is an example of a routine in the softWare 
doWnload facility of FIG. 2 for adding a CCU to a group of 
CCUs. 

[0018] In the draWings, the same reference numbers iden 
tify identical or substantially similar elements or acts. To 
easily identify the discussion of any particular element or 
act, the most signi?cant digit or digits in a reference number 
refer to the Figure number in Which that element is ?rst 
introduced (e.g., element 1104 is ?rst introduced and dis 
cussed With respect to FIG. 11). 

DETAILED DESCRIPTION 

[0019] The invention Will noW be described With respect 
to various embodiments. The folloWing description provides 
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speci?c details for a thorough understanding of, and 
enabling description for, these embodiments of the inven 
tion. However, one skilled in the art will understand that the 
invention may be practiced without these details. In other 
instances, well-known structures and functions have not 
been shown or described in detail to avoid unnecessarily 
obscuring the description of the embodiments of the inven 
tion. 

[0020] The headings provided herein are for convenience 
only and do not necessarily a?fect the scope or meaning of 
the claimed invention. 

[0021] It is intended that the terminology used in the 
description presented below be interpreted in its broadest 
reasonable manner, even though it is being used in conjunc 
tion with a detailed description of certain speci?c embodi 
ments of the invention. Certain terms may even be empha 
siZed below; however, any terminology intended to be 
interpreted in any restricted manner will be overtly and 
speci?cally de?ned as such in this Detailed Description 
section. 

I. Overview 

[0022] A software download system described in detail 
below provides a facility for upgrading/reloading distributed 
embedded data collection devices, such as cell control units 
(“CCUs”), in the ?eld without having an operator physically 
visit the CCUs. The software download system may be 
implemented over a communication network such as the 
Internet, a wide-area network (WAN), a local area network 
(LAN), a cellular network, etc., using well-known protocols 
and technologies such as HTTP, HTTPS, Wget, Active 
Server Pages (ASP), etc. The software download system 
may provide for upgrade and installation of both operating 
system and application-type components with minimal stag 
ing or preparation. The software download system may also 
facilitate recovery from a “dead box” scenario where a CCU 
is not working (e.g., due to a corrupted Flash ?le system) 
without a service call to the CCU. In addition, the software 
download system may facilitate ef?cient use of a system’s 
existing available bandwidth. 

[0023] A CCU in the software download system may be 
con?gured to store more than one version of software. For 
example, the CCU may store a current version, a previous 
version, and a next version. During a software download 
process, the CCU may be in one of a variety of states (e.g., 
“download pending,”“download accepted,”“downloaded, 
”“takeelfect pending,”“takeelfect accepted,” etc.). The state 
of the CCU may have an effect on how the CCU behaves 
given a command from the head-end. For example, if a 
cancel update operation is in progress and the head-end 
determines that the CCU has already installed the canceled 
version, it will move the CCU to a “stable” state with the 
“next” software version being changed to “current” and the 
old “current” version being changed to “previous.” 

[0024] To facilitate logical grouping of CCU devices, the 
software download system may also provide grouping and 
audit capabilities. These capabilities may be used, for 
example, to monitor versions running at the CCU and the 
state of any scheduled downloads. 

[0025] The software download system may incorporate 
techniques to minimize interruption to data transmission 
functionality of the CCU during the software download 
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process. For example, the software download system may 
facilitate intelligent sharing of a transport link to minimiZe 
interference with a scheduled push of consumption data 
(e.g., collected meter reading data) to the head-end. 

II. System Architecture 

[0026] FIG. 1 and the following discussion provide a brief, 
general description of a suitable computing environment in 
which the invention can be implemented. Although not 
required, aspects of the invention are described in the 
general context of computer-executable instructions, such as 
routines executed by a general-purpose computer, e.g., a 
server computer, wireless device or personal computer. 
Those skilled in the relevant art will appreciate that the 
invention can be practiced with other communications, data 
processing or computer system con?gurations, including: 
Internet appliances, hand-held devices (including personal 
digital assistants (PDAs)), wearable computers, all manner 
of cellular or mobile phones, multi-processor systems, 
microprocessor-based or programmable consumer electron 
ics, set-top boxes, network PCs, mini-computers, mainframe 
computers and the like. Indeed, the terms “computer,”“host” 
and “ho st computer” are generally used interchangeably, and 
refer to any of the above devices and systems, as well as any 
data processor. Aspects of the invention can be embodied in 
a special purpose computer or data processor that is spe 
ci?cally programmed, con?gured or constructed to perform 
one or more of the computer-executable instructions 
explained in detail herein. Aspects of the invention can also 
be practiced in distributed computing environments where 
tasks or modules are performed by remote processing 
devices, which are linked through a communications net 
work. In a distributed computing environment, program 
modules may be located in both local and remote memory 
storage devices. 

[0027] Aspects of the invention may be stored or distrib 
uted on computer-readable media, including magnetically or 
optically readable computer discs, as microcode on semi 
conductor memory, nanotechnology memory, or other por 
table data storage medium. Indeed, computer implemented 
instructions, data structures, screen displays, and other data 
under aspects of the invention may be distributed over the 
Internet or over other networks (including wireless net 
works), on a propagated signal on a propagation medium 
(e.g., an electromagnetic wave(s), a sound wave, etc.) over 
a period of time, or may be provided on any analog or digital 
network (packet switched, circuit switched or other scheme). 
Those skilled in the relevant art will recogniZe that portions 
of the invention reside on a server computer, while corre 
sponding portions reside on a client computer such as a 
mobile device. 

[0028] Referring to FIG. 1, a suitable system 100 on which 
the software download techniques may be implemented 
includes a meter-reading data collection system having 
multiple meters 102 coupled to utility-consuming devices 
(not shown), such as electric, gas, or water consuming 
devices. In the illustrated embodiment, each meter 102 
includes an encoder receiver/transmitter module (ERT) 104, 
which serves as a data collection endpoint. The ERTs 104 
encode consumption, tamper information, and other data 
from the meters 102 and communicate such information to 
a CCU 108. The communication of this data may be 
accomplished via radio-to-radio data collection systems 



US 2007/0169075 A1 

such as handheld, mobile automatic meter reading or ?xed 
network. The ERTs 104 can be retro?tted to existing meters 
or installed on new meters during the manufacturing pro 
cess. In a system for electrical metering, the ERTs 104 may 
be installed under the glass of new or existing electric meters 
104 and are powered by electricity running to the meter. Gas 
and water ERTs 104 can be attached to the meter 102 and 
powered by long-life batteries. 

[0029] As shown in FIG. 1, a group of ERTs 106 com 
municates with one of the CCU devices 108, which in turn 
feeds collected data to a head-end system 110 via periodic 
uploads. This may occur on an ongoing basis (e.g., every 
half-hour) or as otherwise needed. The CCUs 108 may be 
implemented as neighborhood concentrators that read the 
ERT meter modules 104, process data into a variety of 
applications, store data temporarily, and transport data to the 
head-end 110 as needed. In some embodiments, the CCUs 
108 can be installed on power poles or street light arms (not 

shown). 
[0030] Further details about the system of FIG. 1, and 
similar systems can be found in the following commonly 
assigned patent applications: US. patent application Ser. 
No. 09/911,840, entitled “Spread Spectrum Meter Reading 
System Utilizing Low-speed/High-power Frequency Hop 
ping,” ?led Jul. 23, 2001, US. patent application Ser. No. 
09/960,800, entitled “Radio Communication Network for 
Collecting Data From Utility Meters,” ?led Sep. 21, 2001, 
and US. patent application Ser. No. 10/024,977, entitled 
“Wide Area Communications Network for Remote Data 
Generating Stations,” ?led Dec. 19, 2001, which are herein 
incorporated by reference. 

[0031] Referring to FIG. 2, a software download facility 
200 operating in the data collection system 100 of FIG. 1 is 
con?gured to allow multiple versions of a software package 
to persist on a CCU 108 at any given timeiallowing for 
more robust capabilities of the CCU 108 during download 
and providing a safety net should a need arise to revert to a 
previous software version. In the illustrated embodiment, a 
previous version, a current version and a next version of 
software can concurrently exist on the CCU 108. However, 
in alternate embodiments, multiple outstanding versions 
may be used, while in other embodiments, multiple versions 
may not be allowed. In systems where multiple software 
versions are not allowed, if a change needs to be made 
before an outstanding version of software is installed, the 
new version can be con?gured to contain the full set of 
components needed for the upgrade. In some cases, the CCU 
108 checks its current stored outstanding version and only 
downloads components that it needs. The CCU 108 may also 
delete any stored software components that are not a part of 
the newer version. 

[0032] The software download facility 200 includes com 
ponents that reside on one or more platforms (not shown) at 
both the CCU 108 and the head-end 110. The platform at the 
CCU 108 does not need to be the same as the platform at the 
head-end 110. For example, the CCU 108 may have a Linux 
based platform and the head-end 110 may have a Windows 
2000 Server platform. Additionally, subcomponents within 
the system may each operate on independent platforms. The 
software download facility 200 in the illustrated embodi 
ment provides for updating CCU software stored in a ?le 
system 202 at the CCU 108 and for recovering from a 
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catastrophic software failure without requiring a service call 
to the CCU or a return of the CCU to a repair depot. In some 
embodiments, it is possible to store a copy of the current 
package set in a protected partition (not shown) of the CCU 
?le system 202 to facilitate rapid recovery from accidental 
or malicious corruption of a current software version. 

[0033] To minimiZe bandwidth, transport mechanisms of 
the software download facility, such as those associated with 
a communication link 204, may support transfer checkpoint/ 
restarts. Application layer protocols such as HTTP, HTTPS, 
WAP, SMTP, FTP, etc., may be utiliZed in the transfer of 
data. In addition, data transferred across the communication 
link 204 may be compressed using known compression 
techniques such as GZip library functions. 

[0034] Software download-related messages passed 
between the CCU 108 and the head-end 110 via the com 
munication link 204 may be in request/response format. 
Such messages are described in more detail in US. patent 
application Ser. No. (Attorney Docket No. 10145 
8012.US00), which has been incorporated by reference. In 
some embodiments, a request message from the CCU may 
include outstanding ACK/NAK responses from the CCU 
108, while a response message from the head-end 110 may 
include optional CCU commands (“take e?fect,”“cancel,” 
etc.). The CCU 108 may respond synchronously to the 
response message by returning another request message with 
a command response packet appended to it. The appended 
command response packet may contain a con?guration 
response ACK and an optional command response ACK/ 
NAK, depending on whether the command mes sage that the 
CCU received was from the head-end. This and similar 
message exchanges can occur during a single session and 
conversation or in multiple sessions. In some embodiments, 
the CCU 108 initiates all request/response message 
exchanges, meaning the head-end 110 does not send any 
unsolicited messages to the CCU. 

[0035] Several components of the CCU 108 are associated 
with the software download facility 200. The CCU 108 may 
include a two-stage loader (206 and 208) so that it can load 
software in such a way to help prevent catastrophic loss of 
software. In the illustrated embodiment, the ?rst stage loader 
206 exists in ROM and is capable of downloading the 
second stage loader 208 onto the ?le system 202. The second 
stage loader 208 may then download operating system 
features and application software components (not shown) 
onto the ?le system 202. During normal operations, the 
second stage loader 208 of the illustrated embodiment is 
responsible for ensuring that all the needed software com 
ponents exist and are not corrupt. In addition, the second 
stage loader 208 may function to inform the head-end 110 of 
the current software component versions and of the current 
state of a software upgrade in progress. The second stage 
loader 208 may also handle downloading new software 
component versions and installation and rollback of soft 
ware component versions. 

[0036] Downloading of software data packages may be 
handled asynchronously at the CCU 108, in part, by a GNU 
(“GNU’ s not Unix”) utility known as Wget 210. While Wget 
is utiliZed in the illustrated embodiment, other utilities or 
systems could be used to provide similar functionality, such 
as FTP, HTTPGet, remote ?le copy, web server, etc. The 
CCU software download process 212 can invoke the Wget 
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utility 210 as needed. The Wget utility 210 interacts With 
downloaded applications stored in the ?le system 202 of the 
CCU, so that the CCU 108 can receive and store requested 
?les. The Wget utility 210 may include a transport mecha 
nism for the Wget utility 210 that runs over HTTP (or 
HTTPS) and, in some embodiments, supports ?le check 
point/restart through a “range” feature to aid in recovery in 
case of a disconnected communication link 204. The Wget 
utility 210 Works by requesting a transfer of data pointed to 
by a URL. The CCU 108 may be able to build such URLs 
dynamically based on con?guration information and data 
contained Within a message sent by the head-end 110 to the 
CCU in response to a softWare doWnload request message. 
Accordingly, the CCU 108 may be con?gured so that it 
knoWs its oWn softWare doWnload server name and an 

appropriate top level head-end virtual directory, such as an 
Internet Information Services (IIS) directory. 

[0037] In addition to processing the messages passed 
betWeen the head-end 110 and the CCU 108, the CCU 
softWare doWnload process 212 may be responsible for 
providing an interface With the Wget utility 210, Which is 
used for the actual doWnload of softWare packages as 
described above. The CCU doWnload process 212 may also 
be responsible for maintaining doWnload status information 
until the information has been forWarded to the head-end 
110. The CCU doWnload process 212 is also used to verify 
the correctness of the current version and to re-doWnload 
missing or corrupt components, save current softWare ver 
sions, verify a neW softWare version prior to installation, and 
install the neW version at a scheduled “take effect” time. 

[0038] The CCU doWnload process 212 may also be 
responsible for sending shutdoWn requests to other pro 
cesses such as a data collection application (not shoWn) so 
that those processes can persist data and state information 
and perform an orderly shutdoWn. In some embodiments, 
the CCU softWare doWnload process 212 may Wait for the 
other processes to end prior to shutting doWn the CCU 108 
completely. The CCU softWare doWnload process 212 can 
monitor the shutdoWn process and generate a hard kill of a 
process that does not respond to the requested shutdoWn. 

[0039] In the illustrated embodiment, the CCU softWare 
doWnload process 212 facilitates a “rollback” to a previous 
version of softWare stored in the CCU ?le system 202. The 
installation of a neW version is handled as an autonomous 

operation so that if a subsequent update or rollback is not 
successfully completed, the CCU 108 reverts to a state it Was 
in prior to attempting the update/rollback. During the 
update/rollback, the CCU softWare doWnload process 212 
may avoid message exchanges With the head-end 110 until 
completion of the operation to insure that any softWare 
doWnload con?guration information received at the head 
end 110 does not contain partial con?guration information. 

[0040] The head-end processor 110, Which includes a 
database 214 for storing persistent information, supports 
several components of the softWare doWnload facility 200. 
For example, the head-end 110 may provide device group 
ing, version control and tracking functionality for the man 
agement of softWare doWnload processes via a head-end 
softWare doWnload command processor, Which is imple 
mented as a state machine 216 in some embodiments. In 

other embodiments, standard hierarchy-based, procedural, 
or obj ect-oriented coding practices may implement the soft 
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Ware doWnload processor instead of the state machine. The 
state machine 216 can exist in the database 214 and may be 
implemented using stored procedures and triggers stored in 
the database 214 at the head-end 110 or may be implemented 
using components stored on the ?le system 218 at the 
head-end 110 

[0041] While in the illustrated embodiment, the head-end 
110 is not responsible for packaging, building, releasing, and 
verifying of CCU softWare packages, in alternative systems 
(not shoWn) the head-end 110 may facilitate these tasks. For 
example, various types of CCU softWare (application, oper 
ating system, etc.) can be packaged into sets or packages 
using a package manager such as a Linux based Remote 
Package Manager (RPM), or a proprietary package manager. 
In some embodiments, each set of packages corresponds to 
a version of the softWare and constitutes the bill of materials 
(BOM) for that version. Accordingly, the BOM contains all 
the information needed by the CCU 108 to verify the validity 
of a currently installed version. 

[0042] The ?le system 218 at the head-end 110 stores 
applications (not shoWn) that may facilitate the transfer of 
softWare packages. An Internet Information Service (IIS) 
component 220 may interact With the ?le system 218 to 
doWnload ?les (e.g., RPM ?les) from virtual directories via 
the communication link 204. An Active Server Page (ASP) 
component 222 in the IIS component 220 may be respon 
sible for processing binary data and storing it in an appro 
priate “To Process” database tables for further processing. In 
some embodiments implementing ASP technology, When 
the ASP component 222 receives a binary message from the 
CCU 108, it can use GZip to verify that the message has 
arrived intact. It then unZips the message, parses it, and 
stores the parsed message in appropriate data tables. The 
ASP component 222 may then invoke a stored procedure 
(not shoWn) that Will invoke the state machine 216. The state 
machine 216 in turn returns a response to the ASP compo 
nent 222. The ASP component can then GZip the response 
and forWard it back to the CCU 108. In some cases, the ASP 
component 222 may hold an HTTPS session (or other type 
session) open until the CCU 108 acknoWledges receipt of 
the sent response packet. 

[0043] Because IIS and Wget can provide the appropriate 
interaction for the transport of packages, implementation at 
the head-end may not be needed to handle doWnloading of 
softWare packages. 

III. State Machine 

[0044] In some embodiments of the softWare doWnload 
system, the state of a CCU (e.g., CCU 108 of FIGS. 1 and 
2), as determined by a CCU decision processor or state 
machine (e.g., state machine 216 of FIG. 2), may be used in 
controlling the softWare doWnload process, and other related 
processes. For example, the state machine 216 may control 
a doWnload state of any CCU that is in communication With 
the state machine. In some embodiments, each state handles 
self-transitions that may occur if the state machine 216 
receives con?guration requests or duplicate command 
response events While Waiting for the events that cause a 
state transition. In such cases, the state machine 216 may 
rebuild the correct response message, return it to the ASP 
component 222, and remain in the current state. 

[0045] The state machine 216 may also be responsible for 
updating the head-end database 214 With the status of 
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scheduled software downloads from information received 
from the CCUs 108. The state machine 216 may use 
information stored in the database to control downloads of 
new CCU software components to selected CCUs or groups 
of CCUs. 

[0046] FIG. 3 is a state diagram 300 showing some 
examples of high-level CCU superstates (“states”), as con 
trolled by the state machine in one embodiment. These 
superstates may be associated with various lower level states 
(as shown in Table 1) that may inherit from, or otherwise 
relate back to, the superstates. The illustrated states include 
a discovery state 301, an update state 302, a stable state 303, 
a rollback state 304, a cancel state 305 and a rejected state 
306. Each state can be triggered by some event. For 
example, in some embodiments, the rejected state 306 can 
be triggered by a failed software update or software rollback. 

[0047] The discovery state 301 is invoked for a CCU when 
the CCU is ?rst incorporated or reincorporated into the 
system. In some embodiments, the state machine invokes the 
discovery state 301 for the CCU when the head-end receives 
a command from a CCU that has a global uniform identi?er 
(GUID) equal to zero or not equal to some default (meaning 
that the CCU is not known to the system). During the 
discovery state 301, the CCU may be assigned a default 
software version (initialization). Once this occurs, the state 
machine may change the CCU’s state to the update state 302 
so that a software update can be initiated via processing that 
occurs at both the head-end and the CCU. From the update 
state 302, the state of the CCU may proceed to the stable 
state 303, the cancel state 305 or the rejected state 306. For 

Jul. 19, 2007 

example, the CCU’s state may change from the update state 
302 to the stable state 303 if the invoked software update is 
successfully completed. If, however, the invoked software 
update fails, then the state may change from the update state 
302 to the rejected state 306. In another possibility, if an 
administrator cancels an invoked software update request, 
the state may change from the update state 302 to the cancel 
state 305. 

[0048] From the stable state 303, the CCU’s state may go 
back to the update state 302 or may proceed to the rollback 
state 304. The state changes from the stable state 303 to the 
rollback state 304 if a rollback request is implemented. From 
the rollback state 304, the state can change back to the stable 
state 303 if the rollback is successfully completed. If the 
rollback fails, the state can change to the rejected state 306. 
If an administrator cancels a rollback, the state may change 
back to the cancel 305 state. 

[0049] From the rejected state 306, the state can change to 
the update state 302, the rollback state 304 or the stable state 
303, depending on the nature of the rejection. For example, 
in the case of a failed software update, the update state 302 
may be resumed so that the software update can be reat 
tempted. 

[0050] Some more detailed examples of CCU states, 
including those discussed with respect to FIG. 3, are shown 
in Table 1 below. Table 1 includes a reference to “Process to 
Execute.” Such processes may stored procedures that reside 
in the database 214 as described with respect to FIG. 2, or 
could be other programs. 

TABLE 1 

Sample States 

Current 
State Control Input Process To Execute Next State 

Initialize Con?guration NoOp Download In 
Request Received Transit 

Initialize Initialization Failed InitializeFailed Rejected 
for Collector 

Stable Con?guration NoOp Stable 
Request Received 

Stable Update Request NoOp Download 
Pending 

Stable Rollback Request NoOp RB Pending 
Download Con?guration NoOp Download In 
Pending Request Received Transit 
Download Con?guration InvalidTakeEffectTime Rejected 
Pending Request Received 

and Invalid Take 
Effect Time 

Download Con?guration InvalidNextVersion Rejected 
Pending Request Received 

and No Next Version 
Download Cancel Request NoOp Stable 
Pending 
Download In Null Control Input NoOp Download In 
Transit Transit 
Download In Command Rejected DownloadInTransitCmdRejected Rejected 
Transit 
Download In Command Accepted DownloadAcceptedNoNextVersion Rejected 
Transit and No Next Version 
Download In Command Accepted InvalidTakeEffectTime Rejected 
Transit and Invalid Take 

Effect Time 
Download In Command Accepted NoOp Download 
Transit Accepted 
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TABLE l-continued 
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Sample States 

Current 
State Control Input Process To Execute Next State 

Download Null Control Input NoOp Download 
Accepted Accepted 
Download Command Complete DownloadCompleteNoNextVersion Rejected 
Accepted and No Next Version 
Download Command Complete SetDownloaded Take Effect 
Accepted and Valid TE Time In Transit 
Download Command Complete DownloadCompleteInvalidTakeElTectTime Rejected 
Accepted and Invalid TE Time 
Download Command SetDownloaded Downloaded 
Accepted Completed 
Download Command Failed DownloadAcceptedCmdFailed Rejected 
Accepted 
Download Cancel Request NoOp Cancel 
Accepted Pending 
Downloaded Con?guration NoOp Downloaded 

Request Received 
Downloaded Take-Effect Request spSoftwareDownloadEvtNoOp Take Effect 

Pending 
Downloaded Take-Effect Time spSoftwareDownloadEvtInvalidNextVersion Rejected 

Request and no 
Next Version in 
Database 

Downloaded Cancel Request NoOp Cancel 
Pending 

Take Effect Con?guration NoOp Take Effect 
Pending Request Received In Transit 
Take Effect Con?guration InvalidNextVersion Rejected 
Pending Request Received 

and No Next Version 
Take Effect Cancel Request NoOp Cancel 
Pending Pending 
Take Effect Null Control Input NoOp Take Effect 
In Transit In Transit 
Take Effect Command Accepted TakeElTectAcceptedNoNextVersion Rejected 
In Transit and No Next Version 
Take Effect Command Accepted NoOp Take Effect 
In Transit Accepted 
Take Effect Command Rejected TakeElTectInTransitCmdRejected Rejected 
In Transit 
Take Effect Con?guration ChangeSWVersion Stable 
In Transit Request Received 

and UPD 
Con?guration = 

Expected 
Take Effect Null Control Input NoOp Take Effect 
Accepted Accepted 
Take Effect Command TakeElTectCompletedNoNextVersion Rejected 
Accepted Completed and No 

Next Version 
Take Effect Command ChangeSWVersion Stable 
Accepted Completed 
Take Effect Command Failed spSoftwareDownloadEvtTakeEffectAcceptedCmdFailed Rejected 
Accepted 
Take Effect Con?guration ChangeSWVersion Stable 
Accepted Request Received 

and UPD 
Con?guration = 

Expected 
Take Effect Cancel Request NoOp Cancel 
Accepted Pending 
Rejected Con?guration NoOp Rejected 

Request Received 
Rejected Update Request NoOp Download 

Pending 
Rejected Rollback Request NoOp Rollback 

Pending 
Rollback Cancel Request NoOp Stable 
Pending 
Rollback Con?guration NoOp Rollback In 
Pending Request Received Transit 
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TABLE l-continued 

SaInple States 

Current 
State Control Input Process To Execute Next State 

Rollback Con?guration CfgRqstNoPreviousVersion Rejected 
Pending Request Received 

and No Previous 
Version 

Rollback In Null Control Input NoOp Rollback In 
Transit Transit 
Rollback In Cornrnand Accepted NoOp Rollback 
Transit Accepted 
Rollback In Cornrnand Rejected RBInTransitCIndRejected Rejected 
Transit 
Rollback In Cornrnand Accepted RBAcceptedNoPreviousVersion Rejected 
Transit and No Previous 

Version 
Rollback In Con?guration RollbackSWVersion Stable 
Transit Request Received 

and RB 
Con?guration = 

Expected 
Rollback Null Control Input NoOp Rollback 
Accepted Accepted 
Rollback Cornrnand RollbackSWVersion Stable 
Accepted Cornpleted 
Rollback Cornrnand Failed RollBackAcceptedCIndFailed Rejected 
Accepted 
Rollback Cornrnand RollBackCoInpleteNoPreviousVersion Rejected 
Accepted Cornpleted and No 

Previous Version 
Rollback Con?guration RollbackSWVersion Stable 
Accepted Request Received 

and RB 
Con?guration = 

Expected 
Cancel Null Control Input NoOp Cancel 
Pending Pending 
Cancel Con?guration NoOp Cancel In 
Pending Request Received Transit 
Cancel Con?guration CancelTakeEffectOccurred Stable 
Pending Request Received 

and UPD 
Con?guration = 

Expected 
Cancel Con?guration CancelPendingInvalidTakeEffectTiIne Rejected 
Pending Request Received 

and Invalid 
TakeElTect Tirne 

Cancel Take-Effect CancelTakeEffectOccurred Stable 
Pending Cornpleted 
Cancel Take-Effect Failed CancelPendingTakeEffectFailed Rejected 
Pending 
Cancel Con?guration NoOp Cancel In 
Pending Request Received Transit 

and Valid TE Tirne 
Cancel In Null Control Input NoOp Cancel In 
Transit Transit 
Cancel In Cornrnand Accepted NoOp Cancel 
Transit Accepted 
Cancel In Cornrnand Rejected CancelInTransitCrndRejected Rejected 
Transit 
CN In Con?guration CancelTakeEffectOccurred Stable 
Transit Request Received 

and UPD 
Con?guration = 

Expected 
Cancel In Take-Effect CancelTakeEffectOccurred Stable 
Transit Cornpleted 
Cancel In Take-Effect Failed CancelInTransitTakeEffectFailed Rejected 
Transit 
Cancel Null Control Input NoOp Cancel 
Accepted Accepted 
Cancel Cornrnand Accepted CancelAcceptedCIndCoInplete Stable 
Accepted 
















