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(57) ABSTRACT 

Embodiments of the present invention provide an architec 
ture for securely and ef?ciently executing byte code gener 
ated from a general programming language. In particular, a 
computer system is divided into a hierarchy comprising 
multiple types of virtual machines. A thin layer of software, 
known as a virtual machine monitor, virtualiZes the hard 
ware of the computer system and emulates the hardware of 
the computer system to form a ?rst type of virtual machine. 
This ?rst type of virtual machine implements a virtual 
operating domain that allows running its own operating 
system. Within a virtual operating domain, a byte code 
interpreter may further implement a second type of virtual 
machine that executes byte code generated from a program 
written in a general purpose programming language. The 
byte code interpreter is incorporated into the operating 
system running in the virtual operating domain. The byte 
code interpreter implementing the virtual machine that 
executes byte code may be divided into a kernel component 
and one or more user level components. The kernel com 
ponent of the virtual machine is integrated into the operating 
system kernel. The user level component provides support 
for execution of an applet and couples the applet to the 
operating system. In addition, an operating system running 
in a virtual operating domain may be con?gured as a special 
purpose operating system that is optimized for the functions 
of a particular byte code interpreter. 
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PURPOSE DOMAIN FOR IN-KERNEL VIRTUAL 
MACHINE FOR LOW OVERHEAD STARTUP AND 

LOW RESOURCE USAGE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to US. patent 
application Ser. No. ?led on , entitled “PUR 
POSE DOMAIN FOR LOW OVERHEAD VIRTUAL 
MACHINES,” and US. patent application Ser. No. 
?led on , entitled “IN-KERNEL VIRTUAL 

MACHINE FOR LOW OVERHEAD STARTUP AND 
LOW RESOURCE USAGE,” the disclosures of Which are 
incorporated in their entirety by reference herein. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to applica 
tions consisting of byte code generated from a general 
purpose programming languages and executed by byte code 
interpreters. 

BACKGROUND OF THE INVENTION 

[0003] Today, there are many applications that are Written 
in general purpose programming languages. A desired char 
acteristic of these applications is platform independence. 
That is, an application can be Written once and executed on 
multiple computer platforms. With the advent of the Internet 
and Widespread use of Web application and broWsing, such 
applications have become Widely accepted. For example, 
languages, such as Java, have become very successful With 
server-side applications, such as Web services, or servlets. 

[0004] Platform independence for an application Written 
in a general purpose programming language is achieved by 
compiling the language code “halfWay” into an intermediate 
form knoWn as byte code. A special program, knoWn as a 
byte code interpreter, runs on the host computer system. The 
byte code interpreter implements a virtual machine on Which 
the byte code is interpreted. Alternatively the byte code can 
be translated into usable native code that can be executed by 
the host computer system. Standardized libraries may also 
be installed on a host computer system to provide access to 
features, such as graphics and networking. 

[0005] Unfortunately, applications that are compiled into 
byte code suffer from high startup overhead and may con 
sume a large amount of resources during operation. When a 
user runs multiple Java applications concurrently in different 
instances of the Java virtual machine (JVM), there tends to 
be substantial duplication of effort in each JV M. For 
example, When multiple applications are executed concur 
rently, each has to load, parse, verify, and create runtime 
representations of all the applications’ classes, even such 
common ones as java.lang.Object. Application start-up time, 
memory footprint, and raW execution time are thus nega 
tively impacted. Developers Who try to circumvent the 
problem by using class loaders soon discover that they 
provide inadequate inter-application isolation and make it 
dif?cult to cleanly terminate applications. 

[0006] Accordingly, it may be desirable to provide sys 
tems and methods that can ef?ciently run interpreted lan 
guage applications. It may also be desirable to provide 
systems and methods that can ef?ciently startup interpreted 
language applications. 
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SUMMARY OF THE INVENTION 

[0007] In accordance With one feature of the invention, a 
computer comprises a processor and a virtual machine 
monitor coupled to the processor. The virtual machine 
monitor is con?gured to provide a set of virtual operating 
domains. An operating system is encapsulated Within one of 
the virtual operating domains and is coupled to the processor 
through the virtual machine monitor. The operating system 
comprises a kernel and a byte code interpreter, in the kernel, 
that is con?gured to implement a general purpose program 
ming language. 
[0008] In accordance With another feature of the inven 
tion, a method of starting an applet on a computer in a neW 
virtual operating domain is provided. HardWare of the 
computer is accessed through a virtual machine monitor and 
the virtual machine monitor is con?gured to create virtual 
operating domains on demand. When a request to start an 
applet is received, the virtual machine monitor is instructed 
to create a virtual operating domain for the applet. An 
operating system is loaded into the virtual operating domain 
for the applet. The operating system comprises a byte code 
interpreter for a general purpose programming language. 
The applet may then be started in the virtual operating 
domain. 

[0009] In accordance With another feature of the inven 
tion, a method of starting an applet on a computer in an 
existing virtual operating domain is provided. Upon receiv 
ing a request to start an applet in an existing virtual operating 
domain, the request to start the applet is communicated to 
the existing virtual operating domain. A byte code inter 
preter is running in the kernel of the operating system and is 
con?gured to implement a general purpose programming 
language. The applet is then started in the virtual operating 
domain. 

[0010] In accordance With yet another feature of the 
invention, a method of starting an applet on a computer in 
an existing virtual operating domain is provided. Upon 
receiving a request to start an applet in an existing virtual 
operating domain, the request to start the applet is commu 
nicated through an inter-domain communication channel to 
another virtual operating domain. The other virtual operat 
ing domain comprises a byte code interpreter running in the 
kernel of the operating system and is con?gured to imple 
ment a general purpose programming language. The applet 
is then started in the existing virtual operating domain. 

[0011] Additional features of the present invention Will be 
set forth in part in the description Which folloWs, and in part 
Will be obvious from the description, or may be learned by 
practice of the invention. It is to be understood that both the 
foregoing general description and the folloWing detailed 
description are exemplary and explanatory only and are not 
restrictive of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The accompanying draWings, Which are incorpo 
rated in and constitute a part of this speci?cation, illustrate 
embodiments of the invention and together With the descrip 
tion, serve to explain the principles of the invention. In the 
?gures: 
[0013] FIG. 1 illustrates a computer system that is con 
sistent With embodiments of the present invention; 



US 2007/0169024 A1 

[0014] FIG. 2 illustrates a software architecture of the 
computer system that is in accordance with embodiments of 
the present invention; 

[0015] FIG. 3 illustrates a relationship between the 
memory, the virtual machine monitor, and the operating 
systems shown in FIG. 2; 

[0016] FIG. 4 illustrates the process and address space 
handling of one special purpose OS shown in FIG. 2; 

[0017] FIG. 5 illustrates an exemplary architecture of a 
special purpose OS that is in accordance with embodiments 
of the present invention; 

[0018] FIG. 6 illustrates an exemplary process ?ow for 
starting an applet on the computer system that is in accor 
dance with embodiments of the present invention; and 

[0019] FIG. 7 illustrates another exemplary process ?ow 
for starting an applet on the computer system that is in 
accordance with embodiments of the present invention. 

DESCRIPTION OF THE EMBODIMENTS 

[0020] Embodiments of the present invention provide an 
architecture for securely and e?iciently executing byte code 
generated from a general programming language. In par 
ticular, a computer system is divided into a hierarchy com 
prising multiple virtual machines. A thin layer of software, 
known as a virtual machine monitor, virtualiZes the hard 
ware of the computer system and emulates the hardware of 
the computer system to form a ?rst type of virtual machine. 
Instances of this ?rst type of virtual machine are here 
referred to as a virtual operating domain and they each run 
their own operating system. Within a virtual operating 
domain, a byte code interpreter may further implement a 
second type of virtual machine that executes byte code 
generated from a general purpose programming language. 

[0021] In some embodiments, the byte code interpreter is 
incorporated into the operating system running in the virtual 
operating domain. The byte code interpreter implementing 
the virtual machine that executes byte code may be divided 
into a kernel component and one or more user level com 

ponents. The kernel component of the virtual machine is 
integrated into the operating system kernel. The user level 
component provides support for execution of an applet and 
couples the applet to the operating system. In addition, the 
kernel may share the same copy of the user level component 
of the virtual machine with multiple processes in the same 
virtual operating domain or across other virtual operating 
domains. Furthermore, an operating system running in a 
virtual operating domain may be con?gured as a special 
purpose operating system that is optimiZed for the functions 
of a particular byte code interpreter. 

[0022] Accordingly, the virtual machine can run ef?ciently 
with low overhead because the applet and the kernel may run 
in the same address space of virtual memory. This architec 
ture may be advantageous over conventional technology, for 
example, because it uses a function call rather than a system 
call to access the operating system functionality. System 
calls have a higher overhead. In addition, because the 
execution happens in a separate and dedicated virtual oper 
ating domain, security of the rest of the system is not 
compromised by removing the separation between kernel 
and application. 
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[0023] Reference will now be made in detail to exemplary 
embodiments of the invention, which are illustrated in the 
accompanying drawings. Wherever possible, the same ref 
erence numbers will be used throughout the drawings to 
refer to the same or like parts. 

[0024] FIG. 1 illustrates a computer system 100 that is 
consistent with embodiments of the present invention. In 
general, embodiments of the present invention may be 
implemented in various computer systems, such as a per 
sonal computer, server, workstation, and the like. However, 
for purposes of explanation, system 100 is shown as a 
general purpose computer that is well known to those skilled 
in the art. Examples of the components that may be included 
in system 100 will now be described. 

[0025] As shown, computer system 100 may include a 
central processor 102, a keyboard 104, a pointing device 106 
(e.g., mouse, or the like), a display 108, a main memory 110, 
an input/output controller 112, and a storage device 114. 
Processor 102 may further include a cache memory 116 for 
storing frequently accessed information. Cache 116 may be 
an “on-chip” cache or external cache. System 100 may also 
be provided with additional input/output devices, such as a 
printer (not shown). The various components of the system 
100 communicate through a system bus 118 or similar 
architecture. 

[0026] FIG. 2 illustrates a software architecture of com 
puter system 100 that is in accordance with embodiments of 
the present invention. As shown, system 100 may comprise 
hardware 200, which has been previously described above 
with reference to FIG. 1. In addition, system 100 may 
comprise a virtual machine monitor 202, and virtual oper 
ating domains 204, 210, and 212 that interact with memory 
110. 

[0027] Hardware 200 represents the components of hard 
ware and ?rmware described above with reference to FIG. 
1, such as processor 102, keyboard 104, mouse 106, display 
108, input/output controller 112, storage 114, and the like. 
As noted, such hardware and ?rmware are well known to 
those skilled in the art. 

[0028] Virtual machine monitor 202 is a layer of software 
that runs directly on hardware 200 of computer system 100 
and controls access to/from memory 110. In the embodiment 
shown in FIG. 2, virtual machine monitor 202 runs directly 
on hardware 200 in the most privileged mode offered by 
processor 102. Essentially, virtual machine monitor 202 is a 
small operating system. In some embodiments, virtual 
machine monitor 202 may be implemented using known 
software, such as Xen. 

[0029] Virtual machine monitor 202 logically partitions 
hardware 200 into one or more virtual operating domains (or 
virtual machines) and an operating system (known as a 
“guest operating system”) executes within each virtual oper 
ating domain. In order to provide virtual partitioning of 
hardware 200, virtual machine monitor 202 virtualiZes pro 
cessor 102, and can manage I/O to and from devices, such 
as display 108, keyboard 104, storage 114, and the like. 

[0030] In addition, virtual machine monitor 202 also pro 
vides management of memory 110. Accordingly, virtual 
machine monitor 202 may “virtualiZe” memory 110 into 
memory spaces 300, 302, and 304 for virtual operating 
domains 204, 210, and 212, respectively. For example, as 
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shown, virtual machine monitor 202 may emulate physical 
memory using memory spaces 302 and 304 in memory 110 
by translating physical addresses used by the virtual oper 
ating domain to those corresponding to memory spaces 302 
and 304. As shoWn, for virtual operating domain 210, 
memory space 302 may have kernel space 310 allocated for 
kernel 306 of special purpose OS 214 and space for applet 
218. Likewise, for virtual operating domain 212, memory 
space 304 may have kernel space 312 allocated for kernel 
308 of guest OS 216 and space for applets 220 and 222. 

[0031] In general, virtual machine monitor 202 may sup 
port any number of virtual operating domains and interface 
With a variety of knoWn operating systems. Well knoWn 
examples of operating systems that are consistent With the 
principles of the present invention include Linux, Mac OS 
by Apple Computer, Solaris by Sun Microsystems, WindoWs 
by Microsoft Corporation, and the like. 

[0032] For example, in FIG. 2, virtual machine monitor 
202 is shoWn supporting virtual operating domains 204, 210, 
and 212. Virtual operating domain 204 is shoWn in Which a 
guest OS 206, such as Linux, Mac OS, or WindoWs, can 
execute. Guest OS 206 may provide support for the execu 
tion of an application 208. Common examples for applica 
tion are Well knoWn to those skilled in the art. For example, 
various user applications, such as a Web broWser, Word 
processor, etc., may be implemented by embodiments of the 
present invention. 

[0033] In addition, virtual machine monitor 202 may also 
provide one or more virtual operating domains for executing 
byte code interpreted applications, such as Java or C# 
applets. In FIG. 2, virtual operating domains 210 and 212 are 
provided to serve as examples of virtual operating domains 
and Will noW be further described. 

[0034] Virtual operating domain 210 is created by virtual 
machine monitor 202 and provides an execution environ 
ment in Which a user can efficiently run byte code interpreted 
applications. Special purpose OS 214 executes inside of 
virtual operating domain 210 and any number of applica 
tions may run on top of special purpose OS 214. In some 
embodiments, special purpose OS 214 is con?gured to 
support the running of one applet. By running inside its oWn 
virtual operating domain 210, special purpose OS 214 is 
provided a platform independent interface to hardWare 200 
and memory 110 via virtual machine monitor 202. In addi 
tion, When multiple Java applications or applets are running, 
each may be allocated a separate virtual operating domain to 
isolate them from each other and from the other guest 
operating systems. 

[0035] Special purpose OS 214 may be predominantly 
softWare, but may also comprise partial or complete hard 
Ware implementations and ?rmWare. Although FIG. 2 
depicts several virtual operating domains, one skilled in the 
art Will recogniZe that system 100 may implement any 
number of virtual operating domains. 

[0036] In some embodiments, special purpose OS 214 is 
con?gured to optimally support the execution of applica 
tions Written in a general purpose language that is translated 
into byte code rather than into machine code. For example, 
special purpose OS 214 may be con?gured to run applica 
tions or applets Written in Java or C#. Since it is speci?cally 
designed for this purpose, special purpose OS 214 may be 
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streamlined to include only those functions needed to sup 
port the byte code interpreter and the runtime of the pro 
gramming language. In addition, in some embodiments, 
special purpose OS 214 incorporates a byte code interpreter 
Within its kernel space in order to enhance its efficiency and 
speed. Alternatively, special purpose OS 214 may support an 
applet Without a distinction betWeen user level and kernel 
level spaces. Other aspects of special purpose OS 214 may 
differ from typical general purpose operating systems, such 
as Linux and WindoWs by Microsoft. Special purpose OS 
214 is further described With reference to FIG. 5. 

[0037] Applet 218 is a softWare component that runs on 
top of special purpose OS 214. In general, applet 218 may 
run inside the context of another program, for example a 
Web broWser, or through a plugin, or a variety of other 
applications that support an applet programming model. Of 
course, one skilled in the art Will recogniZe that special 
purpose OS 214 may support running any type of raW applet. 

[0038] Applet 218 may usually have some form of user 
interface or perform a particular piece of the overall user 
interface, such as in a Web page. Common examples for 
applets 218 are Java applets, C# applets, and ?ash movies, 
and the like. 

[0039] Virtual operating domain 212 may also be created 
by virtual machine monitor 202 to provide an execution 
environment in Which a user can efficiently run byte code 
interpreted applications. As shoWn, guest OS 216 executes 
inside of virtual operating domain 210 and any number of 
applications may run on top of guest OS 216. In some 
embodiments, guest OS 216 is con?gured to support the 
running of multiple applets, such as applets 220 and 222. 
Guest OS 216 may be predominantly softWare, but may also 
comprise partial or complete hardWare implementations and 
?rmWare. 

[0040] Although FIG. 2 depicts several virtual operating 
domains, one skilled in the art Will recogniZe that system 
100 may implement any number of virtual operating 
domains. In some embodiments, guest OS 216 is con?gured 
to optimally support the execution of multiple applications 
Written in a general purpose language that is translated into 
byte code rather than into machine code. For example, guest 
OS 216 may be con?gured to run applications or applets 
Written in Java or C#. In some embodiments, guest OS 216 
incorporates a byte code interpreter that is divided into a 
kernel component and user level component. The kernel 
component may execute Within the kernel space of guest OS 
216 in order to enhance its ef?ciency and speed. The user 
level component provides support for execution of an applet 
and couples the applet to the operating system. In addition, 
the kernel may share the same copy of the user level 
component of the virtual machine With multiple processes in 
the same virtual operating domain or across other virtual 
operating domains. The process and address space handling 
of guest OS 216 is further described With reference to FIG. 
4. 

[0041] As shoWn, guest OS 216 may be con?gured to 
support the execution of applets 220 and 222. Applets 220 
and 222 (like applet 218) are softWare components that 
sometimes may run inside the context of another progam 
(not shoWn), for example a Web broWser, or through a 
plugin, or a variety of other applications that support an 
applet programming model. Applets 220 and 222 may 
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usually have some form of user interface or perform a 
particular piece of the overall user interface, such as in a Web 
page. Applets 220 and 222 may also have the capability of 
interacting With and/or in?uencing their host program. Com 
mon examples for applets 220 and 222 are Java applets, C# 
applets, and ?ash movies, and the like. One skilled in the art 
Will appreciate that embodiments of the present invention 
may also support applications that run on byte code gener 
ated from general purpose programming languages, such as 
Java or C#. 

[0042] Reference Will noW be made to FIG. 4 to illustrate 
the general relationship betWeen memory space 304 in 
memory 110 and guest OS 216. As shoWn, guest OS 216 
may support processes running applets 220 and 222. 
Accordingly, at least some portion of applets 220 and 222 
are shoWn occupying memory space 304, Which has been 
allocated to virtual operating domain 212 in memory 110. 
One skilled in the art Will recogniZe that data for applets 220 
and 222 may also be sWapped in/out of memory 110 to/ from 
other storage locations, such as storage 114. 

[0043] Guest OS 216 may further comprise a kernel 308. 
Kernel 308 is the core of guest OS 216 and assists in 
providing access to memory space 304 and to the processes 
running on computer system 100, including the processes 
running applets 220 and 222. Kernel 308 may also provide 
loW level services, such as thread management, address 
space management, direct memory access, interprocess 
communication, basic runtime libraries, and the like. 

[0044] In some embodiments, kernel 308 may directly 
access or reside in kernel space 312 that is reserved for its 
use, device drivers supported by kernel 308, and any kernel 
extensions. Guest OS 216 may also employ virtual memory 
techniques for its process and address space handling. Vir 
tual memory techniques alloW processes to run in a memory 
address space that is independent of the physical constraints 
of memory space 304 or memory 110. Thus, guest OS 216 
may use virtual memory techniques to map virtual address 
ranges used in processes (such as the processes running 
applets 220 and 222) to the physical addresses used in 
memory space 304. 

[0045] As noted, applets 220 and 222 are softWare com 
ponents that sometimes may run inside the context of 
another progam (not shoWn), for example a Web broWser, or 
through a plugin, or a variety of other applications that 
support an applet programming model. Common examples 
for applets are Java applets, C# applets, and ?ash movies, 
and the like. One skilled in the art Will appreciate that 
embodiments of the present invention may support applica 
tions that run on byte code generated from general purpose 
programming languages, such as Java or C#. 

[0046] In some embodiments, the process and address 
space handling of guest OS 216 alloWs for the sharing of 
class runtime representations across multiple processes 
executing applets or across multiple virtual operating 
domains, such as virtual operating domain 210, using an 
inter-domain communication channel provided by virtual 
machine monitor 202. When code is generated and loaded 
for one application or applet, another application or applet 
can use that information Without having to engage in ?le 
fetching, parsing, and verifying. For example, in some 
embodiments, a byte code interpreter may comprise tWo 
basic components to implement a virtual machine (VM) for 
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executing the byte code of applets. One component of the 
byte code interpreter (a “VM kernel module”) may reside in 
kernel space 312. A second component (a “VM user mod 
ule”) may be mapped into user-level processes. 

[0047] In some embodiments, guest OS 216 may provide 
a byte code interpreter that implements a VM using VM 
kernel module 404 and VM user modules 412 and 414. VM 
kernel module 404 may reside in kernel space 310 and may 
be responsible for generating and loading the byte code 
generated for a general purpose programming language, 
such as Java or C#. VM kernel module 404 may also 
comprise a just-in-time (JIT) compiler (not shoWn). The JIT 
compiler alloWs VM kernel module 404 to translate byte 
code into native machine code at runtime. The J IT compiler 
may compile bytecode on a per-?le or per-function basis. 

[0048] In contrast, VM user modules 412 and 414 are 
user-level components of the byte code interpreter that 
reside in the same virtual address space as the applet. Thus, 
FIG. 4 shoWs VM user modules 412 and, 414 residing in 
virtual address spaces 408 and 410, Which have been created 
for applets 220 and 222, respectively. VM user modules 412 
and 414 serve as the portion of the VM that executes byte 
code for an application or applet. In some embodiments, VM 
user modules 412 and 414 execute in separate address 
spaces of virtual memory used by guest OS 216. HoWever, 
VM user modules 412 and 414 may use one or more of the 
same portions of physical memory 110. One bene?t of this 
architecture is that VM user modules 412 and 414 may be 
located in the same locations of physical memory 110 for 
their respective processes and used across several processes 
even if they are running in different virtual operating 
domains. 

[0049] Guest OS 216 may also provide a VM cache 402 in 
kernel space 312 to assist the operations of the byte code 
interpreter. In some embodiments, information across pro 
cesses executing applets can be shared using VM cache 402. 
For example, VM cache 402 may hold runtime representa 
tion of loaded classes and dynamically generated native 
code. Over time as different applications and applets load 
and generate code, VM cache 402 eventually becomes ?lled 
With classes and compiled native code that are most fre 
quently used. VM cache 402 may be implemented as an 
extension of a ?le system cache, Which is Well knoWn to 
those skilled in the art. 

[0050] In some embodiments, VM cache 402 alloWs VM 
kernel module 404 to preserve and reuse the code generated 
from a JIT compiler, such as code 406. Thus, in these 
embodiments, VM kernel module 404 may avoid repetitive 
runs of the JIT compiler, if the same code is used in more 
than one applet. For example, as shoWn in FIG. 3, VM cache 
402 is shoWn holding applet code 406, Which has been 
shared With applets 220 and 222. 

[0051] One skilled in the art Will recogniZe that this 
reduces the startup cost of an applet since all that has to 
happen at startup is that code that is cached in VM cache 402 
can be quickly mapped to the applet’s stack. Control is then 
transferred to the respective VM user module that operates 
as a user level process. 

[0052] Ifthe code is not found in VM cache 402, then VM 
kernel module 404 may load and build the requested code 
and then store it in VM cache 402 for the bene?t of 
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subsequent applets. Over time, VM kernel module 404 can 
easily make available a broad set of classes and compiled 
methods. Therefore, the exemplary process described beloW 
effectively amortiZes the class loading and dynamic compi 
lation costs of starting neW applets. Various examples of the 
process are also described With reference to FIGS. 6-7. 

[0053] FIG. 5 illustrates an exemplary architecture of 
special purpose OS 214 that is in accordance With embodi 
ments of the present invention. As noted, special purpose OS 
214 may be streamlined in various Ways to optimally 
support byte code interpreted applications, such as applet 
218. One example of a streamlined architecture for special 
purpose OS 218 Will noW be described. 

[0054] Kernel 306 serves as the core of special purpose 
OS 214 and is provided access to hardWare 200 and memory 
110 via virtual machine monitor 202. In some embodiments, 
kernel 306 is implemented as a streamlined or partial kernel. 
Kernel 306 may be streamlined to provide a very simple 
abstraction comprising a small set of primitives or system 
calls that implement loW level services, such as thread 
management, address space management, direct memory 
access, and interprocess communication. As noted above, 
kernel 306 accesses hardWare 200 through a platform inde 
pendent interface provided by virtual machine monitor 202. 
Thus, kernel 306 may operate With virtually any platform by 
relying on the interface provided by virtual machine monitor 
202. 

[0055] In addition, kernel 306 may implement a virtual 
machine 500 of the second type in its address space. Virtual 
machine 500 runs on top of kernel 306 and its primary 
function is to interpret and execute byte code generated from 
a program Written in a general purpose language, such as 
Java or C#. For example, virtual machine 500 may be 
implemented as a Java Virtual Machine or C# virtual 
machine, Which are Well knoWn to those skilled in the art. 

[0056] As also shoWn, special purpose OS 214 may 
include other components that are tailored for a particular 
environment. Each of these components are functionally 
independent of each other and may be added or omitted 
depending on the needs of the intended environment. For 
example, if computer system 100 performed a substantial 
amount of operations With a netWork, such as the Internet, 
then special purpose OS 214 may include a fuller set of 
components. HoWever, if computer system 100 Were a more 
limited device or performed only limited tasks, then special 
purpose OS 214 may appropriately include feWer compo 
nents. Some of the components that are likely to be found in 
special purpose OS 214 Will noW be described. 

[0057] Device drivers 502 are used to enable communi 
cations betWeen special purpose OS 214 and hardWare 200, 
such as display 108, and keyboard 104. In some embodi 
ments, device drivers 502 leverage the platform independent 
interface provided by virtual machine monitor 202 and, thus, 
are implemented as virtual device drivers. This includes 
device drivers that require the capability to directly address 
addresses in memory space 302 of memory 110 and to 
handle device interrupts. 

[0058] Graphics system 504 provides basic graphics func 
tions required to manage display 108 and provides a foun 
dation for the Abstract WindoWing Toolkit (AWT). AWT 
506 provides applet 218 a Wide range of graphics capabili 
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ties including an ability to draW geometric objects, render 
fonts, and control and display cursors on display 108. 

[0059] Networking module 508 provides support for net 
Work communications. For example, netWorking module 
508 may provide support for transport control protocol 
(TCP), user datagram protocol (UDP), or higher-level pro 
tocols like netWork information service, netWork ?le system, 
domain name service, and simple netWork management 
protocol. 

[0060] FIG. 6 illustrates a process How for starting an 
applet on computer system 100. In particular, an exemplary 
process How for starting an applet in a neW virtual operating 
domain Will noW be described. In stage 600, system 100 
receives a request to start an applet, such as a Java or C# 
applet. For example, application 208 may pass a request to 
guest OS 206. Processing may then How to stage 602. 

[0061] In stage 602, guest OS 206 passes the request for 
a neW applet to virtual machine monitor 202 and instructs it 
to create another virtual operating domain. In particular, 
virtual machine monitor 202 may create a domain, like 
virtual operating domain 212. Processing may then How to 
stage 604. 

[0062] In stage 604, virtual machine monitor 202 deter 
mines that the request is for an applet and, thus, loads an 
operating system into virtual operating domain 212. This 
operating system may be con?gured like guest OS 216 and 
may contain a byte code interpreter in its kernel. Subse 
quently, guest OS 216 may perform its startup sequence. The 
applet, such as applet 220 or 222, itself may then be loaded. 

[0063] In stage 606, guest OS 216 may then start applets 
220 or 222 in virtual operating domain 212. Applets 220 and 
222 may then perform its operations. Processing may then 
conclude or repeat again at stage 600 if another applet is 
requested. One skilled in the art Will also recogniZe that the 
process described With reference to FIG. 4 not only applies 
to applets, but may also apply to applications, such as Java 
applications and C# applications. 

[0064] FIG. 7 illustrates a process How for starting an 
applet on computer system 100. In particular, an exemplary 
process How for starting an applet in an existing virtual 
operating domain Will noW be described. In stage 700, 
system 100 receives a request to start an applet, such as a 
Java or C# applet, in an existing virtual operating domain. 
For purposes of explanation, it is assumed that virtual 
operating domain 212 is currently running on system 100 
and that the request relates to starting applet 220. The 
request is eventually passed to VM kernel module 404. 
Processing may then How to stage 702. 

[0065] In stage 702, VM kernel module 404 instructs 
kernel 308 to create virtual address space 408 in virtual 
memory 400 for applet 220. In stage 704, kernel 308 
interfaces VM user module 412 With VM kernel module 404 
in response to the request to start applet 220. As noted above, 
VM user module 214 operates in virtual address space 408 
of applet 220. Processing may then How to stage 706. 

[0066] In stage 706, VM kernel module 404 determines 
Whether code for applet 220 is present in VM cache 402. 
Alternatively, guest OS 216 may contact virtual machine 
monitor 202 to search for the code in other virtual operating 
domains, such as domains 204 or 210. If the code is found 
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in VM cache 402 or in another virtual operating domain, 
then processing may How to stage 708. If the code is not 
found, then processing may How to stage 710. 

[0067] In stage 708, VM kernel module 404 loads the 
appropriate code for applet 220 from VM cache 402 into 
virtual address space 408 of applet 220. Alternatively, virtual 
machine monitor 202 may provide VM kernel module the 
appropriate code from another virtual operating domain 
using an inter-domain communication channel. Of note, VM 
kernel module 404 is able to e?iciently locate and load this 
code because it is at the same address in memory space 304 
or in physical memory 110 from prior uses. VM user module 
412 may then retrieve the code and perform the operations 
for starting and executing applet 220 as a user level process. 

[0068] In stage 710, VM kernel module 404 retrieves the 
code, for example, remotely via a netWork or from a ?le 
stored on storage 114. As noted, VM kernel module 404 may 
then store this neWly retrieved code into VM cache 402 for 
the bene?t of other applets that may request it. If needed, this 
caching alloWs the code to stored at one location in memory 
space 304 or in physical memory 110. In addition, it also 
alloWs it to be shared across multiple processes executing in 
user space of virtual memory 400 or across other virtual 
operating domains. Processing may then How to stage 712. 

[0069] In stage 712, VM kernel module 704 loads the code 
into the address space of applet 220 in virtual address space 
408. VM user module 412 may then retrieve the code and 
perform the operations for starting and executing applet 220 
as a user level process. 

[0070] Other embodiments of the invention Will be appar 
ent to those skilled in the art from consideration of the 
speci?cation and practice of the invention disclosed herein. 
It is intended that the speci?cation and examples be con 
sidered as exemplary only, With a true scope and spirit of the 
invention being indicated by the folloWing claims. 

What is claimed is: 
1. A computer comprising: 

a processor; 

a virtual machine monitor coupled to the processor and 
con?gured to provide a set of virtual operating 
domains; and 

an operating system encapsulated Within one of the virtual 
operating domains that is coupled to the processor 
through the virtual machine monitor and comprising a 
kernel and a byte code interpreter, in the kernel, that is 
con?gured to implement a general purpose program 
ming language. 

2. The computer of claim 1, Wherein the operating system 
comprises a Java Virtual Machine that is con?gured to 
interpret Java byte code. 

3. The computer of claim 1, Wherein the operating system 
comprises a virtual machine that is con?gured to interpret 
C# byte code. 

4. The computer of claim 1, further comprising an applet 
coupled directly to the operating system. 

5. The computer of claim 1, Wherein the operating system 
is con?gured to concurrently support a plurality of applets 
Within one virtual operating domain. 
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6. The computer of claim 1, Wherein the operating system 
is con?gured to provide only functions requested for inter 
preting a byte code encoded language. 

7. A method of starting an applet on a computer in a neW 
virtual operating domain, Wherein hardWare of the computer 
is accessed through a virtual machine monitor and the virtual 
machine monitor is con?gured to create virtual operating 
domains on demand, said method comprising: 

receiving a request to start an applet; 

instructing the virtual machine monitor to create a virtual 
operating domain for the applet; 

loading an operating system that comprises a byte code 
interpreter for a general purpose programming lan 
guage into the virtual operating domain for the applet; 
and 

starting the applet in the virtual operating domain. 
8. The method of claim 7, Wherein receiving the request 

to start the applet comprises receiving a request to start a 
Java applet. 

9. The method of claim 7, Wherein receiving the request 
to start the applet comprises receiving a request to start a C# 
applet. 

10. A method of starting an applet on a computer in an 
existing virtual operating domain, said method comprising: 

receiving a request to start an applet in an existing virtual 
operating domain; 

communicating the request to start the applet to the 
existing virtual operating domain running a byte code 
interpreter in a kernel of the operating system that is 
con?gured to implement a general purpose program 
ming language; and 

starting the applet in the virtual operating domain. 
11. The method of claim 10, Wherein receiving the request 

to start the applet comprises receiving a request to start a 
Java applet. 

12. The method of claim 10, Wherein receiving the request 
to start the applet comprises receiving a request to start a C# 
applet. 

13. The method of claim 10, Wherein loading the operat 
ing system comprising loading an operating system that is 
con?gured to provide only functions requested for interpret 
ing a byte code encoded language. 

14. A method of starting an applet on a computer in an 
existing virtual operating domain, said method comprising: 

receiving a request to start an applet in an existing virtual 
operating domain; 

communicating the request to start the applet through an 
inter-domain communication channel to another virtual 
operating domain running a byte code interpreter in a 
kernel of the operating system that is con?gured to 
implement a general purpose programming language; 
and 

starting the applet in the existing virtual operating 
domain. 
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15. The method of claim 14, wherein receiving the request 
to start the applet comprises receiving a request to start a 
Java applet. 

16. The method of claim 14, Wherein receiving the request 
to start the applet comprises receiving a request to start a C# 
applet. 
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17. The method of claim 14, Wherein loading the operat 
ing system comprising loading an operating system that is 
con?gured to provide only functions requested for interpret 
ing a byte code encoded language. 

* * * * * 


