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(57) ABSTRACT 

A disclosed authentication instrument is used to authorize 
various services at a hotel-casino complex, such as but not 
limited to in-room gaming, in-room sports Wagering, room 
access, safe access, mini-bar access, Electronic Fund Trans 
fers (EFT), player tracking services and in-room entertain 
ment services (e.g., video games and movie channels). A 
smart card, an electronic token and a magnetic striped card 
are examples of hardWare that may be used as authentication 
instruments. For in-room gaming, the authentication instru 
ment may be used to authorize, in a secure and legal manner, 
in-room game play sessions on an entertainment terminal 
connected to a remote gaming machine. 
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ROOM KEY BASED IN-ROOM PLAYER 
TRACKING 

[0001] This application is a divisional of Us. patent 
application Ser. No. 10/100,205, entitled “ROOM KEY 
BASED IN-ROOM PLAYER TRACKING” ?led Mar. 15, 
2002, Which is incorporated herein by referenced. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to gaming machines such as 
video slot machines and video poker machines. More par 
ticularly, the present invention relates to methods and appa 
ratus for providing remote gaming extensions to gaming 
machines. 

[0003] Typically, utilizing a master gaming controller, a 
gaming machine controls various combinations of devices 
that alloW a player to play a game on the gaming machine 
and also encourage game play on the gaming machine. For 
example, a game played on a gaming machine usually 
requires a player to input money or indicia of credit into the 
gaming machine, indicate a Wager amount, and initiate a 
game play. These steps require the gaming machine to 
control input devices, including bill validators and coin 
acceptors, to accept money into the gaming machine and 
recogniZe user inputs from devices, including touch screens 
and button pads, to determine the Wager amount and initiate 
game play. After game play has been initiated, the gaming 
machine determines a game outcome, presents the game 
outcome to the player and may dispense an aWard of some 
type depending on the outcome of the game. 

[0004] As technology in the gaming industry progresses, 
the traditional mechanically driven reel slot machines are 
being replaced With electronic counterparts having CRT, 
LCD video displays or the like and gaming machines such 
as video slot machines and video poker machines are 
becoming increasingly popular. Part of the reason for their 
increased popularity is the nearly endless variety of games 
that can be implemented on gaming machines utiliZing 
advanced electronic technology. In some cases, neWer gam 
ing machines are utiliZing computing architectures devel 
oped for personal computers. These video/ electronic gaming 
advancements enable the operation of more complex games, 
Which Would not otherWise be possible on mechanical 
driven gaming machines and alloW the capabilities of the 
gaming machine to evolve With advances in the personal 
computing industry. 

[0005] To implement the gaming features described above 
on a gaming machine, a number of requirements unique to 
the gaming industry must be considered. The gaming 
machine on the casino ?oor is a highly regulated device. It 
is licensed, monitored, taxed and serviced. Typically, Within 
a geographic area alloWing gaming, i.e. a gaming jurisdic 
tion, a governing entity is chartered With regulating the 
games played in the gaming jurisdiction to insure fairness 
and to prevent cheating. For instance, in many gaming 
jurisdictions, there are stringent regulatory restrictions for 
gaming machines requiring a time consuming approval 
process of 1) new gaming hardWare, 2) neW gaming soft 
Ware and 3) any softWare modi?cations to gaming softWare 
used on gaming machines. 

[0006] Besides regulating gaming hardWare and softWare, 
a gaming jurisdiction may regulate many other aspects of 
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gaming including Where games of chance are played (e.g. 
casinos, stores, restaurants and other venues), Who may 
participate in game play (e.g. enforcing age restrictions) and 
Where regulated gaming machines may be located (e.g. 
particular areas of a casino). To obtain an operating license, 
a casino is required to adhere to the rules and regulations of 
the gaming jurisdiction in Which it is located. Further, a 
licensed casino that fails to adhere to local gaming regula 
tions may have its operating license revoked. To enforce the 
legal requirements of gambling in a particular jurisdiction, 
such as enforcing age restrictions, casino operators typically 
use visual surveillance, such as cameras, and security per 
sonnel. 

[0007] Currently, there is some desire by both game play 
ers and casino operators to expand game playing opportu 
nities on gaming machines beyond the traditional casino 
?oor area. For example, there have been attempts to place 
gaming machines into hotel rooms. All of these attempts 
have failed. A major factor in the failure of in-room gaming 
Was the control of under-age players, i.e. preventing under 
age persons from gambling or participating in the gaming 
experience. Thus, in most jurisdictions there are laWs against 
in-room game play. 

[0008] In vieW of the above, it Would be desirable to 
provide methods and apparatus for extending the opportu 
nities for playing regulated gaming machine beyond tradi 
tional casino ?oor locations Where gaming machines are 
generally located. 

SUMMARY OF THE INVENTION 

[0009] This invention addresses the needs indicated above 
by providing apparatus and methods for generating in-room 
gaming services. In one element of the present invention, an 
authentication instrument is used to authoriZe various ser 
vices at hotel-casino complex, such as but not limited to 
in-room gaming, in-room sports Wagering, room access, safe 
access, mini-bar access, Electronic Fund Transfers (EFT), 
player tracking services and in-room entertainment services 
(e.g., video games and movie channels). A smart card, an 
electronic token and a magnetic striped card are examples of 
hardWare that may be used as authentication instruments. 
For in-room gaming, the authentication instrument may be 
used to authoriZe, in a secure and legal manner, in-room 
game play sessions on an entertainment terminal connected 
to a remote gaming machine. 

[0010] One aspect of the present invention provides a 
method of providing a game of chance. The method may be 
generally characteriZed as comprising: i) in response to 
reading authentication instrument information from an 
authentication instrument in a door access device, granting 
access to a room; ii) in response to reading authentication 
instrument information from the authentication instrument 
in an entertainment terminal, initiating a game play session 
on the entertainment terminal Where the game play session 
comprises playing at least one game of chance using the 
entertainment terminal; iii) establishing communications 
betWeen the entertainment terminal and the gaming machine 
Where the gaming machine is located outside of the room; 
iv) initiating the game of chance using an input device 
connected to the entertainment terminal; v) generating a 
game outcome on the gaming machine; and vi) displaying 
the game outcome for the game of chance generated on the 
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gaming machine on the entertainment terminal Where the 
game of chance may be selected from the group consisting 
of slot games, poker, pachinko, multiple hand poker games, 
pai-goW poker, black jack, keno, bingo, roulette, craps and 
card game. 

[0011] In particular embodiments, the authentication 
instrument may be selected from the group consisting of a 
smart card, a magnetic striped card, an electronic token, a 
cell phone and a personal digital assistant. The authentica 
tion instrument information may be read in the door access 
device from the authentication instrument using a magnetic 
striped card reader, a smart card reader, an electronic token 
acceptor and a Wireless interface. Further, the authentication 
instrument information may be read in the entertainment 
terminal from the authentication instrument using a mag 
netic striped card reader, a smart card reader, an electronic 
token acceptor and a Wireless interface. The authentication 
instrument information stored on the authentication instru 
ment may be a combination of information selected from the 
group consisting of 1) an authorization number that is used 
to approve the game play on the entertainment terminal, 2) 
a transaction number that is used for all games of chance 
initiated using the authentication instrument, 3) a betting 
limit, 4) a Personal Identi?cation Number, 5) patron iden 
ti?cation information, 6) player tracking information, 7) an 
expiration date, 8) a magnetic combination that is used to 
gain access to an entertainment terminal, 9) credits of 
indicia, 10) promotional credits used only for Wagers in the 
game of chance, 11) one or more player preferences used to 
con?gure a gaming machine, 12) one or more encryption 
keys, 13) an authentication instrument identi?cation num 
ber, 14) one or more gaming machine serial numbers, 15) 
biometric information, 16) an authorization number that is 
used to authorize sports Wagering on the entertainment 
terminal, 18) an authorization number that is used to con 
?gure the authentication instrument to authorize a movie to 
be displayed on the entertainment terminal, 19) an authori 
zation number that is used to con?gure the authentication 
instrument to authorize a video game of skill to be played on 
the entertainment terminal, 20) a magnetic combination that 
is used by a door access device to unlock a door, 21) a time 
and a date When the authentication instrument Was issued 
and 22) a location Where the authorization instrument Was 
issued. 

[0012] In other embodiments, the method may comprise 
one or more of the folloWing: a) sending a message request 
ing an approval for the game play session to an authentica 
tion server; and receiving the approval for the game play 
session from the authorization server, b) sending a message 
requesting an authorization for the game play session to an 
authentication server; receiving a rejection for the game play 
session from the authorization server; and terminating the 
game play session, c) in response to reading authentication 
instrument information from the authentication instrument 
in the entertainment terminal, using the authentication infor 
mation to determine a list of services available on the 
entertainment terminal; and displaying a menu of the deter 
mined services on the entertainment terminal, d) storing 
game play session information to a non-volatile memory 
device located on the entertainment terminal, e) receiving a 
Wager for the game of chance, f) displaying a bonus game 
on the entertainment terminal, g) detecting the authentica 
tion instrument being removed from an authentication port 
in the entertainment terminal; and terminating the game play 
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session, h) receiving an input signal indicating a player 
dispute; and contacting a remote attendant station, i) dis 
playing game play history information to the entertainment 
terminal Where the game play history information is used to 
resolve the dispute, j) initiating a player tracking session for 
the games of chance played on the entertainment terminal 
and k) con?guring the entertainment terminal using com 
mands transmitted from a remote device. 

[0013] Another aspect of the present invention provides a 
method of issuing an authentication instrument used for at 
least granting room access privileges and granting gaming 
privileges. The method may be generally characterized as 
including: 1) validating an identity of a patron to receive the 
authentication instrument, 2) determining the room access 
privileges Where the room access privileges comprise at 
least granting access to a room With an entertainment 
terminal that is con?gured to receive inputs used to play a 
game of chance and that is con?gured to display the outcome 
of the game of chance; 3) con?guring the authentication 
instrument to grant the determined room access privileges; 
4) determining gaming privileges Where the gaming privi 
leges comprise at least: i) alloWing the entertainment termi 
nal to be used to play the game of chance or ii) preventing 
the entertainment terminal from being used to play the game 
of chance; 5) con?guring the authentication instrument to 
grant the determined gaming privileges; 6) storing a con 
?guration of the authentication instrument to an authentica 
tion server Where the con?guration of the authentication 
instrument is a combination of authentication instrument 
information; and 7) issuing the authentication instrument to 
the patron Where the game of chance is selected from the 
group consisting of slot games, poker, pachinko, multiple 
hand poker games, pai-goW poker, black jack, keno, bingo, 
roulette, craps and card game. 

[0014] In particular embodiments, the room access privi 
leges to the room may be granted based upon a fee, a room 
price, a customer history and combinations thereof. 
Whereas, the gaming privileges may be granted based upon 
a room price, a customer history, ages of patrons that have 
access to the room and combinations thereof. The authen 
tication instrument may be selected from the group consist 
ing of a smart card, a magnetic striped card, an electronic 
token, a cell phone and a personal digital assistant. Further, 
the combination of authentication instrument information is 
selected from the group consisting of 1) an authorization 
number that is used to approve the game play on the 
entertainment terminal, 2) a transaction number that is used 
for all games of chance initiated using the authentication 
instrument, 3) a betting limit, 4) a Personal Identi?cation 
Number, 5) patron identi?cation information, 6) player 
tracking information, 7) an expiration date, 8) a magnetic 
combination that is used to gain access to an entertainment 
terminal, 9) credits of indicia, 10) promotional credits used 
only for Wagers in the game of chance, 11) one or more 
player preferences used to con?gure a gaming machine, 12) 
one or more encryption keys, 13) an authentication instru 
ment identi?cation number, 14) one or more gaming 
machine serial numbers, 15) biometric information, 16) an 
authorization number that is used to authorize sports Wager 
ing on the entertainment terminal, 18) an authorization 
number that is used to con?gure the authentication instru 
ment to authorize a movie to be displayed on the entertain 
ment terminal, 19) an authorization number that is used to 
con?gure the authentication instrument to authorize a video 
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game of skill to be played on the entertainment terminal, 20) 
a magnetic combination that is used by a door access device 
to unlock a door, 21) a time and a date When the authenti 
cation instrument Was issued and 22) a location Where the 
authorization instrument Was issued. 

[0015] In other embodiments, the method may comprise 
one or more of the following: a) determining entertainment 
privileges Where the entertainment privileges comprise at 
least: i) alloWing the entertainment terminal to be used to 
play video games, ii) alloWing the entertainment terminal to 
be used to display one or more premium movie channels and 
iii) alloWing the entertainment terminal to be use for Internet 
access; and con?guring the authentication instrument to 
grant the determined entertainment privileges Where the 
entertainment privileges may be granted based upon a fee, a 
room price, a customer history and combinations thereof, b) 
receiving the authentication instrument from the patron; and 
con?guring the authentication instrument provided by the 
patron, c) reading information from the authentication 
instrument provided by the patron, d) determining player 
tracking privileges for the authentication instrument Where 
the player tracking privileges alloW the authentication 
instrument to be used as a player tracking card, communi 
cating With a player tracking server; and con?guring the 
authentication instrument to grant the player tracking privi 
leges, e) determining cashless system privileges for the 
authentication instrument Where the cashless system privi 
leges alloW the authentication instrument to be used to store 
credits used as a Wager for the game of chance; communi 
cating With a cashless system server; and con?guring the 
authentication instrument to store the credits and f) receiving 
a payment for the credits stored on the authentication 
instrument. 

[0016] Yet another aspect of the present invention pro 
vides in a gaming machine, a method of generating a game 
play session on an entertainment terminal in communication 
With the gaming machine via a netWork. The method may be 
generally characterized as comprising: 1) establishing com 
munications With the entertainment terminal; 2) receiving 
from the entertainment terminal authentication instrument 
information read from an authentication instrument; 3) 
requesting approval for the game play session from an 
authentication server using the authentication information 
received from the entertainment terminal; 4) receiving an 
input signal to initiate a game of chance from the entertain 
ment terminal; 5) generating the game outcome for the game 
of chance; and 6) displaying the game outcome for the game 
of chance on the entertainment terminal Where the game of 
chance may be selected from the group consisting of slot 
games, poker, pachinko, multiple hand poker games, pai 
goW poker, black jack, keno, bingo, roulette, craps and card 
game. 

[0017] In particular embodiments, the authentication 
instrument information may be read from the authentication 
instrument using a magnetic striped card reader, a smart card 
reader, an electronic token acceptor and a Wireless interface. 
In addition, the authentication instrument may be selected 
from the group consisting of a smart card, a magnetic striped 
card, an electronic token, a cell phone and a personal digital 
assistant. Further, the authentication instrument information 
received from the entertainment terminal may be a combi 
nation of information selected from the group consisting of 
1) an authorization number that is used to grant or deny 
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access to the game of chance on the entertainment terminal, 
2) a transaction number that is used for all games of chance 
initiated using the authentication instrument, 3) a betting 
limit, 4) a Personal Identi?cation Number, 5) patron iden 
ti?cation information, 6) player tracking information, 7) an 
expiration date, 8) a magnetic combination that is used to 
gain access to an entertainment terminal, 9) credits of 
indicia, l0) promotional credits used only for Wagers in the 
game of chance, 11) one or more player preferences used to 
con?gure the gaming machine, 12) one or more encryption 
keys, 13) an authentication instrument identi?cation num 
ber, 14) one or more gaming machine serial numbers, 15) 
biometric information, 16) a time and a date When the 
authentication instrument Was issued and 17) a location 
Where the authentication instrument Was issued. 

[0018] In other embodiments, the method may comprise 
one or more of the folloWing: a) receiving credit information 
from the entertainment terminal; and establishing credits on 
the gaming machine, b) contacting a cashless system server 
to validate the credit, c) receiving player tracking informa 
tion from the entertainment terminal; d) contacting a player 
tracking system server; and establishing a player tracking 
session on the gaming machine, e) receiving a message 
approving the game play session from the authentication 
server, f) receiving a message disapproving the game play 
session from the authentication server; and terminating the 
game play session, g) receiving a request for game history 
information from a remote attendant station; and displaying 
game play history information to a remote display, h) 
con?guring the entertainment terminal to enable the game 
play session, i) storing game play history information and j) 
When a betting limit is exceeded, stopping the game play 
session. 

[0019] Another aspect of the present invention provides in 
an authentication server that stores con?guration informa 
tion for a plurality of authentication instruments, a method 
of authorizing authentication instrument transactions on an 
entertainment terminal in communication With a gaming 
machine. The method may be generally characterized as 
comprising: 1) receiving a transaction request message for 
an authentication instrument transaction from at least one of 
the gaming machine and the entertainment terminal Where 
the request message contains authentication instrument 
information read from an authentication instrument; 2) iden 
tifying the authentication instrument using information 
stored in an authentication database; 3) comparing authen 
tication instrument information read from the authentication 
instrument With information stored in the authentication 
database; 4) approving or rejecting the authentication instru 
ment transaction; and 5) sending a reply message at least one 
of the gaming machine and the entertainment terminal 
indicating the authentication instrument transaction has been 
approved or rejected Where at least one of the authentication 
instrument transactions is for a game play session on the 
entertainment terminal Where the game play session com 
prises the play of one or more games of chance selected from 
the group consisting of slot games, poker, pachinko, mul 
tiple hand poker games, pai-goW poker, black jack, keno, 
bingo, roulette, craps and card game. In one embodiment, 
the authentication instrument transaction may be for a sports 
Wagering session on the entertainment terminal. 

[0020] In particular embodiments, the authentication 
instrument information may be read from the authentication 



US 2007/0167229 A1 

instrument using a magnetic striped card reader, a smart card 
reader, an electronic token acceptor and a Wireless interface. 
Further, the authentication instrument is selected from the 
group consisting of a smart card, a magnetic striped card, an 
electronic token, a cell phone and a personal digital assis 
tant. In addition, the authentication instrument information 
read from the authentication instrument may be a combina 
tion of information selected from the group consisting of 1) 
an authorization number that is used to approve the game 
play on the entertainment terminal, 2) a transaction number 
that is used for all games of chance initiated using the 
authentication instrument, 3) a betting limit, 4) a Personal 
Identi?cation Number, 5) patron identi?cation information, 
6) player tracking information, 7) an expiration date, 8) a 
magnetic combination that is used to gain access to an 
entertainment terminal, 9) credits of indicia, l0) promotional 
credits used only for Wagers in the game of chance, 11) one 
or more player preferences used to con?gure a gaming 
machine, 12) one or more encryption keys, 13) an authen 
tication instrument identi?cation number, 14) one or more 
gaming machine serial numbers, 15) biometric information, 
16) an authorization number that is used to authorize sports 
Wagering on the entertainment terminal, 18) an authorization 
number that is used to con?gure the authentication instru 
ment to authorize a movie to be displayed on the entertain 
ment terminal, 19) an authorization number that is used to 
con?gure the authentication instrument to authorize a video 
game of skill to be played on the entertainment terminal, 20) 
a magnetic combination that is used by a door access device 
to unlock a door, 21) a time and a date When the authenti 
cation instrument Was issued and 22) a location Where the 
authorization instrument Was issued. 

[0021] In other embodiments, the method may comprise 
one or more of the folloWing: a) When the game play session 
is approved, remotely con?guring the entertainment termi 
nal to provide the game play session, b) When the game play 
session is approved, remotely con?guring the gaming 
machine to provide the game play session, c) prior to 
receiving the transaction request message, receiving a 
request to issue the authentication instrument; generating 
authentication instrument information that is stored on the 
authentication instrument; the authentication instrument to a 
device used to store information to authentication instru 
ments; and storing the generated authentication instrument 
information to the authentication database Where the authen 
tication instrument information is at least a magnetic com 
bination used With a door access device and gaming privi 
lege information used to approve a game play session on the 
entertainment terminal and e) generating a record of the 
authentication instrument transaction and storing a record of 
the authentication instrument transaction. 

[0022] Another aspect of the present invention provides an 
entertainment terminal for playing a game of chance. The 
entertainment terminal may be generally characterized as 
comprising: 1) a communication interface; 2) a display 
screen; 3) one or more input mechanisms, 3) a device 
designed to read authentication instrument information from 
an authentication instrument; and 4) a microprocessor con 
?gured i) to present the game of chance on the display screen 
using instructions received via the communication interface 
from a master gaming controller located on a gaming 
machine, ii) to send information from input signals gener 
ated from the one or more input mechanisms used to play the 
game of chance to the master gaming controller via the 
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communication interface and iii) to grant or deny access to 
the game of chance using the authentication instrument 
information read from the authentication instrument Where 
the game of chance is selected from the group consisting of 
slot games, poker, pachinko, multiple hand poker games, 
pai-goW poker, black jack, keno, bingo, roulette, craps and 
card game. 

[0023] In particular embodiments, the authentication 
instrument may be selected from the group consisting of a 
smart card, a magnetic striped card, an electronic token, a 
cell phone and a personal digital assistant. The device 
designed to read authentication instrument information from 
an authentication instrument may be selected from the group 
consisting of a magnetic striped card reader, a smart card 
reader, an electronic token acceptor and a Wireless interface. 
The microprocessor may be con?gured to provide one of 
more of video games, movie channels, Internet access and 
sports Wagering on the entertainment terminal. The micro 
processor may also be designed to receive commands from 
a remote device used to con?gure the entertainment termi 
nal. In addition, the entertainment terminal may include a 
non-volatile memory used to store a game play history for 
games of chance played on the entertainment terminal 

[0024] Another aspect of the present invention may com 
prise a gaming machine With an entertainment terminal used 
as a remote gaming extension. The gaming machine may be 
characterized as comprising: 1) a master gaming controller 
designed or con?gured i) to generate game outcomes for one 
or more games of chance and ii) to present remotely the 
game outcomes for the one or more games of chance on an 

entertainment terminal, 2) a ?rst cabinet enclosing the 
master gaming controller; and 3) the entertainment terminal 
comprising: a) a communication interface; b) a display 
screen; c) one or more input mechanisms; d) a device 
designed to read authentication instrument information from 
an authentication instrument; and e) a microprocessor con 
?gured i) to present the game of chance on the display screen 
using instructions received via the communication interface 
from the master gaming controller, ii) to send information 
from input signals generated from the one or more input 
mechanisms used to play the game of chance to the master 
gaming controller via the communication interface; and f) a 
second cabinet enclosing at least the communication inter 
face, the microprocessor and the device designed to read 
information from the authentication instrument Where the 
master gaming controller is designed or con?gured to 
approve or reject access to the game of chance on the 
entertainment terminal using the information read from the 
authentication instrument The gaming machine may also 
include a non-volatile memory in the ?rst cabinet used to 
store a game play history for games of chance played on the 
entertainment terminal. 

[0025] Yet another aspect of the present invention pro 
vides an authentication server used to validate authentication 
instrument. The authentication server may be generally 
characterized as comprising: 1) a communication interface 
alloWing the authorization server to communicate With (a) 
one or more con?guration devices used to con?gure at least 
room access privileges and in-room gaming privileges on 
authentication instruments and (b) one or more devices With 
interfaces designed to read information stored on the authen 
tication instruments; 2) an authentication database storing 
authentication instrument information for each authentica 
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tion instrument con?gured using the con?guration devices; 
and 3) a processor con?gured or designed to (i) receive an 
authentication transaction requests including authentication 
instrument information via the communication interface 
from the one or more devices With interfaces designed to 
read information stored on the authentication instruments 
(ii) validate the authentication instrument information by at 
least comparing the authentication instrument information 
received in the authentication transaction request With the 
authentication instrument information stored in the authen 
tication database, and (iii) approve or reject the authentica 
tion transaction requests Where at least one of the authenti 
cation transaction requests is a request to approve a game 
play session on an entertainment terminal. Where the game 
play session comprises the play of one or more games of 
chance selected from the group consisting of slot games, 
poker, pachinko, multiple hand poker games, pai-goW poker, 
black jack, keno, bingo, roulette, craps and card game. In 
particular embodiments, the authentication request may be a 
request to provide a movie, to provide a video game, to 
provide a sports Wagering session and to provide Internet 
access. Further, the processor may be designed to remotely 
con?gure one or more of the devices With interfaces 
designed to read information stored on the authentication 
instruments. 

[0026] In particular embodiments, the authentication 
instrument may be selected from the group consisting of a 
smart card, a magnetic striped card, an electronic token, a 
cell phone and a personal digital assistant. Further, the 
authentication instrument may store a combination of 
authentication instrument information selected from the 
group consisting of 1) an authorization number that is used 
to approve the game play on the entertainment terminal, 2) 
a transaction number that is used for all games of chance 
initiated using the authentication instrument, 3) a betting 
limit, 4) a Personal Identi?cation Number, 5) patron iden 
ti?cation information, 6) player tracking information, 7) an 
expiration date, 8) a magnetic combination that is used to 
gain access to an entertainment terminal, 9) credits of 
indicia, l0) promotional credits used only for Wagers in the 
game of chance, 11) one or more player preferences used to 
con?gure a gaming machine, 12) one or more encryption 
keys, 13) an authentication instrument identi?cation num 
ber, 14) one or more gaming machine serial numbers, 15) 
biometric information, 16) an authorization number that is 
used to authorize sports Wagering on the entertainment 
terminal, 18) an authorization number that is used to con 
?gure the authentication instrument to authorize a movie to 
be displayed on the entertainment terminal, 19) an authori 
zation number that is used to con?gure the authentication 
instrument to authorize a video game of skill to be played on 
the entertainment terminal, 20) a magnetic combination that 
is used by a door access device to unlock a door, 21) a time 
and a date When the authentication instrument Was issued 
and 22) a location Where the authorization instrument Was 
issued. 

[0027] Another aspect of the invention pertains to com 
puter program products including a machine-readable 
medium on Which is stored program instructions for imple 
menting any of the methods described above. Any of the 
methods of this invention may be represented as program 
instructions and/ or data structures, databases, etc. that can be 
provided on such computer readable media. 
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[0028] These and other features of the present invention 
Will be presented in more detail in the folloWing detailed 
description of the invention and the associated ?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0029] FIG. 1A is a How chart depicting a method of 
providing an authentication instrument for in-room gaming 
access. 

[0030] FIG. 1B is a How chart depicting a method of 
providing in-room gaming using an authentication instru 
ment of the present invention. 

[0031] FIG. 1C is a How chart depicting a method of 
providing authentication instrument transaction. 

[0032] FIG. 2 is a block diagram of a hotel room With a 
number of devices that are used in an authentication system 
of the present invention. 

[0033] FIG. 3 is a block diagram of hotel-casino complex 
With a plurality of devices that use authentication instru 
ments of the present invention. 

[0034] FIG. 4 is a perspective draWing of a gaming 
machine of the present invention. 

[0035] FIG. 5 is a How chart depicting a method in a 
gaming machine of providing a game of chance on a remote 
entertainment terminal activated With an authentication 
instrument of the present invention. 

[0036] FIG. 6 is a block diagram of an authentication 
instrument of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0037] In the present invention, apparatus and methods for 
providing in-room gaming services are described. One ele 
ment of the invention is an authentication instrument that 
may be used to authorize various services, such as but not 
limited to in-room gaming, room access, safe access, mini 
bar access, Electronic Fund Transfers (EFT), player tracking 
services and in-room entertainment services (e.g., video 
games and movie channels). A smart card, an electronic 
token and a magnetic striped card are examples of hardWare 
that may be used as authentication instruments of the present 
invention. For in-room gaming, the authentication instru 
ment may be used to authorize, in a secure and legal manner, 
in-room game play sessions on an entertainment terminal 
connected to a remote gaming machine. 

[0038] The entertainment terminal used for in-room gam 
ing may be connected to an authentication system. The 
authentication system may include an authentication server 
that may be used for one or more of the following: 1) to store 
information regarding authentication instruments, 2) authen 
ticate the authentication instruments, 3) approve transactions 
initiated through the use of an authentication instrument and 
4) con?gure devices that use the authentication instruments. 
In one embodiment, to start an in-room game play session, 
the authentication instrument may be inserted into an 
authentication port that accepts the authentication instru 
ment and the entertainment terminal may read information 
from the authentication instrument. As an example, a mag 
netic striped card may be inserted into a card slot (i.e., an 
authentication port) for a card reader installed on the enter 
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tainment terminal. The entertainment terminal may use the 
card reader to read information from the authentication 
instrument. After reading the authentication instrument 
information, the entertainment terminal may contact the 
authentication server to validate the information read from 
the authentication instrument and start the in-room game 
play session. Details of methods and hardWare for providing 
in-room game play services and other entertainment services 
using the authentication instruments of the present invention 
are described as folloWs. 

[0039] In FIGS. 1A, 1B, IC methods ofissuing an authen 
tication instrument, using an authentication instrument and 
approving an authentication instrument transaction are 
described respectively. In FIGS. 2, 3 and 4, devices and a 
netWork architecture for using the authorization instruments 
in the authentication system of the present invention are 
described. In FIG. 5, a method in a gaming machine of 
providing a game of chance on an entertainment terminal 
activated With an authentication instrument of the present 
invention is described. In FIG. 6, one embodiment of 
hardWare that may be used as an authentication instrument 
is described. 

[0040] FIG. 1A is a How chart depicting a method of 
providing an authentication instrument for in-room gaming 
access. In one embodiment, the authentication instrument 
and privileges associated With the authentication instrument 
may be con?gured When a hotel guest registers at a gaming 
entity, such as a casino-hotel complex, for an overnight stay. 
In other embodiments, the authentication instrument may be 
con?gured and issued at a kiosk or separate registration 
desk. In 500, an identity of a user of the authentication 
instrument is validated. The user may provide a valid picture 
identi?cation such as passport or driver’s license that may be 
used for identi?cation purposes. In one embodiment, for 
identi?cation purposes, the user may provide biometric 
information such as ?nger print, a signature or a digital 
photo. For example, to identify the user, the photo, the 
signature or ?ngerprint may be compared to a photo or ?nger 
print stored in an authentication database. In addition, the 
identi?cation information received from a user may also be 
used to establish an audit trail. 

[0041] The identi?cation information provided by the user 
may also be input into an authentication system and may be 
associated With a particular authentication instrument issued 
to the user. For instance, When initiating a service such as 
in-room gaming using the authentication instrument, the 
user may be asked to provide biometric information such as 
a ?ngerprint. The ?nger print information obtained from the 
user may be compared With previously obtained ?nger print 
information. In some embodiments, biometric information 
may be stored to the authentication instrument. For instance, 
a smart card may be used to store a user’s biometric 
information. 

[0042] In 505, room access privileges are determined and 
the authentication system is con?gured. Most casino-hotels 
use card key access systems to grant access to rooms. In one 
embodiment of the present invention, a card key access 
system may be used as part of the authentication system 
Where a magnetic striped card or smart card is employed as 
an authentication instrument. 

[0043] Auser may be granted access to their room, a group 
of rooms (for instance, a family may share a group of rooms) 
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and various rooms in the hotel-casino complex. For instance, 
a hotel may contain a spa and spa privileges may be enabled 
by con?guring the authentication instrument and authenti 
cation system to grant access to a locked door leading to a 
spa. As another example, a casino may include special 
rooms Where access is limited, such as high roller room or 
lounges. Access privileges to the special rooms may be 
enabled by con?guring the authentication instrument to 
grant access to one or doors With card key access devices 
leading to the special rooms including elevator access. 

[0044] Room access privileges may be granted for free or 
a fee. For example, a user may be granted access to a spa at 
hotel for fee or if the price of the room is high enough, it may 
be included in the price of the room. As another example, 
room access privileges may be based upon a customer 
history. For instance, a frequent player at a casino or a high 
roller may be granted certain access privileges that other 
patrons not falling into these categories may not be granted. 
The authentication system of the present invention may 
communicate With a number of electronic databases that 
contain customer history information such as a player track 
ing database. 

[0045] In most card key access systems that may be used 
With the present invention, card key access devices With 
locks that are actuated in response to a magnetic combina 
tion are installed on a number of doors. To read the magnetic 
combination, the card key access devices may include a card 
reader that can read a magnetically stored combination from 
a magnetically striped card. In the present invention, the 
card reader slot serves as an authentication port. As an 
example, card key access devices may be installed on each 
door of a hotel in a casino-hotel complex. For large hotels, 
the number of card keys access devices on doors may 
number in the thousands. 

[0046] A card key server stores a list of magnetic combi 
nations for each card key access device. The card key server 
and an encoding device may be used to encode information, 
such as one or more magnetic combinations, on an authen 

tication instrument, such as a magnetic striped card or a 
smart card, to alloW one or more card key access devices to 
be actuated (e.g., a door to be opened). The card key server 
may also store additional information on the authentication 
instrument such as a time and date range When the authen 
tication instrument is valid. In some embodiments, the time 
and the date range may correspond to the time and date of 
a user’s stay at the hotel-casino complex. 

[0047] The card key server may also store additional 
information regarding the authentication instrument and its 
issuance. The information stored on the card key server may 
or may not be stored on the authentication instrument. For 
instance, an authentication instrument number, a time 
issued, a date issued, a location issued, identi?cation infor 
mation for a person issuing the authentication instrument, a 
terminal Where the authentication instrument Was issued, a 
location Where the instrument Was issued, identi?cation 
information for a person Who received the instrument, one or 
more room numbers, an expiration date for the instrument, 
an expiration time for the instrument, number of instrument 
issued may be stored on the card key server. A portion of this 
information may be stored on the authentication instrument 
such as the expiration date of the card. 

[0048] In most card key access devices for doors, a card 
reader attached to the door reads at least a magnetic com 
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bination from the card and determines Whether a lock on the 
door is to be actuated. Typically, the card key access device 
includes a battery for power, a memory storage device that 
stores a usage record and a programmable logic device that 
includes operating instructions for the device. When a card 
is inserted into the door, the card key access device reads 
information from the card and based upon the information 
read from the card determines if the locking mechanism is 
to be actuated. The card key access device may store a 
record to memory each time a key card is inserted into the 
card reader. 

[0049] An important feature of most card key access 
systems in most hotels is that the card key access devices are 
not directly connected to a central system and each card key 
access device typically functions autonomously. For 
instance, in the card key access devices described above, the 
logic for determining Whether the locking mechanism is to 
be actuated resides solely in the access device and the card 
key server is not aWare of the access history for each card 
key access device. In most card key access systems, the 
memory of an individual card key access device may be 
interrogated manually by inserting a special card connected 
to a hand-held device into the card key access device. When 
the special card is inserted, the access record for the card key 
access device may be doWnloaded into the hand-held device 
and examined. This interrogation feature may be used When 
theft or some other security violation is suspected. 

[0050] Autonomous operation of each access device may 
be advantageous in that it reduces capital costs and main 
tenance costs associated With each card key access device. 
For instance, a netWork for operating the locking devices 
does not have to be installed and maintained Which may 
loWer capital costs and maintenance costs associated With 
the card key access system. A disadvantage of this approach 
is that card key access devices have no Way of notifying a 
central system When a potential security violation or a 
malfunction has been detected. 

[0051] Most gaming machines have error detection sys 
tems and security systems that are designed to detect mal 
functions, tampering and other security violations. When a 
potential malfunction or a security violation has been 
detected, the gaming machine may shut doWn and an opera 
tor may be noti?ed. To notify an operator, a number of 
methods may be employed such as activating a light clearly 
visible on the gaming machine and/or the gaming machine 
may send a message to a central server. In the present 
invention in most embodiments, the in-room gaming may be 
provided using entertainment terminals connected to gaming 
machines via a local netWork in each room (see FIGS. 2 and 
3). Using the local netWork, in-room gaming devices With 
authentication ports may communicate With a central server 
(referred to as an authentication serverisee FIG. 3). In one 
embodiment, the authentication server may also function as 
a card key access server. 

[0052] Thus, using the authentication system of the 
present invention, the in-room gaming devices that accept 
authentication instruments via one or more authentication 

ports may operate: 1) in an autonomous manner, 2) under the 
control of the authentication server or 3) combinations 
thereof. This differs from traditional card access systems 
installed in hotels Where the remote devices that accept card 
keys operate in an autonomous manner and are unable to 
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communicate With a central server. Further, the in-room 
gaming devices may be designed to be remotely con?gured 
by the authentication server and to receive con?guration 
information from the authentication server, such as authen 
tication information. For example, an authentication server 
may send a command to an entertainment terminal that 

con?gures it to alloW in-room game play or block in-room 
game play. In addition, the in-room gaming devices may be 
designed to send operational information, such as access 
records, to the authentication server. Further, in some 
embodiments, the card key access devices installed on each 
room of the present invention may be designed to commu 
nicate With the authentication server. 

[0053] Returning to FIG. 1A, in 510, in-room gaming 
privileges are determined for the guest and the authentica 
tion system is con?gured in accordance With the selected 
privileges. The determination of in-room gaming privileges 
may be based upon the ages of guests in a given room. For 
instance, guests With children may not be alloWed to par 
ticipate in in-room gaming. In-room gaming privileges may 
only be extended to guests With an established relationship 
With the casino. The relationship With the player for granting 
in-room gaming may be determined through examination of 
information from one or more loyalty programs associated 
With the hotel-casino complex such as a casino slot club. As 
another example, in-room gaming may only be available in 
certain rooms in a certain price range. A guest desiring to 
participate in in-room gaming may be offered a room 
up-grade to a room alloWing in-room gaming services. 

[0054] Once the in-room gaming privileges are deter 
mined, the authentication system is con?gured to respond to 
the granted privileges. For instance, When in-room gaming 
privileges have not been granted and the user is staying a 
room that has an entertainment terminal, the authentication 
system may be con?gured to block in-room gaming. The 
in-room gaming privileges may be blocked in a number of 
Ways. For instance, a code may be Written to the authenti 
cation instrument such that When it is inserted into an 
authentication port in an entertainment terminal the in-room 
gaming privileges are blocked. In another embodiment, the 
authentication server may send a message to the entertain 
ment terminal that con?gures the entertainment terminal to 
block in-room gaming services on the entertainment termi 
nal. In yet another embodiment, the authentication server 
(see FIGS. 1C and 3) may be used to approve or reject 
in-room gaming transactions and the authentication server 
may be con?gured to reject any in-room gaming transaction 
originating from entertainment terminals located in rooms 
Where in-room gaming privileges have not been approved. 

[0055] When in-room gaming privileges have been estab 
lished, different components of the authentication system, 
such as but not limited to the authentication instrument, 
devices With authentication ports, devices in communication 
With the devices With authentication ports, the authentication 
server and other servers in communication With authentica 
tion server, may be con?gured to alloW the determined 
gaming privileges. Many different authentication system 
con?gurations may be employed that alloW in-room gaming 
at the determined privilege level. A feW examples of the 
authentication system con?gurations are described as fol 
loWs for illustrative purposes only and the authentication 
system is not limited to these con?gurations. 
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[0056] The parameters encoded on the authentication 
instrument may be used be various devices in the authenti 
cation system to provide different services. For example, the 
authentication instrument may be used like a key to alloW 
in-room gaming such that the in-room gaming functions are 
blocked unless the authentication instrument is inserted into 
an authentication port connected to the entertainment ter 
minal. Further, the authentication instrument may be 
encoded With a number of parameters that enable in-room 
game play as Well as regulate in-room game play. The 
authentication instrument may also be encoded With addi 
tional information that may be used to provide other privi 
leges such as a player tracking session during an in-room 
gaming session. Some details of parameters that may be 
encoded on the authentication instrument of the present 
invention and hoW the parameters may be used by devices 
in the authentication system are described in the folloWing 
paragraphs. 
[0057] The parameters that may be encoded on the authen 
tication instrument include but are not limited to: 1) an 
authorization number that authorizes in-room gaming, 2) a 
unique transaction number that is used for all authorized 
game play, 3) betting limits, such as per game, per session 
and per day, 4) a player PIN number Which may be entered 
at the entertainment terminal, 5) player identi?cation infor 
mation, such as name and identi?cation number, 6) player 
tracking information that alloWs the card to be used as a 
player tracking card, 7) an expiration date, such as a hotel 
check-out date, after Which the card is no longer valid, 8) a 
magnetic combination that may alloW the authentication 
instrument to be used only With one or more entertainment 
terminals, 9) credits and other cashless instrument informa 
tion, 10) promotional credits that may be used for game play 
but not cashed out, 11) player preferences, 12) one or more 
encryption keys that may be used for various gaming 
transactions, 13) a unique card identi?cation number, 14) 
one or more gaming machine serial numbers corresponding 
to a remote gaming machine that can provide game play to 
the entertainment terminal, 15) biometric information that 
may be used for identi?cation purposes, 16) player account 
information, 17) an authorization number for in-room 
Wagering such as sports bet and 18) a magnetic combination 
that alloWs the authentication instrument to be used With one 
or more door access devices. The information encoded on 

the card to alloW in-room gaming may be in addition to any 
other information already stored on the card such as room 
access information. 

[0058] The information encoded on the authentication 
instrument may be used by other devices in the authentica 
tion system or in communication With the authentication 
system. For example, the authorization number may be used 
by the authentication server, a gaming machine and the 
entertainment terminal to authorize gaming transactions. 
The unique transaction number may be stored as part of a 
record of all game play that is authorized With the authen 
tication instrument. The records may be stored on the 
entertainment terminal, the authentication server and in 
some cases the authentication instrument (e.g., a smart card). 
The betting limits may be used by the entertainment termi 
nal, the authentication terminal or combinations thereof to 
regulate the in-room game play. The player PIN number may 
be entered by the player to start in-room gaming sessions on 
the entertainment terminal and to initiate player tracking 
sessions. The player identi?cation information may be used 
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for auditing purposes by the authentication server. The 
player tracking information may be used by a player track 
ing server to track a player’s game play on the in-room 
entertainment server. The player tracking information may 
also alloW the authentication instrument to be used as a 
player tracking card in a regular gaming machine. Thus, the 
authentication system and a player tracking system may 
communicate to correctly con?gure the authentication 
instrument. 

[0059] The expiration date may be used by the entertain 
ment terminal, the authentication server and the gaming 
machine to accept or reject requests for game play. The 
expiration date may be stored as part of a gaming transaction 
by one or more of devices in the authentication system. The 
expiration date may correspond to a time Where the user has 
access to the room With the entertainment terminal. The 
magnetic combination may be used by one or more enter 
tainment terminal or an authentication server to authorize 

in-room gaming. 

[0060] The authentication instrument may include a mag 
netic combination that alloWs the authentication instrument 
to only be used With one or more speci?ed entertainment 
terminals. The entertainment terminal combination may be 
based on a combination stored on the entertainment terminal 
similar to door access devices or the combination on the 
terminal may be con?gured remotely by the authentication 
system When in-room gaming is authorized. For instance, 
the authentication server may send a command or instruc 
tions in a message for the entertainment terminal to con?g 
ure itself With the magnetic combination speci?ed in the 
message. The credits and cashless transaction information 
may be encoded on the authentication instrument to alloW 
the authentication instrument to be used for gaming in a 
cashless system. The cashless transaction information may 
include a number of parameters such as a time, date, 
transaction number, location, machine identi?cation number 
that alloWs a cashless server to process the cashless trans 
action. The credits may be applied to in-room game play as 
Well as to game play in a casino. Details of cashless systems, 
cashless transactions and cashless transaction information 
that may be initiated With the authentication instrument of 
the present invention are described in co-pending U.S. 
application Ser. No. 09/648,382, by RoWe, ?led Aug. 25, 
2000 and entitled “A Cashless Transaction Clearinghouse,” 
Which is incorporated herein by reference in its entirety and 
for all purposes. 

[0061] The promotional credits stored to the authentica 
tion instrument may be used for in-room gaming as Well as 
casino game play. Typically, the promotional credits may not 
be redeemed for cash but used only for game play. In another 
embodiment, the player preference information may be used 
to con?gure the entertainment terminal to suit the prefer 
ences of the player in regards to in-room game play. Details 
of player preferences that may be stored on the authentica 
tion instrument are described in co-pending U.S. application 
Ser. No. 09/819,152, by Paulsen et al., ?led on Mar. 27, 
2001, entitled, “Interactive Game Playing Preferences,” 
Which is incorporated herein by reference in its entirety and 
for all purposes. 

[0062] The one or more encryption keys may be used for 
secure communications and authentication purposes 
betWeen devices such as the entertainment terminal, gaming 
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machines and the authentication server. For instance, When 
a public key infrastructure is used, the authentication instru 
ment may be encoded With a private encryption key and one 
or more public encryption keys that may be used for gaming 
communications. The private encryption key may be used by 
the entertainment terminal and in some cases the authenti 
cation instrument to authenticate and decrypt communica 
tions. When a private encryption key is encoded on the 
authentication instrument or When the entertainment termi 
nal is con?gured With a private encryption key, a corre 
sponding public encryption key may be distributed to 
devices that may communicate With the entertainment ter 
minal such as a gaming machine or the authentication server. 
Details of some public key infrastructure methods that use 
public and private encryption key pairs are described in 
co-pending U.S. application Ser. No. 09/993,163, ?led Nov. 
16, 2001, by RoWe et al, and entitled “A Cashless Transac 
tion Clearinghouse,” Which is incorporated herein by refer 
ence in its entirety and for all purposes. 

[0063] The unique card identi?cation number may be used 
to verify the authenticity of the card. The card identi?cation 
number may be used by devices in the authentication system 
such as an authentication server as Well as other devices in 

communication With the authentication system such as a 
cashless system server and a player tracking server. The one 
or more unique gaming machine serial numbers or identi 
?cation numbers may be used identify the gaming machines 
that may be used to provide the in-room gaming and for 
auditing purposes. For instance, the gaming machine serial 
numbers or identi?cation information may be used by the 
entertainment terminal to contact a gaming machine that 
may be used to provide in-room gaming. The gaming 
machine may have been con?gured With information regard 
ing authoriZed transactions from the entertainment terminal 
and may only respond When it receives the correct informa 
tion. 

[0064] The biometric information may be used to initiate 
a gaming session. For instance, a smart card used the 
authentication instrument may store information regarding a 
player’s ?nger print Which may be veri?ed using a ?nger 
print terminal on the entertainment terminal (see FIG. 2). As 
another example, to collect their Winnings a signature stored 
on the authentication instrument may be compared With a 
signature of the player Written on the authentication instru 
ment or Written on a transaction receipt by the player. The 
account information stored on the card may be used to alloW 
the entertainment terminal to access one or more player 
accounts used by the player. For instance, the account 
information may alloW the player to perform an electronics 
fund transfer at the entertainment terminal. 

[0065] Returning to FIG. 1A, the authentication instru 
ment and devices in the authentication system may be 
con?gured to grant additional privileges. For instance, the 
authentication instrument may be con?gured to alloW the 
user to vieW premium movie channels, play video games and 
obtain internet access using the entertainment terminal. As 
another example, the authentication instrument may be 
con?gured so that it may be used to gain access to an 
in-room safe and mini-bar. As another example, the authen 
tication instrument may be con?gured to grant access to 
special gaming machines or special features on gaming 
machines on the casino ?oor. For example, a gaming 
machine on the casino ?oor may require the user to insert the 
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authentication instrument into the machine before it can be 
played. As another example, special bonus modes on dif 
ferent gaming machines may only be authoriZed When the 
authentication instrument has been con?gured to authoriZe 
the bonus modes and the authentication instrument has been 
inserted in the gaming machine. In yet another example, the 
authentication instrument may be con?gured as a hotel 
charge card Where the user may charge food services to their 
room bill. 

[0066] In 525, the authentication instrument information 
encoded on the authentication instrument may be stored on 
the authentication server and other gaming devices. The 
authentication instrument information may specify the par 
ticular con?guration of the authentication instrument such as 
What privileges may be granted through using the authenti 
cation instrument. For example, tWo examples of What 
information may be con?gured on the authentication instru 
ment are i) access privileges for one or more rooms and ii) 
in-room gaming privileges on an entertainment terminal in 
the one or more rooms. As another example, the instrument 
may be con?gured With cashless transaction information that 
alloWs the authentication instrument to be used as a cashless 
instrument. The cashless transaction information may also 
be stored on the authentication server and a cashless system 
server. The information stored on the authentication server 
may be used to alloW various transactions as described 
above, for security purposes and to quickly replace the card 
When it is lost. In 530, the authentication instrument may be 
issued to the player. After the card is issued, a patron may 
use the authentication instrument to obtain the various 
privileges for Which the instrument has been con?gured. 

[0067] In some embodiments of the present information, 
an authentication instrument may be provided to a user by 
the gaming entity Where the instrument is to be used. For 
example, a smart card, a magnetic striped card, an electronic 
token, a Wireless device, such as a device Worn using a Wrist 
band or an arm band, may be issued to the user by the 
gaming entity for use an authentication instrument. In other 
embodiments, the user may provide a magnetic striped card 
of some type already in their possession for use as an 
authentication instrument. For example, for use as an 
authentication instrument, the user may provide a credit 
card, a debit card, a library card, a frequent ?ier card, a 
grocery card, a player tracking card, a driver’s license or 
some other acceptable instrument that they normally carry. 
In this embodiment, information may be read from the 
instrument provided by the user and stored by the authen 
tication system. In addition, information, such as a magnetic 
combinations for door access devices and entertainment 
terminals, may be stored on the user provided card to enable 
its use With devices in the authentication system as described 
above. One advantage of using an instrument provided by 
the user is that the costs associated With providing authen 
tication instruments by the casino may be reduced. Another 
advantage of this approach is that the user does not have to 
remember to bring an additional authentication instrument 
that they are not used to carrying to use the authentication 
system of the present invention. 

[0068] Although most hotels currently use door access 
devices that use a card reader as an interface for reading 
magnetic striped cards or smart cards, the present invention 
is not so limited. For instance, future door access devices 
may use Wireless interface systems that are compatible With 
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a cell phone, a personal digital assistant or other portable 
electronic devices that may be carried by a person desiring 
to entry to a room using the door access device. The devices 
in the authentication system of the present invention may be 
adapted to use Wireless interfaces for communication With 
portable electronic devices that may be carried by a patron. 
For example, access codes to doors and authoriZations for 
gaming services may be programmed into a player’s cell 
phone or personal digital assistant such that the information 
stored on the cell phone or personal digital assistant may be 
used as an authentication instrument in the authentication 
system. A Wireless interface installed on devices used in the 
authentication system of the present invention may be used 
to read information from the portable electronic devices. 

[0069] FIG. 1B is a How chart depicting a method of 
providing in-room gaming using an authentication instru 
ment of the present invention. In 700, in response to the 
insertion of an authentication instrument into a ?rst authen 
tication port, access is granted to a hotel room. As an 
example, a magnetic striped card used as the authentication 
instrument may be inserted into a card slot serving as an 
authentication port for a card reader used in a door access 
device. Typically, the door access device reads information 
from the authentication instrument and actuates a lock to the 
hotel room When it is able to read the correct magnetic 
combination from the authentication instrument. A record of 
the interaction betWeen the door access device may be stored 
by the door access device and in some cases may be stored 
by the authentication instrument. 

[0070] In 705, in response to the insertion of the authen 
tication instrument into a second authentication port, access 
may be granted to an entertainment terminal. As an example, 
the second authentication port may be a card slot connected 
to a card reader in an entertainment terminal located in the 
hotel room. The entertainment terminal may read authenti 
cation instrument information from the authentication 
instrument. When a Wireless interface is used to read the 
authentication information from the authentication instru 
ment, it may not be necessary to insert the authentication 
instrument into an authentication port. For example, the 
authentication instrument may be aligned With a Wireless 
interface or placed in proximity to a Wireless interface to 
alloW information to be read from the authentication instru 
ment. Using the information read from the authentication 
instrument, the entertainment terminal may determine 
Whether in-room game play is alloWed and initiate a game 
play session using parameters speci?ed by the authentication 
instrument as described With respect to FIG. 1A. The player 
may be prompted to supply identi?cation information such 
as PIN number or biometric information such as a ?nger 
print before game play can begin on the entertainment 
terminal. 

[0071] In one embodiment, the entertainment terminal 
may contact an authentication server to validate the authen 
tication instrument and the parameters speci?ed by the 
authentication instrument. Further, the authentication server 
may send an authoriZation message to the entertainment 
terminal Which alloWs the entertainment terminal to begin 
and in-room gaming session. The authentication server as 
Well as the entertainment terminal may store information 
regarding the game play session such as a time started, time 
ended, number of games played, amount Wagered, amount 
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Won, etc. The information during the in-room gaming ses 
sion may be used for auditing, marketing and security. 

[0072] In 707, When a in-room game play session has been 
authoriZed, the entertainment terminal may contact a remote 
gaming machine and establish communications With the 
remote gaming machine. Since the gaming machine and the 
entertainment terminal are typically located in separate 
locations, the gaming machine may be considered remote to 
the entertainment terminal and the entertainment terminal 
may be considered remote to the gaming machine. In one 
embodiment of the present invention, the remote gaming 
machine may control the entertainment terminal as a remote 
display and remote input device Where the remote gaming 
machine serves as master device and the entertainment 
terminal is a slave device. As described With respect to FIG. 
1A, the authentication instrument may store information that 
may be used in establishing a relationship betWeen the 
gaming machine and the entertainment terminal. For 
instance, the authentication instrument may specify identi 
?cation information regarding What gaming machine the 
entertainment terminal may contact such as gaming machine 
serial numbers. Further, the authentication instrument may 
store private encryption keys used to establish secure com 
munications With the gaming machine. In addition, the 
authentication instrument may a unique transaction number 
that is to be used for all game play sessions enabled With the 
authentication instrument Which may be validated by the 
gaming machine. 

[0073] In 710, credits are established on the gaming 
machine in communication With the remote entertainment 
server. In one embodiment, the authentication instrument 
may be used as a cashless instrument in a cashless system. 
When the authentication instrument is used as a cashless 
instrument, the authentication instrument may store credits 
that may be used for game play and information alloWing the 
remote gaming machine and a cashless server in a cashless 
system to validate the credits for game play. In another 
embodiment, the authentication instrument may store 
account information such as a credit line established With the 
casino -hotel, credit card information or banking information 
that may be used to establish credits on the remote gaming 
machine. In yet another embodiment, as described With 
respect to FIG. 1C, the authentication instrument may store 
information regarding promotional credits that may be 
established on the remote gaming machine for game play. 

[0074] In 715, after credits have been established on the 
gaming machine, a user may make a Wager and may initiate 
a game of chance on the entertainment terminal using the 
input devices connected to the entertainment terminal as 
remote extension to the gaming machine. As noted above, 
since the gaming machine and entertainment terminal are 
located in separate locations and in communication via a 
netWork, from the perspective of the entertainment terminal 
the gaming machine is a remote device but from the per 
spective of the gaming machine the entertainment terminal 
is a remote device. The input signals from the entertainment 
terminal may be communicated to the gaming machine 
using the netWork used by the casino-hotel complex. In 720, 
an outcome for the game of chance is generated on the 
remote gaming machine. 

[0075] In 725, the game outcome for the game of chance, 
including credits Won or credits lost, may be displayed to the 
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entertainment terminal by the gaming machine. When cred 
its are available, the user may continue to play games on the 
remote entertainment terminal. However, as described With 
respect to FIG. 1A, the authentication instrument may be 
used to regulate various aspects of the game play session. 
For example, the game play session may be limited by the 
original amount of credits stored on the authentication 
instrument. As another example, the length of each game 
play session may be limited according to parameters stored 
on the authentication instrument. In yet another example, the 
amount Wagered for a given game play session or over a 
particular time period may be limited by parameters stored 
on the authentication instrument. 

[0076] An important aspect of game play on a gaming 
machine is dispute resolution. In the present invention, all 
results of the game play history used for dispute resolution 
may be stored on the gaming machine as is done for casino 
play. Typically, in the case of malfunctions, such as a poWer 
failure or hardWare malfunctions, the gaming machine has 
built-in features that alloW it to preserve and reconstruct 
information. In the present invention, the gaming machines 
may be designed to detect errors involving remote game 
play on an entertainment terminal and preserve a recover 
able game play history. For example, the gaming machine 
may be designed to preserve a record of a remote game play 
session so that if a disconnect occurs betWeen the gaming 
machine and the entertainment terminal, the current state of 
the game play session may be reconstructed. In this case, the 
record of the remote game play session may include infor 
mation regarding What remote entertainment terminal the 
gaming machine Was connected to during an in-room game 
play session and details of the game play session, such as 
When it Was initiated and Who initiated the session, as Well 
as a game history such as the state of the gaming machine. 
In other embodiments, the entertainment terminal, the 
authentication instrument or combinations thereof may also 
be designed to store game play history information. 

[0077] In another embodiment, the gaming machine may 
be designed to transmit game play history information to a 
remote attendant station for dispute resolution involving 
in-room game play. For instance, the remote attendant 
station may be able to vieW game play results displayed on 
an entertainment terminal and retrieve game play history 
information and game play session information from a 
remote gaming machine. In some cases, an attendant at the 
remote attendant station may be able communicate With a 
game player using the entertainment terminal via a speaker 
and microphone installed on the entertainment terminal. 
Also, a person may be dispatched from the remote attendant 
station to the hotel room for dispute resolution purposes or 
to ?x malfunctioning hardWare. 

[0078] One advantage of using a gaming machine and an 
entertainment terminal as a remote extension of the gaming 
machine to provide in-room gaming services is that the 
regulatory aspects and hardWare modi?cations may be mini 
miZed. Since gaming machine are generally designed to 
send output to a display and receive inputs from various 
devices, the modi?cations to the gaming machine to send 
output to a remote display and receive inputs from remote 
input devices may be relatively simple. Thus, standard 
gaming machines used for casino play or components of 
standard gaming machines may be used to generate the 
in-room game play. The standard gaming machines used for 
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casino play Will have gone through the regulatory process. 
Thus, the process may not have to be repeated With the 
gaming machine to provide in-room game play. Further, 
With the use of standard gaming machines, all of the features 
developed for casino game play on the gaming machines 
may be easily transferred to in-room gaming such as player 
tracking functions. 

[0079] FIG. 1C is a How chart depicting a method of 
providing authentication instrument transaction using an 
authentication instrument server. As described above With 
respect to FIGS. 1A and 1B, in-room game play sessions 
may be authorized by an authentication server. Information 
used to authoriZe the in-room game play session may be 
stored on an authentication instrument. 

[0080] In 800, the authentication server receives an 
authentication transaction request from a device that accepts 
an authentication instrument. The authentication transaction 
request may be used to validate authentication instruments 
used in the authentication system and to request approval for 
any service generated by devices in the authentication 
system. The authentication transaction request may be a 
message that is sent from the device to the authentication 
server. The authentication transaction request message may 
include information such as information read from an 
authentication instrument that is needed by the authentica 
tion server to complete the transaction. As an example, a 
patron may insert an authentication instrument into an 
entertainment terminal and request an in-room game play 
session. In response, the entertainment terminal may send a 
message to the authentication server requesting an authen 
tication of the information read from the authentication 
instrument. In addition, the entertainment terminal may 
request an approval of the in-room game play session. 

[0081] In 802, the authentication server may determine if 
the device requesting a transaction is valid. The authentica 
tion server may store a list of approved devices. In one 
embodiment, the authentication process may include the use 
of public and private encryption key pairs. Details of using 
public-private encryption key pairs for device authentication 
are described previously incorporated co-pending U.S. 
application Ser. No. 09/648,382, by RoWe, ?led Aug. 25, 
2000 and entitled “A Cashless Transaction Clearinghouse.” 

[0082] In 806, When the device that sent the authentication 
transaction request is a recognized device, the authentication 
server may validate the authentication instrument. The 
authentication instrument may be validated be comparing 
information read from the authentication instrument With 
information stored on the authentication server. As described 
previously With respect to FIG. 1A, When the authentication 
instrument is issued, information stored on the authentica 
tion instrument may be stored on the authentication server. 

[0083] Further, to validate the authentication instrument or 
the device, such as an entertainment terminal, that is com 
municating With the authentication server a tWo-factor 
authentication encryption scheme may be used (A smart card 
is an example of an authentication instrument may be able 
to communicate With the authentication server). In a tWo 
factor authentication scheme, at the device, information sent 
to the authentication server may be encrypted With a private 
key stored on the device and encrypted again With a public 
key of the authentication server. At the authentication server, 
the information may be decrypted With a public key of the 


























