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REPAIR OF MEMORY HARD FAILURES DURING 
NORMAL OPERATION, USING ECC AND A HARD 

FAIL IDENTIFIER CIRCUIT 

BACKGROUND OF THE INVENTION 

[0001] 
[0002] The present invention relates to memory hard fail 
ure repair, and more speci?cally, to hard failure repair during 
normal operation using an ECC (Error Correction Code) 
circuit and a hard fail identi?er circuit. 

[0003] 2. RelatedArt 

[0004] Prior art exists Which covers detection and repair of 
hard failures in a memory device during the manufacturing 
process (i.e., at time Zero). Prior art also exists Which covers 
detection and correction of soft errors in a memory device 
during normal operation (e.g., Error Correction Code). Prior 
art also exists Which covers memory error detection and 
address disable or device replacement during normal opera 
tion. There is a need for a subsystem (and a method for 
operating the same) in Which hard failures are detected and 
repaired during normal operation of a memory device. 

1. Technical Field 

SUMMARY OF THE INVENTION 

[0005] The present invention provides a memory sub 
system, comprising (a) a main memory; (b) an ECC (Error 
Correction Code) circuit electrically coupled to the main 
memory; and (c) a hard fail identi?er circuit electrically 
coupled to the ECC circuit, Wherein the ECC circuit is 
capable of detecting a ?rst bit fail at a ?rst bit location at a 
?rst location address of the main memory, Wherein the ECC 
circuit is further capable of sending an error ?ag signal to 
notify the hard fail identi?er circuit about the ?rst bit fail, 
Wherein the ECC circuit is further capable of sending the 
?rst location address of the ?rst bit fail to the hard fail 
identi?er circuit, Wherein the ECC circuit is further capable 
of sending the ?rst bit location of the ?rst bit fail to the hard 
fail identi?er circuit, Wherein the ECC circuit is further 
capable of repairing data from the ?rst location address and 
sending the repaired data to the hard fail identi?er circuit, 
Wherein the hard fail identi?er circuit is capable of, in 
response to the error ?ag signal being sent, determining and 
tracking the number of times of failure occurring at the ?rst 
location address and the ?rst bit location, Wherein the hard 
fail identi?er circuit is further capable of determining 
Whether the number of times of failure at the ?rst location 
address and the ?rst bit location is equal to a predetermined 
threshold value, and Wherein the hard fail identi?er circuit is 
further capable of, in response to the hard fail identi?er 
circuit determining that the number of times of failure is 
equal to the predetermined threshold value, sending a 
threshold reached signal to indicate that the ?rst bit fail is a 
hard fail. 

[0006] The present invention provides a memory sub 
system operation method, comprising providing a memory 
sub-system Which includes (a) a main memory, (b) an ECC 
(Error Correction Code) circuit electrically coupled to the 
main memory, and (c) a hard fail identi?er circuit electri 
cally coupled to the ECC circuit; in response to a ?rst bit fail 
at a ?rst bit location and at a ?rst location address of the 
main memory occurring, using the ECC circuit to send an 
error ?ag signal to the hard fail identi?er circuit; in response 
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to the ?rst bit fail occurring, using the ECC circuit to further 
send the ?rst location address of the ?rst bit fail to the hard 
fail identi?er circuit; in response to the ?rst bit fail occur 
ring, using the ECC circuit to further send the ?rst bit 
location of the ?rst bit fail to the hard fail identi?er circuit; 
in response to the ?rst bit fail occurring, using the ECC 
circuit to further repair data from the ?rst location address 
and send the repaired data to the hard fail identi?er circuit; 
in response to the error ?ag signal being sent, using the hard 
fail identi?er circuit to determine and track the number of 
times of failure at the ?rst location address and the ?rst bit 
location; using the hard fail identi?er circuit to further 
determine Whether the number of times of failure is equal to 
a predetermined threshold value; and using the hard fail 
identi?er circuit to further send a threshold reached signal in 
response to the hard fail identi?er circuit determining that 
the number of times of failure is equal to the predetermined 
threshold value. 

[0007] The present invention provides a memory sub 
system, comprising (a) a main memory; (b) an ECC (Error 
Correction Code) circuit electrically coupled to the main 
memory; (c) a hard fail identi?er circuit electrically coupled 
to the ECC circuit; (d) a repair circuit electrically coupled to 
the hard fail identi?er circuit; (e) a redundant memory 
electrically coupled to the main memory and the repair 
circuit; and (f) a threshold setting circuit electrically coupled 
to the hard fail identi?er circuit, Wherein the ECC circuit is 
capable of detecting a ?rst bit fail at a ?rst bit location at a 
?rst location address of the main memory, Wherein the ECC 
circuit is further capable of sending an error ?ag signal to 
notify the hard fail identi?er circuit about the ?rst bit fail, 
Wherein the ECC circuit is further capable of sending the 
?rst location address of the ?rst bit fail to the hard fail 
identi?er circuit, Wherein the ECC circuit is further capable 
of sending the ?rst bit location of the ?rst bit fail to the hard 
fail identi?er circuit, Wherein the ECC circuit is further 
capable of repairing data from the ?rst location address and 
sending the repaired data to the hard fail identi?er circuit, 
Wherein the hard fail identi?er circuit is capable of, in 
response to the error ?ag signal being sent, determining and 
tracking the number of times of failure occurring at the ?rst 
location address and the ?rst bit location, Wherein the hard 
fail identi?er circuit is further capable of determining 
Whether the number of times of failure at the ?rst location 
address and the ?rst bit location is equal to a predetermined 
threshold value, Wherein the hard fail identi?er circuit is 
further capable of, in response to the hard fail identi?er 
circuit determining that the number of times of failure is 
equal to the predetermined threshold value, sending a 
threshold reached signal to indicate that the ?rst bit fail is a 
hard fail, Wherein the repair circuit is capable of, in response 
to the threshold reached signal being sent, determining 
Whether there is an available redundant memory location in 
the redundant memory, Wherein the repair circuit is further 
capable of, in response to the repair circuit determining that 
there is an available redundant memory location in the 
redundant memory, selecting the available redundant 
memory location of the redundant memory to replace a 
defective main memory location of the main memory at the 
?rst location address, such that Whenever the ?rst location 
address of the ?rst bit fail appears on an address bus of the 
main memory, the selected redundant memory location is 
accessed instead of the defective main memory location of 
the main memory, and Wherein the threshold setting circuit 
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is capable of providing the predetermined threshold value to 
the hard fail identi?er circuit. 

[0008] The present invention provides a novel memory 
sub-system (and a method for operating the same) in Which 
hard failures in a memory device are detected and repaired 
during the normal operation of the memory device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 illustrates a block diagram of a memory 
sub-system, in accordance With embodiments of the present 
invention. 

[0010] FIG. 2 shoWs one embodiment of the hard fail 
identi?er circuit of the memory sub-system of FIG. 1, in 
accordance With embodiments of the present invention. 

[0011] FIG. 3 shoWs a ?owchart that illustrates a method 
for operating the memory sub-system of FIG. 1, in accor 
dance With embodiments of the present invention. 

[0012] FIG. 4 illustrates another memory sub-system as 
one embodiment of the memory sub-system of FIG. 1, in 
accordance With embodiments of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0013] FIG. 1 illustrates a block diagram of a memory 
sub-system 100, in accordance With embodiments of the 
present invention. Illustratively, the memory sub-system 100 
comprises a main memory 110, an ECC (Error Correction 
Code) circuit 112, a redundant memory 114, a hard fail 
identi?er circuit 120, a repair circuit 130, and a threshold 
setting circuit 140. In one embodiment, the hard fail iden 
ti?er circuit 120 receives an error ?ag signal 11211, a Word 
address signal 112b, a bit location signal 1120, and a repaired 
data signal 11211 from the ECC circuit 112. In one embodi 
ment, the hard fail identi?er circuit 120 also receives a 
threshold count signal 14011 from the threshold setting 
circuit 140. Illustratively, the repair circuit 130 receives a 
threshold reached signal 120b, a Word address signal 1200, 
and a repaired data signal 12011 from the hard fail identi?er 
circuit 120. In one embodiment, the repair circuit 130 sends 
a repaired data signal 13011 and a Write repaired data signal 
130!) to the redundant memory 114. In one embodiment, the 
repair circuit 130 sends a no repair location available signal 
1300 to indicate that there are no more redundant memory 
locations in the redundant memory 114 that can be used to 
replace a defective main memory location in the main 
memory 110. 

[0014] FIG. 2 shoWs one embodiment of the hard fail 
identi?er circuit 120 of FIG. 1, in accordance With embodi 
ments of the present invention. Illustratively, the hard fail 
identi?er circuit 120 comprises a compare circuit 124, a 
control circuit 122, an entry allocation circuit 128, and a 
failure stack 126. 

[0015] In one embodiment, the compare circuit 124 
receives the error ?ag signal 11211, the Word address signal 
112b, and the bit location signal 1120 from the ECC circuit 
112 of FIG. 1. In one embodiment, the compare circuit 124 
also receives an all address entry signal 12611 and an all bit 
location entry signal 126e from the failure stack 126. Illus 
tratively, the compare circuit 124 also sends a hit signal 124!) 
and an entry location signal 12411 to the control circuit 122. 
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In one embodiment, the compare circuit 124 also sends a 
miss signal 1240 to the entry allocation circuit 128. 

[0016] In one embodiment, the control circuit 122 receives 
the hit signal 124!) and the entry location signal 12411 from 
the compare circuit 124. In one embodiment, the control 
circuit 122 also receives the repaired data signal 11211 and 
the threshold count signal 14011 from the ECC circuit 112 
and the threshold setting circuit 140, respectively, of FIG. 1. 
In one embodiment, the control circuit 122 receives a fail 
count signal 126!) from the failure stack 126. Illustratively, 
the control circuit 122 also receives a Word address signal 
12611 from the failure stack 126 and forWards the Word 
address signal 12611 to the repair circuit 130 of FIG. 1 as the 
Word address signal 1200. In one embodiment, the control 
circuit 122 sends an increment fail count signal 12211, a 
remove entry signal 122b, an update age signal 1220, and an 
entry location signal 12211 to the failure stack 126. For 
illustration, the control circuit 122 also sends the threshold 
reached signal 120!) and the repaired data signal 12011 to the 
repair circuit 130 of FIG. 

[0017] In one embodiment, the entry allocation circuit 128 
receives the miss signal 124cfrom the compare circuit 124. 
In one embodiment, the entry allocation circuit 128 also 
receives an all use bit entry signal 1260, an all fail count 
entry signal 126], and an all age entry signal 126g from the 
failure stack 126. Illustratively, the entry allocation circuit 
128 also sends an entry location signal 12811 to the failure 
stack 126. It should be noted that the Word address signal 
112b, the bit location signal 1120 (from the ECC circuit 112 
of FIG. 1) and the entry location signal 12811 (from the entry 
allocation circuit 128) can be collectively refer to as a set 
update signal 128b. 

[0018] In one embodiment, the failure stack 126 com 
prises multiple entries (like entries 22611, 226b, and 2260). 
Although the failure stack 126 has many entries, only the 
three entries 22611, 226b, and 2260 of the failure stack 126 
are shoWn in FIG. 2. In one embodiment, the entry 22611 
comprises a use bit 226111, an address ?eld 226112, a bit 
location ?eld 226113, a fail count ?eld 226114, and an age 
?eld 226115. Illustratively, the use bit 226111 indicates 
Whether the entry 22611 is available or unavailable; the 
address ?eld 226112 stores address of the fail Wordline; and 
the bit location ?eld 226113 indicates the location of a bit fail 
in the fail Wordline. In one embodiment, the fail count ?eld 
226114 indicates the number of failure occurrences at an 
address and at a bit location of the Wordline. In one 
embodiment, the age ?eld 226115 indicates the time period 
during Which the bit fail entry has been stored or the fail 
count 226114 incremented in the entry 22611 of the failure 
stack 126. 

[0019] Similarly, in one embodiment, the entry 226!) com 
prises a use bit 226b1, an address ?eld 226192, a bit location 
?eld 226113, a fail count ?eld 226114, and an age ?eld 226b5. 
Illustratively, the use bit 226191, the address ?eld 226192, the 
bit location ?eld 226193, the fail count ?eld 226194, and the 
age ?eld 226b5 has the same function as the use bit 226111, 
the address ?eld 226112, the bit location ?eld 226113, the fail 
count ?eld 226114, and the age ?eld 226115, respectively. 

[0020] In one embodiment, similarly, the other entries of 
the failure stack 126 comprise components similar to those 
of the entry 22611. 
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[0021] FIG. 3 shows a ?owchart that illustrates a method 
300 for operating the memory sub-system 100 of FIG. 1, in 
accordance With embodiments of the present invention. 

[0022] In one embodiment, With reference to FIGS. 1, 2, 
and 3, the method 300 starts With a step 305 in Which the 
main memory 110 is in normal operation. 

[0023] In one embodiment, in step 310, the ECC circuit 
112 of FIG. 1 detects Whether a bit fail occurs in the main 
memory 110 during the normal operation of the main 
memory 110. As an example, during the normal operation of 
the memory subsystem 100, assume that the ECC circuit 112 
detects a ?rst bit fail at a ?rst bit location of a ?rst Word 
address in the main memory 110. Then a step 315 is 
performed in Which the ECC circuit 112 noti?es the ?rst bit 
fail to the hard fail identi?er circuit 120. More speci?cally, 
in one embodiment, the ECC circuit 112 sends the error ?ag 
signal 11211 to notify the hard fail identi?er circuit 120 about 
the ?rst bit fail. In one embodiment, the ECC circuit 112 also 
sends the ?rst Word address of the ?rst bit fail to the hard fail 
identi?er circuit 120 as the Word address signal 11219. For 
illustration, the ECC circuit 112 also sends the ?rst bit 
location of the ?rst bit fail to the hard fail identi?er circuit 
120 as the bit location signal 1120. In one embodiment, the 
ECC circuit 112 also repairs the data from the ?rst Word 
address, and then sends the repaired data to the hard fail 
identi?er circuit 120 as the repaired data signal 112d. 

[0024] Next, in one embodiment, in a step 320, the com 
pare circuit 124 (FIG. 2) determines Whether the ?rst bit fail 
is in the failure stack 126. More speci?cally, in one embodi 
ment, by comparing the all address entry signal 126d and the 
Word address signal 112b, and, if an address match is found, 
by comparing the matching bit location ?eld out of the all bit 
location entry signal 126e and the bit location signal 1120, 
the compare circuit 124 can determine Whether the ?rst bit 
fail is already in the failure stack 126. Assume that the 
failure stack 126 is currently empty. In other Words, the ?rst 
bit fail is not already in the failure stack 126. As a result, a 
step 330!) is performed in Which the ?rst bit fail is stored in 
an entry of the failure stack 126 selected by the entry 
allocation circuit 128. 

[0025] More speci?cally, in one embodiment, in response 
to the compare circuit 124 of FIG. 2 determining that the ?rst 
bit fail is not already in the failure stack 126, the compare 
circuit 124 sends the miss signal 1240 to notify the entry 
allocation circuit 128 that the ?rst bit fail is not in the failure 
stack 126. In response to the miss signal 1240 being sent by 
the compare circuit 124, the entry allocation circuit 128 
examines the all use bit entry signal 1260 and determines 
that all entries of the failure stack 126 are available (because 
the failure stack 126 is empty, and therefore all use bits of 
all entries are 0). In response, the entry allocation circuit 128 
selects an entry in the failure stack 126 via the entry location 
signal 12811. In response, in one embodiment, the ?rst bit fail 
is stored in that selected entry. Assume that the entry 22611 
is selected for storing the ?rst bit fail. As a result, the use bit 
226111 of the entry 22611 is set to l to indicate the entry 226a 
becomes unavailable. Also, the address ?eld 226a2 stores 
the ?rst Word address 112b, the bit location ?eld 226a3 
stores the ?rst bit fail location 1120; and the fail count ?eld 
226114 is set to l. 

[0026] Next, in one embodiment, in step 370, the age 
?elds of all unavailable entries (i.e., entries Whose use bits 
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are l) in the failure stack 126 are updated. More speci?cally, 
the age ?elds of all unavailable entries are edited to shoW 
Which entry Was updated most recent, Which Was updated 
next most recent, etc. As a result, the age ?eld 226115 of the 
entry 226a edited to indicate that entry 22611 was most 
recently updated. 

[0027] In one embodiment, it should be noted that the 
steps 310, 315, 320, 330b, and 370 are performed simulta 
neously With the normal operation of the main memory 110 
(step 305). 
[0028] In summary, the ECC circuit 112 of FIG. 1 detects 
the ?rst bit fail and noti?es to the hard fail identi?er circuit 
120 of FIG. 1. In response, the hard fail identi?er circuit 120 
of FIG. 1 stores the ?rst bit fail into the entry 22611 of the 
failure stack 126. 

[0029] Assume at a later time that, in the step 310, the 
ECC circuit 112 of FIG. 1 detects a second bit fail at a 
second bit location of a second Word address in the main 
memory 110. In response, in the step 315, the ECC circuit 
112 noti?es the hard fail identi?er circuit 120 about the 
second bit fail in a manner similar to the manner in Which 
the ECC circuit 112 noti?es the hard fail identi?er circuit 
120 about the ?rst bit fail. 

[0030] Assume further that the second Word address is 
different from the ?rst Word address, or the second bit 
location is different from the ?rst bit location. This means 
that the second bit fail is not already in the failure stack 126. 
As a result, the hard fail identi?er circuit 120 of FIG. 1 stores 
the second bit fail into an available entry of the failure stack 
126. Assume that the entry 2261) is selected to store the 
second bit fail. In one embodiment, the hard fail identi?er 
circuit 120 stores the second bit fail the entry 2261) in a 
manner similar to the manner in Which the hard fail identi?er 
circuit 120 stores the ?rst bit fail in the entry 226a. 

[0031] Assume at a later time that, in the step 310, the 
ECC circuit 112 of FIG. 1 detects a third bit fail at a third 
bit location of a third Word address in the main memory 110. 
In response, in the step 315, the ECC circuit 112 noti?es the 
hard fail identi?er circuit 120 about the third bit fail in a 
manner similar to the manner in Which the ECC circuit 112 
noti?es the hard fail identi?er circuit 120 about the ?rst and 
the second bit fails. 

[0032] Assume further that the third Word address is the 
same as the ?rst Word address, and the third bit location is 
the same as the ?rst bit location. This means that the third bit 
fail is already in the failure stack 126. More speci?cally, the 
third bit fail is already stored in the entry 22611. As a result, 
the step 33011 is performed. 

[0033] In one embodiment, in the step 33011, the fail count 
?eld of the entry 22611 is increased by l to become 2 to 
indicate that tWo failures have occurred at the ?rst bit 
location of the ?rst Word address. More speci?cally, in 
response to the compare circuit 124 determining that the 
third bit fail is already in the failure stack 126, the compare 
circuit 124 sends the hit signal 124!) to notify the control 
circuit 122. In one embodiment, the compare circuit 124 also 
provides the control circuit 122 With the entry location of the 
?rst and the third bit fail (i.e., the entry 226a) via the entry 
location signal 12411. In response, the control circuit 122 
sends the increment fail count signal 122a and entry location 
signal 122d (from the signal 124a) to cause the failure stack 
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126 to increment the value of the fail count ?eld 226114 of 
the entry 22611 by 1. As a result, the value of the fail count 
?eld 226114 of the entry 22611 becomes 2 indicating that tWo 
failures have occurred at the ?rst Word address and at the 
?rst bit location. 

[0034] Next, in one embodiment, in the step 34011, the 
control circuit 122 determines Whether the fail count ?eld 
226114 of the ?rst bit fail is equal to a predetermined 
threshold value that Was provided previously by the thresh 
old setting circuit 140 of FIG. 1 via the threshold count 
signal 14011. More speci?cally, the control circuit 122 com 
pares the value of the fail count ?eld 226114 that comes via 
the fail count signal 126!) With the predetermined threshold 
value that comes via the threshold count signal 14011. 
Assume that the predetermined threshold value is 3. As a 
result, the value of the fail count ?eld 226114 of the entry 
22611, Which is 2, is less than the predetermined threshold 
value Which is 3, and therefore the step 370 is performed. 

[0035] More speci?cally, in the step 370, the age ?elds of 
all unavailable entries in the failure stack 126 are edited to 
shoW Which entry Was updated most recent, Which Was 
updated next most recent, etc. In other Word, the age ?eld 
226115 of the entry 22611 and the age ?eld 226195 of the entry 
2261) are edited to indicate that entry 22611 Was most recently 
updated, and entry 2261) Was next most recently updated. 

[0036] In one embodiment, it should be noted that the 
steps 310, 315, 320, 33011, 34011 and 370 are performed 
simultaneously With the normal operation of the main 
memory 110 (step 305). 

[0037] Assume alternatively that the predetermined 
threshold value is 2 (instead of 3). As a result, the value of 
the fail count ?eld 226114 of the entry 22611 is equal to the 
predetermined threshold value, and therefore a step 35011 is 
performed. 

[0038] In one embodiment, in the step 35011, the repair 
circuit 130 determines Whether there is an available redun 
dant memory location in the redundant memory 114. In 
response to the repair circuit 130 determining that there is an 
available redundant memory location in the redundant 
memory 114, the repair circuit 130 selects the available 
redundant location of the redundant memory 114 and re 
routes the defective main memory 110 ?rst Word address to 
the selected redundant memory 114 location address. It 
should be noted that a main memory 110 location that causes 
failure a number of times equal to the predetermined thresh 
old value is considered defective and needs to be replaced by 
an available redundant location of the redundant memory 
114. Next, the repair circuit 130 sends the repaired data 
signal 13011 and a Write repaired data signal 130!) to the 
redundant memory 114. This causes the repaired data 13011 
to be Written into the selected location in the redundant 
memory 114. More speci?cally about the step 35011, in one 
embodiment, in response to the control circuit 122 deter 
mining that the fail count ?eld 226114 of the ?rst bit fail is 
equal to the predetermined threshold value of 2, the control 
circuit 122 sends the threshold reached signal 120!) to notify 
the repair circuit 130 that there is a defective main memory 
110 location that needs to be replaced. It should be noted that 
the defective main memory 110 location is considered a hard 
failure. In one embodiment, the control circuit 122 also 
forWards the ?rst Word address (the Word address signal 
12611) from the failure stack 126 to the repair circuit 130 (via 
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the Word address signal 1200). In one embodiment, the 
control circuit 122 also forWards the repaired data from the 
?rst Word address (the repaired data signal 1121]) from the 
ECC circuit 112 of FIG. 1 to the repair circuit 130 (via the 
repaired data signal 12011). In response, the repair circuit 130 
determines that there is the available redundant memory 
location in the redundant memory 114 and selects the 
available location of the redundant memory 114 to replace a 
defective main memory location of the main memory 110 at 
the ?rst Word address. As a result, for future normal opera 
tion, Whenever the ?rst Word address appears on the address 
bus of the main memory 110, the repair circuit 130 re-directs 
the address to point to the selected location of the redundant 
memory 114 (FIG. 1). Next, the repair circuit 130 sends the 
repaired data signal 13011 and a Write repaired data signal 
130!) to the redundant memory 114. This causes the repaired 
data 13011 to be Written into the selected location in the 
redundant memory 114 and enables normal operation to 
continue. 

[0039] It should be noted that the repair of the defective 
main memory location of the main memory 110 at the ?rst 
Word address can be a hard repair of a soft repair. A hard 
repair can be de?ned as a repair that remains in effect even 
if the poWer to the memory sub-system is cut off. A soft 
repair can be de?ned as a repair that disappears if the poWer 
to the memory sub-system is cut off. 

[0040] Next, in one embodiment, in a step 36011, the ?rst 
bit fail is removed from the failure stack 126. More speci? 
cally, in one embodiment, the control circuit 122 sends the 
remove entry signal 122!) and entry location signal 12211 
(from the signal 12411) to notify the failure stack 126 that the 
?rst bit fail needs to be removed from the entry 22611. In 
response to the remove entry signal 122!) being sent, the 
failure stack 126 resets the use bit 226111 of the entry 22611 
to 0 to indicate that the entry 22611 is again available. 

[0041] Next, in one embodiment, in the step 370, the age 
?elds of all unavailable entries (i.e., entries Whose use bits 
are l) in the failure stack 126 are updated. More speci?cally, 
the age ?elds of all unavailable entries are edited to shoW 
Which entry Was updated most recent, Which Was updated 
next most recent, etc. As a result, the age ?eld 226195 of the 
entry 2261) is edited to indicate entry 2261) Was most recently 
updated. 

[0042] In one embodiment, it should be noted that the 
steps 310, 315, 320, 33011, 34011, 35011, 36011 and 370 are 
performed simultaneously With the normal operation of the 
main memory 110 (step 305). 

[0043] In the embodiment described above, the third Word 
address is the same as the ?rst Word address and the third bit 
location is the same as the ?rst bit location. Alternatively, in 
the step 320, if the third Word address is same as the ?rst 
Word address but the third bit location is different from the 
?rst bit location, then the step 330!) is performed. In other 
Words, the third bit fail is not already in the failure stack 126 
and needs to be stored in an available entry of the failure 
stack 126 in a similar manner as the ?rst and second bit fails 
Were stored in entries 126aand 126b. 

[0044] In one embodiment, assume alternatively that When 
the compare circuit 124 of FIG. 2 sends the miss signal 1240 
to notify the entry allocation circuit 128 that the second bit 
fail is not already in the failure stack 126, the entry alloca 



US 2007/0162786 A1 

tion circuit 128 ?nds that there is no available entry in the 
failure stack 126 to store the second bit fail. More speci? 
cally, the entry allocation circuit 128 examines the all use bit 
entry signal 1260 and determines that there is no available 
entry in the failure stack 126 to store the second bit fail. If 
so, in one embodiment, the entry allocation circuit 128 can 
select an unavailable entry of the failure stack 126 to store 
the second bit fail. In one embodiment, the entry allocation 
circuit 128 can select an unavailable entry Whose fail count 
?eld stores the loWest value. More speci?cally, the entry 
allocation circuit 128 determines the unavailable entry 
Whose fail count ?eld is the loWest value by comparing the 
values of fail count ?elds of all entries in the failure stack 
126. In one embodiment, the values of fail count ?elds of all 
entries in the failure stack 126 come from the all fail count 
entry signal 126]. If there is more than one unavailable entry 
Whose fail count ?elds store the minimum fail count value, 
then the entry allocation circuit 128 can select the unavail 
able entry Whose age ?eld indicates it Was updated the 
longest time ago. In other Words, the entry allocation circuit 
128 examines the unavailable entries Whose fail count ?elds 
are the loWest value to determine the unavailable entry 
Whose age ?eld is the oldest by comparing the values of age 
?elds of those entries. It should be noted that the values of 
age ?elds of all entries in the failure stack 126 come from the 
all age entry signal 126g. In another embodiment, the entry 
allocation circuit 128 can select the unavailable entry Whose 
age ?eld is oldest by comparing the values of age ?elds for 
all entries in the failure stack 126. In summary, the entry 
allocation circuit 128 selects an entry in the failure stack 126 
to store the second bit fail via the entry location signal 128a. 

[0045] FIG. 4 illustrates a memory sub-system 400 as one 
embodiment of the memory sub-system 100 of FIG. 1, in 
accordance With embodiments of the present invention. 
More speci?cally, an eFUSE repair circuit 130' is used as the 
repair circuit 130 of FIG. 1. In one embodiment, the memory 
sub-system 400 includes a FARR (Fuse Address Repair 
Register) circuit 116 electrically coupled to the redundant 
memory 114 and the eFUSE repair circuit 130'. In one 
embodiment, the eFUSE repair circuit 130' also receives a 
fuse bloW voltage 130d‘ that is used to bloW fuses in the 
eFUSE circuit 130'. In one embodiment, When there is a 
need to repair a defective main memory location of the main 
memory 110, the eFUSE repair circuit 130' selects a redun 
dant memory location of the redundant memory 114 to 
replace the defective main memory location. More speci? 
cally, the eFUSE repair circuit 130' applies the fuse bloW 
voltage 130d‘ to the eFUSE. The resulting fuse arrangement 
is used by the FARR 116 such that Whenever the Word 
address of the bit fail appears on the address bus of the main 
memory 110, the replacing redundant memory 114 location 
is accessed instead of the defective main memory location of 
the main memory 110. 

[0046] In the embodiments described above, the fails 
occur in Wordlines. Alternatively, this invention also applies 
to fails in columns. 

[0047] In the embodiments described above, the sub 
system is connected to a single main memory. Alternatively, 
this invention could be extended to sharing betWeen memo 
ries. 

[0048] In the embodiments described above, the ECC 
circuit is capable of detecting/correcting only one fail at a 
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time and the memory subsystem 100 is capable of repairing 
only one fail at a time. Alternatively, this invention could be 
extended to detecting and repairing multiple bit fails at a 
time. 

[0049] In summary, With reference to FIGS. 1, 2, and 3, 
the memory sub-system 100 (FIG. 1) keeps track of all 
failures in the failure stack 126 of FIG. 2. When the number 
of failures caused by a bit location at a Word address reaches 
the predetermine threshold value, then the main memory 
location at that Word address is considered a defective main 
memory location (i.e., a hard fail), and therefore is replaced 
by an available redundant memory location of the redundant 
memory 114. If there is no available redundant memory 
location in the redundant memory 114 for replacing the hard 
fail, then in one embodiment, the repair circuit 130 sends the 
no repair location available signal 1300 to indicate this 
condition to the system (not shoWn). 

[0050] While particular embodiments of the present 
invention have been described herein for purposes of illus 
tration, many modi?cations and changes Will become appar 
ent to those skilled in the art. Accordingly, the appended 
claims are intended to encompass all such modi?cations and 
changes as fall Within the true spirit and scope of this 
invention. 

1. A memory sub-system, comprising: 

(a) a main memory; 

(b) an ECC (Error Correction Code) circuit electrically 
coupled to the main memory; and 

(c) a hard fail identi?er circuit electrically coupled to the 
ECC circuit, 

Wherein the ECC circuit is capable of detecting a ?rst 
bit fail at a ?rst bit location at a ?rst location address 
of the main memory, 

Wherein the ECC circuit is further capable of sending 
an error ?ag signal to notify the hard fail identi?er 
circuit about the ?rst bit fail, 

Wherein the ECC circuit is further capable of sending 
the ?rst location address of the ?rst bit fail to the hard 
fail identi?er circuit, 

Wherein the ECC circuit is further capable of sending 
the ?rst bit location of the ?rst bit fail to the hard fail 
identi?er circuit, 

Wherein the ECC circuit is further capable of repairing 
data from the ?rst location address and sending the 
repaired data to the hard fail identi?er circuit, 

Wherein the hard fail identi?er circuit is capable of, in 
response to the error ?ag signal being sent, deter 
mining and tracking the number of times of failure 
occurring at the ?rst location address and the ?rst bit 
location, 

Wherein the hard fail identi?er circuit is further capable 
of determining Whether the number of times of 
failure at the ?rst location address and the ?rst bit 
location is equal to a predetermined threshold value, 
and 

Wherein the hard fail identi?er circuit is further capable 
of, in response to the hard fail identi?er circuit 
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determining that the number of times of failure is 
equal to the predetermined threshold value, sending 
a threshold reached signal to indicate that the ?rst bit 
fail is a hard fail. 

2. The memory sub-system of claim 1, further compris 
ing: 

a repair circuit electrically coupled to the hard fail iden 
ti?er circuit; and 

a redundant memory electrically coupled to the main 
memory and the repair circuit, 

Wherein the repair circuit is capable of, in response to 
the threshold reached signal being sent, determining 
Whether there is an available redundant memory 
location in the redundant memory, and 

Wherein the repair circuit is further capable of, in 
response to the repair circuit determining that there 
is an available redundant memory location in the 
redundant memory, selecting the available redundant 
memory location of the redundant memory to replace 
a defective main memory location of the main 
memory at the ?rst location address, such that When 
ever the ?rst location address of the ?rst bit fail 
appears on an address bus of the main memory, the 
selected redundant memory location is accessed 
instead of the defective main memory location of the 
main memory. 

3. The memory sub-system of claim 2, Wherein the repair 
circuit is further capable of sending a no repair location 
available signal in response to the repair circuit determining 
that there is no available redundant memory location in the 
redundant memory for replacing the defective main memory 
location in the main memory. 

4. The memory sub-system of claim 1, further comprising 
a threshold setting circuit electrically coupled to the hard fail 
identi?er circuit, Wherein the threshold setting circuit is 
capable of providing the predetermined threshold value to 
the hard fail identi?er circuit. 

5. The memory sub-system of claim 1, 

Wherein the hard fail identi?er circuit is further capable of 
forwarding the repaired data to a repair circuit in 
response to the hard fail identi?er circuit determining 
that the number of times of failure is equal to the 
predetermined threshold value, and 

Wherein the hard fail identi?er circuit is further capable of 
forWarding the ?rst location address to the repair circuit 
in response to the hard fail identi?er circuit determining 
that the number of times of failure is equal to the 
predetermined threshold value. 

6. The memory sub-system of claim 5, 

Wherein the repair circuit is further capable of forwarding 
the repaired data and a Write repaired data signal to a 
redundant memory, in response to receiving the thresh 
old reached signal from the hard fail identi?er circuit 
and subsequently identifying an available redundant 
memory location to be used to replace the failing main 
memory location, and 

Wherein the repaired data is Written into the selected 
redundant memory location in response to the Write 
repaired data signal. 
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7. The memory sub-system of claim 1, further compris 
ing: 

an eFUSE repair circuit electrically coupled to the hard 
fail identi?er circuit; 

a redundant memory electrically coupled to the main 
memory; and 

an FARR (Fuse Address Repair Register) circuit electri 
cally coupled to the redundant memory and the eFUSE 
repair circuit, 
Wherein the eFUSE repair circuit receives a fuse bloW 

voltage, 

Wherein the eFUSE repair circuit is capable of, in 
response to the threshold reached signal being sent, 
determining Whether there is an available redundant 
memory location in the redundant memory, 

Wherein the eFUSE repair circuit is further capable of, 
in response to the eFUSE repair circuit determining 
that there is an available redundant memory location 
in the redundant memory, selecting the available 
redundant memory location of the redundant 
memory to replace a defective main memory loca 
tion of the main memory at the ?rst location address, 
and 

Wherein the eFUSE repair circuit is further capable of 
applying the fuse bloW voltage to bloW out some 
fuses of the eFUSE circuit, thereby programming the 
FARR circuit such that Whenever the ?rst location 
address of the ?rst bit fail appears on an address bus 
of the main memory, the selected redundant memory 
location is accessed instead of the defective main 
memory location of the main memory. 

8. The memory subsystem of claim 1, Wherein the hard 
fail identi?er circuit comprises a failure stack electrically 
coupled to the ECC circuit, 

Wherein the failure stack comprises N entries, 

Wherein N is a positive integer, 

Wherein each of the N entries comprises a use bit, an 
address ?eld, an age ?eld, and a bit location ?eld, 

Wherein the N entries comprises M unavailable entries 
and P available entries, M and P being non-negative 
integers, 

Wherein M plus P is equal to N, and 

Wherein each of the M unavailable entries stores a bit fail. 

9. The memory subsystem of claim 8, 

Wherein the hard fail identi?er circuit further comprises a 
compare circuit electrically coupled to the ECC circuit 
and the failure stack, 

Wherein the compare circuit is capable of, in response to 
the error ?ag signal being sent, determining Whether 
the ?rst location address is equal to any of the contents 
of the address ?elds of the M unavailable entries in the 
failure stack, and 

Wherein the compare circuit is further capable of, in 
response to the error ?ag signal being sent and the ?rst 
location address being found on the failure stack, 
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determining Whether the ?rst bit location is equal to the 
bit location of the matching stack entry. 

10. A memory sub-system operation method, comprising: 

providing a memory sub-system Which includes (a) a 
main memory, (b) an ECC (Error Correction Code) 
circuit electrically coupled to the main memory, and (c) 
a hard fail identi?er circuit electrically coupled to the 
ECC circuit; 

in response to a ?rst bit fail at a ?rst bit location and at a 
?rst location address of the main memory occurring, 
using the ECC circuit to send an error ?ag signal to the 
hard fail identi?er circuit; 

in response to the ?rst bit fail occurring, using the ECC 
circuit to further send the ?rst location address of the 
?rst bit fail to the hard fail identi?er circuit; 

in response to the ?rst bit fail occurring, using the ECC 
circuit to further send the ?rst bit location of the ?rst bit 
fail to the hard fail identi?er circuit; 

in response to the ?rst bit fail occurring, using the ECC 
circuit to further repair data from the ?rst location 
address and send the repaired data to the hard fail 
identi?er circuit; 

in response to the error ?ag signal being sent, using the 
hard fail identi?er circuit to determine and track the 
number of times of failure at the ?rst location address 
and the ?rst bit location; 

using the hard fail identi?er circuit to further determine 
Whether the number of times of failure is equal to a 
predetermined threshold value; and 

using the hard fail identi?er circuit to further send a 
threshold reached signal in response to the hard fail 
identi?er circuit determining that the number of times 
of failure is equal to the predetermined threshold value. 

11. The method of claim 10, further comprising: 

in response to the threshold reached signal being sent, 
using a repair circuit to determine Whether there is an 
available redundant memory location in a redundant 
memory, 

in response to the repair circuit determining that there is 
an available redundant memory location in the redun 
dant memory, using a repair circuit to further select the 
available redundant memory location of the redundant 
memory to replace a defective main memory location 
of the main memory at the ?rst location address, such 
that Whenever the defective location address appears on 
the address bus of the main memory, the selected 
redundant memory location is accessed instead of the 
defective main memory location of the main memory, 

Wherein the memory sub-system further includes (i) the 
repair circuit electrically coupled to the hard fail 
identi?er circuit, and (ii) the redundant memory 
electrically coupled to main memory and the repair 
circuit. 

12. The method of claim 11, Wherein the repair of the 
defective main memory location of the main memory at the 
?rst location address is a hard repair. 

13. The method of claim 11, Wherein the repair of the 
defective main memory location of the main memory at the 
?rst location address is a soft repair. 
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14. The method of claim 11, using the repair circuit to 
further send a no repair location available signal in response 
to the repair circuit determining that there is no available 
redundant memory location in the redundant memory for 
replacing the defective main memory location in the main 
memory. 

15. The method of claim 10, further comprising using a 
threshold setting circuit to provide the predetermined thresh 
old value to the hard fail identi?er circuit, 

Wherein the memory sub-system further includes the 
threshold setting circuit electrically coupled to the hard 
fail identi?er circuit. 

16. Method of claim 10, further comprising: 

using the hard fail identi?er circuit to forWard the repaired 
data to a repair circuit in response to the hard fail 
identi?er circuit determining that the number of times 
of failure is equal to the predetermined threshold value; 
and 

using the hard fail identi?er circuit to forWard the ?rst 
location address to the repair circuit in response to the 
hard fail identi?er circuit determining that the number 
of times of failure is equal to the predetermined thresh 
old value. 

17. The method of claim 16, further comprising: 

using the repair circuit to forWard the repaired data and a 
Write repaired data signal to the redundant memory, in 
response to the hard fail identi?er circuit determining 
that the number of times of failure is equal to the 
predetermined threshold value, and the repair circuit 
subsequently identifying an available redundant 
memory location to be used to replace the failing main 
memory location at the ?rst location address; and 

Writing the repaired data into the selected redundant 
memory location in response to the Write repaired data 
signal being sent by the repair circuit. 

18. The method of claim 10, further comprising: 

using an eFUSE repair circuit to receive a fuse bloW 
voltage; 

in response to the threshold reached signal being sent, 
using the eFUSE repair circuit to determine Whether 
there is an available redundant memory location in a 
redundant memory; 

in response to the e FUSE repair circuit determining that 
there is an available redundant memory location in the 
redundant memory, using the eFUSE repair circuit to 
further select the available redundant memory location 
of the redundant memory to replace a defective main 
memory location of the main memory at the ?rst 
location address; and 

using the eFUSE repair circuit to further apply the fuse 
bloW voltage to bloW out some fuses of the eFUSE 
circuit, thereby programming a FARR (Fuse Address 
Repair Register) circuit such that Whenever the ?rst 
location address of the ?rst bit fail appears on an 
address bus of the main memory, the selected redundant 
memory location is accessed instead of the defective 
main memory location of the main memory, 

Wherein the memory sub-system further includes (i) the 
eFUSE repair circuit electrically coupled to the hard 
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fail identi?er circuit, (ii) the redundant memory 
electrically coupled to main memory, and (iii) the 
FARR (Fuse Address Repair Register) circuit elec 
trically coupled to the redundant memory and the 
eFUSE repair circuit. 

19. A memory sub-system, comprising: 

(a) a main memory; 

(b) an ECC (Error Correction Code) circuit electrically 
coupled to the main memory; 

(c) a hard fail identi?er circuit electrically coupled to the 
ECC circuit; 

(d) a repair circuit electrically coupled to the hard fail 
identi?er circuit; 

(e) a redundant memory electrically coupled to the main 
memory and the repair circuit; and 

(f) a threshold setting circuit electrically coupled to the 
hard fail identi?er circuit, 

Wherein the ECC circuit is capable of detecting a ?rst 
bit fail at a ?rst bit location at a ?rst location address 
of the main memory, 

Wherein the ECC circuit is further capable of sending 
an error ?ag signal to notify the hard fail identi?er 
circuit about the ?rst bit fail, 

Wherein the ECC circuit is further capable of sending 
the ?rst location address of the ?rst bit fail to the hard 
fail identi?er circuit, 

Wherein the ECC circuit is further capable of sending 
the ?rst bit location of the ?rst bit fail to the hard fail 
identi?er circuit, 

Wherein the ECC circuit is further capable of repairing 
data from the ?rst location address and sending the 
repaired data to the hard fail identi?er circuit, 

Wherein the hard fail identi?er circuit is capable of, in 
response to the error ?ag signal being sent, deter 
mining and tracking the number of times of failure 
occurring at the ?rst location address and the ?rst bit 
location, 

Wherein the hard fail identi?er circuit is further capable 
of determining Whether the number of times of 
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failure at the ?rst location address and the ?rst bit 
location is equal to a predetermined threshold value, 

Wherein the hard fail identi?er circuit is further capable 
of, in response to the hard fail identi?er circuit 
determining that the number of times of failure is 
equal to the predetermined threshold value, sending 
a threshold reached signal to indicate that the ?rst bit 
fail is a hard fail, 

Wherein the repair circuit is capable of, in response to 
the threshold reached signal being sent, determining 
Whether there is an available redundant memory 
location in the redundant memory, 

Wherein the repair circuit is further capable of, in 
response to the repair circuit determining that there 
is an available redundant memory location in the 
redundant memory, selecting the available redundant 
memory location of the redundant memory to replace 
a defective main memory location of the main 
memory at the ?rst location address, such that When 
ever the ?rst location address of the ?rst bit fail 
appears on an address bus of the main memory, the 
selected redundant memory location is accessed 
instead of the defective main memory location of the 
main memory, and 

Wherein the threshold setting circuit is capable of 
providing the predetermined threshold value to the 
hard fail identi?er circuit. 

20. The memory device of claim 19, 

Wherein the hard fail identi?er circuit is further capable of 
forWarding the repaired data to the repair circuit in 
response to the hard fail identi?er circuit determining 
that the number of times of failure is equal to the 
predetermined threshold value, and 

Wherein the hard fail identi?er circuit is further capable of 
forWarding the ?rst location address to the repair circuit 
in response to the hard fail identi?er circuit determining 
that the number of times of failure is equal to the 
predetermined threshold value. 


