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RAPID IDENTIFICATION OF MESSAGE 
AUTHENTICATION 

RELATED APPLICATIONS 

[0001] The present application is a continuation-in part 
and claims priority to co-pending US. patent application 
Ser. No. 10/778,956, ?led on Feb. 12, 2004, entitled 
“Method and Apparatus for Implementing a Micropayment 
System to Control Email Spam,” the disclosure of Which is 
incorporated by reference herein in its entirety. 

FIELD 

[0002] The invention relates generally to network security 
and more particularly to message authentication mecha 
nisms. 

BACKGROUND 

[0003] Electronic mail (email) communication is becom 
ing increasingly pervasive throughout the World. Enterprises 
rely on email to conduct business, governments rely on 
email to communicate, and individuals rely on email to 
conduct their affairs. 

[0004] In recent years, email communication has 
expanded to include Instant Messaging (IM) and Text Mes 
saging. Communications noW use any computer (processing 
device) or combination of portable devices that may interact 
Wirelessly or interact over a combination of Wired and 
Wireless networks. Some techniques also use groupWare 
Where more than tWo or more people interact With one 
another via direct communications. These techniques 
present real-time or near real-time communication With 
individuals via their portable devices, such as Personal 
Digital Assistants (PDA’s), phones, etc. IM has also become 
popular in virtual communities, Where members interact 
With one another electronically in user-formed communities, 
associations, or groups. 

[0005] Unfortunately, mass marketers and nefarious indi 
viduals have Watered doWn the usefulness of email commu 
nication. That is, spam, Phishing techniques, and even 
computer viruses are noW regularly proliferated via email. 
As a result, many individuals and entities have invested in 
expensive ?ltering mechanisms and/or have limited the 
extent to Which they may vieW their messages. In some 
cases, individuals may even carry multiple email accounts 
and may only vieW some of their email accounts on a very 
infrequent basis. These situations make it dif?cult for legiti 
mate enterprises to reach their customers/clients. 

[0006] In effect, individuals have become desensitiZed to 
their email because their inboxes are bursting With far too 
many junk emails of no value to them or even Worse 
potentially harmful to them. Harmful emails can include 
such things as viruses that damage a users’ device or ?les or 
Phishing emails that link a user to a bogus World-Wide Web 
(WWW) site for purposes of obtaining con?dential infor 
mation about the user. The latter technique is often used to 
illegally access ?nancial accounts and/or to assume an 
online identity of a user. 

SUMMARY 

[0007] In various embodiments, techniques are presented 
for rapid identi?cation of message authentication. In one 
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embodiment a method is provided that identi?es a message 
directed to a recipient and determines When the message 
includes identifying information associated With a sender of 
that message. When the identifying information is present, 
an external service is requested to authenticate an identity of 
the sender and to provide distinctive metadata With the 
message for purposes of uniquely identifying the sender to 
the recipient. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a diagram of method for rapidly identi 
fying message authentication, according to an example 
embodiment. 

[0009] FIG. 2 is a diagram of another method for rapidly 
identifying message authentication, according to an example 
embodiment. 

[0010] FIG. 3 is a diagram of a message authentication 
system, according to an example embodiment. 

DETAILED DESCRIPTION 

[0011] FIG. 1 is a diagram of method 100 for rapidly 
identifying message authentication, according to an example 
embodiment. The method 100 (hereinafter “mes sage authen 
tication service”) is implemented as instructions in a 
machine-accessible and readable medium. The instructions 
When accessed by a machine perform the processing 
depicted in FIG. 1. The message authentication service is 
also operable over a netWork, and the netWork may be Wired, 
Wireless, or a combination of Wired and Wireless. 

[0012] Initially, a message, such as an electronic mail 
(email), message is constructed by a sender using a sender’s 
message client or messaging service and is sent over a 
netWork, such as the Internet, to a recipient. The header 
information associated With the message can include a 
variety of information that the message authentication ser 
vice may subsequently detect and use for purposes of 
ensuring that the message is authenticated. 

[0013] For example, the message may include a signature, 
a key, such as a public key of a domain or of a speci?c 
sender. Alternatively, the message may include a serial 
number. In some cases, the message may just include the 
domain path from an originating sender’s messaging server 
that the message originated from. In still other situations, the 
header may include a variety or multiple types of informa 
tion that may be relevant to authentication of either the 
sender or the domain of the sender. 

[0014] The message client of the sender may or may not 
be modi?ed to include the additional information (herein 
referred to as “identifying information”) included in the 
header of a message. That is, the message client may be 
designed to cooperate and supply information expected by 
the message authentication service or the message client 
may be completely unaWare of the message authentication 
service and may construct and send messages in a normal 
fashion having normal header information assembled by the 
sender’s messaging client. 

[0015] When the message is received on or Within the 
environment of the recipient of the message, the message 
authentication service intercepts and initially inspects the 
message. This may be achieved via a prior con?guration 
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With the messaging client of the recipient or may be 
achieved via a reverse or transparent proxy arrangement, 
Where the message authentication service operates unbe 
knoWnst to the recipient’s messaging client and intercepts 
and inspects headers of received messages, Which are 
directed to a recipient. 

[0016] The processing of the message authentication ser 
vice is designed to rapidly authenticate a received message’s 
sender and/or a sender’s domain. It is noted that only 
identi?ed domains or senders may be authenticated and 
inspected by the message authentication service. That is, 
some messages may process normally in the recipient’s 
messaging client Without authentication techniques 
(described more completely beloW) being performed by the 
message authentication service. The speci?c senders or 
domains that are authenticated may be identi?ed according 
to custom rules or policies. This permits some messages to 
process normally Whereas others are selectively processed in 
the manners described more completely beloW. 

[0017] With this initial context, the processing of the 
message authentication service Will noW be discussed With 
reference to FIG. 1. At 110, the message authentication 
service identi?es a message that is being directed to a 
recipient. This identi?cation process may occur in a variety 
of manners. For example, the message authentication service 
may intercept the message before it is received by a mes 
saging client of the recipient. Alternatively, the message 
authentication service may cooperate and integrate With at 
least some processing of the recipient’s messaging client to 
detect and identify the received message. 

[0018] At 120, the message authentication service deter 
mines When a message includes identifying information that 
the message authentication service is interested in knoWing 
about. The identifying information may, at 121, be located, 
detected, or discovered according to rules or policies, and 
these rules or policies may be associated With a speci?c 
sender, a speci?c domain, and/or a speci?c recipient. In 
some cases, at 122, the identifying information is detected 
by inspecting the header of a message for a key, a signature, 
serial number, or various combinations of these things 
representing the identifying information. It is also noted that 
the identifying information may be a path for a domain or 
may be a custom hash or encryption key as Well. The 
identifying information Was previously inserted by the mes 
saging client of the sender either in normal manners or in a 
custom manner designed to interact and cooperate With the 
processing of the message authentication service. 

[0019] At 130, the message authentication service makes 
a request to an external service to authenticate an identity of 
the sender or an identity of the domain associated With the 
sender by supplying the identifying information parsed from 
the message or header of the message. Again, policies or 
rules may drive the speci?c identity of the external authen 
tication service and the technique that is to be performed to 
authenticate the sender or the domain of the sender. 

[0020] For example, suppose that the identifying informa 
tion is a signature associated With America Online, such that 
America Online or Verisign® can be consulted to acquire a 
key, Which Was previously used to generate a signature value 
that is included in the message header. The independently 
acquired key is then used to generate an independent sig 
nature value from the message text and/ or header, Which can 
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then be compared to a signature value supplied as the 
identifying information With the message or message header. 
If a match occurs than this type of authentication technique 
may be vieWed as successful. 

[0021] It is noted that the type of authentication and the 
level of con?dence associated With the authentication are 
customiZable and may be altered according to rules or 
policies. So, multiple levels of authentication, strong authen 
tication, or Weak authentication may be used according to 
subscription services and rules or policies for any given 
recipient, sender, and/or domain. 

[0022] As another example, consider a message that is 
encrypted With public and private key encryption. The 
public key of the recipient may be used in combination With 
a private key of the sender or domain and used to encrypt the 
entire message text. The type of authentication may be listed 
as the identifying information in the header of the message 
and the message authentication service may consult an 
external service to decrypt the message using a server 
administered private key for the sender or domain. If decryp 
tion occurs, then authentication Was successful. This type of 
authentication may be vieWed as stronger since dual key 
encryption is used and since the server administers and 
maintains the private keys Without distributing them and 
supplies a decryption service that decrypts the encrypted 
message text on behalf of the recipient. Alternatively, a 
service may provide the public key and decryption can be 
done independently by an administrator. For example, 
decryption could be done locally by a user’s or recipient’s 
machine, device, or locally accessible devices. 

[0023] In fact, a variety of identi?ers and authentication 
may be used. The degree of complexity and level of security 
are customizable and can be integrated With the teachings 
presented herein. 

[0024] At 140, the message authentication service pro 
vides distinctive metadata that is to be associated With the 
received message When the identity or domain of the sender 
is properly authenticated. The distinctive metadata permits a 
recipient to rapidly discern that the message has been 
authenticated With respect to either the sender or the domain 
or both the sender and the domain. Moreover, the distinctive 
metadata can change over time. For instance, an enterprise 
may change its logo. So, the distinctive metadata does not 
have to be vieWed as being static, in some cases policies may 
permit it to be dynamically updated or altered as needed or 
desired. It is also noted that the distinctive metadata is 
displayed Within the inbox of the messaging client for the 
recipient and does not have to be displayed Within the 
message itself. 

[0025] For example, at 141, a portion of the distinctive 
metadata may be a graphic trademark icon or image asso 
ciated With a domain of the sender. So, if the domain is 
America Online®, a portion of the distinctive metadata may 
be a trademark logo image associated With American 
Online®. It is noted, that the graphical image or icon does 
not have to be associated With an enterprise, it may just as 
easily be associated With a speci?c individual. In some 
cases, the image or icon may be associated With a speci?c 
email address and multiple individuals may share the same 
email address. So, the degree of speci?city may be custom 
iZed. Graphic image or icon customiZation may occur at the 
email level, at email aggregation levels for groups, at the 
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domain level, at sub domain levels, etc. Moreover, the 
speci?c graphical image or icon may be customized and 
assigned by either the recipient or the sender according to 
their oWn desired pro?les. Moreover, multiple domains that 
are identi?ed With a speci?c enterprise may be mapped to a 
single graphical icon or image for that enterprise. 

[0026] According to an embodiment, at 142, a variety of 
more detailed information may also be associated With 
various other portions of the distinctive metadata. For 
instance, a speci?c authentication type, an identity for the 
sender, an identity for the sender’s domain, and/ or a date and 
time that authentication Was performed. In fact, the detailed 
information may also include other related information such 
as hypertext links to other information or to recipient 
de?ned custom information. The detailed information may 
be presented When the recipient brings the graphical image 
or icon into focus Within the recipient’s messaging client. 
For example, a mouse may be situated over an icon and 
When this occurs focus is directed to the distinctive metadata 
and the additional information is depicted for the recipient to 
vieW. In other cases, the graphical icon is selectable such that 
When it is double-clicked on the detailed information pops 
up in another WindoW for the recipient to vieW. 

[0027] In fact, the distinctive metadata does not have to 
exclusively be limited to graphical images. At 150, the 
metadata may be represented as an audible sound or jingle, 
a unique vibration, or even a distinct odor. So, the distinctive 
metadata may be used to drive aspects of devices that may 
cause the devices to perform some other operation, such as 
vibrate, play a tune, or emit an odor. 

[0028] The point is that the identifying information 
included and detected With the message is validated or 
authenticated according to policy or rule and then other 
policies or rules permit distinctive metadata to be associated 
With successful validation or authentication. The distinctive 
metadata is then integrated into features of the recipient’s 
messaging client to rapidly communicate to the recipient 
that the message is authentic. The degree of information 
presented and the manner in Which the presentation is made 
is also con?gurable according to one or more rules or 
policies. 

[0029] In an embodiment, at 160, the recipient’s messag 
ing client may also be con?gured to include distinctive 
metadata for each message received in spite of the fact that 
some messages may not actually participate in the authen 
tication process described above. In such scenarios, the 
message authentication service may produce a generic 
graphical icon and add it to a non participating message’s 
metadata. This generic graphical icon may be used to rapidly 
alert the recipient to the fact that a particular message did not 
undergo the normal authentication process. The recipient 
may then decide to route such messages to prede?ned 
folders for further processing, such as virus scans, spam 
?lters, etc., or may elect to discard or vieW the messages at 
the recipient’s oWn peril. 

[0030] In this manner, a recipient may be capable of 
readily discerning from a listing of messages Which mes 
sages are authenticated and Which are not; and, in the case 
of processing at 150, graphical information that is highly 
likely to identify the sender (e.g., a bofa logo, etc.) Custom 
?lters or routing algorithms may also be applied in response 
to the metadata added by the message authentication service, 
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if desired by the recipient. Moreover, each message may be 
associated With different degrees of authentication and may 
include custom levels of information in their metadata. 

[0031] As an example application, consider a Web-based 
email client that presents a listing of emails along With some 
message-client supplied metadata, such as sender identi? 
cation, subject header, date and time received, etc. The 
processing of the message authentication service may be 
integrated to sit on top of such a client to alter the presen 
tation of the listing to include customiZed graphical images 
and customiZed metadata for messages that have been 
authenticated, or in some cases for all messages including 
those not participating. Each image may rapidly identify for 
the recipient the identity of the sender and/ or the identity of 
the domain used by the sender. The authentication may 
include sender and domain, just the domain, or just the 
sender. A recipient may also mouse over or select any given 
image and receive other custom information from the cus 
tom metadata supplied by the message authentication ser 
vice. The recipient may also set up ?lters or routing algo 
rithms to automatically process messages in response to 
information included in the custom metadata. Such process 
ing permits rapid identi?cation of message authentication 
from the perspective of the recipient. 

[0032] It is also noted, that the message authentication 
service may actually be a remote service that is not directly 
installed Within the environment of the recipient’s message 
client. In such cases, a proxy may be used to detect messages 
and forWard them to the remote message authentication 
service for generation of the custom and distinct metadata. 
Another application may superimpose the custom and dis 
tinct metadata in vieWs presented by the recipient’s message 
client. So, the message authentication service does not have 
to be integrated and coupled With the recipient’s messaging 
client; although it can be. 

[0033] It is also Worth noting that techniques of the 
message authentication service are not speci?cally limited to 
email-based messaging. That is, any type of messaging such 
as IM and TM may be used and may bene?t from the 
techniques presented herein. For example, a phone’s TM or 
IM capabilities may be augmented to process the message 
authentication service, such that authentication is rapidly 
identi?ed via custom vibrations and/or custom sounds and 
images. 

[0034] FIG. 2 is a diagram of another method 200 for 
rapidly identifying message authentication, according to an 
example embodiment. The method (hereinafter referred to a 
“message authentication identifying service”) is imple 
mented as instructions in a machine-accessible and readable 
medium and is accessible over a netWork. The netWork may 
be Wired, Wireless, or a combination of Wired and Wireless. 
The instructions When accessed by a machine perform the 
processing depicted in FIG. 2. The message authentication 
identifying service presents an alternative processing per 
spective to What Was presented above With respect to the 
method 100 of the FIG. 1. 

[0035] At 210, the message authentication identifying 
service receives an email message from a sender. Again, 
receipt of this email may occur in a variety of manners, such 
as direct forWarding from a recipient’s email client, inter 
ception of the message before being received by the recipi 
ent’s email client, and the like. 
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[0036] At 220, the message authentication identifying 
service externally authenticates the sender and/or domain of 
the sender. That is, the message authentication identifying 
service enlists the services of an external system or appli 
cation to provide an indication that the email received is in 
fact from a sender that it purports to be sent from and/or is 
in fact coming from a domain that is trusted or knoWn to be 
associated With the sender or from an entity that the message 
authentication identifying service trusts. 

[0037] According to an embodiment, at 221, the particular 
authentication service that the message authentication iden 
tifying service enlists help from may be selected in response 
to a dynamically evaluated rule or policy. So, the message 
authentication identifying service may dynamically and in 
real time determine the identity of the authentication service 
to request authentication from. Determination for the rule or 
policy may be based on a variety of factors, such as the 
perceived identity of the sender, the perceived identity of the 
domain, a license agreement betWeen the recipient and the 
message authentication identifying service, and the like. 

[0038] At 230, the message authentication identifying 
service associates distinctive metadata for any authenticated 
sender and/or domain. Custom and distinctive metadata is 
generated, acquired, or assigned to the email in response to 
successful authentication. According to an embodiment, at 
231, this may entail acquiring the metadata according to 
rules associated With the sender, the recipient, and/or the 
domain of the sender. 

[0039] In an embodiment, at 232, the metadata may be 
represented in a variety of different manners or in a com 
bination of manners. So, the metadata may be represented as 
a graphical icon image, an audible sound, a vibration, an 
odor, or various combinations of these things. 

[0040] At 233, the metadata may also be represented as a 
composite data structure so as to include a variety of 
additional bene?cial information. For example, the compos 
ite data structure may include custom information types that 
identify various types of information included Within the 
metadata (e.g., hypertext links, images, sounds, etc.). In 
some cases, the schema associated With the metadata may be 
represented in as a Extensible Markup Language (XML) 
Schema De?nition (XSD). This permits subsequent appli 
cations to automatically parse, recogniZe, integrate, and 
utiliZe the composite data structure in an automatic, dynamic 
and real-time fashion. 

[0041] In still more embodiments, at 234, the message 
authentication identifying service may represent different 
portions of the metadata to identify the sender, the external 
authenticator (external authentication service used), and/or 
the domain of the sender. So, the metadata may include a 
variety of useful information that the recipient may vieW or 
acquire in a variety of custom manners. 

[0042] At 240, the message authentication identifying 
service presents the distinctive metadata, or at least a portion 
of the distinctive metadata, in connection With one or more 
vieWs of the email message that is provided to the recipient. 
For example, at 250, a portion of the custom metadata may 
be a graphical icon associated With the identity of either the 
sender or the domain of the sender or both. The graphical 
icon is presented for vieWing by the recipient Within a 
summary or listing vieW of the recipient’s email inbox. 
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[0043] FIG. 3 is a diagram of a message authentication 
system 300, according to an example embodiment. The 
message authentication system 300 is implemented in a 
machine-accessible and readable medium and is accessible 
over a Wired, Wireless, or a combination of Wired and 
Wireless netWorks. The message authentication system 300 
implements, among other things, the methods 100 and 200 
presented above With reference to the FIGS. 1 and 2. 

[0044] The message authentication system 300 includes a 
message authentication service 301 and a distinctive meta 
data service 302. Each of these Will noW be discussed in 
turn. 

[0045] The message authentication service 301 operates 
on top of or Within an environment of a recipient’s message 
client. As messages are received Within the environment of 
the recipient, the message authentication service 301 is 
activated either directly or indirectly, such as via calls from 
a proxy (reverse or transparent proxy). The message authen 
tication service 301 interacts With one or more external 
authentication services for purposes of authenticating mes 
sages received With respect to the identity of the sender, 
contents of the message itself, and/or the identity of the 
sender’s domain. Example processing for parsing identify 
ing information from messages and enlisting such services 
Were discussed above in detail With respect to the methods 
100 and 200 of the FIGS. 1 and 2, respectively. 

[0046] The contents of the messages may be authenticated 
by validating signatures supplied as identifying information 
With the messages. Another example of this Would be to 
decrypt encrypted messages, validate keys, validate serial 
numbers, etc. So, authentication may occur With respect to 
the sender, the domain, or the contents (With successful third 
party decryption of the contents), or combinations of all 
three of these items. 

[0047] In some cases, the message authentication service 
301 intercepts or acquires messages and enlists the services 
of one or more external authentication services to authenti 

cate messages before these messages are presented to a 
recipient Within a recipient’s email or message client. It is 
noted that only selective messages have to be processed by 
the message authentication service 301; that is, some mes 
sages may not be processed or may be ignored or generically 
processed by the message authentication service 301. Such 
scenarios Were described above With respect to the method 
100 and the FIG. 1. This may occur When a recipient desires 
that only certain domains or senders are to be processed or 
When a recipient desires to have all non participating senders 
or domains to be processed in a uniform manner so as to be 
readily identi?ed by the recipient. 
[0048] In other cases, the message authentication service 
301 may be con?gured to request the external authentication 
or the messages When speci?cally requested to do so by a 
recipient and/or after the messages are vieWed or accessible 
to the recipient. So, authentication does not have to occur 
before the messages are processed; although this can occur 
in some embodiments. 

[0049] The message authentication service 301 interacts 
With the distinctive metadata service 302 for purposes of 
communicating authenticated senders, domains, or message 
contents. The distinctive metadata service 302 may use one 
or more custom-de?ned rules or policies to generate or 
acquire distinctive metadata to associate With authenticated 
messages. 
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[0050] According to an embodiment, the distinctive meta 
data service 302 is external to the message authentication 
service 301. So, the distinctive metadata service 302 may be 
its oWn distinct and generic server-based service that can be 
dynamically consulted and interacted With. 

[0051] The distinctive metadata service 302 generates 
custom information for an authenticated message that is 
associated With metadata for that message. The information 
may be a graphic icon or it may be a combination of 
information. Additionally, the information may be a sound, 
a vibration, an odor, and the like. At least a portion of the 
information is presented With the message and summary 
listings of the message Within the recipient’s message client 
for purposes of permitting the recipient to rapidly identify 
the message’s authentication. Other portions of the infor 
mation may be acquired and brought into focus by the 
recipient or When speci?cally requested by the recipient. 

[0052] In some cases, the distinctive metadata service 302 
may provide generic metadata for messages not associated 
With the authentication of the message authentication service 
301. So, each message not processed by the message authen 
tication service 301 may receive its oWn generic identifying 
information. 

[0053] Example processing associated With the distinctive 
metadata service 302 and the message authentication service 
301 Were presented above With respect to the methods 100 
and 200 of the FIGS. 1 and 2. 

[0054] It is also noted that the metadata may be include a 
variety of information that may be used to automatically 
?lter or process the messages. Additionally, the messaging 
clients may include email, IM, and/or TM. The degree or 
authentication and level of metadata information and the 
manner in Which it is presented With a message are all 
customiZable and may be dynamically resolved according to 
rule or policy. 

[0055] The above description is illustrative, and not 
restrictive. Many other embodiments Will be apparent to 
those of skill in the art upon revieWing the above descrip 
tion. The scope of embodiments should therefore be deter 
mined With reference to the appended claims, along With the 
full scope of equivalents to Which such claims are entitled. 

[0056] The Abstract is provided to comply With 37 CPR. 
§1.72(b) and Will alloW the reader to quickly ascertain the 
nature and gist of the technical disclosure. It is submitted 
With the understanding that it Will not be used to interpret or 
limit the scope or meaning of the claims. 

[0057] In the foregoing description of the embodiments, 
various features are grouped together in a single embodi 
ment for the purpose of streamlining the disclosure. This 
method of disclosure is not to be interpreted as re?ecting that 
the claimed embodiments have more features than are 

expressly recited in each claim. Rather, as the folloWing 
claims re?ect, inventive subject matter lies in less than all 
features of a single disclosed embodiment. Thus the folloW 
ing claims are hereby incorporated into the Description of 
the Embodiments, With each claim standing on its oWn as a 
separate exemplary embodiment. 
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1. A method, comprising: 

identifying a message directed to a recipient; 

determining When the message includes identifying infor 
mation associated With a sender of the message; 

requesting an external service to authenticate an identity 
of the sender When the identifying information is 
present; and 

providing, When the identity is authenticated by the exter 
nal service, distinctive metadata With the message to 
uniquely identify the sender to the recipient before the 
recipient opens the message. 

2. The method of claim 1 further comprising at least one 
of: 

presenting the distinctive metadata as a unique graphical 
icon in a summary listing for the message; 

playing the distinctive metadata as an audible jingle When 
the message is inserted into a message queue of the 
recipient; 

activating a device to emit a unique vibration associated 
With the distinctive metadata When the message is 
inserted into the message queue of the recipient; and 

causing a distinctive odor to be emitted in response to the 
distinctive metadata When the message is inserted into 
the message queue of the recipient. 

3. The method of claim 1, Wherein determining further 
includes locating the identifying information according to 
rules associated With at least one of the sender, the recipient, 
and a domain associated With the message. 

4. The method of claim 3, Wherein providing further 
includes representing at least a portion the distinctive meta 
data as a graphic trademark associated With the sender or the 
domain of the sender. 

5. The method of claim 4 further comprising, presenting 
more detailed information associated With the metadata 
When the graphic trademark is brought into focus by the 
recipient, and Wherein the more detailed information 
includes at least one of a type of authentication used by the 
external service, an external service identity, a date and a 
time When authentication Was performed by the external 
service, a hypertext link to additional information, and 
custom information de?ned according to one or more rules. 

6. The method of claim 1, Wherein determining further 
includes inspecting a header of the message for at least one 
of a signature, a key and a serial number, Which represents 
the identifying information. 

7. The method of claim 1 further comprising, adding a 
generic graphical icon to the distinctive metadata When the 
message does not include the identifying information, and 
Wherein the generic graphical icon is presented With the 
message to the recipient to permit the recipient to determine 
that no authentication took place With the message. 

8. A method, comprising: 

receiving an electronic mail (email) message from a 
sender; 

externally authenticating the sender; 
associating distinctive metadata for the authenticated 

sender; and 
presenting the distinctive metadata in connection With one 

or more vieWs of the email message provided to a 
recipient of the email message. 
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9. The method of claim 8, wherein associating further 
includes acquiring the distinctive metadata according to one 
or more rules associated With at least one of the sender, the 
recipient, and a domain of the sender. 

10. The method of claim 8, Wherein associating further 
includes representing the distinctive metadata as at least one 
of a unique graphical icon, a unique audible sound, a unique 
vibration, and a unique odor. 

11. The method of claim 8, Wherein associating further 
includes representing the distinctive metadata as composite 
data structure including custom types of information, 
Wherein each different custom type of information is pre 
sented to the recipient according to a state associated With 
the distinctive metadata. 

12. The method of claim 8, Wherein externally authenti 
cating further includes selecting an authentication service to 
perform authentication in response to a rule or policy. 

13. The method of claim 8, Wherein associating further 
includes representing different portions of the distinctive 
metadata to identify at least one of an identity of the sender, 
an identity of an external authenticator, and an identity of a 
domain of the sender. 

14. The method of claim 8, Wherein presenting further 
includes presenting the distinctive metadata as a custom 
graphical icon associated With a domain of the sender Within 
a summary vieW of the recipient’s email inbox. 

15. A system, comprising: 

a message authentication service; and 

a distinctive metadata service, Wherein the message 
authentication service is to identify emails having iden 
tifying information and to request authentication for 
senders of the emails, and Wherein the message authen 
tication service is to interact With the distinctive meta 
data service for authenticated senders to acquire and 
present custom and distinctive metadata for each 
authenticated sender in a message client associated 
With a recipient. 
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16. The system of claim 15, Wherein the distinctive 
metadata service is external to the message authentication 
service. 

17. The system of claim 15, Wherein the message authen 
tication service interacts With one or more external authen 
tication services to perform authentication on the emails. 

18. The system of claim 15, Wherein the message authen 
tication service is to intercept emails sent to the message 
client and request the authentication of the senders before 
the emails are processed by the message client and before 
the emails are vieWable by the recipient Within the message 
client. 

19. The system of claim 15, Wherein the distinctive 
metadata service is to provide generic metadata for any 
senders not authenticated, and Wherein the message client is 
adapted to present the generic metadata With the appropriate 
emails associated With non authenticated senders. 

20. The system of claim 15, Wherein the custom and 
distinct metadata includes at least one of a custom graphical 
icon, a unique vibration, a unique sound, and a unique odor. 

21. The system of claim 15, Wherein the message authen 
tication service is to request the authentication of the senders 
after the emails are presented and accessible to the recipient. 

22. A method, comprising: 

receiving an electronic mail (email) message from a 
sender; 

externally authenticating the sender; 

associating distinctive metadata for the authenticated 
sender; and 

using the distinctive metadata to separate or ?lter other 
email messages and the email message provided to a 
recipient into categories, folders, or buckets of infor 
mation. 


