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(57) ABSTRACT 

A pluggable architecture alloWs security and business logic 
plugins to be inserted into a security service hosted by a 
server, and to control access to one or more secured 

resources on that server, on another server Within the secu 

rity domain, or between security domains. The security 
service may act as a focal point for security enforcement, 
and access rights determination, and information used or 
determined Within one login process can ?oW transparently 
and automatically to other login processes. Entitlements 
denote What a particular user may or may not do With a 
particular resource, in a particular context. Entitlements 
re?ect not only the technical aspects of the secure environ 
ment (the permit or deny concept), but can be used to 
represent the business logic or functionality required by the 
server provider. In this Way entitlements bridge the gap 
between a simple security platform, and a complex business 
policy platform. 
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SYSTEM AND METHOD FOR SERVER SECURITY 
AND ENTITLEMENT PROCESSING 

CLAIM OF PRIORITY 

[0001] This application is a divisional of US. patent 
application Ser. No. 09/878,536, entitled “SYSTEM AND 
METHOD FOR SERVER SECURITY AND ENTITLE 
MENT PROCESSING,” by Paul B. Patrick, ?led Jun. 11, 
2001, Which is hereby incorporated herein by reference. 

COPYRIGHT NOTICE 

[0002] A portion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Office 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

FIELD OF THE INVENTION 

[0003] The invention is related generally to server security 
mechanisms, and speci?cally to an architecture for server 
security. 

BACKGROUND OF THE INVENTION 

[0004] Over the years the term “security” as applied to 
server technology, and particularly to e-commerce servers, 
has expanded to cover several aspects of a secure environ 
ment. The original de?nition of the term has alWays envis 
aged a mechanism for validating a particular user’s (or 
client’s) identity, and preventing that user from retrieving, 
vieWing, or otherWise accessing, information on the server 
Which they are not alloWed to access. 

[0005] FIG. 1 shoWs a typical example of a security 
mechanism commonly used today. Clients 102, 104 access 
a secured resource such as an application server 106 via a 

number of protocols; including for example http (hypertext 
transfer protocol) 110 and IIOP (Internet Inter-ORB proto 
col) 112. The access requests are ?ltered through a security 
layer 108 Which determines, typically based on a set of 
hardWired rules, Whether to alloW or disalloW the requested 
access. The security layer may be a component of the 
protected resource (eg. the application server itself) or may 
operate as a separate entity (for example as part of a ?reWall 
system or device). 

[0006] With current systems little or no attempt is made to 
analyZe the nature of the access request, the type of client, 
or the type of protected resource. As such, security is often 
thought of as a simple “permit or deny” mechanism, 
designed in such a Way as to understand the protected 
resources provided by the server, and to adhere to a pre 
de?ned set of rules governing a user’s or a client’s access 
rights to those resources. There is little or no understanding 
of the manner in Which the request is made, or the environ 
mental setting in Which a particular user may make a request 
to access a resource, and the security mechanism does not 
lend itself to easy modi?cation of the rules to re?ect neW 
changes in business policy regarding security. 

[0007] Attempts have been made to develop the concept of 
security and particularly server security to include informa 
tion that re?ects a user’s particular environment, and the 
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manner in Which a request to access a particular secure 
resource is phrased. Similarly, attempts have been made to 
provide security mechanisms that can be easily modi?ed to 
re?ect changes in business policy, security policy, and 
access rights. These methods still typically require an appli 
cation programmer to be responsible for assembling a set of 
business policy queries together and asking the question, “is 
this OK rZiis this access acceptable according to the secu 
rity rules?” What is needed is a mechanism to make this 
process all inclusive so that the programmer does not have 
to understand the business semantics and the business policy 
rules in order to be able to develop programs and applica 
tions that ask security related business policy questions. 

[0008] Recently, aneW set of requirements concerning the 
securing of resources has emerged from discussions With 
application server customers and system integrators. These 
neW requirements are expressed in terms of security from 
the point of vieW of an application instead of infrastructure. 
A key differentiation Within these neW requirements is the 
existence of business policy enforcement. The enforcement 
of business policy is typically described in terms of actions 
that a user is “entitled” to perform based on the role in Which 
they are acting and the context of the business request. 
Customers and system integrators are frustrated With the fact 
that they are required to embed code that enforces business 
policy Within applications. Embedding this type of logic 
creates deployment problems, in that the application must be 
modi?ed, tested, and re-deployed each time the business 
policies are changed. Given the rate at Which business policy 
changes, the current requirements for modi?cation and re 
deployment are unacceptable. 

[0009] Customers and system integrators Would ideally 
like to have these neW authoriZation capabilities universally 
applied across the different types of execution and resource 
containers, including for example those for Enterprise Java 
Bean (EJB), Web Applications (Servlet, JSP), as Well as 
other types of business and resource containers. Role-based 
access control (RBAC) is becoming one of the primary form 
of authoriZation requested by customers and system inte 
grators. The trend in use of roles alloWs organizational 
identity to be used as an abstract form of identity When 
making authorization decisions. The use of roles provides a 
mechanism to reduce both the cost and errors in the admin 
istration of application security since it simpli?es the 
amount of administration. 

[0010] The Java 2 Enterprise Edition (J2EE) de?nes a 
declarative form of role-based access control. HoWever, 
because it is based on a declarative scheme, the association 
of roles to principals is static. In addition, the current Java 
2 Enterprise Edition speci?cation provides no means by 
Which the context of a business request, such as the param 
eters of the request or the identity of the target, can be taken 
into account When determining the roles to be associated 
With a given principal. Consequently, application developers 
are required to implement business policy rules Within the 
application to compute dynamic roles associations in order 
to support concepts like “oWner”. 

[0011] Customers and system integrators noWadays 
demand a richer set of authoriZation capabilities than those 
provided With the permission-based security de?ned by Java 
2 security and the role-based access control de?ned in Java 
2 Enterprise Edition. The foundation of the requirements for 
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this richer level of authorization can be found in the inter 
section of classical authorization mechanisms, such as 
Access Control Lists, and business policy enforcement; and 
include the ability to take the context of the business request 
into consideration When making an authorization decision. 
The request context may include the identity of the target 
object, the value of the parameter of the request, and 
potentially environmental information such as the network 
or IP address of the initiating client. 

[0012] The lack of a single mechanism through Which to 
integration these neW authorization capabilities, regardless 
of execution or resource container type, is a point of 
frustration With customers and system integrators. The Ser 
vice Provider Interface (SPI) is the mechanism used by 
several application servers, including the WebLogic Server 
product from BEA Systems, Inc., San Jose, Calif., to alloW 
integration With external authorization providers. This SPI 
realm has a number of limitations that limit it’s ability to be 
used as a successful means to integrate 3rd-party authori 
zation mechanisms, or neW authorization capabilities being 
required by customers and system integrators. 

[0013] One of the largest limitations With the current 
“realm” SPI is scope of enforcement. Currently, the enforce 
ment scope of the realm mechanism does not cover 
resources such as Enterprise Java Bean and Web Applica 
tions. In particular, the realm is focused on RMI style 
resources such as JMS destinations, entries in JNDI, and 
servlets at a course-grained level. While the realm could 
conceivably be updated to hold the de?nition of the autho 
rization policies required to support protection of such 
resources, it is the other limitations that ultimately make the 
realm an unrealistic mechanism to address all the authori 
zation requirements. 

[0014] The second limitation of the current realm SPI is 
point of enforcement. The current realm mechanism does 
not alloW the point at Which the decision is made to alloW 
access to a protected resource to exist Within the realm itself. 
Instead, the point of enforcement is Within the application 
server itself. Because of this approach, the current realm is 
de?ned to support only a permission-based authorization 
mechanism Where the realm simply acts as a database of 
Access Control Lists. The complexities of providing a Java 
2 Policy object that can also support the Java 2 sandbox rules 
is unacceptable to most vendors. 

[0015] Yet another limitation is the Enforcement Mecha 
nism Support of the current realm SPI. As With the point of 
enforcement, the enforcement mechanisms alloWed by the 
current realm SPI are limited to those based on permission 
based authorization mechanisms. This is counter to the 
capabilities of the leading 3rd-party authorization providers, 
the integration of Which is being requested by customers and 
systems integrators on a daily basis. 

[0016] JAVA, JAVA TWO ENTERPRISE EDITION 
(J2EE), and ENTERPRISE JAVABEANS (EJB) are trade 
marks of Sun Microsystems, Inc. WEBLOGIC is a trade 
mark of BEA Systems, Inc. 

[0017] Together, these limitations constrain the types of 
authorization providers that can be integrated With an enter 
prise application server Without minimizing the value propo 
sition of the provider. There remains no current capability to 
obtain the context of the request in order to provide the rich 
authorization requested. 

Jul. 5, 2007 

SUMMARY OF THE INVENTION 

[0018] The invention is related generally to server security 
mechanisms, and speci?cally to an architecture that provides 
for server security and entitlement processing. A pluggable 
architecture alloWs security and business logic plugins to be 
inserted into a security service hosted by a server, and to 
control access to one or more secured resources on that 

server, on another server Within the security domain, or 
betWeen security domains. The security service may act as 
a focal point for security enforcement, and access rights 
determination, and information used or determined Within 
one login process can ?oW transparently and automatically 
to other login processes. 

[0019] The invention also introduces the concept of 
entitlements that are used Within an access context. As used 
in the context of this application, a “user” or a “client” may 
refer to the same thingieither a physical person, a hardWare 
device or softWare application under control of the physical 
person, or a hardWare device or softWare application oper 
ating under autonomous control Without user intervention. 
The user (or client) is the entity Which is trying to access a 
protected resource on the server. This protected resource 
may, for example, be a softWare application running on the 
server, a particular Web page or portion of a Web site, or a 
database etc. 

[0020] When the user attempts to access the resource, the 
security service may determine the type of access request, 
the destination (protected resource), and the setting in Which 
the request is madeihereinafter referred to as the access 
context or simply the context. From this information the 
security service can determine an “entitlement”, or a set of 
entitlements, for the user. Entitlements clearly denote What 
a particular user may or may not do With a particular 
resource, in a particular context. Entitlements re?ect not 
only the technical aspects of the secure environment (the 
permit or deny concept), but can be used to represent the 
business logic or functionality required by the server pro 
vider. In this Way entitlements bridge the gap betWeen a 
simple security platform, and a complex business policy 
platform. 
[0021] To illustrate the capability, consider the folloWing 
business example: The ansWer to the question “Can Dr. 
Smith update a patient’s medical chart” is dependent upon 
the context in Which the question is asked. In a permission 
based authorization system, this context is absent since the 
resource is some instance of a ‘medical chart’ object, the 
request is to ‘update’, and the Subject is ‘Dr. Smith’. 
Consequently, if the ansWer rendered is ‘Yes’, then Dr. 
Smith could update any patient’s medical chart. In a capa 
bilities-based authorization system, it is possible to add the 
necessary context of Who’s the patient in question. Thus, the 
question can noW be rephrased as “Can Dr. Smith update Jon 
Joe’s medical chart?” In determining the ansWer to this 
question, We noW need to knoW if Dr. Smith is Jon Joe’s 
personal physician, or perhaps an attending physician at a 
medical center. Using a simple rotation We can represent the 
concept as folloWs: 

[0022] In one embodiment, the invention comprises a 
security system for alloWing a client to access a protected 
resource, comprising an application interface mechanism for 
receiving an access request from a client application to 
access a protected resource, and communicating said access 
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request to a security service; a security service for making a 
decision to permit or deny said access request; and a 
resource interface for communicating permitted access 
requests to said protected resource. 

[0023] In another embodiment the invention comprises a 
method of allowing a client to access a protected resource, 
comprising receiving at an application interface mechanism 
an access request from a client application to access a 
protected resource and communicating said access request to 
a security service; making a decision at said security service 
to permit or deny said access request; and communicating 
via a resource interface a permitted access request to said 
protected resource. 

BRIEF DESCRIPTION OF THE FIGURES 

[0024] FIG. 1 shows an illustration of a client/server 
architecture in accordance with the prior art. 

[0025] FIG. 2 shows an illustration of a client/server 
architecture in accordance with the invention. 

[0026] FIG. 3 shows an illustration of a security service in 
accordance with the invention. 

[0027] FIG. 4 shows a ?owchart of a method used by the 
security service in accordance with the invention. 

[0028] FIG. 5 shows an illustration of a server security 
deployment tool and process in accordance with the inven 
tion. 

[0029] FIG. 6 shows a ?owchart of a method used by the 
server security deployment tool in accordance with the 
invention. 

[0030] FIG. 7 shows an illustration of a security service 
and a protected resource in accordance with the invention. 

[0031] FIG. 8 shows a ?owchart of a method used by the 
security service to allow access to a protected resource in 
accordance with the invention. 

[0032] FIG. 9 shows an illustration of a security layer in 
accordance with an embodiment of the invention. 

[0033] FIG. 10 shows an illustration of an entitlement 
mechanism in accordance with an embodiment of the inven 
tion. 

[0034] FIG. 11 shows an illustration of a login across 
several security domain models in accordance with the 
invention. 

DETAILED DESCRIPTION 

[0035] An embodiment of the invention includes a secu 
rity architecture that provides for server security and entitle 
ment processing, that allows security and business logic 
plugins to be inserted into a security service hosted by a 
server, and that can be used to control access to one or more 

secured resources on that server, on another server within the 

security domain or realm, or between security realms. The 
security service acts as a focal point for security enforce 
ment and access rights determination, and information used 
within one login process can ?ow automatically to other 
login processes, allowing for single sign or security enforce 
ment. 
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[0036] Except for the new terms that are de?ned below, 
the terms used in this document are consistent with termi 
nology as de?ned in standard texts on Java, Enterprise Java 
Beans, WebLogic Server, and other generally accepted secu 
rity concepts. 

[0037] access controlithe restriction of access to 
resources to prevent its unauthorized use. access control 

information (ACDiinformation about the initiator of a 
resource access request, used to make an access control 

enforcement decision. 

[0038] access control list (ACL)ithe list of entities, 
together with their access rights, that are authorized to 
have access to a resource. 

[0039] authorizationithe granting of authority, which 
includes the granting of access based on access rights. 

[0040] credentialsiinformation describing the security 
attributes (identity and/or privileges) of a user or other 
principal. Credentials are claimed through authentication 
or delegation, and used by access control. 

[0041] delegationithe act whereby one user or principal 
authorizes another to use his (or hers or its) identity or 
privileges, perhaps with restrictions. 

[0042] entitlementia right or permission granted to a 
principal. 

[0043] identityia security attribute with the property of 
uniqueness; no two principals’ identity may be identical. 
Principals may have several different kinds of identities, 
each unique. 

[0044] principalia user or programmatic entity with the 
ability to use the resources of a system. 

[0045] roleian organizational identity that de?nes a set 
of allowable actions for an authorized user. 

[0046] Role Based Access Control (RBAC)ia class of 
security mechanisms that mediate access to resources 
though organizational identities called roles. 

[0047] security attributesicharacteristics of a subject 
(user or principal) that form the basis of the system’s 
policies governing that subject. 

[0048] security policyithe data that de?nes what protec 
tion a system’s security services must provide. There are 
many kinds of security policy, including access control 
policy, audit policy, etc. 

[0049] Service Provider Interface (SPI)ia package or set 
of packages that support a concrete implementation of a 
subset of services. 

[0050] targetithe ?nal recipient in a delegation “call 
chain”. The only participant in a call-chain that is not an 
originator of a call. 

[0051] target objectithe recipient of a business request 
message. 

[0052] trust modelia description of which components of 
the system and which entities outside the system must be 
trusted, and what they must be trusted for, if the system 
is to remain secure. 

[0053] Trusted Computing Base (TCB)ithe portion of a 
system that must function correctly in order for the system 



US 2007/0157297 A1 

to remain secure. A TCB should preferably be tamper 
proof and its enforcement of policy should not be able to 
be circumvented. 

0054 unauthenticated rinci alia user or other rinci P P P 
pal Who has not authenticated any identity or privilege. 

[0055] useria human being using the system to issue 
requests to objects in order to get them to perform 
functions in the system on their behalf 

[0056] Embodiments of the invention described herein 
alloW for the determination of entitlements as used Within an 
access context. Typically, a user is trying to access a 
protected resource on the server. This protected resource 
may, for example, be a softWare application running on the 
server, a particular Web page or portion of a Web site, or a 
database system. Other types of protected resource may be 
used While remaining Within the spirit and scope of the 
invention. When the user attempts to access the resource, the 
security service determines the type of access request, the 
destination (the protected resource), and the context in 
Which the request is made. From this information the secu 
rity service can determine an entitlement, or a set of entitle 
ments, for the user. Entitlements clearly denote What a 
particular user may do With a particular resource in a 
particular context. Entitlements can be used to represent the 
business logic or functionality required by the server pro 
vider, thus bridging the gap betWeen a simple security 
platform, and a complex business policy platform. 

[0057] Embodiments of the invention additionally alloW 
for the integration of third party vendor security products to 
provide protection for such application types as: 

[0058] Enterprise Java Beans 

[0059] Web Applications (Servlets, Java Server Pages 
(JSP’s)) 

[0060] Resources (Remote Method Invocation (RMI), 
Java Messaging System (JMS)) 

[0061] Embodiments of the invention also alloW for the 
integration of external public key infrastructure to support 
such advanced features as: 

[0062] Certi?cate and key retrieval 

[0063] Certi?cate validation 

[0064] Revocation mechanisms (Certi?cate Revolution 
List (CRL), Online Certi?cate Status Protocol (OCSP)) 

[0065] An important goal in developing the invention is to 
include support for the Java 2 Enterprise Edition (J2EE) 
speci?cation and interoperability thereWith. These J2EE 
speci?cation features include the Common Secure Interop 
erability (CSI) protocol, user identity tokens, the Stateless 
Authentication Service (SAS) protocol, support for propa 
gation of security credentials across machine, cluster, and/or 
domain boundaries, control of propagation of identity based 
on policy, enhanced support for virtual host/ sites, the ability 
to generate a user identity scoped to domain, and host/site 
speci?c security policies. 
[0066] Another important goal of the invention is to 
include support for features such as updated SSL capabili 
ties, hardWare accelerators, Transport Level Security (TLS) 
protocol, session resumption, certi?cate authorities, protec 
tion of netWork connections, Web server proxy, server to 
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server communications, encryption of session ID, and 
enhanced integration With directory servers. 

Security Domains 

[0067] As used in the context of the invention, a security 
realm or domain can span a single server, a plurality of 
servers, a cluster of servers, or a management domain. The 
invention alloWs for administrative control of identity propa 
gation Within, across, and betWeen security domains. The 
identity of a client application or user can be propagated and 
scoped by the security domain. For example: 

[0068] Principal-Identity@security-domain-name 

[0069] When propagation is disabled, the initiating iden 
tity can be represented as being anonymous. For example: 

[0070] <anonymous>@initiating-security-domain-name 

Framework 

[0071] The security architecture or frameWork provided 
by the invention is intended to address the requirements put 
forth and many other things. Focusing exclusively on the 
authoriZation requirements, the security architecture 
attempts to provide the folloWing capabilities in addition to 
a typical permission-based authorization: 

Dynamic Role Association 

[0072] Dynamic Role Association is a mechanism to alloW 
a late binding of the association of roles to principals, that 
is capable of taking the context of the request into consid 
eration during the determination of the roles for Which the 
principal is entitled. Dynamic Role Association can be 
thought of as the late binding of principals to roles at 
runtime. This late binding occurs just prior to an authoriza 
tion decision for a protected resource regardless of Whether 
the principal-to-role association is statically de?ned or 
dynamically computed. Because of its placement in the 
invocation sequence, the result of any principal-to-role asso 
ciations can be taken as identity as part of any authorization 
decision made as part of this request. 

[0073] Unlike statically de?ned associations, the associa 
tion of principals to roles can be computed dynamically at 
runtime. The computation of a dynamic role is able to access 
a number of pieces of information that make up the context 
of the request, including the identity of the target (if avail 
able), the values of the request’s parameters, the values of 
pro?le attributes associated With the initiating principal, as 
Well as potentially other information. 

[0074] The context information is typically utiliZed as 
values of parameters in an expression that is to be evaluated 
by a rules or expression evaluation engine. Depending upon 
the functionality provided by the evaluation engine, it may 
also be possible to express the ability to call out to an 
external class that performs external calculations, such as the 
amount ofmiles ?oWn by the principal, that are then used as 
parameter of the expression. 

[0075] In addition to computing any roles that should be 
dynamically associated With the principals in the Subject, 
this same functionality is also responsible for associating 
any roles that Were statically de?ned either through the 
consumption of a J2EE de?ned Deployment Descriptor or 
by an administrator. 
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[0076] The result of this capability is in one embodiment, 
an updated JAAS Subject that contains any roles that the 
principals contained in the Subject Were entitled to receive 
given the context and the target. These roles are then 
available to any authorization decisions on protected 
resources, as Well as business container and application 
code. For example, a personalization server, application 
server, or Web server, could utilize standard methods to 
determine if a particular role is held by the subject as a 
means to personalize a Web page. This same mechanism 
could be used by an Enterprise Java Bean or other applica 
tion to determine Whether to retrieve certain ?elds from a 
record in a database, Without having knowledge of the 
business policies that determine Whether access should be 
alloWed, resulting in ?eld-level authorization. 

Parametric Authorization 

[0077] Parametric Authorization is a mechanism that 
alloWs an authorization decision about a protected resource 
to be determined that is potentially based on the context of 
the request. Within the architecture provided by the inven 
tion, the scope of enforcement has been broadened to apply 
to all execution and resource containers. This is accom 
plished by having all execution and resource containers 
obtain authorization and role mapping services through an 
AccessController object provided by a Security Service. The 
AccessController utilizes the authorization services pro 
vided through the Service Provider Interfaces in order to 
provide the requested capabilities. 

[0078] The Service Provider Interfaces that actually de?ne 
the mechanisms used to provide Dynamic Role Association 
and Parametric Authorization are based on a delegated 
authorization design that results in the point of enforcement 
being moved to the provider of the functionality, instead of 
Within the application server itself. 

[0079] In addition, the methods de?ned on the Service 
Provider Interfaces that comprise the authorization frame 
Work utilize an enforcement mechanism designed to support 
a capabilities-based authorization mechanism that more 
naturally aligns With the services provided by 3rd-par‘ty 
authorization vendors. The use of a capabilities based 
mechanism alloWs the delegated authorization approach to 
support both capabilities-based as Well as permission-based 
implementations. 

[0080] Traditional security mechanisms tend to be con 
text-less since they are based solely on permissions granted 
a principal for a given resource. Therefore, the only types of 
authorization decisions that can be made are Whether the 
principal has the necessary permissions to access the 
resource. These types of authorization decisions are more 
complicated since they don’t tend to represent business 
decisions. As a result, additional security checks are often 
required in application code to compensate for this limita 
tion. For example, using traditional methods one could 
evaluate Whether a principal is alloWed to transfer money to 
a speci?c account. HoWever, it is not possible to take into 
account the amount of the transfer, the currency of both the 
source and destination accounts, and the day of the Week. 

[0081] In a parametric authorization based mechanism in 
accordance With the invention, the authorization decision is 
made using the context of the request, therefore the autho 
rization decision more closely represent real business deci 
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sions. There is very little need for compensating security 
checks in the application itself. For example, using the 
invention in a real-World banking example it is possible for 
the authorization decision to take into consideration the 
amount of the transfer, the currency of both source and 
destination accounts, and the day of the Week as part of 
processing the business policy that controls Whether trans 
fers are alloWed, by Whom, and under What circumstances. 

Access to Context Information 

[0082] While some other systems have tried to provide 
capabilities similar to the description of parametric autho 
rization described above, these earlier systems and methods 
all require the caller to have previous knowledge of the 
parameters of the business policy being evaluated. The 
requirement for this knoWledge presents virtually the same 
issue as that With making the authorization decision in 
application code-knoWledge of some aspect of the business 
policies. Any time the business policy changes to require 
another piece of context information, the application must 
be modi?ed and re-deployed. 

[0083] Addressing the issue of providing context informa 
tion Without prior knoWledge of the business policy is 
accomplished by using callbacks to the containers from the 
authorization provider. While changing the type or number 
of parameters of a request fundamentally changes the appli 
cation requires the application be re-deployed, it is possible 
for the implementations of dynamic role association and 
parametric authorization providers to obtain access to the 
context information Without requiring the application to 
have prior knoWledge of aspects of the business policies. 

[0084] The Service Provider Interfaces de?ned to Work 
With the invention and support the authorization frameWork 
can utilize a standardized callback mechanism similar to the 
one de?ned in the Java Authentication and Authorization 
Service (JAAS). Utilizing a callback handler that is passed 
from the container to the implementation of the Service 
Provider Interfaces, the provider is capable of requesting 
speci?c context information be returned. When the contain 
er’s callback handler is called, the container responds by 
populating the callbacks With the appropriate values. If the 
container does not understand the callback speci?ed in the 
handler, it does not update the callback With a value. Neither 
the application, nor the container is aWare of changes to 
business policy since they are queried for context informa 
tion that is driven by the evaluation of speci?c business 
policy expressions. 

Functional Description 

[0085] Implementations of an entitlement processing 
engine (entitlement engine) that could be used to satisfy the 
requirements of parametric authorization must support the 
folloWing requirements: 

[0086] An implementation should be able to specify that 
the value of a parameter from the business request, primary 
key, attribute from a Principal contained in the JAAS 
Subject that represents an authenticated user, and any poten 
tially other information considered part of the context be 
expressed as part of a rule expression. 

[0087] An implementation should be able to request para 
metric information from the caller on-demand, instead of 
requiring any parametric information that could be poten 
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tially used by the evaluation of rules to be passed at the 
beginning of rule evaluation. The mechanism for requesting 
information should be in the form of a callback similar to 
that de?ned for JAAS. The implementation might callback 
for each piece of information individually, request multiple 
pieces of information in a single callback, or a combination 
of both. 

[0088] An implementation should be able to specify the 
name of a Java class that Will be called as part of the 
evaluation of a rule. The value returned from the Java class 
Will be used in the evaluation of the rule expression. This can 
be thought of as a macro facility Where user provided code 
is called to compute a value that is then taken into consid 
eration When evaluating the rule. For example in a travel 
booking example, a rule expression could specify a call to a 
user-supplied class that computes or looks up the number of 
miles a passenger represented by the Subject has ?oWn to 
date. 

[0089] The evaluating of a set of rules should result in a 
boolean value that indicates Whether the rule Was success 
fully satis?ed or not. 

[0090] The invention provides enterprise application 
developers With a frameWork architecture Within Which 
application implementations, particularly login, authoriza 
tion, and auditing implementations, may be deployed or 
“plugged in” to alloW the development of readily adaptable 
and customiZable business functions and scenarios. These 
systems can serve to interpret the principal identity in the 
context of a particular scenario, and to tailor business 
functions to meet the interpreted identity. 

[0091] The frameWork architecture provided by the inven 
tion particularly alloWs Java developers to make use of 
existing Java security features, but to greatly expand the use 
of these security features in a manner that is transparent to 
the developer (or the user), and that can alloW the security 
provided to be distributed throughout the enterprise Without 
a need for additional layering or translation of security 
processes. 

[0092] Embodiments of the invention are particularly use 
ful in the ?eld of enterprise and server security and business 
Work?oW. Since the frameWork uses a pluggable architec 
ture, it alloWs third-party vendors to provide security imple 
mentation plug-ins Without a need for the core architecture 
to be modi?ed. These plug-ins may include tools for digital 
certi?cate and key retrieval, certi?cate validation, and revo 
cation mechanisms (eg CRL and OCSP). The pluggable 
frameWork architecture thus alloWs for the secure access 
control of enterprise resources, such as enterprise Java beans 
(EJB’s), applications (including servlets and JSP’s), and 
other netWorked resources (such as RMI, JNDI, and JMS 
destinations). 
[0093] Additionally, the frameWork architecture of the 
invention is especially suited to providing amethod of secure 
authoriZation and secure resource access throughout an 
enterprise-Wide security domain. Each server With a domain 
may provide a different set of features, services and appli 
cations. The invention alloWs developers to deploy client 
applications Which can make use of each server’s particular 
services through a single sign-on mechanism that determines 
the client’s access privileges throughout the domain or 
betWeen cooperating domains. 
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[0094] FIG. 2 shoWs an example of a security architecture 
in accordance With an embodiment of the invention. As 
shoWn therein, clients 202, 204 (Which may be either 
physical hardWare clients or softWare applications) may 
attempt to access a secured service or resource 206, such as 
a persistent directory server, via a transaction or application 
server 208. An example of such a transaction server is the 
Weblogic Server product from BEA Systems Inc., San Jose, 
Calif., although the invention may be used With any other 
server product or equivalent system. Internet CORBA cli 
ents Will typically attempt to make such an access through 
an Internet Inter-ORB Protocol (IIOP) request 212. Web 
clients Will typically attempt to make an access through a 
series of hypertext transfer protocol (http) requests 210, 
either directly via a Web server 214, or via a proxy plug-in 
216 (in Which case the proxy may also provide additional 
functionality, such as, for example, secure socket layer 
(SSL) encryption 218). In any case, the connection attempt 
is received by the transaction server, often via an initial 
connection ?lter 220, and is passed to the security service 
222. In accordance With the invention, the security service 
222 is the focal point for security determination, including 
client and user level resource access, authoriZation, certi? 
cation, privilege assessment and entitlement determination. 
Enterprise Java Beans (EJB’s) 224, Web applications 
(WebApp’s) 226, and other forms of applications may all 
use the security service through the use of containers. The 
security service handles calls from these containers to the 
protected resource, Which in the case of FIG. 2. The calls 
may be handled by, for example, a plurality of managed 
beans (MBeans) 230, or the Java Named Directory Interface 
(JNDI) 232. 

[0095] FIG. 3 illustrates an embodiment of the security 
service architecture 300 in greater detail. The security ser 
vice augments the basic security services and features pro 
vided by the standard Java2 Enterprise Edition security set. 
As shoWn in this example, the basic Java security set 302 
includes security provider interfaces 304 for key storage, 
authentication, certi?cate validation, and secure sockets, 
among others. Customer applications 306 may be Written to 
directly take advantage of the Java security layer and these 
SPI’s . The invention, as shoWn in FIG. 3 greatly enhances 
the developer’s options in making use of these and other 
security features. In accordance With the invention, customer 
applications are deployed in containers, for example, an EJB 
container 308 of aWebApp container310. The containers 
communicate directlyWiththe securityservice314 (herein the 
same as security service 222), Which in turn communicates 
With the Java security layer 302 and its security SPI’s 304. 
This alloWs the responsibility for secure authorization deci 
sions to be moved from the application and placed in the 
security service layer. 

[0096] In addition, the invention is ideally suited to inte 
grating the use of preexisting Java security SPI’s 304 With 
custom SPI’s 316, 318. Additional SPI’s such as, for 
example, a connection ?lter, an access decision interface, an 
audit channel, and a certi?cate authenticator, may be 
included or integrated With the security server. The security 
service mediates access to the entire range of secured 
enterprise resources. 

[0097] FIG. 4 illustrates a process by Which an application 
may use the invention to access a secure resource. In step 

402, a developer creates a customer application. The appli 
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cation may be one used by a physical user or customer, or 
may be an application interface program to alloW another 
application to make use of the security server. In step 404, 
the application is deployed Within a container, the deploy 
ment process of Which is disclosed in further detail beloW. 
The application then, in step 406, accesses the security 
service using this container. Optionally, in step 408, the 
security service can interface directly With a set of J2EE 
compliant Java security features. Alternatively, in step 410, 
the containers are used to alloW access to a third-party or 
custom Security Provider Interface. In step 412, the Security 
Provider Interface alloWs the application to access the secure 
resource, provided that the security service has indicated that 
the access requested should be alloWed. 

[0098] FIG. 5 illustrates one embodiment of the deploy 
ment mechanism used to deploy an application Within a 
container. As shoWn in FIG. 5, data is registered in the 
security service 502 (herein the same as security service 
314) for use by the application container 504. Traditionally, 
the container reads the information from the deployment 
description 506, and the actual container then does the 
enforcement. If there are different kinds of containers, one 
for WebApp, one for EJB, then there Would need to be 
different implementation engines. In addition there exists a 
series of resources inside of the J2EE environment that do 
not have a container, and that don’t have deployment 
descriptors. The primary problem With this method is that 
various aspects of security are enforced in different Ways 
Within a single environment. The invention addresses this 
problem by ?rst alloWing the container reading the deploy 
ment descriptor to inform the security service of the security 
constraints and policies de?ned Within, resulting in the 
population of security policies Within the security service. 
Secondly, the container delegates all authorization decisions 
to the security service When the container later makes a 
request to access a protected resource, thus moving the point 
of enforcement from the container to the security service. 
The authoriZation decision is made by consulting the secu 
rity constraints and policies provided through the deploy 
ment description, as Well as any de?ned by the administrator 
through an administrative tool. A deployment tool can also 
be used to read the deployment descriptor and record the 
security information contained Within into the security ser 
vice, The deployment tool can then go directly to the 
security service, Without reading the deployment descriptor. 

[0099] FIG. 6 illustrates a process by Which data is entered 
into the security service during application deployment. In 
step 602, the developer creates a deployment description. 
The description is passed to the container in step 604, Where 
the container analyZes the information to assess What infor 
mation should be passed to the security service. Optionally, 
the deployment description could be given to a deployment 
tool, in step 606, that passes the information to the security 
service. 

[0100] FIG. 7 illustrates an example of a client using the 
security server in accordance With the invention to access a 
protected resource on the netWork or the server. The process 
starts With the client 702 making a request, Which is one 
instance may be a simple case of the client authenticating 
itself. The client makes a connection to the container, 
indicated by the arroW 704. Atoken 706 is passed along With 
the request. As a part of making the connection, the system 
(including the security server 710) makes a determination 
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that the resource 708 is protected, so the client needs to 
authenticate. In this example, tokens represent the authen 
ticated users of the client that are in turn being passed along 
in the invocation request to the container that the container 
Will then use in the later step of calling the security service. 
In some embodiments the token represents the authenticated 
identity of the client itself. The client poses to the security 
service 712 (the same security service or security service 
314) the question 714, “Can the user identi?ed by this token 
get access and perform the requested capabilities on the 
target resource?” 

[0101] To ansWer this question the security service uses an 
Access Controller, indicated as AC 716 in FIG. 7. The AC 
716 does tWo things: it acts as a fanout spreading out through 
a series of Access Decision (AD) plug-ins 718, 720, 722, and 
it also acts as an adjudicator. When the AC calls the Access 
Decision it passes the token along to each Access Decision 
in turn, beginning With the ?rst one, Access Decision 718, 
asking, “is this OK?” The Access Decision returns one of 
three responses: permit, deny, or abstain. The Access Con 
troller then moves on to the next one if there is a next one, 

and so on until all Access Decisions have been polled. In 
effect the security mechanism acts like a series of panes of 
glass. If X 718 says “permit” the process continues on; if X 
718 says “deny” the process stops. The AC then moves to 
Access Decision Y 720 and asks the exact same question 
presenting the exact same identity, and Y 720 similarly 
responds With a permit, deny or abstain. 

[0102] This process continues for hoWever many of these 
plug-ins the service has. An adjudication policy determines 
that if anyone says deny, then the process terminates, or 
simply returns an overall deny. The architecture alloWs for 
the adjudication policies Which make this decision to be 
?exible enough that if X 718 is permit, and Y 720 is deny, 
and C 722 is abstain, then that can be considered a permit. 
Other implementations can take a more hard line: if there’s 
any denying, it’s an overall denial. An abstain is returned 
Whenever the AC asks the access decision a question that the 
access decision doesn’t exclusively understand, and hence 
cannot make an explicit decision. This is most common 
Whenever a legacy authoriZation system is included that is 
needed for some but not all operations, or When X 718 is 
corporate policy, and Y 720 is line of business. In this case 
there may be questions asked that are enforced by corporate 
policy but not line of business, so the line of business 
decision maker says, “I don’t understand this, I abstain”. 

[0103] When all of the access decision makers are polled 
and no one up to the point Where the request ?nally gets 
through says deny, then the access request may reach a point 
that nobody denies, some permit and some abstain, for 
example, Where Y 720 abstains and X 718 and C 722 both 
permit. The adjudication policy can be then used to control 
hoW to determine the outcome. In one embodiment there are 
only tWo outcomes to the container: a permit or a deny. So 
the access controller looks at the adjudication policy to 
determine hoW that decision is made. For example in some, 
out of the box implementations, the system may use an 
adjudication policy Which says, “do I require unanimous 
permission?” In Which case, X, Y and C all have to permit. 
If any one of them does not permit, then the outcome is a 
deny. The other approach is to not require unanimous 
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consent, in which case as long as no one denies then the 
access is allowed to occur. This decision is made based on 
the adjudication policy. 

[0104] No matter what happens within the access decision 
process the security service itself passes requests to the 
auditing subsystem 724 requesting that it audit what has just 
occurred and the outcome. Only at that point will the 
security service then tell the container that the ?nal result is 
a permit or a deny. If it is permit, the container then allows 
the requested operation to be dispatched on to the protected 
resource. If it says deny, the request does not get to that 
point, and is immediately rejected. 

[0105] The invention also provides a method to call the 
Access Decision process on the way out i.e., following a 
successful receipt of an access request at the protected 
resource. In this scenario it can be assumed the system went 
through the ?rst checks on the request and everything was 
permitted, so the method was dispatched to the resource. The 
resource returns data that is intended to go out back to the 
client. Rather thanjust blindly returning this data back, the 
authorization check is rerun, this time allowing the security 
service, particularly the Access Decisions to look at the data 
to be returned to determine if its okay to return to the client. 
An example here is that of a business operation where a user 
is trying to request documents. When the user ?rst enters 
they have a security clearance assigned to them, which 
means that they can look at documents that aren’t classi?ed 
above their security clearance. If they only have a secret 
security clearance and the documents that were to be 
returned have top secret, then even though they got the 
method to run, the system would not want to allow the 
outcome to go back to the user because they would then be 
allowed to see something that they are not permitted to see. 
The Access Decisions are re-run again, this time reviewing 
the output that’s going to go back to the user and make that 
same kind of decision. In this example there may be a lot of 
abstains, for example the Y Access Decision 720 says, “I 
don’t care what the output is going back, I only care about 
the input coming in”. The developer can mix and match 
plug-ins to achieve different policies based on line of busi 
ness, or based on corporate policy. 

[0106] FIG. 8 illustrates a ?owchart showing the process 
used by an embodiment of the invention in providing access 
to a secured or protected resource. In step 802, the client 
develops and deploys the application within a container. 
When the application requires access to the protected 
resource, a call is made and forwarded to the appropriate 
container shown by step 804. The container is used to invoke 
the security service in step 806. Within the security service, 
in step 808, a fanout access controller determines which 
access decisions are to take place in verifying or acknowl 
edging this particular access request. In step 810 each 
Access Decision is selected, and processed or polled to 
determine its contribution to the access request, the output of 
each access decision being a deny, permit, or abstain. An 
audit mechanism tracks the outcome of each Access Deci 
sion in step 812. Based on the outcome of the access 
decision and the cumulative responseibe it permit, deny, or 
abstainiin step 814 the container is given (or denied) 
access to the protected resource. In step 816 data can then be 
passed from the client application to the protected resource 
and vice versa. If the client later requests either to the same 
resource or a different resource (as determined in step 818), 
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then the request is forwarded to the appropriate container 
and another authorization decision is required (step 820), 
otherwise the session terminates (step 822). 

[0107] FIG. 9 illustrates the security and personalization 
layers in accordance with one embodiment of the invention, 
including the entitlements layer 904, and its positioning in 
relation to the business application layer 908, business 
policies layer 906 and security authorization layer 902. It 
will be evident to one skilled in the art that the illustration 
shown in FIG. 9 is an abstract representation of how an 
entitlements layer may be developed, but that many other 
variations on this architecture can be used, and that such 
discrete layers might not (and in fact most likely would not) 
be used in any particular design implementation. FIG. 9 
shows how entitlements 904 can be used to transcend the 
boundary between the traditional security architecture (rep 
resented as 902), and the often-distinct business policy 
architecture (represented as 906). The information garnished 
through the use of such entitlements is used to direct the 
operation of a company’s business applications represented 
as 908, including personalizing them for individual entities 
based on that entity’s entitlement. 

[0108] FIG. 10 shows how entitlements can be used to 
generate roles dynamically. An entitlement process 1002 
allows a security question to be asked within a context. The 
invention includes an ability to dynamically assign roles to 
a particular subject 1000, for example Principal 11004, 
Principal 21006, through Principal n 1008, based on that 
entitlement, which further allows the system to provide an 
application context within the security layer, and allows 
authorization questions to be phrased in terms of the appli 
cation. The system can only accurately answer those ques 
tions if they are presented in terms of the context, like the 
common example of a doctor and a patient. If the question 
is posed “Can Dr. Smith modify a patient’s chart?”, then it 
is a context-less question. The traditional answer is “some 
times yes and sometimes no”. The only way to properly 
determine the answer is to know the context in which the 
question is asked, i.e., which patient are we talking about, 
and perhaps which chart. The system can then make role 
assignments like ownership or basically dynamic assign 
ments that allows the system to make business decisions 
rather than security decisions. 

[0109] Using a simple notation we can represent the 
concept as follows: 

[0110] For each subject, an active role AR is one that the 
subject is currently using: 

AR(s: subject)={active role for subject s} 

[0111] Each subject may be associated with one or more 
authorized roles RA: 

RA(s: subject)={authorized roles for subject s} 

[0112] Each role may be authorized to perform one or 
more tasks TA: 

TA(r: role)={tasks authorized for role r} 

[0113] Subjects may execute tasks if the predicate function 
exec(s,t) is true at the current point in time with the 
current values: 

exec(s: subject,t: task)=true iff subject s can execute 
task t 
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[0114] In order for the above statements to evaluate cor 
rectly, a couple of rules are required: 

[0115] 1. Role assignmentia subject can execute a trans 
action only if the subject has been assigned a role. The 
identi?cation and authentication process are not consid 
ered part of the task, Whereas all other activities per 
formed on the system are conducted through tasks: 

[0116] 2. Role authorizationia subject’s active role must 
be authorized for the subject. This rule ensures that users 
can only take on roles for Which they are authorized: 

[0117] 3. Task authorizationia subject can execute a task 
only if the task is authorized for the subject’s active role: 

Vs: subject,t: task(exec(s,t):>teTA(AR(s))) 

[0118] As another example, a developer can use the inven 
tion to personalize Web pages based on What a user is 
entitled to do. For example, a self-registration or self-help 
feature can be made a part of a credit card Website Where, the 
user is the only one that can change their credit card 
numbers. Vendors can read them but they can’t change them, 
and nobody else can see them. The system cannot ?gure out 
hoW to do this unless it knoWs the context. Can someone 
modify the credit card ?eld? Of course someone can modify 
the credit card ?eld. So, noW, Who can modify it? This is part 
of the context. Then the system must ask Which particular 
one, because it can’t just let any member modify any other 
member’s credit card. So the system must knoW Which 
object is under consideration, and Which pro?le so it can 
then ask, “are you the oWner of that pro?le?” In the past the 
only thing de?ned Were static roles. What the invention does 
through the use of entitlement is alloW, business analysts and 
business policy makers to de?ne dynamic roles Which are 
computed at run time in order to de?ne to the object or the 
principal identity. These roles do not violate the security 
speci?cation of the underlying server architecture. For 
example, a request may be a caller enrolled for the oWner 
role. The system does not de?ne the oWner role, but it can 
have it dynamically associated to the user and then revoked 
from the user, as soon as they try to do something that they 
aren’t the oWner of anymore. Methodologies such as EJB 
can take advantage of this in that should the use be alloWed 
to do something is based on Whether or not you’re in that 
role and you use the standard EJB to query that capability. 

[0119] Another example of hoW the invention may be used 
is through the provision of a single sign-on mechanism, 
Which may combine elements of a traditional security imple 
mentation With elements of a business policy implementa 
tion. As shoWn in FIG. 11, information received during an 
initial login process at a ?rst security realm A 1102, for 
example a security realm Which is provided by a third-party 
application and has no knoWledge of a user’s pro?le, or of 
a corporation’s business policies, can be captured by a ?rst 
login module 1108, and passed (indicated by the arroW 1114) 
to a second login module 1110 in a second security realm 
1104. The second security realm B 1104 may have a 
knoWledge ofthe business policies, and can determine or 
calculate entitlements or entitlement pro?les 1102 for a user 
in addition to the original login information. The original 
login information, and the entitlement information (indi 
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cated by arroWs 1118 and 1120 respectively) may be passed 
to a third login module 1112 in a third security realm C 1106, 
and so on. 

Security Provider Interfaces 

[0120] Security Provider Interfaces (SPI) that can be used 
With the invention include interfaces for: 

[0121] AuthenticationiJava Authentication and Authori 
zation Service (JAAS) LoginModule 

[0122] AuthorizationiAccessDecision 

[0123] AuditingiAuditChannel 
[0124] Principal Mapping->Role MappingiJAAS Log 

inModule 

[0125] Principal->Credentials MappingiJAAS Login 
Module 

[0126] Key StorageiJava 2 KeyStoreSpi 

[0127] Certi?cate Retrieval and Revocation4Cer‘tPath 

[0128] Certi?cate Mapping4Cer‘tAuthenticator 

[0129] HardWare 
Extensions 

AcceleratorsiJava Cryptographic 

[0130] Perimeter Protection4ConnectionFilter 

[0131] It Will be evident to one skilled in the art that the 
SPI’s described herein are merely examples of the type of 
interface that can be used With the invention, and are listed 
here for purposes of illustrating the ?exibility of the security 
service architecture provided by the invention. Other types 
of interface can be used to replace or augment those 
described, While remaining Within the spirit and scope of the 
invention. 

Authentication SPI 

[0132] The JAAS Login Module used by the invention is 
based on the standard JAAS LoginModule, but additionally 
supports standard Login Module implementations. The 
authentication SPI is extended to support management of 
users, groups, and to provide support for multiple JAAS 
Login Modules. Credentials can be shared across Login 
Module instances, and a separate Login Module to update 
With user pro?le information can be provided. The respon 
sibilities of the Authentication SPI include authentication of 
users based on security realm scope, and the population of 
the principal in the JAAS Subject. 

Authorization SPI 

[0133] The Authorization SPI provides for Access Deci 
sion, for Which there is no Java equivalent suf?cient. The 
Authorization SPI supports a variety of authorization mod 
els, both declarative and rules based. A callback handler can 
be used to obtain access to invocation context. The SPI also 
provides access to subject information, including principal 
identities, group membership and role assignments, and user 
pro?le information (optional). Multiple Access Decision 
providers can be con?gured in stack. The responsibilities of 
the Authorization SPI includes making authorization deci 
sion of permit, deny, or abstain, or access requests for 
protected resources scoped by application. FIG. 11 illus 
trates an example of hoW the invention can be used to 
distribute pro?le information betWeen security realms 
Within a domain. 






