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(57) ABSTRACT 

A purchasing aid logistics appliance that assists a purchaser 
With a shopping list generation, in-store product location, 
automated checkout, and ?nancial management. The PAL is 
in the form of a battery operated PAL With touch screen 
display and multimedia input/output. The PAL functions as 
a ?duciary aid and tWo-Way communications device secure 

for managing money and processing perishable data. The 
PAL can function as a stand-alone device or synchronized 

With a user’s personal computer via a RF or IR link. 
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PURCHASING AID LOGISTICS APPLIANCE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 10/037,382 ?led Jan. 4, 2002 and 
entitled “PURCHASING AID LOGISTICS APPLIANCE,” 
Which is hereby incorporated by reference herein in its 
entirety. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates generally to electronic com 
merce, and, more particularly, to the processing, modifying, 
analyZing, and storing of purchaser data to support functions 
that are valuable to product identi?cation selection, and 
purchase for the customer, the merchant, and the supply 
chain. 

[0003] The retail industry’s drive for ef?ciency is on 
going. Purchasers favor merchants With loWest prices. Mer 
chants compete to provide loWest prices. In this competition 
unit stores are groWing ever-larger ?oor and shelf space and 
carrying more stock. Managing very large stock, ?oor and 
shelf spaces is becoming di?icult. Purchasers need assis 
tance to manage the volume and frequency of product and 
sales information; navigate in large retail spaces to ?nd 
speci?c products; provide electronic payment for product 
purchases. 
[0004] Merchants, suppliers and purchasers (customers) 
are beginning to Work together. Merchants and suppliers 
noW provide information through the Internet so purchasers 
can shop from home. Merchants and suppliers are providing 
barcode coupons through the Internet. Purchasers are begin 
ning to use portable barcode scanner devices supplied by 
merchants to select and process products in the retail space. 
Merchants have deployed kiosks in the retail space With 
electronic displays and keyboards to display information 
about products to purchasers. Paper catalogs noW appear 
With bareodes that direct a Web broWser to a product 
information page on the Internet. Electronic devices are noW 
available to help a purchaser manage money and automate 
the payment function of the checkout process, 

[0005] Financial transactions require encryption to keep 
sensitive data secure. Communications encryption is accom 
plished today using the Public Key Infrastructure or PKI. 
This method is safe and secure as long as the key is safe and 
secure. If someone steals a laptop computer, the key is stored 
in the computer and it is compromised. In the prior art, the 
public key is o?loaded from the laptop computer to a 
smartcard. The smart card must be inserted to make a secure 
connection. HoWever the memory of the laptop computer is 
still unprotected leaving stored data susceptible to theft. 

[0006] Examples of systems in place today to accommo 
date purchasers are described in US. Pat. No. 5,873,045 to 
Peter Lee et al that describes a mobile client system using a 
cellphone interconnected With a mobile computing device; 
and US. Pat. No. 5,956,693 that describes merchant com 
munication to customers. Both of these devices place mobile 
computer poWer in the hands of the purchaser. These devices 
advance purchaser or customer automation by providing, 
access to product data in the retail space. But neither is 
designed to be ubiquitously integrated into a merchants 
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retail automation system. Both of these devices are insuf? 
cient to support all the functions needed by the merchant, 
supplier and purchaser (customer). 

[0007] For a better understanding of the present invention, 
reference is made to the accompanying draWings and 
detailed description and its scope Will be pointed out in the 
appended claims. 

SUMMARY OF THE INVENTION 

[0008] The present invention is a purchasing aid logistics 
appliance (PAL) is stand alone device that communicates 
With a merchant computer providing communication 
betWeen a PAL and the merchant in-store computer. Sensi 
tive personal ?nance, product, price and availability infor 
mation can be exchanged betWeen the PAL and the merchant 
computer in a secure timely manner to speci?c identi?able 
purchasers and to the general public. The PAL Will assist the 
purchaser in product selection and location; merchant selec 
tion and management; automated checkout; and managing 
?nancial data. In addition, the PAL interfaces With a mer 
chants in-store system to communicate to the purchaser in 
the retail space. The PAL communicates using both data and 
voice using an unrestricted part of the spectrum. The PAL 
interfaces With a netWork outside the retail space to gather 
product information in preparation for future visits to the 
merchant store. Further, the PAL interacts securely in the 
retail space With the merchants automation system to assist 
the purchaser With product selection, location and checkout. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a block diagram of the PAL computer 
hardWare architecture of this invention; 

[0010] FIG. 2 is a pictorial representation of an example of 
a high-density barcode of this invention; 

[0011] FIG. 3 is a block diagram of the printed media 
decode process of this invention; 

[0012] FIG. 4 is a tabular representation of the HTML 
decode table illustrated in FIG. 3; 

[0013] FIG. 5 is a tabular representation of an example of 
a vertical barcode numerical code pattern for a high-density 
barcode used With this invention, 

[0014] FIG. 6 is a schematic representation of the results 
of the barcode decoding process in accordance With the 
present invention: 

[0015] FIG. 7 is a How chart of the information exchange 
links of the present invention illustrated in FIG. 1; 

[0016] FIG. 8 is a How chart of a memory map of the 
present invention; 

[0017] FIG. 9 is a How chart of a three Way veri?cation 
process of the secure memory of the present invention; 

[0018] FIG. 10 is a How chart of the key generation 
technique of the secure memory of the present invention; 

[0019] FIG. 11 is a How chart of the address encrypted 
RAM of the secure memory of the present invention: 

[0020] FIG. 11A is a pictorial representation of the 
antenna system of the present invention; 
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[0021] FIG. 12 is a schematic representation of the PAL 
communication links With the merchant computer Within 
four (4) areas of the merchant facility; 

[0022] FIGS. 13A and 13B are plots of the ingress and 
egress barker beacon full duplex channels transmitted by the 
Main Doorway Area of the merchant computer illustrated in 
FIG. 12; 

[0023] FIG. 14 is a process How diagram of the PAL and 
checkout communication system of this invention; 

[0024] FIG. 15 is a pictorial schematic representation of 
the poWer supply of the present invention; and 

[0025] FIG. 16 is a pictorial schematic representation of 
the Weight-measuring device of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0026] The preferred embodiment of the present invention 
is represented by a purchasing aid logistics (PAL) appliance 
10. The PAL 10 utiliZes conventional components in the 
hardWare architecture as shoWn in FIG. 1. These compo 
nents described beloW are not to be considered as a limita 

tion on the present invention and can be substituted for by 
other equivalent components. 

[0027] A central processor 11 With main memory 12 
connected to a main system address/ data bus 13 links all the 
components of the hardWare architecture. A secure trusted 
monitor program stored in the main memory 12 and execut 
able by the central processor 11 controls all functions. A 
Boot Program 14 brings up the PAL 10 from a cold or Warm 
start and runs test executables. The monitor program is 
stored in Flash Memory and System SoftWare 16 Where it 
can be updated as needed. Key session parameters have been 
stored from a previous use. Secure data such as encryption 
keys, ?nancial data oWner name and pertinent data are stored 
in an encryption circuitry equipped random access memory 
18. There is a micro video display controller 20 for a micro 
video display 22. Conventional voice analog circuitry 26 
With speaker and microphone is utiliZed for voice digital 
conversion input/output 24. The monitor program stores 
speci?c voice samples for necessary biometric voice recog 
nition. Additionally, the PAL 10 includes a barcode or 
optical reader subsystem 44 and optical scan assembly 46, 
magnetic stripe reader 34 utiliZing a hardWare interface 32 
to the system bus 13, smart card reader 38 utiliZing a 
hardWare interface 36, remote ear piece 28, high-resolution 
touch screen display 50 With touch screen interface control 
ler 48, Weight-measuring device 58 connected to the bus 13 
by an analog-to-digital converter 56, a radio link controller 
40 and radio subsystem 42 for high-speed secure short-range 
communication. Additionally, the PAL 10 includes a front 
panel 54 that includes keys, sWitches and indicators coupled 
to the bus 13 by a panel interface 52. As stated above, this 
listing of features is for illustrative purposes and not to limit 
the invention. Other features not listed are Within the con 
templation of the invention. 

[0028] The PAL 10 can execute several program modules 
stored on the central processor 11, such as accounting, 
calendar, clock, shopping list, and communication. The 
accounting softWare keeps track of accounts such as credit 
cards, loans, checking and savings. It has a real time clock 
and calendar to measure the passage of time and records 
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?nancial transaction logs in parallel With banks and other 
?nancial organizations. The data is secure in the PAL 10 by 
means of a secure card reader and biometrics. The PAL 10 
is also capable of interacting With a user through voice 
recognition and ?ngerprint identi?cation to provide a strong 
level of security (not shoWn). 

[0029] The PAL 10 is designed to facilitate procurement 
planning. This planning Will most likely take place as the 
purchaser or customer uses the PAL 10 to create lists of 
items to procure. For example, a merchant grocer distributes 
a ?yer to each household in a district. To create a list the 
purchaser (customer) ?rst scans in the merchant’s speci?c 
optical code, Which contains information pertinent to the 
merchant, including but not limited to sale terms and con 
ditions. For each product listed, a printed barcode or similar 
code is produced that can be scanned into the PAL 10. To add 
a speci?c product to the list, the purchaser Scans the product 
speci?c optical code. The code contains a product descrip 
tion, unit and price. The printed media advertisement Will 
have a master barcode or similar control code identifying the 
merchant, date and sale terms. The purchaser scans in the 
master control code for each item to be procured. Items can 
be added or removed using the keypad functions. In addi 
tion, items can be added from memory based upon previous 
purchases as Well as on-line from the merchant’s Web site. 
If the purchaser is Internet enabled, an RF device (not 
shoWn) attached to the personal computer Will activate the 
RF link via the optical scan assembly 46, acting as an 
Internet port, and enable up loads and doWn loads to the PAL 
10. The merchant Will receive advance information on 
product selections. If the purchaser is not Internet enabled or 
chooses not to use the Internet, then the merchant receives 
this information on customer ingress into the merchant store. 

[0030] By scanning a high-density barcode 60, as shoWn 
in FIG. 2, the PAL 10 provides a screen of information 
relevant to the product scanned, in particular similar data as 
received from a Web site, The PAL 10 has executable 
softWare to create a broWser frame Where a high-density 
barcode 60 is scanned that contains programming and infor 
mation about the product, and sales terms and conditions. 
The high-density barcode 60 makes use of printed media 
codes to extract information and present it to a user on the 
screen of the PAL 10. The high-density barcode 60 also 
extracts rules concerning the terms of the advertisement and 
presents the rules to the purchaser and alters the behavior of 
the PAL 10 While in a merchant’s facility. The display 
information is encoded in the media in tWo parts. One part 
is the visual formatting instructions to the PAL 10 and the 
other is the information to be presented. 

[0031] Printed media pattern codes such as bareodes can 
be one or more dimensional ink on paper print patterns that 
can be decoded by an optical scan assembly 46 into a 
number. There are many types of scan codes in existence. 
For example the Data Matrix code is a bi-dimensional code 
that can represent a maximum of 2000 ASCII characters. 
Another such code, PDF417, is another bi-dimensional 
code. In this code each line is composed of a variable 
number of columns that encode data. This code is bracketed 
by a Start character and Stop character. The main charac 
teristics are a minimum and maximum number of columns 
and roWs. Another code is Code 11. It is named for the fact 
it contains 11 possible code patterns. Still another is Code 
39, an alphanumeric bar code that can encode decimal 


















