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(57) ABSTRACT 
Methods and systems are provided for ?ne tuning access 
control by remote, endpoint systems to host systems. Mul 
tiple conditions/ states of one or both of the endpoint and host 
systems are monitored, collected and fed to an analysis 
engine. Using one or more of many di?cerent ?exible, 
adaptable models and algorithms, an analysis engine ana 
lyZes the status of the conditions and makes decisions in 
accordance With pre-established policies and rules regarding 
the security of the endpoint and host system. Based upon the 
conditions, the policies, and the analytical results, actions 
are initiated regarding security and access matters. In one 
described embodiment of the invention, the monitored con 
ditions include software vulnerabilities. 
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METHOD AND SYSTEMS FOR CONTROLLING 
ACCESS TO COMPUTING RESOURCES BASED 
ON KNOWN SECURITY VULNERABILITIES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/752,424 ?led Dec. 21, 2005, 
incorporated herein in its entirety. 

[0002] This application is related to co-pending US. 
patent application No. [attorney docket number: 
l29lU004US00] Titled: Methods And Systems For Intelli 
gently Controlling Access to Computing Resources, ?led on 
same date hereWith, the entirety of Which is incorporated 
herein by reference. 

FIELD OF THE INVENTION 

[0003] The present invention relates generally to elec 
tronic computer security, and more speci?cally to methods 
and systems for controlling access to computing resources 
based on knoWn computing security vulnerabilities. 

BACKGROUND OF THE INVENTION 

[0004] Electronic communication is becoming the indus 
try standard for business communications. Increasingly, 
of?ce ?les, design documents, employee Work products, 
company information, and most other important business 
information is being created and stored electronically on 
desktop computers, laptop computers, handheld computing 
devices (collectively ‘personal computing device’ or ‘com 
puting device’) and company netWorks. At Work, employees 
access such netWorks, along With their associated corporate 
computing resources from their local computing device, on 
a daily basis in order to perform their jobs. AWay from Work, 
employees similarly access such netWorks and resources, 
typically through remote connections. Numerous types of 
electronic connections are ubiquitous in the industry and 
Well knoWn to the reader, for example: dial-up connections, 
Wireless connections, high-speed connections of various 
types, virtual private netWork connections, and others. 

[0005] Security of such electronic netWorks has become a 
recogniZed, challenging and groWing problem. Inappropri 
ate and/or unauthoriZed access to such electronic netWorks, 
and the computing resources accessible there through, raises 
the risk of theft, destruction and/or unauthoriZed modi?ca 
tion of valuable data, information and intellectual property. 
While local, on-site, security can be easily controlled 
through physical constraints, remote electronic access to 
such netWorks and computing resources, typically referred 
to as endpoint access control, is a more challenging problem. 

[0006] Endpoint access controls have folloWed an incre 
mental, evolutionary path. Prior to the storage of sensitive 
data and the recognition of the security issues associated 
thereWith, there Were no endpoint access controls. HoWever, 
security issues such as data theft, unauthoriZed access, fraud, 
etc., and the resulting concerns, created an industry-Wide 
demand for security solutions. 

[0007] The ?rst generation of endpoint access control 
included operating system services that controlled user 
access to one or more system resources, such as applica 

tions, data ?les, con?guration settings, etc. Users Were 
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permitted or denied access to these resources based on a 

variety of factors, such as their login ID (Which Was authen 
ticated using a secret) and a secured pro?le of policy settings 
identifying permissions and/or restrictions. These permis 
sions Were generally static in that they Were not context 
sensitive in any other dimension than the user ID. There Was 
no consideration of environmental factors. This static nature 
of security services embedded into the operating system 
remains relatively unchanged in many environments, to the 
present day. 
[0008] In the next step in the evolutionary path of endpoint 
security control, a series of point solutions Were created that 
address point security concerns by providing point access 
control capabilities. Examples of these point solutions 
include: personal ?reWalls that restrict inbound and/or out 
bound access to speci?ed applications, ports, addresses 
and/or communication protocols; antivirus agents, anti-spy 
Ware agents and application White-list management agents 
that monitor, detect and/or restrict access to speci?c system 
resources such as memory, registry keys, etc.; softWare 
update agents that automatically update an application if it 
is not a speci?ed version; data encryption agents that encrypt 
speci?c ?les, the complete contents of speci?c folders, etc.; 
and physical access control agents that restrict access to 
?oppy drives, USB drives, CD-ROM drives, etc. These 
security agents are one-dimensional in that they look at a 
single aspect of the endpoint’s security posture and make 
decisions on that basis. There is no integration of data across 
these security agentsiall of these security solutions operate 
autonomously and completely independent of each other, 
With little or no communications betWeen them or aWareness 

of the state of other applications running on the endpoint. As 
With operating system security services, these point solu 
tions are also static. The business logic and con?gurations of 
these point solutions are not context sensitive. They typi 
cally apply the same rules regardless of the user ID, user 
location, time of day, presence or absence of other security 
applications on the endpoint, con?guration and state of other 
security or management applications on the endpoint, etc. 
While providing relatively stable and secure access control, 
such static endpoint controls remain in?exible and not 
adaptable to user and business needs. They are very much in 
use today in many environments. 

[0009] In the most recent evolutionary step, context 
aWareness has been introduced into the ?eld of endpoint 
security control. Functional examples of context aWareness 
capabilities on the market today include: if a named appli 
cation is not running or is not of a speci?ed minimum 
version, access to netWork connectivity or certain applica 
tions Will be restricted or blocked altogether; if a user is in 
location X (as determined by an assigned IP address, reach 
ability of a netWork host, or some other method of auto 
mated location determination), the user is permitted out 
bound access using application X and Y to netWork servers 
on subnet Z, hoWever if the user is in location Y (altema 
tively an unknoWn location), the user is permitted outbound 
access using application X and W to netWork servers on 
subnet V. In each of these examples, access to a resource (in 
the ?rst case an application, in the second case the netWork 
and communications protocols) is context sensitive in the 
sense that the access privilege is conditional on the current 
state of the endpoint (in the ?rst case a certain application 
running, in the second case the current location). HoWever 
these solutions are limited in that they are only able to assess 
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a limited set of inputs and a?fect a narrow set of access 
privileges. Additionally, once an access privilege has been 
granted, the decision is rarely revisited over the life of the 
user’s connection or access session, i.e. they could come out 
of compliance subsequent to granting of access and Will still 
retain access. 

[0010] Today’s access control solutions still lack signi? 
cant functions and capabilities. As one example, they lack 
the ability to form context-based access control decisions 
using as decision inputs state information provided by point 
solutions that are not context aWare. Further lacking is the 
ability to collect endpoint state information from multiple 
point solutions, collect endpoint state information from the 
environment itself (e.g. information obtained from the oper 
ating system), and integrate the collected information to 
form a higher-level holistic and intelligent vieW of the 
overall endpoint state. 

[0011] Today’s solutions further fail to provide extensi 
bility of the endpoint state information integration function 
so as to enable the collection and integration of endpoint 
state information from a Wide range of existing and future 
point solutions, applications and the endpoint environment 
itself. They lack the ability to de?ne and enforce more 
granular access control permissions and restrictions, includ 
ing the extensibility of this granular access control function 
to future access control objectives. 

[0012] Today’s endpoint securities solutions do not pro 
vide the ability to de?ne conditional, parameter-based busi 
ness logic With ?exible compliance models. They lack the 
ability to de?ne via con?guration settings parameter values 
for di?ferent users and user groups, and further lack the 
ability to optionally and selectively notify an end user When 
access control restrictions are being enforced on their end 
point. 

[0013] Further desirable, and lacking, are useful, func 
tional, management reports as Well as dynamic, functional 
and user-friendly access control capabilities. 

[0014] It Will thus be seen that today’s endpoint security 
control systems lack many functionalities and capabilities of 
importance both to hands-on users and their employers. 

SUMMARY OF THE INVENTION 

[0015] There are provided herein methods and systems for 
?exibly managing corporate security policies, typically to 
control access to local or remote computing resources. 

[0016] In one embodiment of the invention there are 
provided methods and systems for controlling the operation 
of a computing system in response to a security vulnerabil 
ity, one exemplary method comprising: the computing sys 
tem running softWare subject to at least one security vul 
nerability; establishing a policy based on the status of the at 
least one security vulnerability including at least one rule 
and an analysis method for determining compliance With the 
rule; receiving information relating to the status of the at 
least one security vulnerability of the softWare program; 
processing the information relating to the status using the 
analysis method; determining, based on the processing, the 
compliance of the at least one security vulnerability in 
relation to the rule; and controlling, based on the determin 
ing, the operation of the computing system. 
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[0017] In another embodiment of the invention there are 
provided methods and systems for controlling the access of 
an endpoint computing system to a host computing system 
in response to a security vulnerability, an exemplary method 
comprising: identifying Within at least one of the endpoint 
and host systems a plurality of conditions, each condition 
having a state; operating on at least one of the host com 
puting system and the endpoint computing system a soft 
Ware program subject to at least one security vulnerability; 
establishing a policy based on the status of the at least one 
security vulnerability and the state of each of the plurality of 
conditions, the policy including at least one rule and an 
analysis method for determining compliance With the rule; 
receiving information relating to the status of the at least one 
knoWn security vulnerability of the softWare program; 
receiving information relating to the state of each of the 
plurality of conditions; processing the information relating 
to the status of the at least one knoWn security vulnerability 
and the state of each of the plurality of conditions using the 
analysis method; determining, based on the processing, the 
compliance of the at least one security vulnerability and the 
plurality of conditions With the rule; and controlling, based 
on the determining, access of the endpoint system to a 
resource of the host computing system. 

[0018] In another embodiment of the invention there are 
provided methods and systems for generating signals to 
control the access of an endpoint computing system to a 
resource in a host computing system, an exemplary method 
comprising: collecting a state for each of a plurality of 
conditions in at least one of the endpoint computing system 
and the host computing system; collecting a status of a 
knoWn security vulnerability for a softWare program oper 
ating on at least one of the host computing system and the 
endpoint computing system; identifying a policy for deter 
mining access of the endpoint computing system to the 
resource, the policy including at least one rule and an 
analysis method for determining compliance With the rule; 
processing, using the analysis method, the state of each of 
the plurality of conditions and the status of the knoWn 
security vulnerability; determining, based upon the process 
ing, if the conditions and the knoWn security vulnerability 
are in compliance With the rule; and generating, based upon 
the determining, a signal usable to control the access of the 
endpoint computing system to the resource. 

[0019] In yet another embodiment of the invention there 
are provided methods and systems for developing a com 
pliance policy to control the access of an endpoint comput 
ing system to a resource in a host computing system, an 
exemplary method comprising: identifying a plurality of 
conditions in at least one of the endpoint computing system 
and the host computing system, each of the plurality of 
conditions including an associated state, at least one of the 
plurality of conditions relating to a risk of a knoWn security 
vulnerability; and developing a policy for determining the 
access of the endpoint computing system to the resource, the 
policy including a rule and at least one analysis method for 
processing the states of the plurality of conditions to deter 
mine if the plurality of conditions are in compliance With the 
rule. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

[0020] These and other objects, features and advantages of 
the present invention Will become apparent from a consid 
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eration of the following Detailed Description Of The Inven 
tion in conjunction With the drawing Figures, in Which: 

[0021] FIG. 1 is a block diagram shoWing features of a 
security compliance system in accordance With one embodi 
ment of the present invention; 

[0022] FIG. 2 is a How chart shoWing a process for 
managing security compliance in accordance With an 
embodiment of the invention; 

[0023] FIG. 3, is a functional block diagram shoWing the 
interaction of agents, managers, monitors and compliance 
engine in a security compliance system; 

[0024] FIG. 4 is a How chart shoWing the How of infor 
mation betWeen agents, managers, monitors, and the policy 
management system; 

[0025] FIG. 5 is a block diagram shoWing an alternate 
embodiment of the invention Wherein various components 
of the policy management system are incorporated With in 
the other computing systems; 

[0026] FIG. 6 is a How chart shoWing a process for 
integrating knoWn security risks into a compliance system; 
and 

[0027] FIG. 7 is a How chart shoWing the operation of the 
analysis engine to analyZe agent data and develop a com 
pliance policy. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0028] As used here in, examples and illustrations, as Well 
as descriptive terminology such as “exemplary” and “illus 
trative” and variants thereof, are descriptive and non limit 
ing. 

[0029] For purposes of describing the present invention, 
the folloWing speci?cation is arranged topically, in accor 
dance With the folloWing topics: 

[0030] OvervieW 

[0031] Description Of The System 

[0032] Establishing Agents And Managers 

[0033] Establishing Rules And Policies 

[0034] Administrator Policy Con?guration 

[0035] Integration With Vulnerability Scoring Systems 

[0036] AnalyZing AgentiCollected Condition Data 

[0037] EndPoint Compliance Assessment Algorithms 

[0038] Matrix Analysis Algorithm 

[0039] Business RulesiBased Analytical Model For 
Policy Enforcement 

[0040] Boolean TableiBased Analytic Model For 
Policy Enforcement 

[0041] ScoringiBased Analytical Model For Policy 
Enforcement 

[0042] Individual Agent Score Threshold Analysis 
And Enforcement 

[0043] Composite Agent Scoring, Threshold Analy 
sis And Enforcement 
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[0044] Complementary Individual And Composite 
Agent Scoring, Threshold Analysis And Enforce 
ment 

[0045] Single Level Versus Multi-Level Agent Scor 
ing, Threshold Analysis And Enforcement 

[0046] Continuous Reporting Versus Exception 
Reporting Threshold Analysis and Enforcement 

[0047] Matrix Algebra-Based Analytical Model for 
Policy Enforcement 

[0048] Context-Sensitive Threshold and Weighting 
Adjustments to Quantitative Analytical Models for 
Policy Enforcement 

[0049] Statistics-Based Analytical Model for Policy 
Enforcement 

[0050] Data Summary-Based Statistical Analysis 
Methods 

[0051] Mean-Based Analysis Method 

[0052] Moving Average-Based Statistical Analysis 
Method 

[0053] Median-Based Statistical Analysis Method 

[0054] Mode-Based Statistical Analysis Method 

[0055] Geometric Mean-Based Statistical Analysis 
Method 

[0056] Rate-Based Statistical Analysis Method 

[0057] Acceleration Rate-Based Statistical Analysis 
Method 

[0058] Variability-Based Statistical Analysis Meth 
ods 

[0059] Min-Based, Max-Based and Range-Based 
Statistical Analysis Method 

[0060] Standard Deviation-Based Statistical 
Analysis Method 

[0061] Coef?cient of Variation-Based Statistical 
Analysis Method 

[0062] Number of Occurrences-Based Statistical 
Analysis Method 

[0063] Occurrence Frequency-Based Statistical 
Analysis Method 

[0064] Cumulative Distribution-Based Statistical 
Analysis Method 

[0065] Sampling Distribution-Based Statistical 
Analysis Method 

[0066] Sampling Distribution-Based Statistical 
Analysis Method 

[0067] Linear Regression-Based Analysis Method 

[0068] Filtering Analysis 
[0069] Application of Methods to All Endpoint State 

Data Elements 

[0070] Application of Methods to Non-Numeric End 
point State Information 
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[0071] Application of Analytical Methods to Com 
posite Endpoint Compliance Assessments 

[0072] Exception Reporting of Analyses Result 

[0073] Non-Exclusivity of Analyses Methods 

[0074] Combining Analyses Methods 

[0075] Real Time Adjustment of Sampling Frequency 

[0076] Managing Endpoint and Host Operation 

[0077] Communication of Endpoint State Information, 
Endpoint Compliance Analysis Results And/Or Com 
pliance Actions to a Remote Computer 

[0078] Implementation Method liEndpoint system 
Only 

[0079] Implementation Method 24CentraliZed end 
point system policy management 

[0080] Implementation Method 34CentraliZed host 
system policy management 

[0081] Implementation Method 44CentraliZed analy 
sis engine and compliance analysis of individual sys 
tems 

[0082] Implementation Method 54CentraliZed analy 
sis engine and compliance analysis of multiple systems 

[0083] Implementation Method 6iPolicy management 
system as in-band access control mechanism 

[0084] Data Sharing 

[0085] Remote Administrator Noti?cation and Control 

Overview 

[0086] The present invention provides neW and improved 
methods and systems for ?exibly monitoring, evaluating, 
and initiating actions to enforce security compliance poli 
cies. As Will be seen from a consideration of the detailed 
description of the invention, provided beloW, bene?ts and 
advantages of the present invention include: 

[0087] The collection of a Wide range of endpoint state 
information. The enumeration of state policies regard 
ing preferred, required and prohibited states. 

[0088] The enumeration of action policies regarding 
required, permitted and prohibited actions to take When 
the endpoint is partially or entirely in or out of com 
pliance With state policies. 

[0089] An analysis engine enabling comparing current 
states, state policies and action policies and reaching 
decisions on actions to permit, prevent, or automati 
cally initiate. 

[0090] A ?exible methodology for assigning numerical 
values to current state information, state policies and 
action policies so that a variety of quantitatively-based 
analysis models can be used to determine security 
compliance. 

[0091] An enforcement capability that can operate per 
sistently, constantly measuring compliance, With an 
ability to dynamically adjust access privileges subse 
quent to an initial granting of privileges. 
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[0092] An ability to create and adjust a ‘sliding scale’ 
having different levels of overall security risk tolerance 
or conversely an overall minimum security threshold 
that alloWs or prevents access to speci?c hardWare, 
softWare and/ or computing resources depending on the 
degree of compliance With level-speci?c security poli 
cies and in particular the speci?c types of noncompli 
ance that exist at each level. 

[0093] A compliance analysis engine that supports use 
of a range of different analytical methods and models so 
that optimum models can be invoked and applied, 
depending on situational factors. 

[0094] The initiation of and controlled access to a Wide 
range of softWare and hardWare actions. 

Description of the System 

[0095] As used here, the terms “illustrative,”“example, 
includes,” and variants thereof are exemplary and not 

exclusive or otherWise limiting. 

[0096] With reference noW to FIG. 1, there is shoWn there 
is shoWn a system 100, including a host system 102, an 
endpoint system 104, and a policy management system 106. 
In accordance With the present invention and conventional 
use, host system 102 comprises a secure, access-controlled 
processing system Where-to remote systems such as end 
point system 104 connect to access data, processing capacity 
and host-accessible resources. Policy management system 
106 provides rules and policies concerning the connection of 
remote endpoint systems 104 to host system 102. Host 
system 102, endpoint system 104, and policy management 
system 106, are interconnected to communicate through a 
conventional electronic netWork 108, such as the Internet. 

[0097] Considering in detail host system 102, the system 
is seen to include, in a conventional manner, a processor and 
user & communications interface 102A, as Well as conven 
tional storage components 102B, operating systems and 
softWare (typically contained in storage and operated by the 
processor) and other conventional components. Further 
associated With host system 102 are a variety of resources, 
indicated at 102G, accessible directly or indirectly through 
the host, including, for example: user data, user applications, 
physical ports, data storage devices, dial adaptors, netWork 
interfaces, and other resources as Will be apparent to the 
reader. Further contained Within host 102 are a plurality of 
conditions 102E. These conditions are monitored by agents 
102E, the agents collecting and transmitting information to 
agent managers 102D for aggregation by agent monitor 
102E. The various conditions, as Well as the agent functions, 
are described in detail herein beloW. Host 102 may comprise, 
for example, a processing system of the type typically 
oWned, managed and/or operated by a business to support 
the operation of its employees. It may comprise a server, 
enterprise system, personal computer, laptop, personal digi 
tal assistant, mobile communications device such as a 
‘smart’ telephone, or any other type of remotely accessible 
system. In a conventional manner, host system 102 may 
include conventional security features for controlling access 
to the data and resources thereon. 

[0098] Host system 102 may be consolidated at a single 
location or comprise a plurality of systems dispersed over 
multiple locations. 
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[0099] Continuing With reference to FIG. 1, endpoint 
system 104 comprises any processing system capable of 
interconnecting With host system 102, for example: a laptop 
computer, personal computer, server system, enterprise sys 
tem, personal digital assistant, cellular telephone, ‘smart’ 
telephone or other personal device, or any other processing 
system capable of remotely accessing host system 102 for 
the purpose of accessing the resources available there on. 
Endpoint system 104 is seen to include, in a conventional 
manner, a processor and user & communications interface 

104A, as Well as conventional storage components 104B, 
operating systems and softWare (typically contained in stor 
age and operated by the processor) and other conventional 
components. Further contained Within host 104 are a plu 
rality of conditions 104E. These conditions are monitored by 
agents 104E, the agents collecting and transmitting infor 
mation to agent managers 104D for aggregation by agent 
monitor 104E. The various conditions, as Well as the agent 
functions, are described in detail herein beloW. 

[0100] Considering noW the details of policy management 
system 106, in the illustrated embodiment, the system com 
prises a conventional processing system, for example a 
server computer, enterprise computer, personal computer or 
a notebook computer. Accordingly, the system is seen to 
include, in a conventional manner, a processor and user & 
communications interface 106A, as Well as conventional 
storage components 106B, operating systems and softWare 
(typically contained in storage and operated by the proces 
sor) and other conventional components. In accordance With 
the present invention, policy management system 106 is 
seen to include a compliance analysis engine 106C as Well 
as various policy information stored Within storage system 
106B. As Will be seen from the description beloW, compli 
ance analysis engine 106C, typically comprising softWare in 
data store 106B running on hardWare 106A, functions to 
receive system condition information and process that con 
dition information in accordance With the security policies, 
such as are stored Within data storage 106B, in order to 
generate security rules. Analysis engine 106C can comprise 
a portion of the capacity of processor 106A and/or one or 
more dedicated and/or shared separate processor(s). 

[0101] In accordance With a feature of the present inven 
tion, the policy data stored Within data store 106B can 
contain multiple sets of policy data for use by different 
endpoint systems 104, for use by different host systems 102 
and for use by the policy management system 106 itself. 

[0102] In various embodiments as described in further 
detail beloW, the functions incorporated and described With 
respect to policy management system 106 may be contained 
i) Within endpoint system 104, ii) Within host system 102, iii) 
as a stand-alone netWork device otherWise connected to 
netWork 108, and/or iv) distributed in various combinations 
of the foregoing. See, for example, FIG. 5 Wherein a 
compliance analysis engine 106C is shoWn in each of 
endpoint systems 104 (engine 106C') and host system 102 
(engine 106C"). It Will be understood that the various other 
features of policy management system 106 may be per 
formed by the existing components of the endpoint and host 
systems, or otherWise duplicated, replicated, or omitted 
Within those systems as required to perform the appropriate 
functions as described herein. Further, as used here in, 
references to the policy management system includes Where 
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appropriate only those components and functions necessary 
to perform the described functions. 

[0103] In other embodiments of the invention, host system 
102 is used to control access to a netWork, for example a 
private netWork. In one such embodiment, host 102 com 
prises a gateWay or other type of access control system to a 
netWork such as a private network. In another such embodi 
ment, host 102 functions to make compliance and access 
assessments in accordance With the present invention, and 
forWards the results of such assessments to another access 
controller. In such instances, the present invention is used to 
control access by an endpoint such as endpoint system 104, 
to a netWork, limiting or permitting endpoint system 104 to 
access speci?c netWork resources based on its current level 
of compliance. 

[0104] As described herein, the various subsystems, 
agents, processes and managers can be implemented using 
hardWare components, softWare components and/or combi 
nations thereof. 

[0105] With reference noW to FIG. 2, there is shoWn a 
process 200 in accordance With the present invention for 
controlling the access of a user such as endpoint system to 
a computing resource. As noted above, the present invention 
may be used to control access betWeen different systems 
such as an endpoint system and a host system, or Within a 
system, such as to particular resources available Within the 
system. 

Establishing Agents & Managers 

[0106] As used here in, and generally in accordance With 
the accepted de?nition in the art, “agents” operate to deter 
mine the status of particular conditions in a system, as 
described herein the host system 102 and endpoint system 
104. It Will be understood by the reader that the invention is 
equally applicable to controlling access to resources Within 
a single system as to betWeen systems. For purposes of 
explanation, the invention Will be described With respect to 
controlling the access of endpoint system 104 to host system 
102. HoWever, as described above, the invention is equally 
applicable to controlling access Within host system 102 
and/or endpoint system 104, as Well as other computing 
systems. 

[0107] Again, as is generally in accordance With the 
accepted de?nitions in the art, an “agent manager” operates 
to control the function of as Well as to aggregate data 
collected by the various agents. An “agent monitor” func 
tions to aggregate the data collected by various agent 
managers. The various agents, managers and monitors can 
be implemented in hardWare, softWare, and/or combinations 
thereof. 

[0108] When used to describe the operation of an agent, 
the terms “state,”“condition” and variants thereof are used 
synonymously to describe the status of the agent. 

[0109] Considering ?rst the selection of conditions to 
monitor Within endpoint 104 (step 202), there are many 
different data sources and data elements that can be exam 
ined to assess the state of the endpoint, form compliance 
assessments, and ultimately make policy-based access con 
trol decisions regarding local and remote computing 
resources. 
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[0110] Individual con?guration data elements such as anti 
virus heuristics scanning status, and state data elements such 
as ‘is antivirus currently operating’, can be obtained by 
establishing an interface to an agent speci?cally designed to 
collect and report that piece of information. Such con?gu 
ration states and data elements are indicated in the draWing 
FIG. 1 as conditions 104E. The agents 104E can comprise a 
component of the endpoint system or an external service 
provided by third party softWare. The endpoint system 
includes one or more agent managers 104D. These agent 
managers collect state information from individual agents 
104E or the general computing environment, including the 
operating system version, registry settings, and others as Will 
noW be apparent to the reader. An agent monitor 104C 
functions to collect and process information from the vari 
ous agent managers 104D, in the manner described beloW. 

[0111] A given inspection agent may provide a granular or 
broad means to indirectly assess con?guration state and data 
elements and may provide numerous pieces of state con 
?guration and state information to the endpoint’s agent 
managers 104D. For example the response to a query 
regarding the state of a con?guration setting might simply be 
true or false, Whereas the response to a query regarding What 
viruses are currently being monitored for could be an 
enumerated list of thousands of virus names. 

[0112] Agents running on endpoint 104 and performing 
related or similar functions can generally be grouped into 
categories. For example, an antivirus client/agent, an anti 
spyWare agent, a content ?ltering agent and an applications 
White-list agent can be grouped into a ‘security agent’ 
category. 

[0113] It Will be understood by the reader that the universe 
of monitorable conditions, sources of state information, Will 
expand and evolve over time. For example, neW operating 
system services may come available, neW categories of 
security applications may emerge, security point solutions 
may become integrated, transport technologies Will continue 
to evolve, transport hardWare Will evolve, features of secu 
rity point solutions Will evolve, etc. Therefore the present 
invention contemplates the addition, modi?cation, or 
removal of agent components as needed over time. Further 
more, different customer needs Will Warrant monitoring or 
conversely not Warrant monitoring of selected conditions. 
The present invention is extensible to be able to take 
advantage of neW sources of information as they become 
commercially available or as customers request support for 
neW or existing products. The agents, managers and policies 
are also desirably ?exible since, depending on the presence 
or absence of operating system facilities, third party appli 
cations, etc. not all condition information may be available 
simultaneously. Therefore endpoint 104 is con?gured so as 
to be able to add, modify, or remove agents on a per user 
basis and to further customiZe or adapt a given con?guration 
of the endpoint’s softWare components over time. 

[0114] Illustrative conditions 104E that are available and 
may be used for assessing endpoint state information are as 
folloWs. Note that not all of these conditions Will be needed 
at any one point in time, i.e. When different system events 
occur, different pieces of endpoint state information become 
relevant. It Will be understood that different items of interest 
may be monitored at different times, and different users Will 
have different items they are interested in monitoring. 
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[0115] User state information includes: 

[0116] User ID, User group(s) membership (e.g. 
reseller, customer, business unit, division, department, 
etc.), 

[0117] User role(s)/position (eg sales, executive, cleri 
cal Worker, mobile professional, system administrator, 
etc.), 

[0118] User Workgroup, and 

[0119] User security group. 

[0120] Authentication state information includes: 

[0121] Authentication method (eg no authentication, 
reusable passWord, one time passWord, biometrics, 
smart card, etc.), 

[0122] Authentication source (E.g. local to the machine 
or to a remote authentication database across a net 

Work), 
[0123] Authentication success/failure result, PassWord 

strength, Age of passWord, and Number of successive 
login failures. 

[0124] Endpoint hardWare Information includes: 

[0125] Endpoint hardWare oWner (public kiosk, user 
oWned, corporate asset, etc.) 

[0126] Endpoint hostname 

[0127] HardWare con?guration and state, such as: 

[0128] CPU type 

[0129] 
[0130] 
[0131] Etc. 

[0132] BIOS: 

[0133] Vendor 

[0134] Version 

[0135] 
[0136] 
[0137] 
[0138] 
[0139] 
[0140] 
[0141] 

Total system memory 

Free memory 

Individual settings 

Drive mappings 

Supported pointing devices 

Enabled and active pointing devices 

Current poWer source 

Battery charge level 

System temperature 

[0142] Endpoint Operating System Information includes: 

[0143] Base OS version 

[0144] 
[0145] 
[0146] State of OS con?guration settings (enabled/dis 

abled options, services settings, option settings, etc.) 

Installed service packs 

Installed patches 

[0147] Currently active OS services 

[0148] Default language 

[0149] Installed language packs 
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[0150] Operating System Services Information includes: [0190] Con?guration settings 

[0151] Intra-application and Internet-application copy/ [0191] License ID 
paste service (eg Microsoft Windows Clipboard) [0192] Digital Signature 

[0152] Network Services Information includes: [0193] Running applications 

[0153] DNS: [0194] Running processes 

[0154] Current primary and Secondary DNS Servers [0195] Current priority level for each running applica 

[0155] Size of DNS cache tion 

[0156] Number of DNS queries [0196] Application being opened 

[0157] DNS queries serviced by local DNS cache [0197] Application being Closed 

[0158] ICMP: [0198] Memory consumed by each running application 

[0159] ICMP messages transmitted [0199] Application update history information 

[0160] ICMP messages received [0200] Preferred application priority 

[01611 @1211, pirzlfy‘irpzizzfriiiiilz‘zc: [0162] Contents of ARP Cache [0202] Transaction response time for speci?c applica 

[0163] Number of ARP requests 11011 IranSaCIiOnS 

[0164] Number Of RARP requests [0203] Number of times a speci?c application transac 
tion occurs 

[0165] NetWork protocols enabled 

[0166] IP settings: 

[0167] Current TTL setting for outbound IP packets 

[0168] IP address 

[0169] Default gateWay 

[0204] Application-Speci?c Information includes: 

[0205] Email: 

[0206] Version in use 

[0207] Max number of emails per minute 

[0208] Number of emails received and in inbox or 
[0170] Subnet mask other mail folders 

[0171] UDP/TCP [0209] Email arrival rate 

[0172] Window Size [0210] Email reception rate 
[0211] Email attachment count 

[0212] Email attachment siZe 
[0173] HTPP: 

[0174] HTTP requests sent 
[0213] Number of recipients in emails sent 

[0214] Web broWser: 

[0215] URLs being accessed 

[0216] Data Information includes: 

[0217] Local data being accessed 

[0175] HTTP request transmission rate 

[0176] Number of requests to a given host 

[0177] Number of requests to a given domain 

[0178] Number of requests to a given IP address or address 
rangeFile System Information includes: 

[0179] Read/Write Status of a named ?le [0218] Application accessing the local data 

[0180] Access privileges to a named ?le [0219] Remote data store being accessed 
[0220] Application accessing the remote data 

[0181] Access privileges to a named folder or directory. 

[0182] File being deleted 

[0183] Flle bemg Created [0223] Data being copied or saved to a local external 
[0184] File being opened storage device (eg USB thumb drive) 

[0221] Remote data elements be accessed 

[0222] User access privileges for data being accessed 

[0185] File being overwritten [0224] Data being transmitted to, copied to, or saved to 
a remote location 

[0186] Application Information includes: _ _ _ 
[0225] Remote location data being transmitted to 

[0187] Installed application information 

0188 V d 
[ 1 en or [0227] Speci?c text strings (including support for Wild 
[0189] Version cards and logical AND/OR/ELSE/NOT combinations) 

[0226] Remote location data being retrieved from 
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contained in a ?le, in a document, in an email, in a 
communications message, etc. 

[0228] Data Backup Information includes: 

[0229] Backup program information 

[0230] Vendor 

[0231] Version 

[0232] Backup con?guration settings: 
[0233] Speci?c data to be backed up (e.g. ?les, fold 

ers, modi?ed documents, tables, records, etc.) 

[0234] Backup type (eg incremental, Whole) 
[0235] Backup destination 

[0236] Amount or volume of data to be backed up 

[0237] Date of last backup 

[0238] Date of next backup 

[0239] Backup agent state (eg active, idle) 

[0240] Antivirus Agent Information includes: 

[0241] Antivirus agent information 

[0242] Vendor 

[0243] Version 

[0244] Signature ?les version 

[0245] Antivirus-speci?c con?guration settings, (eg 
scan Whole system, speci?c folders, speci?c ?les, run 
scan at startup, run scan every X days, signatures 
update frequency, etc.) 

[0246] Amount or volume of data to be scanned 

[0247] Date of last update 

[0248] Antivirus scanning state (eg active, idle) 

[0249] Personal Firewall Agent Information includes: 

[0250] Personal ?reWall agent information 

[0251] Vendor 

[0252] Version 

[0253] Personal ?reWall-speci?c con?guration settings 
(eg user notify, silently discard, event logging, event 
log uploads, blocking enabled/disabled, etc.) 

[0254] Permitted/Restricted 
protocols and/or destinations 

outbound applications, 

[0255] Permitted/Restricted inbound applications, pro 
tocols and/or destinations 

[0256] Date of last softWare update 

[0257] Date of last pro?le update 

[0258] Personal ?reWall state (eg actively blocking, 
blocking disabled, etc.) 

[0259] VPN Client Information includes: 

[0260] VPN client program information 

[0261] Vendor 

[0262] Version 
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[0263] VPN client-speci?c con?guration settings (eg 
default pro?le, split tunneling, authentication method, 
etc.) 

[0264] Date of last softWare update 

[0265] Date of last pro?le update 

[0266] VPN tunnel state (eg connecting, connected, 
disconnecting, disconnected) 

[0267] Anti-SpyWare Agent Information includes: 

[0268] Anti-spyWare agent information 

[0269] Vendor 

[0270] Version 

[0271] Signature ?les version 

[0272] Anti-spyWare-speci?c con?guration settings, 
(eg scan, Whole system, speci?c folders, speci?c ?les, 
run scan at startup, run scan every X days, signatures 
update frequency, etc.) 

[0273] Date of last update 

[0274] Anti-spyWare agent scanning state, (eg active, 
idle) 

[0275] Data Encryption Agent Information includes: 

[0276] Data encryption agent information 

[0277] Vendor 

[0278] Version 

[0279] Data encryption-speci?c con?guration settings 

[0280] Method of user authentication 

[0281] Speci?c data to be encrypted (e.g. ?les, fold 
ers, modi?ed documents, tables, records, etc.) 

[0282] Encryption type (eg AES, digital certi?cate, 
TPM chip, etc.) 

[0283] Data encryption agent state, (eg active, idle) 

[0284] Content Filtering Agent Information includes: 

[0285] Content ?ltering agent information 

[0286] Vendor 

[0287] SoftWare version 

[0288] Blocked sites ?le version 

[0289] Content ?ltering agent-speci?c con?guration 
settings 

[0290] Method of ?ltering (e.g. local list, proxy 
server) 

[0291] Speci?c sites or site categories to be ?ltered 

[0292] Event logging 

[0293] Log upload 

[0294] Content ?ltering agent state, (eg active, idle) 

[0295] Date of last softWare update 

[0296] Date of last ?lter list update 

[0297] Local HTTP/HTTPS proxy settings for remote 
HTTP/HTTPS proxy server 
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[0298] Asset Management Agent Information includes: 

[0299] Asset management agent information 

[0300] Vendor 

[0301] Software version 

[0302] Asset reporting pro?le version 

[0303] Asset management agent-speci?c con?guration 
settings 

[0304] 
[0305] Log upload destination server 

Information being recorded 

[0306] Asset management agent state, (eg active, idle) 

[0307] Date of last softWare update 

[0308] Date of last pro?le update 

[0309] Location Information includes: 

[0310] Geographic location Physical location on the 
corporate campus 

[0311] Location category: 

[0312] 
[0313] 
[0314] 
[0315] 
[0316] 
[0317] 

[0318] Remote and connected to corporate netWork via 
a VPN 

[0319] Reachability of speci?c remote hosts or net 
Works 

[0320] Time-Based Information includes: 

[0321] 
[0322] 
[0323] 
[0324] 

[0325] Wireless Connection Information includes: 

Directly connected to corporate netWork 

Home 

Public Wireless location 

Hotel 

Approved kiosk 

Public Wired broadband location 

Local time of day 

Time of day at destination 

Day of Week 

Day of month 

[0326] Permitted SSIDs 

[0327] Prohibited SSIDs 

[0328] Suspect SSIDs 

[0329] Con?guration of current wireless connections, 
eg 

[0330] Bluetooth: 

[0331] Current connection details 

[0332] Permitted connections con?guration set 
tings 

[0333] Wi-Fi and other IEEE 802.1 Wireless data 
communication link protocols 

[0334] Current connection details, e.g. ad hoc 
mode, netWork node, WEP, WPA, WPA2, 802.1x, 
key length, etc. 
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[0335] Permitted connections con?guration set 
tings 

[0336] Available Connection Information includes: 

[0337] Available netWork connections 

[0338] Speci?c netWork devices available (speci?c 
adapter or modern in use) 

[0339] NetWork technologies available (Wi-Fi, Wired, 
mobile data, dial, etc.) 

[0340] Theoretical bandWidth available 

[0341] Cost per minute/cost per megabyte 

[0342] NetWork service provider 

[0343] Link encryption options 

[0344] Active connection information includes: 

[0345] Speci?c netWork device in use 

[0346] NetWork technology in use 

[0347] Theoretical available bandWidth 

[0348] Current bandWidth 

[0349] Average bytes/sec output 

[0350] Average bytes/sec input 

[0351] Cost per minute/cost per megabyte 

[0352] NetWork service provider 

[0353] NetWork printing status 

[0354] Link encryption method 

[0355] Authentication method 

[0356] NetWork bytes received 

[0357] NetWork bytes transmitted 

[0358] Subsequent to identifying the various conditions to 
be monitored Within endpoint system 104 (step 202), the 
various agents 104E and agent managers 104D and agent 
monitor(s) 104C are identi?ed and con?gured for monitor 
ing those various conditions (step 204). For example an 
agent manager 104D may be con?gured to query a vendor 
speci?c API exposed by a third party antivirus agent, may be 
con?gured to query an operating system service periodically 
to determine if the endpoint has an active netWork interface 
and if so, the IP address of that interface, etc. Multiple 
managers 104D may be separately con?gured to monitor 
multiple agents 104E and multiple monitors 104C con?g 
ured to aggregate manager data. In summary, agent manag 
ers are con?gured to monitor the conditions of interest such 
as one or more of those described above. 

[0359] Agents can be free standing external software 
applications, system services provided by the operating 
system or dedicated, special-purpose monitoring processes 
that are part of the monitored system itself. Agents can 
monitor both softWare activity and hardWare activity. A 
typical method for monitoring hardWare information is 
through the use of hardWare device drivers and other similar 
operating system services. Examples of freestanding agents 
are antivirus client, personal ?reWall, anti-spyWare, anti 
phishing agents, data backup agents, etc. Agent monitor 
104C can comprise softWare, hardWare and/or a combina 



US 2007/0143851A1 

tion thereof, and is functional to collect or aggregate the 
input from the various agents, through the agent managers, 
and communicate that data for processing as described 
herein. 

[0360] With reference noW to FIG. 3, there is illustrated 
diagrammatically an exemplary series of agents 104E con 
nected to monitor exemplary endpoint conditions 104E such 
as those listed above. The agent monitors 104C perform 
overall endpoint monitoring through the use of individual 
agent mangers 104D, each of Which monitors one or more 
speci?c agents 104E, the individual agent managers 104D 
aggregated by an agent management service 104D‘. As 
previously mentioned, different con?gurations and policies 
Will require the use of different individual agent managers 
and different speci?c agents. Further illustrated in FIG. 3 is 
the communication of the agent data to the compliance 
analysis engine 106C for processing in accordance With the 
methods described herein beloW. 

Establish Rules & Policies 

[0361] With reference noW back to FIG. 2, subsequent to 
the identi?cation of the conditions to be monitored and the 
establishment of the various agents, agent managers and 
agent monitors as described above, there are next established 
rules and policies for controlling the access to local 
resources on the endpoint system 104 or remote host system 
102 (step 206). 

[0362] The policies established to control access to host 
system 102 and/or access to local host resources 102G as 
described above, can specify a number of behavioral options 
for endpoint system 104. These policies are typically estab 
lished by the operator of host system 102 or the adminis 
trator of endpoint system 104, and stored in the policies 
storage section 106B of policy management system 106. 
Con?guration policies specify a number of behavioral 
options for the client. As described here in, con?guration 
policies include both the con?gurable behaviors of the 
compliance analysis engine and the security policies of the 
systems. Con?guration policy behaviors supported by the 
client include: 

[0363] Endpoint inspection management policies, includ 
ing: 

[0364] Enumerated list of endpoint data categories to 
monitor or not monitor 

[0365] Enumerated list of sensors Within each category 
to monitor or not monitor 

[0366] Method of monitoring for each sensor (e.g. 
active polling, or passive receipt of events) 

[0367] Frequency of monitoring for each sensor 

[0368] Enumerated list of data elements to be sampled 
With the folloWing parameters identi?ed for each 
sampled: 

[0369] Whether sampling is to occur a regular basis, 
or Whether it is to be initiated as a result of a system 
event 

[0370] If sampling is to be initiated in response to 
a system event: 

[0371] The event (eg an application being 
launched, a netWork connection being estab 
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lished, a user opening a ?le, a system login 
event, an application login event, an antivirus 
agent compliance violation, etc.) 

[0372] If applicable, a threshold value and type 
(eg 5 times a minute When antivirus compli 
ance score is beloW 75%, email transmission 
rates above 5 per minute, etc.) 

[0373] Number of samples to collect for a compli 
ance evaluation cycle 

[0374] Sampling interval (if applicable) 

[0375] Acceleration WindoW interval (if applicable) 

[0376] Whether sampling and results reporting 
method should utiliZe a successive stop/start Win 
doWing method or a sliding WindoW method (e. g. for 
moving average-type calculations). 

[0377] Enumerated list of data elements to be sampled 
on a regular or threshold basis, and the corresponding 
sampling interval 

[0378] Enumerated list of policies and thresholds for 
Which the sampling frequency must be adjusted When 
a threshold is reached. For each policy one or more of 
the folloWing parameters must be de?ned: 

[0379] Threshold value 

[0380] Upper and loWer threshold value (for range 
based thresholds) 

[0381] Sampling parameters (eg count, interval, 
etc.) When out of range 

[0382] Sampling parameters (eg count, interval, 
etc.) When in range 

[0383] Compliance Engine Management, including: 

[0384] Enumerated list of analytical model(s) to use for 
different endpoint data elements 

[0385] Business rules 

[0386] Boolean tables 

[0387] Matrix method 1 

[0388] Matrix method 2 

[0389] Mean method 

[0390] Moving average method 

[0391] Variance method 

[0392] Standard deviation method 

[0393] etc. 

[0394] Enumerated list of compliance thresholds for 
different endpoint data elements: 

[0395] Min value 

[0396] Max value 

[0397] Required range (min and max value) 

[0398] Variance 

[0399] Standard deviation 
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[0400] Composite scoring inputs: 
[0401] Mandatory inputs 
[0402] Exception based 

[0403] Combined 

[0404] Enumerated list of items that are mandatory 
inputs into the composite score 

[0405] Enumerated list of items that are exception 
inputs into the composite score 

[0406] Composite scoring calculation method: 

[0407] Discrete 

[0408] Time base 

[0409] Sampling interval 

[0410] Number of samples 

[0411] Hostname of remote computer management 
application to Which endpoint information should be 
sent 

[0412] Type of information to send to management 
application, eg raW collected data, compliance analy 
sis results, compliance actions scheduled to occur, etc. 

[0413] Frequency With Which client should query policy 
management server to look for and retrieve any avail 
able policy updates. 

[0414] Action Management information including: 

[0415] Enumerated list of action categories to enforce 
or not enforce 

[0416] Enumerated list of actions Within each action 
category to enforce or not enforce 

[0417] Enumerated State Policies information including: 

[0418] Endpoint HardWare Con?guration Policies 

[0419] Permitted devices types 

[0420] Required device manufacturer 

[0421] Required device version 

[0422] Minimum free hard drive space 

[0423] Required device serial number 

[0424] Required device asset tag 

[0425] Removable storage device permissions 

[0426] Required operating system version 

[0427] Required operating system patches 

[0428] Required operating system con?guration set 
tings 

[0429] 
tings 

Permitted operating system con?guration set 

[0430] Endpoint Data Storage Device Access Policies 
information including: 

[0431] Prerequisites for a named I/O port or storage 
device to be permitted to be accessed as read only 

[0432] Prerequisites for a named I/O port or storage 
device to be permitted to be accessed as read/Write only 
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[0433] Prerequisites for a named I/O port or storage 
device to be permitted to be accessed as Write only 

[0434] Enumerated list of applications permitted to 
access named I/O ports or storage devices 

[0435] Printer Access Storage Policies 

[0436] Prerequisites for a named printer to be permitted 
to be used 

[0437] Named applications alloWed to access named 
printers 

[0438] Authentication Policies 

[0439] PassWord reset age or date 

[0440] PassWord expiration age or date 

[0441] Required user location to alloW passWord reset 
activation 

[0442] Permitted authentication methods for system 
access 

[0443] Permitted users to be logged into this endpoint 

[0444] Application Policies 

[0445] Permitted applications per named user 

[0446] Permitted application versions per named user 

[0447] Permitted applications for a speci?ed endpoint 
hardWare con?guration 

[0448] Permitted transactions per named application per 
named user 

[0449] Prerequisites for a named application to be per 
mitted to run 

[0450] Endpoint state conditions that require a named 
application to be exited immediately. 

[0451] Applications to automatically uninstall upon 
detection 

[0452] Applications to automatically uninstall if usage 
falls beloW a speci?ed threshold of use (e. g. number of 
times opened or used per day, per Week, per month, 
etc.) 

[0453] Default OS priority level When running 

[0454] Preferred OS priority level When average CPU 
utiliZation exceeds threshold 

[0455] Application priorities When average CPU utili 
Zation exceeds threshold 

[0456] Application priorities When instant CPU utiliZa 
tion exceeds threshold 

[0457] Minimum free memory requirements to be per 
mitted to run a speci?ed application 

[0458] Cumulative frequency thresholds for named 
transactions (eg 90% of all neW order upload trans 
actions must complete Within 5 seconds) 

[0459] Enumerated list of applications to back up. 

[0460] Preconditions/prerequisites for 
backup, e.g. 

initiating 
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[0461] When user is connected to corporate net 
Work via a VPN AND 

[0462] User has a Wired broadband connection OR 

[0463] User has a Wi-Fi connection 

[0464] Required operating system patches to run a 
speci?c application 

[0465] Required operating system con?guration set 
tings to run a speci?c application 

[0466] Required HTTP/HTTPS proxy settings 

[0467] Data Access Policies 

[0468] Local data permitted to be accessed 

[0469] Local data permitted to be modi?ed 

[0470] Remote data permitted to be accessed 

[0471] Remote data permitted to be modi?ed 

[0472] Local ?les permitted to be deleted 

[0473] Remote ?les permitted to be deleted 

[0474] Data permitted to be transmitted to remote loca 
tions 

[0475] Remote locations data permitted to be transmit 
ted to; Enumerated for each ?le, folder and/ or ?le type 

[0476] Required security posture to have read or read/ 
Write privileges to speci?c data 

[0477] Local data permitted to be accessed by authen 
tication method 

[0478] Remote data permitted to be accessed by authen 
tication method 

[0479] Local data permitted to be modi?ed by authen 
tication method 

[0480] Remote data permitted to be modi?ed by authen 
tication method 

[0481] Data permitted to be transmitted to remote loca 
tions by authentication method 

[0482] Data permitted to be transmitted to remote loca 
tions by link encryption method 

[0483] Data Backup Policies 

[0484] Enumerated list of folders and/or ?les to back 
up. 

[0485] Preconditions/prerequisites 
backup 

[0486] Example: 

for initiating 

[0487] When user is connected to corporate net 
Work via a VPN AND 

[0488] User has a Wired broadband connection 
OR 

[0489] User has a Wi-Fi connection 

xam e: [0490] E pl 

[0491] 
[0492] When user authentication fails 3 suc 

cessive times AND 

Initiate incremental backup When: 

Jun. 21, 2007 

[0493] Wired broadband netWork connection 
exists OR Wi-Fi netWork connection exists 

[0494] 
[0495] When user authentication fails 3 suc 

cessive times AND 

[0496] NetWork connectivity exists over any 
transport type 

[0497] 
[0498] User is connected directly to corporate 

netWork OR User is remotely connected to 
corporate netWork via a VPN AND 

[0499] User authentication fails OR User 
access privileges have been revoked 

Initiate full backup When: 

Initiate full backup When: 

[0500] Maximum number of days, or hours betWeen 
data backups for incremental backups 

[0501] Maximum number of days, or hours betWeen 
data backups for full backups 

[0502] Data to be backed up in incremental back ups 

[0503] Data to be backed up in full back ups 

[0504] Data to be backed up When not attached to 
corporate netWork 

[0505] Data to be backed up When connected via a VPN 
to corporate netWork over a speci?ed transport 

[0506] Data to be backed up by speci?ed link encryp 
tion method 

[0507] Endpoint Location Policies 

[0508] Permitted remote locations 

[0509] Permitted corporate of?ce locations 

[0510] Authentication Policies 

[0511] Permitted authentication methods 

[0512] Max number of days betWeen passWord resets 

[0513] Max number of authentication failures 

[0514] NetWork Access Policies 

[0515] Permitted netWork addresses and/or address 
ranges alloWed to be accessed by the user 

[0516] Permitted netWork addresses and/or address 
ranges alloWed to be accessed by a speci?c named 
application 

[0517] Required applications to be running in order to 
enable a speci?ed netWork adapter 

[0518] Required applications to be running in order to 
enable a speci?ed modem 

[0519] Permitted netWork transports 

[0520] Permitted netWork devices 

[0521] Permitted netWork service providers 

[0522] Permitted hotspots 

[0523] Permitted dial numbers 

[0524] Permitted Wired broadband locations 




























































