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(57) ABSTRACT 

A method is provided to handle an electronic mail message 
such that the receiver of the e-mail message can verify the 
integrity of the message. A request is provided from a 
sender’s side to a service. The request includes information 
regarding the e-mail message. The service processes at least 
a portion of the request to generate a result. For example, the 
service may encrypt the portion of the request, according to 
a public/private key encryption scheme, to generate a digital 
signature as the result. The service provides the result to the 
sender’s side. At the sender’s side, the result is incorporated 

(86) PCT NO; PCT/Us04/43874 into the e-mail message and the result-incorporated message 
is transmitted via an e-mail system. At the receiver’s side, 

§ 371(c)(1), the result-incorporated e-mail message is processed to assess 
(2), (4) Date: Jun. 27, 2006 the integrity of the received e-mail message. 
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E-MAIL CERTIFICATION SERVICE 

BACKGROUND 

[0001] The present patent application is in the ?eld of 
electronic mail and, more particularly, is directed to veri? 
cation, by a receiver of an e-mail message, of the integrity 
of the received e-mail message. 

[0002] Electronic mail has become a useful tool in our 
personal and business lives. Unfortunately, like other useful 
technologies, it has also become an intrusion. For example, 
only the most diligent among us are able to avoid scurrilous 
attempts to sell us nutritional supplements, mortgages, por 
nography and numerous other “products.” More recently, 
scammers have taken to using “spoof” e-mails in an ille 
gitimate attempt to gain access to our personal information. 
For example, such scammers have spoofed BestBuy and 
eBay, attempting to entice unsuspecting users into providing 
personal information such as social security numbers and 
credit card numbers. Thus, as useful as e-mail has proven to 
be in our lives, it can be dangerous to blindly assume that 
received e-mail is legitimate. HoWever, efforts at minimiZ 
ing intrusion of technologies often unavoidably diminish the 
usefulness of the technology Whose intrusion We are seeking 
to minimiZe. 

[0003] For example, “spam” catchers typically catch 
legitimate e-mail messages in addition to spam e-mail 
messages. Users must carefully scrutiniZe the caught e-mail 
messages, lest any of them be legitimate and unintentionally 
ignored. Also, spoof e-mail messages are more dif?cult to 
detect, as they appear in many respects to be legitimate. 

[0004] There have been a number of attempts to address 
the concerns With e-mail. One notorious attempt is described 
in US. Pat. No. 5,999,967, to Sundsted. Sundsted has 
proposed attaching an “electronic stamp” to each e-mail 
message sent, Where the receiver of the e-mail message 
receives money from the sender. The receiver can determine 
Whether it is “Worth it” (from the value of the attached 
stamp) to read the e-mail and receive the money. Because 
Sundsted employs “stamps” having monetary value associ 
ated With them, there is a practical requirement (Which is 
dif?cult to achieve) that the system to exchange value be 
secured against fraud. Furthermore, even if the system to 
exchange value can be made secure, there is nothing that 
alloWs a receiver of e-mail to discriminate betWeen senders 
from Whom it is desirable to receive e-mail and senders from 
Who it is undesirable to receive e-mail apart from the 
monetary bene?t to the receiver Who reads e-mail. Perhaps 
even more signi?cantly, nothing in the electronic stamp 
alloWs one to assess the integrity of the e-mail. 

[0005] In many respects, a proposed system knoWn as 
“HashCash” is similar to the system described in the Sund 
sted disclosure. The proposed HashCash system is such that, 
before an e-mail message is sent, a signi?cant particular 
math computation must be performed on the sending com 
puter to generate a token. This computation is such that, for 
example, it Would take up to 15 seconds on a standard 1 GHZ 
PC. The token is incorporated into the e-mail message. The 
receiving computer performs a relatively simple computa 
tion to verify that the token is, in fact, the result of the 
particular a math computation performed on the sending 
computer. A draWback of HashCash, then, is that anyone 
Who is Willing to undergo the computational burden can send 
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e-mail messages unimpeded. That is, like the system 
described in the Sundsted patent, there is nothing in the 
token that alloWs the receiving side to discriminate betWeen 
senders from Whom it is desirable to receive e-mail and 
senders from Whom it is undesirable to receive e-mail, 
beyond verifying that the sender did, in fact, incur the 
computational expense to generate the HashCash token. 
That is, in some sense, HashCash merely substitutes com 
putational expense for the monetary expense of the Sundsted 
system (albeit there is money or other value received by the 
e-mail recipient). 

BRIEF SUMMARY 

[0006] A method is provided to handle an electronic mail 
message such that the receiver of the e-mail message can 
verify the integrity of the message. A request is provided 
from a sender’s side to a service. The request includes 
information regarding the e-mail message. The service pro 
cesses at least a portion of the request to generate a result. 
For example, the service may encrypt the portion of the 
request, according to a public/private key encryption 
scheme, to generate a digital signature as the result. The 
service provides the result to the sender’s side. 

[0007] At the sender’s side, the result is incorporated into 
the e-mail message and the result-incorporated message is 
transmitted via an e-mail system. At the receiver’s side, the 
result-incorporated e-mail message is processed to assess the 
integrity of the received e-mail message. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a ?owchart illustrating a process in 
accordance With an aspect; 

[0009] FIG. 2 schematically illustrates the relationship 
betWeen various entities as the FIG. 1 method is executed; 

[0010] FIG. 3 is a ?owchart illustrating, in greater detail, 
a portion of the FIG. 1 method that is executed at the 
receiver’s side. 

[0011] FIG. 4 illustrates a portion of the FIG. 3 method 
Where it is determined if a received e-mail message is a 
result-incorporated message and appropriate action is taken. 

[0012] FIG. 5 illustrates the processing of the service 
being carried out on a plurality of servers. 

[0013] FIG. 6 illustrates an example of hoW public keys 
are made available to e-mail client programs at a sender’s 
side (Which Will later be a receiver’s side). 

[0014] FIG. 7 illustrates an example of processing at a 
receiver’s side to cause invitations to be sent to a reply-to 
address. 

[0015] FIG. 8 illustrates an example of interaction 
betWeen a broWser program, an e-mail program and a 
service to compose and send content. 

[0016] FIG. 9 illustrates an example of interaction 
betWeen an e-mail client and a service for receiving infor 
mation from the service regarding an e-mail sender. 

[0017] FIG. 10 illustrates an example mechanism to syn 
chroniZe information betWeen a client and a server. 

[0018] FIG. 11 illustrates an example of secure commu 
nication betWeen a client computer and a service. 
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DETAILED DESCRIPTION 

[0019] FIG. 1 illustrates a broad aspect of a method/ 
system to handle an e-mail message such that a receiver of 
the e-mail message can assess the integrity of the e-mail 
message. FIG. 2 illustrates the architecture of the method/ 
system. Referring to FIGS. 1 and 2, a plurality of senders 
10211 through 10211 (referred to generically in FIG. 1 by the 
reference numeral 102) and a plurality of receivers 106ath 
rough 106n (referred to generically in FIG. 1 by the reference 
numeral 106) are, in a basic form, present in any e-mail 
system. That is, any sender 102 can send an e-mail message 
to any receiver 106 via the e-mail system 118. 

[0020] Referring speci?cally to FIG. 1, at step 110, an 
e-mail is created at the sender’s side. 102 For example, the 
user authors an original e-mail message using standard 
e-mail client softWare (e.g., Outlook 2000 or Outlook 2003), 
including indicating a desired recipient of the message. At 
step 112, information regarding the e-mail is provided to the 
service 104. The user does not need to take any special 
course of action to cause the information to be provided to 
the service 104. The process is intentionally “transparent” to 
the user to minimiZe possible confusion and extra steps that 
might otherWise interfere With the rapid deployment and use 
of the service 104. 

[0021] For example, upon detecting an e-mail message to 
be sent, programming code either embedded Within the 
email client or included as an add-on component intercepts 
the e-mail message. For example, many of Microsoft’s 
Outlook products include a facility for third party developers 
to provide plug-in code to enhance the functionality of the 
Outlook e-mail client program. Other e-mail client programs 
do not explicitly provide a convenient facility for third-party 
developers to provide such plug-in code, but the plug-in 
code can be provided nonetheless. 

[0022] The mail client interacts With the service 104, in the 
form of a single TCP/IP request using a standard Internet 
protocol such as HTTP or HTTPS. By using standard 
Internet protocols for communication With the service 104, 
packets of the communication Will generally not be blocked 
by corporate or home DSL ?reWalls. Packets transmitted by 
HTTPS are also generally immune from netWork snooping 
since HTTPS is a secure protocol. It is noted that payload 
data of HTTP transmissions may be internally encrypted. 

[0023] In one speci?c example, programming at the send 
er’s side determines the folloWing information regarding the 
e-mail message: 

[0024] A digest. The digest is created by processing the 
true text of the e-mail body into a mathematical rep 
resentation that functions as a ?ngerprint of sort, yet at 
the same time prevents disclosure (leaking) of the 
actual text4ensuring privacy for the author, yet alloW 
ing us to detect changes. From the digest, it can be 
determined if a change took place, even Without knoW 
ing What Was the original text Was or hoW it Was 
changed. 

[0025] A random salt to be associated With this digital 
stampil2 bytes. The use of the salt is discussed in 
greater detail later. 

[0026] Digests for each email recipient, Which incorpo 
rate the salt. Speci?cally, the salt is appended to a 
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recipient address, and the SHAl digest is computed on 
the combined structure, Which results in a 20-byte 
digest. The least signi?cant 12 bytes of that binary 
digest is transformed to a Base64 ASCII representation 
(1 6 characters long) Which is embedded into the stamp. 
This process is performed for each recipient address. 

In general, the information regarding the e-mail message 
includes information such that, after being processed 
by the service 104 to generate a result, as discussed 
beloW, the receiver’s side 106 can process the result and 
assess the integrity of the e-mail message. 

[0027] In some embodiments, the information provided to 
the service 104 includes the sender’s identity and authenti 
cation (typically account/passWord). This information, as 
opposed to being information regarding the e-mail message, 
can be characterized as information about the sender, from 
Which the service 104 can authenticate the sender. 

[0028] As discussed above, it is not necessary for the 
sender’s side 102 to provide the actual content (body) of the 
e-mail message to the service 104. This contributes to 
maintaining the privacy, security and comfort of the sending 
user. The e-mail message body is “hashed” by the mail client 
at the sender’s side 102 to derive a multi-digit numerical 
sequence Which represents the substance of the message 
Without disclosing its content. A variety of digital hashing/ 
digest techniques could be employed, such as SHA-l. The 
hash result, more commonly knoWn as a message digest, is 
a mathematically unique number generated according to a 
particular algorithm. The theory of the industry standard 
SHA-l algorithm is that it Will never generate the same 
message digest for non-identical input text, yet it Will alWays 
generate the same digest for the identical input text. (Algo 
rithms other than SHA-l and SHA-l like algorithms are 
particularly discussed later.) Message digests are most com 
monly used in security schemes utiliZing RSA encryption 
systems and have been accepted by industry for many years 
as a very dependable form of representing messages and for 
detecting unauthorized changes to such messages. It is the 
message digest, not the substance of the message itself, that 
is the information regarding the e-mail message provided 
from the sender’s side 102 to the service 104. 

[0029] Referring still to FIG. 1, at step 114, the service 104 
processes the information regarding the e-mail to generate a 
result. In particular, the information regarding the e-mail is 
routed, using load-balancing techniques, to an appropriate 
HTTP server of the service 104. A goal of load balancing is 
to reduce load or bottlenecks and minimiZe risk due to 
system failures. Olf-the-shelf hardWare contributes to this. 
Also, senders may be “assigned” to particular groups, and 
the groups may be assigned to sets of servers. In this 
instance, each sender Will locally save the URI/IP for its 
associated group and, thus, Will be able to help avoid traf?c 
jams by going directly to a server that is able to handle its 
requests. This load can be spread around the country/World 
so the “Whole universe” is not potentially trying to simul 
taneously hit one single access point. DoWntime is improved 
since, if a server does go doWn, only its assigned group is 
affected. 

[0030] In some examples, a physical IP address Will not be 
returned, since the IP address is subject to change often but, 
rather, “routing information” is provided. The routing infor 
mation in one example is comprised of a group reference and 
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a record number Within the group. When the request arrives, 
the front-line server queries a small locally-cached table that 
associates groups With IP addressesiand subsequently 
routes the request to the designated IP. This results in a 
simple level of indirection that is mostly immune from 
changes that may be made in the service 104, and also does 
not leak IP targets for the middle tier servers. 

[0031] In some examples, if it is determined that the server 
accessed by a particular sender is inappropriate for some 
reason, then the service determines a different server of the 
service 104 to Which the sender’s request is redirected. The 
URL/IP or other routing information for the different server 
is provided back to the sender for it to locally save for use 
When subsequent requests are sent to the service 104 by that 
sender. 

[0032] For example, FIG. 5 illustrates the processing of 
the service being carried out on a plurality of servers 50211 
through 5020. While three servers 502 are illustrated, typi 
cally many more Would be employed. The e-mail client 
softWare of each sender, as part of the information provided 
to the service 104, provides an indication of the particular 
server that is to process the request. The FIG. 5 example 
illustrates that the indication is a URL (e.g., http://service.l 
stcerti?ed.com/ 00001) associated With that particular server, 
although other indications may be employed. 
[0033] If the service 104 determines that it has been 
provided an incorrect indication by the e-mail client soft 
Ware, then the service 104 directs the information to the 
proper server 502. For example, an incorrect indication may 
be a non-existent URL or may be a URL that corresponds to 
a server that is actually not assigned to service the particular 
requesting e-mail client. In both cases, such requests may be 
handled initially by a default server 504 of the service 104, 
reachable via the URL http://service.lstcerti?ed.com/default, 
and the default server 504 determines Which server 502 is 
the proper server and directs the information to that proper 
server to be processed. 

[0034] When the result is provided back to the e-mail 
client softWare from the proper server, an indication of the 
proper server 502 is also provided back to the sender’s side. 
Thereafter, When the sender’s side provides information to 
the service 104, it Will provide the neWly-provided indica 
tion of the server 502 to the service 104. as part of subse 
quent information provided to the service 104. Thus, opera 
tional latency is reduced and potentially expensive real-time 
lookup is avoided as requests enter the service 104 (to ?nd 
out Which server handles a given user’s account). In addi 
tion, bottlenecks are minimiZed on the lookup server. 

[0035] Referring again to FIG. 1, the service 104 executes 
a program to authenticate the account name and passWord. 
In addition, the sender’s e-mail address, recipient’s e-mail 
addresses and message body digest are combined (e.g., 
concatenated) along With additional housekeeping informa 
tion (timestamp, sequence numbers, priority, sorting, key 
Words, etc.) and provided as input to the industry-standard 
SHA-l algorithm, to form a 160-bit unique result. In some 
embodiments, a portion of the 160-bit unique result is 
discarded in order to increase performance and reduce the 
siZe of the result Without meaningfully degrading the ability 
of the receiving side 106 to adequately assess the integrity 
of the e-mail message. 

[0036] Still at step 114, the service 104 signs the result 
(entire, or a portion thereof as discussed above) of the 
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SHA-l algorithm With a private key, such that it can be 
decoded using the corresponding public key. The private key 
is kept secret by the service 104, and the public key is made 
available to the receiver side 106. In some embodiments, the 
public key is “embedded” Within the receiver side e-mail 
client softWare. The signing determines a sequence result 
that is an alphanumeric sequence of characters approxi 
mately 128 characters long. The service-determined 
sequence result is returned from the service 104 to the 
requesting sender 102. In some embodiments, a correspond 
ing result code is also provided to the sender 102. 

[0037] In one speci?c example, the service 104 prepares a 
data structure comprised of information provided in the 
client request along With other information Which can either 
be computed on the ?y or obtained from the sender’s 
account pro?le. Theoretically, most of the information con 
tained Within a digital stamp need not be kept secret. Due to 
the Way the RSA encryption scheme operates, there is an 
approximately 128-byte section of the stamp Which contains 
some payloadiWhich is RSA encrypted. 81 bytes of this 
area (at present) are reserved for variable payload data In 
some examples, all of the payload ?ts into the 81 bytes. In 
other examples, the payload over?oWs into another area, and 
a digest is computed on the over?oW area and that digest is 
embedded into the RSA encrypted space, to guard against 
tampering. The RSA space is encrypted With the private key 
associated With the service 104 (this is the signing process) 
so that the client softWare at the receiving sides 106 can 
decode the digests With the public key. Many types of 
information may be provided in the “stamp” result. In 
general, the result is a “signed” payload area to convey 
information. For example, information that may be provided 
as payload may include: 

[0038] information such as the sender/recipient 
addresses, and body digest, used at the receiver side 
106 to assess the integrity of the received e-mail 

[0039] Fraud detectionie.g., sequence numbers 

[0040] Sender pro?le information. Information about 
the sender to make available to the recipient, or include 
for the express purpose of facilitating subsequent ver 
bose pro?le requests by the recipient about the sender. 
This may even include, for example, an icon reference 
to put a branded icon next to this email item. 

In the speci?c example, the stamp returned to the sender’s 
side 102 is in an ASCII format that includes versioning 
and other housekeeping information to facilitate decod 
ing by e-mail clients at the receiver sides 106. 

[0041] In one speci?c example, the general format of a 
stamp is as folloWs (Base64 ?elds URL-encoded): 

The v is the numeric version reference for the stamp. The 
initial value is the character “1”. This is a high-level version 
indicator and Will alWays be the very ?rst parameter present 
in the stamp string. Any softWare tasked With interpreting 
stamps, such as the Outlook Add-in (client-side program 
ming) at the receiver’s side 106, inspects this value before 
looking at any other parameters. Deep inspection of the 
remaining parameters should be attempted only if the ver 
sion is recognized. It is possible and likely that other version 
identi?ers may appear Within other components of a digital 
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stamp. If such other identi?ers are present, they should be 
interpreted as however appropriate. What is noteworthy at 
this level is that the version identi?er indicates which 
additional parameters should be expected and how they 
should be interpreted. 

[0042] In the default case of v=l, the c, e parameters are 
expected to be present and should be interpreted as speci?ed 
herein. The d parameter is optional depending on the con 
tents of the envelope (e). 

[0043] The c parameter identi?es the serial number of the 
lstCerti?ed private RSA key certi?cate used to sign/encrypt 
the envelope (e). Valid values are integers from 1 to 999999. 
No commas, no leading Zeros. Although the initial value will 
likely be “1”, this is a volatile parameter that can be expected 
to change frequently. Note that in some other places where 
certi?cate SNs are referenced a 6-digit value with leading 
Zeros is speci?edibe sure not to confuse these different 
requirements. Certi?cates are typically cached in the registry 
by the client-side add in programming and retrieved by 
serial number to decrypt and permit the inspection of digital 
stamps. In the event an unknown certi?cate is referenced, 
the low level code within the client-side add-in program 
ming is responsible for obtaining the requisite certi?cate 
from the datacenter in real time. 

[0044] The e parameter represents the RSA envelope. 
Formally, the value of this parameter is the Base64 string 
output obtained from transforming the binary envelope 
structure. More on this below. 

[0045] The d parameter is optionally present and holds 
additional payload data. The payload ?eld can hold any 
essential data that could not otherwise ?t inside the enve 
lope. Payload data need not be encrypted since it does not 
contain any information that is required to be kept secret. A 
?ag within the envelope determines whether or not the d 
parameter is required and whether or not it is encrypted. 

[0046] The envelope for v=l is transported as a Base64 
representation of a l024-bit RSA encryption result. The 
parameter text must therefore ?rst be transformed back to its 
binary state (128 bytes). Next, the byte[128] array is 
decrypted using the RSA public key corresponding to the 
certi?cate serial number referenced in the c parameter. 

[0047] The envelope has the following structure: 

Word CheckPattern 
Word EnvelopeVersion 
Word MailClass 
Byte[20] BodyDigest 

email body 
Word BodyDigestMethod 

method used 
Byte PayloadFormat 

// always SSAAH 
// initially l 
// enum, see table 
// Fingerprint of 

// enum, indicates 

// enum, 0= data in union 
// l= ‘d’ parameter 

required 
Payload Union { // 80 bytes max 

Mode A // PayloadFormat = 0 

Byte[8l] Payload // additional 
parameters 

} 
Mode B // PayloadFormat = 1 

Word Algorithm; // 0=AESl28CBC (default), 
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-continued 

// l=3DESl28CBC, 
2=3DESI92CBC, 

// 3=CLEARTEXT 
Byte[20] DataDigest // SHAl digest of 

‘d’ parameter 
Byte[24] SessionKey 

encryption/session key 
// AES 

// key always ?lled 
in even 

// if not needed 

[0048] The CheckPattern ?eld is provided to allow soft 
ware to determine that the envelope has been correctly 
decrypted. Bad/wrong decryption certi?cates and envelope 
data manipulation are easily detected. The value of this ?eld 
will always be 55AAH. 

[0049] The Envelope Version ?eld speci?es the internal 
format of the envelope. After decrypting, software must 
inspect this value to determine that it is capable of inter 
preting this structure. 

[0050] The MailClass ?eld is an enumeration representing 
the various classes of mail service offered by lstCerti?ed. 
Generally, the class of mail relates directly to which folder 
within the lstCerti?ed InBox that incoming mail is depos 
ited into. An exception to such may be when the user has 
deleted a folder (or it may be added back in automatically for 
required folders). 
[0051] The MailClass can be understood from the follow 
ing table: 

0 UNKNOWN This is not a valid mail class. This value will not 
be found in valid envelopes. 

1 PERSONAL Person to person emails. This is the class used 
when users send certi?ed email using Outlook. 
This class of mail cannot be disabled. 
Refers to user-requested commercial email on 
topics selected and maintained by the user in their 
online pro?le. This class of mail cannot be 
disabled; however, users can restrict mail from 
speci?ed senders or for speci?c topics. 
Coupon-oriented offers based on topics selected 
and maintained by the user in their online pro?le. 
User’s may disable reception of this class of 
mail as a whole, or for selected senders/ 
merchants/topics. 
Emails that originate from senders/merchants 
within the local area. The radius for the local area 
is speci?ed by the user in their pro?le. Users may 
disable reception of this class of mail as a whole, 
or for selected senders. 
Not an official mail class — no stamps will 

created with this class. 
Email is an online newsletter to which the user 
has subscribed. The exact use of this class is not 
yet ?gured out . . . but class is reserved. 

2 REQUESTED 

3 COUPON 

4 COMMUNITY 

5 MYCOMPANY 

6 NEWS LETTER 

[0052] The names for the Outlook folders created for the 
various classes of mail are intemationaliZed. If the Outlook 
Add-in receives an email with an unrecognized mail class, 
it should “pretend” the email is PERSONAL and act accord 
ingly. Of course, this would likely mean that the Add-in is 
not the most current version. 
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[0053] The BodyDigest ?eld contains the ?ngerprint of the 
email body that Was computed by the sender. This is an 
SHAl digest of “selected” portions of the body. See Body 
Fingerprint Speci?cation for more details on this. The Body 
DigestMethod ?eld is an enumeration value indicating 
Which method (in case We have several) Was used to 
compute the ?ngerprint. Initially, this value Will be 0, 
indicating the default method. It is not yet clear or knoW 
When, if or Why We might employ multiple methods. Just 
planning ahead. 

[0054] The PayloadFormat ?eld is an enumeration that 
identi?es Which mode of the Union is utiliZed. If the value 
is 0, then the union is interpreted as a null terminated text 
string. The d parameter is not used and need not be present. 
If the value is l, the digest contained Within the union holds 
the SHAl digest for the d parameteriand the d parameter 
is therefore required to be present. If encryption is required, 
then in addition the d parameter is encrypted using the 
speci?ed AES encryption key. In this case, the d parameter 
is the Base64 transform of the encryption result, and appro 
priate steps must be taken to convert to binary, decrypt, and 
arrive at the clear text, and ?nally check the digest. AlloWed 
values for the Algorithm are CLEARTEXT(3) and 
AES128CBC(0). The session key is alWays ?lled to 24 bytes 
regardless if actually used. Further, the entire union should 
be padded With random bytes to prevent long runs of Zeros 
in the stream. 

[0055] The use and format of the payload data is as 
folloWs: If the payload data happens to be short enough to 
?t in the envelope, then only the envelope is used. HoWever, 
if the payload data is longer, then a Way is provided to 
include either clear or encrypted data outside of the enve 
lope. Both clear/encrypted data (d) are validated With a 
digest. Irrespective of the location of the payload data, it 
alWays takes the form of a text string in HTTP POST 
formatiURL escaped, etc. 

[0056] The reason the payload data is variable in siZe is 
that the sender email address is kept track of, as Well as all 
normal and CC recipients. Although the BCC recipients may 
be accessible, it Would pose a privacy issue to include them 
in the payload, even if encrypted. A snooper need only use 
the public key and crack the payload, exposing the list of 
BCC recipients. Therefore, it is a design decision to not 
include BCC addresses. In many cases, Whereby there is 
only a single sender and a single recipient, such Will likely 
all ?t Within the envelope. 

[0057] Code implementing this payload feature ?rst con 
structs the full payload parameter string and determine its 
length. If small enough to ?t Within the envelope, the 
envelope only is used. Otherwise, the entire string is placed 
in the d parameter and the associated digest is placed into the 
envelope. In some examples, the d parameter may not be 
encrypted, but it is recommended that client code should 
fully implement and test this (encryption) capability since 
the service 104 may sWitch modes With knoW notice. 

[0058] Since RSA operations Work on l024-bit (l28-byte) 
chunks, there is no performance penalty for putting as much 
information as Will ?t Within the envelope. Further, process 
ing time can be saved both at the service 104 and at the 
receiving sides 106 by not needing to deal With digests/ 
encryption for d payloads. Thus, ?exibility has been 
designed into the stamp/envelope format. 
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[0059] The payload string has the folloWing format (?elds 
url-encoded): 

[0060] The a parameter is the sender’s lstCerti?ed 
numeric AccountID (PkID). 

[0061] The tr parameter indicates the trusted identity level 
of the sender. Valid integer values are: 

[0062] 
[0063] 2-Veri?ed 

[0064] 3-OrganiZation 
[0065] These values are consistent throughout. O-Un 
knoWn should not be possible in a stamp. 

1 -Anonymous 

[0066] The s parameter speci?es the sender. This should 
normally match the RFC822 “From” header email address, 
but may not for malformed/spoofed emails. The sender’s 
email address is one that has been veri?ed, in that an email 
has been sent to that address and a required click-back has 
been performed in order to a?irm the user is in control of that 
address. This value Will be exposed as a property from the 
high-level validation COM object. 

[0067] The optional r parameter is the RFC822 “ReplyTo” 
email address. This is optional in the sense that if missing, 
it is assumed to be the same as the s parameter. This value 
is exposed as a property in high-level object also. In some 
examples, to save space in the payload, if C++ code pre 
paring stamp sees that the ReplyTo is the same as the Sender 
email, then the ReplyTo is not placed into the payload, and 
the ReplyTo is treated later as being the same as Sender. 

[0068] The t parameter is a semicolon-separated. list of 
To/CC recipients. Instead of ASCII text, addresses are 
represented as Base64 partial salted digests. This includes 
both normal recipients and CC recipients. This value Will be 
exposed as a collection from the high-level validation COM 
object. The listed recipients should match the RFC822 “TO” 
and “CC” headers under normal circumstances. Note that 
only email addresses are listed hereinot plain text names as 
alloWed in RFC822 headers. 

[0069] The optional ex parameter indicates When an email 
expires. This parameter is used in some special circum 
stances, such as to process expiring coupons. The gmt 
parameter is used Whenever ex is present and indicates that 
the time is GMT if 1, or local time if 0. 

[0070] The optional id parameter indicates a GUID or 
other similar alphanumeric string Which uniquely represents 
the email. This parameter is intended to be used for com 
mercial (requested/coupons) emails sent directly as part of 
an email advertising campaign. This identi?er is used by 
other APIs as a unique reference to a piece of mail. The 
reference Will associate a recipient to an advertiser to a 
campaign and Will therefore facilitate the opt-out process. In 
general, it should only be assumed that, Whatever string is 
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returned here Will be accepted by the service When a 
reference to a commercial email is required. In some 
examples, the string contains sub-?elds to help the service 
operate more ef?ciently (i.e., faster). 

[0071] The seq parameter represents a statistically unique 
32-bit integer value to be associated With this digital stamp, 
such that When combined With the AccountID, represents a 
globally unique identi?er amongst all digital stamps across 
all accounts. It is likely, but not guaranteed, that this value 
Will be generated simply by incrementing a value Within the 
user’s account each time a stamp is issued. The exact 
requirement is that it be statistically unique. The purpose 
served by this parameter is to help prevent hackers from 
reusing stamps by having the Outlook client code cache the 
AccountID:Sequence values of recently validated stampsi 
thereby facilitating the detection of a duplicate stamp (Which 
should promptly be rejected as invalid). 

[0072] It is noted that, just because a stamp has not been 
tampered With and appears to be correct, it is not necessarily 
completely valid for the current user having received it. The 
problem stems from the fact that RFC821 alloWs mail to be 
sent to potentially any mailbox, and the RFC822 “TO” 
header is not inspected nor veri?ed as part of this process. 
This opens a hole Whereby a rogue sender could obtain a 
valid stamp referencing their account and some don’t-care 
recipient address, then send that email to thousands of 
mailboxes per RFC821. The client-side add-in programming 
Will determine that the stamp has not been altered and is 
therefore validibut, the caveat is that it is only valid for the 
“listed” recipients. As such, it becomes necessary for the 
Outlook Add-in to then determine if the recipient noW 
attempting to validate an incoming email is satis?ed they are 
one of the intended recipients. The Add-in Would, for 
example, keep a list in the registry of email addresses the 
user is knoWn by. Some users may have doZens of addresses 
they accept, and not all otherWise knoWn to Outlook. For 
example, a user “Peter Smith” may have a single Outlook 
pro?le and corresponding POP3 account, but may receive 
mail for psmith@abc.com, sales@abc.com, 
Webmaster@abc.com, support@abc.com, etc. It folloWs 
then that each of these addresses Will be on the “approved” 
receiving address list so the Outlook Add-in Will be able to 
subsequently determine that arriving e-mail is acceptable. 

[0073] In cases Within a digital stamp that HTTP POST 
formatted strings are used, URL-escaping is used. 

[0074] An example of a “stamp” is shoWn beloW: 

The same stamp decoded is: 

[0076] Version: 1 

[0077] Size: 286 bytes 

[0078] Certi?cate SN: 000005 

[0079] External Payload: Yes (71 bytes) 

Jun. 21, 2007 

[0080] 
[0081] 

Envelope Version: 1 

Mail Class: PERSONAL 

[0082] Body Digest Method: DEFAULT 

[0083] Body Digest: 8C-B2-23-7D-06-79-CA-88-DB-64 
64-EA-C6-OD-A9-63-45-5l-39-64 

[0084] Payload Format: EXTERNAL 

[0085] Payload Algorithm: CLEARTEXT 

[0086] AccountID: 123458 

[0087] TrustedIdentity: 2 

[0088] Sender Email: psmith@pcdynamicscom 

[0089] Reply To: 

[0090] Recipient List: test@mytest.com 

[0091] Sequence Number: 48299 

[0092] end 

Tests to validate a stamp at the receiver’s side, discussed 
more generally later, may speci?cally include (referring to 
speci?c ?elds in the example stamp): 

[0093] Make sure the SenderEmail is the same as the 
FROM mail header. Note that this is in relation to the 
actual email address portion of the header, Which might 
also include some text name. 

[0094] Make sure the SenderReplyTo is the same as the 
REPLYTO mail header. Note that this is in relation to the 
actual email address portion of the header, Which might 
also include some text name. 

[0095] Make sure the body ?ngerprints match by inspect 
ing the BodyFingerprintMatch property. 

[0096] Make sure that the instant user is actually on the 
Recipients list. Users can go by many email addresses. A 
match or hit must exist betWeen the recipient addresses 
listed in the stamp and the user’s proclaimed My Email 
Addresses list. 

[0097] Test for replay attempts on digital stamp using 
AccountlD:SequenceNumber cache lookup. 

[0098] Further, in some embodiments, the service 104 
performs a variety of accounting, logging and account 
management procedures at step 114 so that usage and quality 
of service can be monitored and so that, for example, billing 
functions can be executed as appropriate. 

[0099] At step 116, the sender 102 incorporates the ser 
vice-determined sequence result into the e-mail message. In 
one embodiment, the service-determined sequence result is 
incorporated into the e-mail as an SMTP X-header. Mail 
headers are commonly used Within existing SMTP systems, 
and such systems include processes to perform the routing 
and housekeeping out of vieW of the users such that e-mail 
messages ultimately arrive in the inbox of their intended 
recipients. Industry-standard guidelines cover the use of 
such mail headers, so e-mail messages including the mail 
headers are alloWed to pass through the existing SMTP 
infrastructure Without being blocked, Without interfering 
With the quality of service delivered to users, and Without 
being altered. 
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[0100] Turning back to FIGS. 1 and 2, the result-incorpo 
rated e-mail message is then transmitted via the e-mail 
system 118 to the sender’s SMTP server, and, ultimately is 
forwarded to the designated recipient’s POP3 email account. 
SMTP routing software along the way is free to either ignore 
or interpret the SMTP mail header holding the service 
determined sequence result. Generally, the SMTP mail 
header will be ignored (with the exception of the SMTP 
server or e-mail client of the intended recipient). 

[0101] The e-mail client software of some intended recipi 
ents may not be “enabled” (either does not have the capa 
bility or is not so con?gured) to process the SMTP mail 
header holding the service-determined sequence result. The 
sender need not know (or care) if the recipient is using 
enabled e-mail client software. If the e-mail client software 
of the receiver is enabled, the SMTP mail header holding the 
service-determined result will be processed. Otherwise, non 
enabled receiver clients ignore the SMTP mail header, 
generally behaving as if the SMTP mail header was not 
included in the received e-mail message at all. 

[0102] If the e-mail client software of the recipient is 
enabled, at the receiver side 106, the sequence result is 
processed at step 120 to assess the integrity of the received 
e-mail message. The e-mail message is received “normally” 
by the email client software from the recipient’s SMTP/ 
POP3 server. Before presenting the incoming e-mail mes 
sage to the user, the e-mail message is preprocessed to assess 
the integrity of the received e-mail message. This may be 
accomplished by validation code that is, for example, 
embedded into the e-mail client; a third-party add-on com 
ponent to the email client; integrated into an embedded or 
third-party anti-SPAM product; integrated in whole or in 
part, or as an add-on, within an advanced SMTP server such 
as Microsoft’s Exchange Server. 

[0103] FIG. 3 illustrates, in greater detail, processing of 
step 120 at the receiver side 106. Turning now to FIG. 3, 
upon interception of the incoming message, at step 302, the 
validation code generates a ?rst SHA-l result (or, alter 
nately, a “fuZZy” digest, as discussed later), based on the 
body of the received e-mail (the part the user generally sees). 
If the body of the received e-mail has not materially changed 
since being composed by the sender 102 (more properly, 
since the message digest was created at step 112 of FIG. 1), 
then the SHA-l digest result, computed at the receiver’s side 
106 in step 302, will be the same as the digest computed at 
the sender’s side 102 and provided to the service 104 at step 
112. 

[0104] At step 304, the ?rst SHA-l result is concatenated 
(or otherwise grouped) with the sender’s and recipient’s 
e-mail addresses as contained in the received e-mail. This 
grouping is the basis of a second SHA-l result generated at 
step 304. The second SHA-l result nominally replicates the 
service-determined result (step 114 of FIG. 1) computed by 
the service 104 and incorporated into the e-mail message at 
the sender’s side 102 (step 116 of FIG. 1). In some examples, 
the process of signing includes creating a SHA-l digest of 
the material information, then encrypting the digest with a 
private key. In some examples, the material information may 
be encrypted. The digest is used to determine whether the 
information that has been effectively “notarized” is subse 
quently changed. One of the pieces of material information 
is the digest calculation result on the email body. Therefore, 
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it can be determined that both the body has not changed, and 
that the other information has not changed. In some 
examples, the stamp format has a variable set of ?elds that 
allows for future growthifor example, icon references may 
be embedded in the stamp (to paying clients) so that their 
icon/logo shows next to mail received. 

[0105] Also at step 306, the public key associated with the 
service 104 is used to decode the service-determined result 
incorporated into the received e-mail message, to determine 
a decoded service-determined result. If there has not been 
spoo?ng or hacking or other alteration of the e-mail message 
(whether willful or otherwise), the decoded service-deter 
mined result matches the second SHA-l result. Once the 
integrity of the received e-mail has been assessed, appro 
priate action is taken. At step 308, the decoded service 
determined result is compared to the second SHA-l digest 
result. If these are the same, then the received e-mail is 
“soun ” and appropriate action is taken at step 310. If these 
are not the same, then the received e-mail is not “sound” and 
appropriate action is taken at step 312. An example of 
actions taken for validation is discussed above. 

[0106] In one speci?c example, the validation process at 
the receiver’s side 106 includes the following: 

[0107] Check stamp version info as a sanity test. 

[0108] Compute body digest in similar manner to when 
email was authored 

[0109] Decode the RSA area of the digital stamp that 
exposes the structures described in the stamp speci? 
cation. In the case where the over?ow (external) pay 
load area was used, compute a digest on that area and 
compare to the digest stored in the RSA area. Deter 
mine if the digests match and, if not, indicate an error. 

[0110] Compare the body digest computed at the receiv 
er’s side with the body digest saved in the RSA area of 
the stamp. Determine if the digests match and, if not, 
indicate an error. 

[0111] Perform a matrix match test between the recipi 
ent addresses embedded in the stamp, and any 
addresses by which this user goes. There should be at 
least one match. If only partial digests are embedded in 
the stamp, partial salted digests of any addresses 
(aliases) the recipient goes by are created, and these are 
each checked against each of the digests within the 
stamp. If none match, then indicate an error. Otherwise, 
upon a single match, no others need be checked. 

[0112] Perform other fraud tests such as making sure the 
ReplyTo in the stamp matches the one contained in the 
email. Do the same for the sender (From header). 

[0113] Get the sequence number from the stamp and 
look up in a locally cached ?le to make sure that this 
same sequence number has not been recently usedi 
prevents reply attacks whereby senders use program 
ming to attempt to use the same stamp over and over 
again. 

If the stamp appears to be “good,” data is extracted from 
some ?elds of the stamp and inserted into the message 
record for the email (in the e-mail client). This allows 
for somewhat fast retrieval of properties/attributes 
within the user interface without needing to revalidate 
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the stamp (Which is a relatively CPU-intensive step). 
Such properties include the trust level of the sender, 
mail class (personal, neWsletter, coupon, etc.). 

[0114] In accordance With some embodiments, at the 
receiver’s side 106, it is determined Whether a received 
e-mail message is identical to e-mail messages previously 
received. This is typically a result of an identical e-mail 
message being sent to the recipient repeatedly. In speci?c 
examples, a database is maintained at the receiver’s side 106 
of service-determined results. By comparing the service 
determined result associated With a received e-mail message 
to entries in the cache, it can be determined that the received 
e-mail message is identical to one or more e-mail messages 
previously received, and appropriate action can be taken. In 
some examples, to save disk space and increase efficiency of 
execution, each service-supplied result contains an embed 
ded sequence numberiso the sequence number is extracted 
from the result, associated With the sender’s ID (also in the 
stamp) and only that set of information is saved in the replay 
cache. The entire server-supplied result need not be saved. 

[0115] As discussed above, in accordance With some 
embodiments, in addition to the service-determined result, 
the SMTP message header includes additional information 
provided at the sender side 102. For example, this additional 
information may include keyWords, Which can be used by 
the e-mail client softWare at the receiver’s side 106. This 
additional information can be processed and appropriate 
action taken. For example, the e-mail client softWare at the 
receiver’s side 106 may use the information for sorting of 
e-mail messages or for otherWise controlling the placement 
of e-mail messages display in the e-mail inbox. 

[0116] In some examples, processing at step 310 includes 
observing hoW the e-mail client at the receiver’s side 106 
reacts to (interacts With) the received result-incorporated 
e-mail message based on user input (see box 122 in FIG. 1). 
For example, the user may indicate senders of e-mail mes 
sages that are to be on a blocked address list. Each time the 
e-mail client at the receiver’s side 106 blocks a result 
incorporated e-mail message, information regarding the 
blocking is provided back to the service 104. Other infor 
mation regarding the user’s interaction With the e-mail 
message may be included such as, for example, “click 
through” on links in the result-incorporated e-mail message. 
The service 104 processes the information to associate With 
the sender (as “subscriber information” associated With that 
sender). The service 104 may, for example, determine a 
percentage of times result-incorporated e-mail messages 
from a particular sender are blocked out of a total number of 
e-mail messages sent from that sender. (The service 104 also 
knoWs the number of total messages sent by that sender, 
since the service 104 knoWs hoW many results it generated 
for e-mails sent by that sender.) Similarly, the service 104 
may determine a percentage of times result-incorporated 
e-mail messages from a particular sender are “clicked 
through” out of a total number of e-mail messages sent from 
that sender via the service 104. The information associated 
With the sender may be provided, for example, to receivers 
of result-incorporated e-mail messages. This is discussed 
later With reference to FIG. 9. 

[0117] Still referring to FIG. 1 and FIG. 3, in some 
examples, the processing at the sender’s side 102, at the 
service 104, and at the receiver’s side 106 is such to obscure, 
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to the service 104, the identity of recipients of e-mail 
messages for Which results are provided by the service 104. 
In some examples, salt technology is utiliZed so that the 
identities of the recipients are not directly provided to the 
service 104 from the senders’ sides 104. That is, in these 
examples, the information regarding e-mail provided at step 
112 in FIG. 1 does not include the recipient e-mail address 
directly but, rather, provides the recipient e-mail address in 
a Way such that the recipient e-mail address is obscured from 
discovery at the service. 

[0118] In accordance With some examples, a hash of the 
recipient e-mail address is provided to the service 104 from 
the sender’s side 102, rather than providing the recipient 
e-mail address in plain text. Correspondingly, in the pro 
cessing on the receiver’s side to assess the integrity of a 
received e-mail message, the hash of the recipient e-mail 
address is used rather than using the recipient e-mail address 
in plain text. See, for example, step 304 in FIG. 3. Employ 
ing this processing, hoWever, it is still relatively simple for 
an intruder to discern (at the service 104), for a particular 
knoWn recipient, senders Who have sent e-mail messages to 
that knoWn recipient using the service 104. That is, one 
could hash the recipient e-mail address and then look for that 
hash result in requests sent from senders’ sides 102 to the 
service 104. Furthermore, even if not knoWingly looking for 
information about a particular recipient, an intruder could 
inspect the hash values to discern patterns of e-mail recipi 
ents sending by a particular sender (e.g., sent ?fteen e-mail 
messages on Wednesday to a particular e-mail recipient, 
Where the actual identity of the particular e-mail recipient is 
thus far unknoWn). 

[0119] In accordance With yet other examples, the hash of 
the recipient address provided from the sender’s side 102 to 
the service is not the hash of the recipient e-mail address 
alone but, rather, is the hash of the recipient e-mail address 
concatenated With “salt.” Salt is a random string and, by 
concatenating the salt With the recipient e-mail address, less 
information is “leaked” from the results. Put another Way, 
much more effort may be required to glean useful informa 
tion. 

[0120] In some examples, the salt is provided from the 
sender’s side 102 to the service 104 along With the hash of 
the concatenated recipient e-mail address and salt pair, and 
the salt is included in the encrypted request that is sent back 
to the sender’s side 102 from the service 104, for transmit 
ting in the STMP header of an e-mail message to the 
receiver’s side 106. In other examples, the salt itself is not 
provided to the service 104 from the sender’s side 102 and, 
thus, is not included in the encrypted request. The salt is, 
hoWever, still provided to the receiver’s side 106, as the salt 
is needed in the processing to assess the integrity of the 
result-incorporated e-mail message (step 120 in FIG. 1). 

[0121] Referring to FIG. 4, it is recogniZed that some 
received e-mail messages Will not be result-incorporated 
e-mail messages. At step 402, it is determined Whether the 
received e-mail message is a result-incorporated e-mail 
message at all. This may be accomplished, for example, by 
checking for the appropriate SMTP header Where the result 
Would be expected to have been incorporated into the e-mail 
message as described above. If the e-mail message is deter 
mined to be a result incorporated e-mail message then, at 
step 404 , processing takes place according to FIG. 3. 
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Otherwise, at step 406 , appropriate action is taken. For 
example, preference may be to consider such unveri?able 
e-mail messages to be of a loW priority, and a user may be 
given a choice of leaving the e-mail in a default inbox, or 
deleting it. 

[0122] It is recognized that, in some instances, While the 
received e-mail message may be different from the sent 
e-mail message, the received e-mail message still is essen 
tially incorrupt. For example, mail transport processes may 
legitimately change the e-mail message to add a footer such 
as “Do you Yahoo!?” In some examples, a “fuzzy” test is 
employed to determine Whether the received e-mail is 
sound. This includes, in some examples, reversing knoWn 
e-mail transport modi?cations from the received e-mail 
message before determining 302 the ?rst digest result at the 
receiver’s side 106. 

[0123] In other examples, before the e-mail message is 
hashed or otherWise processed by the e-mail client at the 
sender 102 to provide to the service 104, features that are 
likely to be changed during mail transport are stripped from 
the e-mail message. Thus, the hash provided to the service, 
from Which the result is determined by the service, is based 
on characteristics that Will not be changed (or are likely to 
be not changed) during mail transport. Likewise, at the 
receiver’s side, features that are likely to have been a result 
of change during mail transport are stripped from the 
received e-mail message before the ?rst digest result is 
determined. In this Way, changes introduced by legitimate 
mail transport processes are disregarded in the assessment of 
integrity of the received e-mail message. 

[0124] In other examples, it is assumed that the meaning 
of the e-mail message is not legitimately changed during 
mail transport. Thus, the hash (or other encoding) of the 
e-mail message to be sent from the sender’s side 102 is 
based on a determined meaning of the e-mail message, 
rather than on a literal text encoding of the e-mail message. 
The service 104 determines the result based on this encoding 
of the determined meaning. The ?rst result is similarly 
determined at the receiver’s side based on the determined 
meaning of the received e-mail message. 

[0125] As discussed above, at step 306 of FIG. 3, a public 
key associated With the service 104 (i.e., the public key 
associated With the private key used by the service 104 in a 
particular instance) is used to decode the service-determined 
result incorporated into the received e-mail message, to 
determine a decoded service-determined result. With refer 
ence to FIG. 6, We noW discuss hoW, in some examples, the 
appropriate public keys are accessible to the e-mail clients 
so that receiving e-mail clients can determine the decoded 
service-determined result. 

[0126] In some examples, When the service 104 creates a 
result to provide back to the sender’s side 102, to accompany 
the e-mail message to send to the receiver’s side 106, the 
service 104 informs the sender’s side 102 of a unique 
identi?cation number for the public/private key pair asso 
ciated With the determination of the result. This unique 
identi?cation number is provided by the sender’s side 102 to 
the receiver’s side 106 accompanying the sent e-mail mes 
sage, for example, as part of an SMTP header. 

[0127] Referring speci?cally to FIG. 6, at the receiver’s 
side 106, the e-mail client uses the unique identi?cation 
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number as an index into a database 602 of certi?cates in a 
local storage 604, to determine if the database 602 already 
holds the appropriate public key for the e-mail client at the 
receiver’s side 106 to determine the decoded service-deter 
mined result. If the e-mail client at the receiver’s side does 
not already have such local access to a copy of the appro 
priate public key, then the e-mail client at the receiver’s side 
sends a query 606 to the service 104 for the appropriate 
public key. The service provides a return message 608 
including the requested public key, and the requested public 
key is inserted into the database 602 of the local storage 604 
for subsequent use. As a result, the service is not constrained 
to using particular public/private key pairs, since the system 
is readily adaptable to changes in the public/private key 
pairs used by the service. 

[0128] While a receiving e-mail client can someWhat 
easily obtain a required public key, it is desirable for each 
receiving e-mail client to have locally available to it the 
public keys corresponding to the private keys used by the 
service 104 for determining the results in the result-accom 
panied e-mail messages. In this Way, communication With 
the service 104 Would typically not be required to process 
each received result-incorporated e-mail message. 

[0129] Furthermore, While it is recognized that some 
requests to the service 104 for certi?cates Will be necessary 
(e.g., When the database 602 is initially empty, and to 
account for expiration or other invalidation of certi?cates), 
it is desirable to spread out such requests in time. For 
example, if a particular certi?cate expires on January 1, it is 
undesirable for the service to be deluged With millions of 
requests for an updated certi?cate, all Within a compressed 
time period. 

[0130] In accordance With some examples, the service 104 
is con?gured to “roll out” neW certi?cates over a rollout time 
period. Accompanying a service-determined result, a noti 
?cation is provided by the service 104 to the sender 102 
informing of the availability of a neW certi?cate. Based upon 
such a noti?cation, the e-mail client at the sender’s side 102 
requests the neW certi?cate for insertion into the database 
602 of its local storage 604, for example, in a manner similar 
to that just discussed relative to FIG. 6 With respect to 
requests by the receiver’s side 106. The next time that e-mail 
client, presently a sender 102, is a receiver 106 of an e-mail 
message accompanied by a result encoded by the service 
104 using the neW certi?cate, the neW certi?cate Will already 
be locally accessible to process the result. 

[0131] Collectively, a large number of the e-mail clients 
Will have had their database 602 in local storage 604 
updated, during the roll-out time period, to hold the neW 
certi?cate. In some examples, the service 104 employs 
processing to spread out the noti?cations over the rollout 
time period such that the processing required by the service 
104 to respond to the requests for updated certi?cates is 
acceptably distributed. 

[0132] For those e-mail clients not updated during the 
roll-out time period (for example, because an e-mail client 
had not engaged the service 104 to send a result-accompa 
nied e-mail message), the processing by the service 104 
discussed above may be employed to provide the updated 
certi?cates on an as-needed basis. In some examples, the 
“neW certi?cate” indication is passed by the sender’s side 
102 to the receiver’s side 106, so that even those e-mail 






























