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The present invention relates to an extensible protocol 
processing system. The system of the invention is mounted 
between a host and a network, and is utiliZed to o?load 
partial network protocol packets of the host. The protocol 
processing system comprises a microprocessor, a host inter 
face device, a medium access controller, a message interface 
controller, a receiving device and a transmitting device. The 
system of the invention can provides better e?iciency of the 
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EXTENSIBLE PROTOCOL PROCESSING 
SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] The invention relates to a protocol processing 
system, particularly to an extensible protocol processing 
system. 
[0003] 2. Description of the Related Art 
[0004] Conventionally, by enlarging the capacity of the 
buffer of the netWork interface controller, the transmission 
rate and/ or the siZe of maximum transmission unit (MTU) or 
the combinations, netWork speed can be easily boosted. 
HoWever, as the transmission rate of the Ethernet netWork is 
continuously increased and, presently, over 1 Gbps, a net 
Work interface controller With more acceleration functions 
of protocol processing is required. For the transmission rate 
over 10 Gbps, Without the acceleration function of protocol 
processing, the bandWidth utiliZation rate of the netWork 
decays because the softWare is not capable of processing the 
huge amount of netWork packets per unit time, and the 
Worse, the softWare cannot even focus on its original 
assigned tasks, for example, as a ?le server. 
[0005] Among many netWork protocols, TCP/IP is the 
most popular protocol used for netWork applications. For 
example, the TCP/IP is used in Web service, audio and video 
service, storage service and remote service. In the present, 
the above-mentioned services are processed by personal 
computer or server, and most of executing procedures are 
processed by softWare, for example the packet encapsulating 
and decapsulating. In consumer electronics and digital elec 
tronic equipments, using these services is a trend. This trend 
results in needs for some acceleration functions Which 
directly packaged in a single IC in the bandWidth under 1 
Gbps. HoWever, in order to get useful for more applications, 
such acceleration functions, Which get used to be called 
Protocol Processing Engine and usually be implemented as 
intellectual properties, must be designed With extensibilities. 
[0006] The applications of the above-mentioned intellec 
tual property includes Storage Area NetWork (SAN), Net 
Work Attached Storage (NAS) devices, Web server, ?le 
server, remote boot, VoIP and any other applications Which 
need to connection to moderate high speed netWork but, at 
the same time, do not Want to spend too much processing 
time in the corresponding netWork protocol handling. Above 
all, in netWorks of 10 Gbps bandWidth, such an intellectual 
property is considered as a must despite of any assumptions. 
These reasons make the application range of such an intel 
lectual property so Wide. 

[0007] Referring to the US. Pat. No. 6,434,620, it shoWs 
a structure of a protocol processing engine. The protocol 
processing engine is a recursive processing procedure. In the 
recursive processing procedure, the packet of each netWork 
layer comprises a header and a payload. Referring to the 
US. Pat. No. 2004/0243723 A1, ?led by Intel Corporation, 
it shoWs a processor of high performance, the processing 
procedure of the protocol processing engine and the man 
agement of the socket in the operation system. 
[0008] Referring to the US. Pat. No. 6,591,302, it shoWs 
a fast-path apparatus for receiving data corresponding to a 
TCP connection. The apparatus assembles a header required 
for each protocol processing layer from a protocol stack, 
combines the header and an appropriate siZe of data and 
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sends the combination to the next netWork layer. Referring 
to FIG. 5A, it shoWs transmission process in US. Pat. No. 
6,591,302. A session sequencer sends the data to a transport 
sequencer via a multiplexer. The transport sequencer adds 
H1 headers in a packet buffer of divided transport segments 
to form transport packets. The transport packets are deliv 
ered to a netWork sequencer via the multiplexer, and the 
Ethernet packets are delivered to the next netWork layer 
repetitively. 
[0009] Referring to FIG. 5B, it shoWs the receiving pro 
cess in the US. Pat. No. 6,591,302. The protocol processing 
in each layer extracts the headers from the packets received 
and compares them With connection data stored in the 
protocol stack to ?nd a connection relation With the preced 
ing layer, and the remaining payload data of this transmis 
sion is combined and sent to an upper layer of the protocol 
processing. A packet control sequencer con?rms that the 
Ethernet packets are received from the MAC sequencer, and 
a multiplexer sends the packets received to a netWork 
sequencer to remove their H3 headers and combines the 
remainder and payload packets in a same netWork layer for 
further unpacking. 
[0010] An RISC microprocessor With a protocol o?load 
engine disclosed in US. Pat. No. 6,591,302 can speed up 
protocol of?oad performance but cannot easily obtain heavy 
complicated protocol errors and associated error recovery, 
Which leads to a disadvantage of ?rmware cost increase. The 
errors occupy a slight part of the entire packets, but deeply 
affects the CPU load When certain errors not necessarily 
interrupting the host CPU cannot be ?ltered effectively. 
[0011] An SRAM disclosed in US. Pat. No. 6,591,302 is 
responsible to of?oad operation and performance. Any 
packet or data not able to of?oad immediately is moved from 
the SRAM to an DRAM having greater room and loWer cost 
in order to Wait until all other packets or information is 
arrived. Next, all information arrived is moved from the 
DRAM to the SRAM for of?oad performance. As such, it 
can simplify the o?load engine design and the complexity of 
internal data path. HoWever, data moved betWeen the SRAM 
and the DRAM can relatively consume the bandWidth of 
internal circuits. In addition, the SRAM may lead to a 
bandWidth bottleneck. For a netWork bandWidth of 1 Gbps, 
a full duplex protocol o?load engine needs a bandWidth of 
2 Gbps, but a high-speed dual-port SRAM is expensive. 
[0012] Consequently, there is an existing need for a pro 
tocol processing system to solve the above-mentioned prob 
lem. 

SUMMARY OF THE INVENTION 

[0013] The present invention provides an extensible pro 
tocol processing system. The system of the invention is 
mounted betWeen a host and a netWork, and is utiliZed to 
of?oad the packet processing of some designate netWork 
protocols from the host. The protocol processing system 
comprises a microprocessor, a host interface device, a 
medium access controller, a message interface controller, a 
receiving device and a transmitting device. The micropro 
cessor is used for o?loading the packet processing of des 
ignate netWork protocols from the host. The host interface 
device is used for connecting to the host to exchange the 
packets, payloads and control messages. The medium access 
controller is used for connecting to the netWork. The mes 
sage interface controller is used for receiving message and 
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providing interface for the microprocessor to access the 
received message, and for receiving messages from the 
microprocessor, and forwards each the message to an 
assigned device. The receiving device is used for tempo 
rarily storing the packets received by the medium access 
controller and examining the validity of the packets. The 
receiving device extracts at least part of header information 
from each received packet to form a receiving message and 
transmits the message to the message interface controller. 
[0014] The transmitting device is used for transmitting one 
of two kinds of the packets to the network medium access 
controller. A ?rst kind of packet is transmitted directly from 
the host to the transmitting device via the host interface 
device, and a second kind of packet is combined by header 
information and a corresponding payload, wherein the 
header information comprises a transmitting message. 
[0015] The system of the invention can provides better 
e?iciency of the host for processing the o?loaded partial 
network protocol packets. Besides, the system of the inven 
tion utiliZes message to communicate the above device, and 
thus the function of the system of the invention can be 
extended by increasing the message and modifying the 
software or the ?rmware. Therefore, the integrated circuit 
chip including the system of the invention can be utiliZed to 
various applications, and has the easily extensible effects. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] FIG. 1 shows an extensible protocol processing 
system of the present invention; 
[0017] FIG. 2 shows a receiving device of the present 
invention; 
[0018] FIG. 3 shows a transmitting device of the present 
invention; 
[0019] FIG. 4 shows a message interface controller of the 
present invention; 
[0020] FIG. 5A shows the process for transmitting packets 
of the prior art; 
[0021] FIG. 5B shows the process for receiving packets of 
the prior art; 
[0022] FIG. 6 shows a ?owchart of processing steps of the 
receiving device according to the present invention; 
[0023] FIG. 7 shows a ?owchart of processing steps of the 
message interface controller according to the present inven 
tion; 
[0024] FIG. 8 shows a ?owchart of processing steps of a 
transmitting device according to the present invention; and 
[0025] FIGS. 9A to 9E show a ?owchart of processing 
steps of a host interface according to the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0026] Referring to FIG. 1, it shows an extensible protocol 
processing system of the present invention. According to the 
invention, the extensible protocol processing system 10 of 
the invention is mounted between a host 80 and a network 
90, and is utiliZed to ol?oad packet processing of some 
designate network protocols from the host 80, for example 
the TCP/IP. 
[0027] The protocol processing system 10 comprises a 
microprocessor 20, a host interface device 30, a medium 
access controller 40, a message interface controller 50, a 
receiving device 60 and a transmitting device 70. The 
microprocessor 20 is used to o?load packet processing of the 
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designate network protocol from the host 80. The ol?oad 
able packets are processed directly by the microprocessor 
20, and only the payload is exchanged with the host 80 to 
release the working loading from the host 80 so as to 
improve the e?iciency of the host 80. Note that, o?loaded 
packet and ol?oadable packet depicted in the speci?cation 
and claims are all referred to the packet which is processed 
by the microprocessor 20. Hence un-o?loaded packet and 
un-ol?oadable packet are all referred to the packet which is 
not processed by the microprocessor 20. 
[0028] For un-ol?oadable packets, the extensible protocol 
processing system 10 works as a common network interface 
device, such as a network interface card (NIC). For packet 
reception, after receiving an un-o?loadable packet, the 
microprocessor 20 transmits a control message to the host 
interface device 30 through the message interface controller 
50. Then the host interface device 30 retrieves the packet 
addressed by the control message and transmits it to the host 
80 without any modifying. For packet transmission, the 
un-ol?oadable packets are ?rstly transmitted to the trans 
mitting device 70 through the host interface device 30 and 
then the packet are transmitted, without any modifying, to 
the medium access controller 40 by the transmitting device 
7 0. 
[0029] The host interface device 30 is used to connect to 
the host 80 and is used to exchange the packets, the payloads 
and the control messages. 
[0030] The medium access controller 40 connects to the 
network terminal 90 and is used to receive the packets from 
the network 90 and to transmit the packets to the network 90. 
[0031] A message comprises a message header and a 
message content. The message header at least comprises 3 
?elds including message type, message sub-type and mes 
sage length, while the message content should be interpreted 
according to the message sub-type in the message header by 
corresponding device. The source or the destination of the 
message is recorded in the message type and is interpreted 
from the viewpoint of the microprocessor 20. For example, 
the message type of the message from the receiving device 
60 to the microprocessor 20 is recorded as “receiving 
device”, which means the message source is the receiving 
device 60. As another example, the message transmitted 
from the microprocessor 20 to the transmitting device 70 
gets its message type as “transmitting device”, which means 
the message destination is the transmitting device 70. The 
format of the message content for different message can be 
different. Message recipient analyZes the message content 
according to the message sub-type. The message length 
indicates the total length of the message. 
[0032] The message interface controller 50 is used for 
receiving message from the host interface device 30 and the 
receiving device 60, and providing an interface for the 
microprocessor 20 to access the received message. Besides, 
the message interface controller 50 receives message from 
the microprocessor 20 and forwards the message to an 
assigned device according to the message type in the mes 
sage header, for example, “transmitting device” 70 or “host 
interface device” 30. 
[0033] The receiving device 60 is used to temporarily 
store the packets received by the medium access controller 
40 and to examine the validity of the packets. Each received 
packet is assigned with a buffer index which indicates in 
where the packet is stored. If the packet is recogniZed to be 
ol?oadable, the receiving device integrates the header part of 
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a valid packet With a buffer index and hash key(s) to form 
a receiving message and transmits the message to the 
message interface controller 50. If a received packet is 
un-ol?oadable, only the buffer index is formed as a receiving 
message and transmitted to the message interface controller 
50. In the TCP/IP embodiment, there is only one hash key 
and the hash key is calculated by a certain function of the 
socket pair, i.e. the source IP address, the destination IP 
address, the source TCP port and the destination TCP port. 
[0034] The transmitting device 70 is used for transmitting 
one of tWo kinds of the packets to the medium access 
controller 40. The packets to be transmitted are formed by 
tWo Ways. As one of the tWo Ways, the host 80 can directly 
give packets to the transmitting device via the host interface 
device 30 and the transmitting device 70 sends them out 
Without any modifying. As another Way, the transmitting 
device 70 ?rstly received a message called transmitting 
message from the microprocessor 20 and then integrates the 
header information contained in the transmitting message 
and a corresponding payload into a packet. The correspond 
ing payload is obtained through the host interface device 30, 
from the host 80. 
[0035] Referring to FIG. 2, it shoWs the receiving device 
of the present invention. The receiving device 60 comprises 
a receiving controller 61, a content addressable memory 62, 
a scorekeeper 63, a recogniZing interface controller 64 and 
a receiving buffer 65. Upon receiving packet, the receiving 
controller 61 decides the temporary store address, examines 
the validity of the packets, recogniZes the type of the 
packets, generates a receiving message and transmit the 
receiving message to the message interface controller 50 
[0036] The receiving controller 61 of the receiving device 
60 classi?es each examined valid packet into three types 
according a recogniZing step, and the type, or called packet 
type, is added to the receiving message. The three types of 
packet comprise “fast-path”, “sloW-path” and “non-recog 
niZed”. The “fast-path” indicates that the microprocessor 20 
is responsible to process the received packet, i.e. the packet 
is o?loadable. The “sloW-pat ” indicates that the host 80 is 
responsible to process the received packet, i.e. the packet is 
un-ol?oadable. The “non-recognized” indicates that the 
receiving device 60 cannot recogniZe the packets and the 
recogniZing step is postponed and performed by the micro 
processor 20. 
[0037] The content addressable memory 62 is used to store 
a plurality of recogniZing information of the o?loadable 
protocol connections. In the embodiment of the TCP/IP, the 
recogniZing information is the socket pair Which comprises 
four header ?elds, that are source IP address, destination IP 
address, source TCP port and destination TCP port. By 
comparing the recogniZing information of the o?loadable 
protocol connections in the content addressable memory 62 
With a received packet, the receiving controller 61 recog 
niZes Whether the received packet belongs to one of the 
o?loadable protocol connections. If the received packet 
belongs to one of the o?loadable protocol connections, the 
packet is called o?loadable and the packet type “fast-path” 
is recorded in the corresponding receiving message. What 
ever a packet Whose corresponding receiving message con 
tains the packet type as “fast-path” Will be processed directly 
by the microprocessor 20 and only its payload is exchanged 
With the host 80. 

[0038] The scorekeeper 63 is used to calculate a usage 
status of the recogniZing information stored in the content 
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addressable memory 62. The recogniZing interface control 
ler 64 is used to provide an interface for the microprocessor 
20 to read said usage status calculated by the scorekeeper 63. 
According to the usage status, the microprocessor 20 can 
add/remove the recogniZing information into/from the con 
tent addressable memory 62 by utiliZing the interface pro 
vided by the recogniZing interface controller 64. 
[0039] The receiving buffer 65 is used to store the valid 
packets examined by the receiving controller 61. For a valid 
packet Which is recogniZed as ol?oadable, receiving device 
60 generates a receiving message and transmits the message 
to the message interface controller 50. The receiving mes 
sage at least comprises partial header information of the 
packet, the packet type and the buffer index Which indicates 
Where a received packet is temporary stored in the receiving 
buffer 65. 

[0040] Referring to FIG. 3, it shoWs the transmitting 
device of the present invention. The transmitting device 70 
comprises a transmitting buffer 71 and a transmitting con 
troller 72. The transmitting buffer 71 is used to temporarily 
store the packets that are going to be transmitted to the 
media access controller 40. For packets Which are un 
ol?oadable, the Host 80 can directly transfer the packets to 
the transmitting buffer 71 in the transmitting device via the 
host interface device 30 and the transmitting device 70 sends 
them out Without any modifying. OtherWise, for packets 
Which are o?loadable, the transmitting controller 72 ?rstly 
received a message called transmitting message from the 
microprocessor 20. The transmitting message at least com 
prises partial header information of the packet, payload 
address of the host 80 and payload length. The transmitting 
controller 72 then constructs a packet header from the partial 
header information and stores said packet header in the 
transmitting buffer 71. According to the payload address of 
host 80 and the payload length, a payload is copied into the 
transmitting buffer 71 from the host 80 through the host 
interface controller 30. The copied payload is combined With 
the constructed packet header in the transmitting buffer 71 to 
form an o?loadable packet, and the ol?oaded packet is then 
transmitted to the medium access controller 40. 

[0041] Referring to FIG. 4, it shoWs the message interface 
controller of the present invention. The message interface 
controller 50 comprises a message-in controller 51, a mes 
sage-in RAM 52, a message-out controller 53 and a mes 
sage-out RAM 54. Referring to FIG. 1 and FIG. 4, the 
message-in controller 51 is used to collect the receiving 
messages from the receiving device 60 and the control 
messages from the host interface device 30, and the mes 
sage-in controller 51 queues the messages in the message-in 
RAM and provides an interface for the microprocessor 20 to 
read these messages. 

[0042] The message-out RAM 54 is used to receive mes 
sages from the microprocessor 20. The message-out con 
troller 53 is used to read the messages in the message-out 
RAM 54 and to transmit the messages to corresponding 
device according to the message type. For example, When 
the message type of each transmitting message is “transmit 
ting device”, message-out controller 53 then transmits each 
transmitting message to the transmitting device 70. As 
another example, When the message type of each control 
message is “host interface device”, message-out controller 
53 then transmits each control message to the host interface 
device 30. 
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[0043] The control messages are classi?ed into the control 
request messages and the control extend message. The 
control request Messages are used to ask the host interface 
device 30 to do certain task, for example, transferring a 
received packet in the receiving buffer 65 (FIG. 2) to the host 
80, or, as another example, transferring a payload of a 
received packet from the receiving buffer 65 to the host 80. 
The control extend messages are used by the microprocessor 
20 and the host 80 to exchange other information with each 
other and can be extended if necessary. 

[0044] Since the microprocessor 20 takes care only the 
o?loadable packets, for any packet which is recogniZed as 
un-ol?oadable by the receiving device 60, its corresponding 
receiving message are directly forwarded by the message 
interface controller 50 to the host interface device 30 as a 
control request message. Then this control request message 
asks the host interface device 30 to retrieve the packet from 
the receiving buffer 65 and transfer it to the host 80. 
[0045] Referring to FIG. 6 to FIG. 9, they show a ?ow 
chart of processing steps of the protocol processing system 
according to the present invention. Referring to FIGS. 1, 2 
and 6, FIG. 6 shows a ?owchart of the processing steps of 
the receiving device 60 in a TCP/IP embodiment. Referring 
to step 601, the receiving device 60 receives network 
packets from the medium access controller 40. Referring to 
step 602, the validity of the packets is examined, and partial 
header information of the packet is extracted and added to a 
receiving message. In the TCP/IP embodiment, IP header 
checksum and TCP packet checksum are examined for all 
received TCP/IP packets. Referring to step 603, according to 
the examined validity, one of the two branches are pro 
ceeded. For each invalid packet, the receiving device 60 
abandons it and its corresponding receiving message, as 
shown in step 604. For each valid packet, the receiving 
device 60 generates a buffer index to stores the packets 
temporarily in the receiving buffer 65, and the receiving 
device 60 adds the buffer index into the receiving message, 
as shown in step 605. 

[0046] Referring to step 606 and step 607, the packets are 
checked for recogniZing whether the packets are TCP/IP 
packets or not. For each non-TCP/IP packet, the packet type 
of the correspond Receiving message is recorded as “slow 
path” by the receiving device 60 as shown in step 608. 
Otherwise, for each TCP/IP packets, the receiving device 60 
utiliZes the content addressable memory 62 to recogniZe 
whether the packet to be ol?oaded as shown in step 609 and 
step 610. If the content addressable memory 62 has an 
identical socket pair as the TCP/IP packet, the packet type of 
the corresponding receiving message is recorded as “fast 
path” by the receiving device 60, as shown in step 612. 
Otherwise, if the content addressable memory 62 has no 
identical socket pair as the TCP/IP packet, the packet type of 
the corresponding receiving message is recorded as “non 
recogniZed” by the receiving device 60, as shown in step 
611. Referring to step 613, after recogniZing the packet type 
of the receiving message, the receiving device 60 transmits 
the receiving message to the message interface controller 50 
so as to complete the step of receiving packets. 
[0047] Referring to FIG. 7A, it shows the ?owchart of 
processing steps of receiving message by the message 
interface controller 50. Referring to FIGS. 1, 4 and 7A, the 
FIG. 7A starts from receiving a message from a device, as 
shown in step 701. Firstly, the message type is checked to 
see whether the message is a receiving message, as shown 
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in step 702 and step 703. If not a receiving message, the 
message is then bu?fered in the message-in RAM 52 for 
reading by the microprocessor 20, as shown in step 704. If 
it is a receiving message, the packet type of the message is 
then checked to see whether it is recorded as “slow-path”, as 
shown in step 705 and step 706. If not recorded as “slow 
path”, the message is buffered in the message-in RAM 52 for 
reading by the microprocessor 20, as shown in step 704. 
Referring to step 707, if recorded as “slow-path”, the 
message type of the receiving message is changed into “host 
interface device” and, referring to step 708, the message is 
then bu?fered in the message-out RAM 54 so that the 
message will then be directly transmitted to the host inter 
face device 30 so as to complete the step. 

[0048] Referring to FIG. 7B, it shows the ?owchart of 
processing steps of transmitting message by the message 
interface controller 50. Referring to FIGS. 1, 4 and 7B, a 
message is read from the message-out RAM 54 by the 
message interface controller 50, as shown in step 711. 
Referring to step 712, the message type of the message is 
checked to see where the message is going to be forwarded. 
Firstly, if the message type is “transmitting device”, the 
message is then transmitted to the transmitting device 70, as 
shown in step 713 and step 714, so as to complete the 
processing steps Otherwise, if the message type is “host 
interface device”, the message is then transmitted to the host 
interface device 30, as shown in step 715 and step 716, so 
as to complete the processing steps. If the message type is 
neither “transmitting device” nor “ho st interface device”, the 
message is not de?ned and is abandoned so as to complete 
the processing steps, as shown in step 717. 

[0049] Referring to FIG. 8, it shows the ?owchart of 
processing steps of the transmitting device 70 in a TCP/IP 
embodiment. Referring to FIGS. 1, 3 and 8, there are two 
initiation methods for the processing steps. The ?rst is that 
the transmitting device 70 receives a request from the host 
interface device 30 which want to deliver an un-o?loaded 
packet from the host 80, as shown in step 801. The trans 
mitting controller 72 determines whether there is enough 
resource for processing the requests, as shown in step 802 
and step 803. The transmitting controller 72 does not grant 
the requests until there is enough resource for processing the 
request, as shown in step 804. If resource is enough, the 
transmitting controller 72 grants the request, and then, the 
packet is transferred the host 80 through the host interface 
device 30 and temporarily bu?fered in the transmitting buffer 
71, as shown in step 805. Finally, the packet are transmitted 
without any modi?cation to the medium access controller 40 
by the transmitting controller 72 so as to complete the 
transmitting step, as shown in step 806. 
[0050] The second initiation method is that the transmit 
ting device 70 receives a transmitting message from the 
message interface controller 50, as shown in step 811. The 
transmitting controller 72 determines whether there is 
enough resources for processing the transmitting message 
and, if there is not enough resource, suspends the processing 
of the transmitting message until resource is enough, as 
shown in step 812 and step 813. When there is enough 
resources, the transmitting controller 72 constructs a packet 
header from the partial header information given by the 
transmitting message and stores the constructed packet 
header in the transmitting buffer 71, as shown in step 814. 
According to the payload address of host 80 and the payload 
length given by the transmitting message, a payload is 








