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SECURE SEED MEDIA 

BACKGROUND 

Background and Relevant Art 

[0001] Computers and computing systems have affected 
nearly every aspect of modern living. Computers are gen 
erally involved in Work, recreation, healthcare, transporta 
tion, entertainment, household management, etc. The func 
tionality of computers has also been enhanced by their 
ability to be interconnected through various netWork con 
nections. 

[0002] Computer systems often make use of a data set that 
stores information for use by application programs running 
on the computer system. It is often desirable to perform 
various data operations on the data set as a Whole. For 
example, it may be desirable to back up the entire data set 
as a backup image. This backup image can be used to restore 
the data set in case of failure or corruption. The backup 
image may also be used to create a clone of a system With 
the data set. In the clone example, it may be desirable to have 
computer systems distributed throughout an enterprise net 
Work Where the computer systems provide the same or 
similar services. Each of these computer systems may act as 
a distributed service providing services to clients in close 
proximity to the distributed service. 

[0003] One challenge that arises With backed up data set 
images relates to security concerns. One concern is that if 
the backed up image of the data set falls into the Wrong 
hands, an enterprise netWork may be compromised When an 
unauthoriZed user gains possession of the backed up data set 
image and thus is able to create a distributed service on the 
enterprise netWork that may be able to maliciously steal, 
compromise or corrupt data on the enterprise netWork. 

[0004] The subject matter claimed herein is not limited to 
embodiments that solve any disadvantages or that operate 
only in environments such as those described above. Rather, 
this background is only provided to illustrate one exemplary 
technology area Where some embodiments described herein 
may be practiced. 

BRIEF SUMMARY 

[0005] One embodiment includes a method that may be 
practiced, for example, in a computing environment includ 
ing a computing system. The method includes acts for 
accessing data. The method includes accessing a data set 
image. The data set image comprises secret data. The data 
set image is derived from an authoriZed data set associated 
With a master key that authoriZes access to the secret data. 
The master key is not provided With the data set image. The 
method further comprises restoring the data set image to the 
computing system to create a degraded data set. Data in the 
degraded data set other than the secret data is accessed 
Without restoring the master key. 

[0006] Another embodiment includes yet another method 
that may be practiced, for example, in a computing envi 
ronment including a computing system that comprises an 
authoriZed data set. The method includes acts for accessing 
data and protecting secret data. The method accessing the 
authoriZed data set. The authorized data set includes secret 
data. Access to the secret data is controlled by a master key 
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at the computing system. The master key is removed from 
the computing system to create a degraded data set from the 
authoriZed data set Where the secret data is not accessible 
from the degraded data set. The method further includes 
accessing data in the degraded data set other than the secret 
data Without restoring the key to the computing system. 

[0007] Another method may be practiced in a computing 
environment including a computing system that comprises 
an authoriZed data set. The method includes acts for pro 
viding data in the data set to another computing system and 
protecting secret. data. The method includes accessing the 
authoriZed data set. The authorized data set includes secret 
data. Access to the secret data is controlled by a master key 
at the computing system. A backup image is created Where 
the master key is not included With the backup image to 
create a degraded data set from the authoriZed data set. The 
secret data is not accessible from the degraded data set. The 
method further includes transmitting the backup image to a 
second computing system capable of accessing data from the 
degraded data set other than the secret data Without having 
?rst stored the master key. 

[0008] This Summary is provided to introduce a selection 
of concepts in a simpli?ed form that are further described 
beloW in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used as an aid 
in determining the scope of the claimed subject matter. 

[0009] Additional features and advantages Will be set forth 
in the description Which folloWs, and in part Will be obvious 
from the description, or may be learned by the practice of the 
teachings herein. Features and advantages of the invention 
may be realiZed and obtained by means of the instruments 
and combinations particularly pointed out in the appended 
claims. Features of the present invention Will become more 
fully apparent from the folloWing description and appended 
claims, or may be learned by the practice of the invention as 
set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] In order to describe the manner in Which the 
above-recited and other advantages and features can be 
obtained, a more particular description of the subject matter 
brie?y described above Will be rendered by reference to 
speci?c embodiments Which are illustrated in the appended 
draWings. Understanding that these draWings depict only 
typical embodiments and are not therefore to be considered 
to be limiting in scope, embodiments Will be described and 
explained With additional speci?city and detail through the 
use of the accompanying draWings in Which: 

[0011] FIG. 1 illustrates creating a data set image for 
transmission to a computer system; 

[0012] FIG. 2 illustrates a distributed computing environ 
ment; 

[0013] FIG. 3 illustrates separating a master key from a 
data set and restoring the master key to the data set; 

[0014] FIG. 4 illustrates a method of accessing data in a 
data set; 

[0015] FIG. 5 illustrates a method of removing a master 
key to protect secret data and accessing non-secret data; and 
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[0016] FIG. 6 illustrate a method of creating a backup 
image of a data set and transmitting the backup image to a 
neW computing system. 

DETAILED DESCRIPTION 

[0017] Embodiments herein may comprise a special pur 
pose or general-purpose computer including various com 
puter hardware, as discussed in greater detail beloW. 

[0018] One embodiment described herein illustrates an 
example of a data set that includes secret data. The data set 
may also include non-secret data. The secret data has an 
associated master key that alloWs the secret data to be 
accessible. In one embodiment, the master key may belong 
to a hierarchy of keys Where the master key controls access 
to a list of loWer keys Where the loWer level keys permit 
access to different portions of the secret data. In one embodi 
ment, a backup image of the data set may be created Where 
the master key is removed from the data set before the image 
is created. The image can then be transferred to a neW 
location or system by any appropriate transmission path. 
Exemplary transmission paths include transmission over a 
netWork connection, storage of the data on a physical media 
such as a CD, DVD or removable hard drive and delivery by 
courier of the physical media, or any other appropriate path. 
Once the image is received at the neW location or neW 
system, the image can be restored on the neW system. In one 
embodiment, the image is restored With the expectation that 
the master key may never be restored. In this case, the secret 
data is not accessible. The data is not accessible in the sense 
that it cannot be read in an unencrypted form Without the 
master key. HoWever, any non-secret data continues to be 
accessible by the system on Which the image Was restored. 

[0019] In an alternative embodiment, the image may be 
received at a neW system through the ?rst transmission path 
previously discussed With the expectation that the master 
key Will be received on an alternate second transmission 
path. By the image being transmitted on the ?rst transmis 
sion path and the master key being transmitted on a second 
transmission path, an additional layer of security is achieved 
as either the image or the master key may be compromised 
Without compromising the secret data. In this embodiment, 
the image may be nonetheless restored Without the master 
key being restored. The non-secret data Will continue to be 
accessible to the system on Which the image Was restored. 
HoWever the secret data Will not be available to the system 
until the master key is restored. 

[0020] The embodiments described previously may be 
embodied on a system that includes functionality for a 
operating in a degraded state Where the non-secret data is 
available from a restored image even When a master key has 
not been restored With the image. In one embodiment, 
netWork connections and systems may be designed to sup 
port different levels of trust. 

[0021] Referring noW to FIG. 1, an exemplary embodi 
ment is illustrated. FIG. 1 illustrates a fully authorized data 
set 102 Which includes a master key 104 and a data set 106. 
The data set 106, in this example, includes both secret data 
108 and non-secret data 110. In the example shoWn in FIG. 
1, the master key 104 may be separated out of the authorized 
data set 102 as illustrated by the forked arroW 112. This 
operation creates a master key 104 that is separate from an 
image 114 that includes the data set 106 including the secret 
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data 108 and non-secret data 110. In the example shoWn in 
FIG. 1, the image 114 may be transmitted on a ?rst path 118. 
The image 114 may be transmitted to a neW system 120 
Where the image 114 may be restored so as to replicate the 
data set 106 on the neW machine 120. Once the image 114 
has been restored on the neW machine 120, the neW machine 
120 may access any of the non-secret data 110. HoWever, the 
secret data 108 remains inaccessible by the neW machine 
120. 

[0022] As illustrated in FIG. 1, the master key 104 may 
optionally be transmitted on a second data path 122 that is 
separate and distinct from the ?rst data path 118. Thus, While 
the ?rst path 118 and the second data path 122 may be a 
similar or same type of path, ie both physical media or 
netWork media, they are nonetheless separate and distinct 
from each other. For example, the ?rst data path 118 may 
include transportation on a physical media such as a CD, 
DVD, removable hard drive, ?ash drive and the like While 
the second data path 122 includes transportation on a 
different physical media including any one or more of a CD, 
DVD, removable hard drive, ?ash drive and the like. Alter 
natively, one path may be a physical path While the other 
path is a netWork path. Other combinations are possible, as 
Well, though not enumerated here. 

[0023] In one embodiment, different factors can be evalu 
ated to determine on Which path the image 114 and the 
master key 104 Will be transmitted. For example, the master 
key 104 is relatively small in size compared to the image 
114. Thus the master key 104 can be transmitted on a highly 
secure bandWidth limited connection. Nonetheless, no mat 
ter What path is used to transmit the image 114, the secret 
data 108 in the image 114 Will still be protected at at least 
the same security level as the security level of the path used 
to transmit the master key 104 because the secret data 108 
in the image 114 is unreadable Without the master key 104. 
The image 114 can then be sent on a less than optimal data 
path. For example, the image 114 may be sent on a data path 
that is loW cost, less secure, asynchronous etc. Such a path 
may have a higher bandWidth to alloW the data image 114 to 
be transmitted more easily to the neW machine 120. 

[0024] As noted previously, transmission of the master 
key 104 on the second path 120 may be completely optional 
as indicated by the broken lines illustrating the second path 
122. For example, some embodiments may provide for 
functionality that alloWs a clone of the system originally 
including the authorized data set 102 Where the clone has a 
reduced functionality such that only the non-secret data 110 
of the data set 106 is available to the clone Which may be for 
example the neW system 120. For example, an enterprise 
may include a number of branch o?ices for Which the 
enterprise desires to give access to the data on the data set 
106 but in a reduced fashion. For example, each of the 
branch of?ces on an enterprise netWork may have need to 
vieW certain parts of the data in the data set 106, but for 
security or other reasons should be restricted from revieWing 
data that concerns the enterprise as a Whole Where that data 
may be included in the secret data 108. Thus, an enterprise 
netWork can distribute data in the data set 106 Without 
performing post processing to remove the secret data 108 to 
branch of?ces in the enterprise netWork by sending the 
image 114 Without the master key 104. In this fashion, the 
branch offices Will have access to the non-secret data 110 but 
Will not be able to access the secret data 108. 
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[0025] Notably, one alternative embodiment may be con 
?gured to detect the loss of the image 114. For example, a 
system may be able to determine that the image 114 has been 
intercepted by an unintended recipient of the image 114. If 
it is determined that the image 114 has been intercepted by 
an unintended recipient of the image 114, the system may be 
able include functionality for revoking any privileges for 
machines restoring the image 114. Additionally, the system 
may include functionality for determining the scope of any 
damage caused by the interception of the image 114. For 
example, the system may be able to indicate that the amount 
of damage caused by the interception of the image 114 is 
limited to damage caused by the loss of any non-secret data 
110. 

[0026] Referring noW to FIG. 2 an exemplary embodiment 
is illustrated Where various features are shoWn in the context 
of a distributed network environment 200. The distributed 
network environment 200 may include a number of distrib 
uted services 202 through 210. The distributed services 202 
through 210 may provide various services to clients in the 
distributed netWork environment 200. In one embodiment, 
some of the distributed services 202 through 210 may 
provide the same services to di?cerent sets of localized 
clients. Other services such as for example distributed 
service 210 may include centralized functionality Where the 
centralized functionality includes services and data available 
at the other distributed services 202 through 208. In one 
particular embodiment, the centralized distributed service 
210 includes data and functionality for all of the other 
distributed services 202 through 208 irregardless of their 
varying functionality. 

[0027] It may be desirable to add additional distributed 
services to the distributed netWork environment 200. HoW 
ever, it may be desirable to add additional distributed 
services that are loWer in functionality than the centralized 
distributed service 210. Nonetheless, distributed service 210 
may create a tWin of the distributed service 210 albeit With 
reduced functionality. This may be accomplished in one 
embodiment by sending an image 114 Without a master key 
104 that controls access to secret data 108 in the image 114. 
In this fashion, the distributed service 210 does not need to 
remove secret data, but can rather send an entire back up the 
image 114 of the services at the distributed service 210 to a 
neW machine 120. 

[0028] At the neW machine 120, the image 114 can be 
restored. HoWever, any secret data 108 controlled by the 
missing master key 104 Will not be available to the neW 
machine 120. Thus, by causing the secret data 108 to include 
data that should not be provided by the neW distributed 
service added to the distributed netWork environments 200, 
the distributed service 210 can facilitate the creation of a 
neW distributed service at the neW machine 120 Without an 
undue amount of culling of the data in the image 114. 

[0029] Notably, varying levels of keys may be used. For 
example, the distributed service 210 may send the image 114 
on a ?rst path 212 While providing one or more master keys 
to the neW machine 120 via di?cerent paths. The one or more 
master keys may be used to unlock data needed for the neW 
machine 120 to provide the services intended by the addition 
of a neW distributed service. Additionally in one alternative 
embodiment, di?ferent master keys may be available to be 
provided to the neW machine 120 depending on the intended 
functionality of the neW machine 120. For example, one 
master key may unlock a set of keys needed to access data 
for providing a ?le service. A different master key may 
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unlock a set of keys and needed to provide a print service. 
The distributed service 210 can provide the master key to the 
neW machine 120 to alloW for unlocking of any data needed 
to provide the service intended by adding the neW machine 
120 as a neW distributed service. 

[0030] As alluded to above, some embodiments include 
functionality for detecting the loss of an image 114 to an 
unintended recipient. For example, the distributed service 
210 may be able to detect that the image 114 has been lost 
to a rogue machine. The distributed service 210 can then 
prevent the rogue machine from registering With the distrib 
uted netWork 200 to prevent unauthorized access to netWork 
resources and data. Additionally, by having knoWledge of 
What data is secret data 108 and What data is non-secret data 
110 in the image 114, the distributed service 210 can provide 
an indication of the damage done by the interception of the 
image 114. 

[0031] The embodiments described above have been gen 
erally directed to embodiments Where an image 114 is 
transferred to a computer system and restored to the com 
puter system. HoWever, embodiments may also include 
removing a master key from a system to protect secret data 
and restoring the master key to again alloW access to the 
secret data. Referring noW to FIG. 3 an illustrative embodi 
ment is shoWn. FIG. 3 illustrates the authorized data set 102. 
As described previously, the authorized data set 102 includes 
a data set 106 including secret data 108 and non-secret data 
110. As shoWn in FIG. 3, the master key 104 may be 
removed as illustrated by the arroW 304 to create a degraded 
data set 302. The degraded data set 302 may nonetheless be 
functional in that the non-secret data 110 continues to be 
accessible. Thus, the degraded data set 302 remains func 
tional While protecting the secret data 108 from unautho 
rized access. 

[0032] This embodiment may be useful When transporting 
a server or other computer system from one physical loca 
tion to another physical location. To prepare the system for 
transport, the master key 104 may be removed such that if 
the computer system becomes lost in transport, the secret 
data 108 Will not be compromised. The computer system can 
nonetheless continue to be utilized With the degraded data 
set 302 before it is physically transported and after it is 
physically transported. The computer system can return to 
full functionality by having the master key 104 restored as 
illustrated by the arroW labeled 306 in FIG. 3. 

[0033] One embodiment, as illustrated in FIG. 4, is 
directed to method of accessing data. The method may be 
practiced, for example, in a computing environment includ 
ing a computing system. The method includes accessing a 
data set image (act 402). The data set image includes secret 
data. The data set image is derived from an authorized data 
set associated With a master key. The master key authorizes 
access to the secret data. The master key is not provided With 
the data set image. Referring again to FIG. 1, an example of 
the act 402 of method 400 is lustrated. A neW machine 120 
receives an image 114 Were the image includes a data set 106 
including secret data 108 and non-secret data 110. As a 
illustrated in FIG. 1, a master key 104 has been removed 
from an authorized data set 102 such that the master key 104 
is not included in the image 114. The data set, in one 
embodiment may be a database. 

[0034] In one embodiment, the master key may control 
access to a master list of keys included in the data set image. 
The keys in the master list control direct access to data in the 
authorized data set. Thus, in one embodiment, the master 
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key may be part of a hierarchy of keys. In another similar 
embodiment, different master keys may control access to 
different sets of secret data. Thus a master key may be 
provided for one set of secret data, While one or more other 
master keys are not provided for other secret data. 

[0035] The method 400 further includes restoring the data 
set image to the computing system to create a degraded data 
set (act 404). Referring noW to FIG. 1, degraded data sets 
may be installed on the neW machine 120. This degraded 
data set may be the result of having restored the image 114. 

[0036] The method 400 additionally includes an act of 
accessing data in the degraded data set other than the secret 
data Without restoring the master key (act 406). The 
degraded data set on the neW machine 120 may be accessed 
such that the non-secret data 110 may be accessed While the 
secret data 108 in his inaccessible due to the removal of the 
master key 104 before creating the image 114. 

[0037] The method 400 may further include receiving the 
data set image at the computing system through a ?rst path 
prior to accessing the data set image. Referring once again 
to FIG. 1, a ?rst path is illustrated by the arroW labeled 118. 
The ?st path may include a physical medium as a CD, DVD, 
hard drive, and/or ?ash memory. In an alternative embodi 
ment, the ?rst path may include a netWorked medium. As 
explained previously, because the master key 104 has been 
removed, the image 114 may be transmitted on a path, 
including physical media and/or netWork media, that has 
less than optimal security While not compromising the 
security of the secret data 108 in the image 114. Notably, the 
image 114 may include a range in size that includes very 
large images. Thus a high bandWidth path may often be 
desirable for implementing the ?rst path. 

[0038] In one embodiment, receiving the data set image 
may include receiving a back-up image of an existing data 
set. For example, the data set image 114 may be a backup 
image created to back up the data on the authorized data set 
102. Notably, various embodiments may function such that 
irrespective of the backup method or vendor of backup 
softWare used, secret data in the data set 106 may nonethe 
less be protected and restored. Thus, the embodiments 
described herein are not necessarily dependent on a speci?c 
method of creating the image 114, and as previously men 
tioned, any appropriate method of backing up data to an 
image may be used to create the image 114. 

[0039] The method 400 may further include receiving the 
master key through a second path, Where the second path is 
distinct from the ?rst path. Referring noW to FIG. 1, While 
the ?rst 118 and second paths 122 may be of similar types, 
such as both netWork paths or both physical media paths, the 
?rst 118 and second paths 122 should nonetheless be sepa 
rate and distinct. This is done to maintain appropriate 
security. Using this arrangement, an image 114 can be sent 
on a ?rst path 118 While the master key 104 is sent on a 
separate and distinct second path 122 so as to maintain the 
security of the secret data 108 at the same security level that 
exists on the second path 122. 

[0040] The method 400 may further include an act of 
restoring the master key to the degraded data set to restore 
the authorized data set. For example, and referring again to 
FIG. 1, the master key 104 may be restored to the neW 
machine 120. Once the master key 104 is restored to the neW 
machine 120, the combination of the restored image 114 and 
restored master key 104 results in a restoration of the 
authorized data set 102 Where the secret data 108 becomes 
accessible to the neW machine 120. 
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[0041] The method 400 may further include an act of 
accessing secret data on the authorized data set at the 
computing system. As explained above With reference to 
FIG. 1, secret data 108 becomes accessible on the neW 
machine 120 When the image 114 and master key 104 have 
both been restored on the neW machine 120. 

[0042] In one embodiment, restoring the data set image 
(act 404) and accessing the degraded data set (act 406) is 
performed Without ?rst post-processing to alter the data 
format of the data in the degraded data set. For example, as 
described above, any suitable method of backing up data to 
create an image 114 may be used. Beyond removing the 
master key 104, no special processing is required to format 
the image 114 in a format different than that created by the 
application used to create the back-up image. 

[0043] As alluded to in the description of FIG. 2, the 
method 400 may be used to create a reduced functionality 
tWin of a distributed resource on a netWork Where the secret 
data is not available Without the master key on the reduced 
functionality tWin. For example, as illustrated in FIG. 2, a 
distributed service 210 may send an image 114 to a neW 
machine 120 Where the image 114 includes services of the 
distributed service 210. The distributed service 210 can keep 
a master key 104 that has been removed and not send the 
master key 104 to the neW machine 120. This alloWs the neW 
machine 122 to access non-secret data 110 but not to access 
the secret data 108. Thus the neW machine 120, insofar as the 
non-secret data 110 alloWs, my function as a reduced func 
tionality tWin of the distributed service 210. 

[0044] In one embodiment, the master key may control 
access to a master list of keys included in the data set image. 
The keys in the master list control direct access to data in the 
authorized data set. 

[0045] Referring noW to FIG. 5, an exemplary method 500 
of accessing data and protecting secret data is illustrated. 
The method may be practiced, for example, in a computing 
environment including a computing system that comprises 
an authorized data set. The method includes an act of 
accessing the authorized data set (act 502). The authorized 
data set includes secret data. Access to the secret data is 
controlled by a master key at the computing system. Thus, 
as illustrated in FIG. 3, an authorized data set 102 includes 
a data set 106 including secret data 108 and non-secret data 
110. The master key 104 controls access to the secret data 
108. 

[0046] The method 500 further includes an act of remov 
ing the master key from the computing system (act 504) to 
create a degraded data set from the authorized data set Where 
the secret data is not accessible from the degraded data set. 
As discussed previously and illustrated in FIG. 3, the master 
key 104 may be removed from the authorized data set 102 
such that a degraded data set 302 is created. The degraded 
data set 302 includes both secret data 108 and non-secret 
data 110, hoWever the secret data 108 is not accessible due 
to the absence of the master key 104. 

[0047] The method 500 further includes an act of access 
ing data in the degraded data set other than the secret data 
Without restoring the key to the computing system (act 506). 
Thus, as described previously herein, the removal of the 
master key 104 does not make the degraded day data set 302 
completely inaccessible, but rather restricts access to the 
secret data 108 While alloWing access to the non-secret data 
110. 

[0048] The method 500 may further include restoring the 
master key to the computing system to restore the authorized 
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data set. For example as is illustrated in FIG. 3, the master 
key 104 may be restored to the computing system as 
illustrated by the arroW label 306 to restore the fully autho 
riZed data set 102. Once the fully authorized data set 102 has 
been restored, the method 500 may include an act of 
accessing secret data in the authoriZed data set. 

[0049] The method 500 may further include an act of 
transporting the computing system on a ?rst path to a 
location. The master key is transported on the second path to 
the location. The second path is distinct from the ?rst path. 
In one embodiment, the second path is a more secure path 
than the ?rst path. This alloWs the computer system to be 
transported in a less secure fashion While maintaining the 
computer system at a security level provided by the path 
used to transport the master key. 

[0050] One embodiment includes functionality for imple 
menting acts to detect that the master key has been com 
promised. For example, the master key may have been 
intercepted in transport by unauthoriZed users. An ability to 
vieW the secret data in the data set can then be revoked, even 
if the master key is restored. For example, the computer 
system can be prevented from accessing certain netWork 
resources, or other types of functionality may be revoked 
from the computer system. 

[0051] Referring noW to FIG. 6, yet another method 600 is 
illustrated. The method 600 may be practiced, for example, 
in a computing environment including a computing system 
that comprises an authorized data set. The method includes 
various acts for providing data in the data set to another 
computing system and protecting secret data. The method 
includes an act of accessing the authoriZed data set (act 602). 
The authoriZed data set includes secret data. Access to the 
secret data is controlled by a master key at the computing 
system. 

[0052] The method 600 further includes an act of creating 
a backup image Where the master key is not included With 
the backup image to create a degraded data set from the 
authoriZed data set (act 604). The secret data is not acces 
sible from the degraded data set. The method 600 further 
includes an act of transmitting the backup image to a second 
computing system (act 606). The second computing system 
is capable of accessing data from the degraded data set other 
than the secret data Without having ?rst restored the master 
key. For example, and referring once again to FIG. 2, a 
distributed service 210 may transmit an image 114 that 
includes secret data 108 and non-secret data 110 created 
from a data set at the distributed service 210 to a neW 
machine 120. The neW machine 120 may be capable of 
accessing the non-secret data 110 While it is unable to access 
the secret data 108 Without the master key retained by the 
distributed service 210. The computer systems and netWork 
shoWn in FIG. 2 may be specially designed, in one embodi 
ment, to recogniZe different levels of data. For example the 
computer systems and netWork may be designed to recog 
niZe data that is accessible Without the use of the master key 
104 and maybe designed to recogniZe the existence of the 
secret data Without the need to be able to access the secret 
data or in some embodiments to have meta data regarding 
the secret data. 

[0053] The than 600 may further include determining that 
the back-up image Was intercepted by an unintended recipi 
ent. For example, a malicious individual or system may be 
able to tap into the netWork or to steal physical media that 
contains the image 114 so as to divert the image to an 
unintended recipient. In one embodiment a computer system 
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may be designed to detect that the image 114 has been 
diverted. In an alternative embodiment, a system may have 
functionality for receiving a user input indicating that the 
image 114 has been diverted. The method may further 
include disabling a data set created from the backup image. 
For example and referring again to FIG. 2, the distributed 
service 210 may be able to alert the other distributed services 
202 through 208 in the distributed netWork 200 that the 
image Was intercepted. Any neW distributed services created 
from the intercepted image 114 Will be denied access to the 
distributed netWork 200. In one embodiment this may be 
accomplished by referencing a serial number assigned to the 
image 114. 

[0054] In one embodiment, When the method 600 has 
detected the interception of the image 114, the method 600 
may further provide an indication of the scope of damage 
resulting from the interception of the unintended recipient. 
For example, by knoWing What data is stored as non-secret 
data 110, a system can provide an indication that the 
non-secret data 110 has been lost While the secret data 
associated With the master key should nonetheless be pro 
tected so long as the master key has not been compromised. 

[0055] Embodiments may also include computer-readable 
media for carrying or having computer-executable instruc 
tions or data structures stored thereon. Such computer 
readable media can be any available media that can be 
accessed by a general purpose or special purpose computer. 
By Way of example, and not limitation, such computer 
readable media can comprise RAM, ROM, EEPROM, CD 
ROM or other optical disk storage, magnetic disk storage or 
other magnetic storage devices, or any other medium Which 
can be used to carry or store desired program code means in 
the form of computer-executable instructions or data struc 
tures and Which can be accessed by a general purpose or 
special purpose computer. When information is transferred 
or provided over a netWork or another communications 
connection (either hardWired, Wireless, or a combination of 
hardWired or Wireless) to a computer, the computer properly 
vieWs the connection as computer-readable medium. Thus, 
any such connection is properly termed a computer-readable 
medium. Combinations of the above should also be included 
Within the scope of computer-readable media. 

[0056] Computer-executable instructions comprise, for 
example, instructions and data Which cause a general pur 
pose computer, special purpose computer, or special purpose 
processing device to perform a certain function or group of 
functions. Although the subject matter has been described in 
language speci?c to structural features and/or methodologi 
cal acts, it is to be understood that the subject matter de?ned 
in the appended claims is not necessarily limited to the 
speci?c features or acts described above. Rather, the speci?c 
features and acts described above are disclosed as example 
forms of implementing the claims. 

[0057] The present invention may be embodied in other 
speci?c forms Without departing from its spirit or essential 
characteristics. The described embodiments are to be con 
sidered in all respects only as illustrative and not restrictive. 
The scope of the invention is, therefore, indicated by the 
appended claims rather than by the foregoing description. 
All changes Which come Within the meaning and range of 
equivalency of the claims are to be embraced Within their 
scope. 

What is claimed is: 
1. In a computing environment including a computing 

system, a method of accessing data, the method comprising: 
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accessing a data set image, Wherein the data set image 
comprises secret data, and Wherein the data set image 
is derived from an authorized data set associated With 
a master key that authorizes access to the secret data 
and Wherein the master key is not provided With the 
data set image; 

restoring the data set image to the computing system to 
create a degraded data set; and 

accessing data in the degraded data set other than the 
secret data Without restoring the master key. 

2. The method of claim 1, further comprising receiving 
the data set image at the computing system through a ?rst 
path prior to accessing the data set image. 

3. The method of claim 2, Wherein receiving the data set 
image comprises receiving the data set image on a physical 
medium including at least one of a CD, DVD, hard drive, or 
?ash memory. 

4. The method of claim 2, Wherein receiving the data set 
image comprises receiving the data set image from a net 
Worked medium. 

5. The method of claim 2, further comprising: 

receiving the master key through a second path, Wherein 
the second path is distinct from the ?rst path; 

restoring the master key to the degraded data set to restore 
the authorized data set; and 

accessing secret data on the authorized data set at the 
computing system. 

6. The method of claim 2, Wherein receiving the data set 
image comprises receiving a back-up image of an existing 
data set. 

7. The method of claim 1, Wherein restoring the data set 
image and accessing the degraded data set is performed 
Without ?rst post-processing to alter the data format of the 
data in the degraded data set. 

8. The method of claim 1, further comprising creating a 
reduced functionality tWin of a distributed resource on a 
netWork Where the secret data is not available Without the 
master key on the reduced functionality tWin. 

9. The method of claim 1, Wherein the data set is a 
database. 

10. The method of claim 1, Wherein the master key 
controls access to a master list of keys included in the data 
set image, Wherein the keys in the master list control direct 
access to data in the authorized data set. 

11. The method of claim 1, the data set image comprising 
other secret data Wherein access to the other secret data is 
controlled by one or more other master keys. 

12. In a computing environment including a computing 
system that comprises an authorized data set, a method of 
accessing data and protecting secret data, the method com 
prising: 

accessing the authorized data set, the authorized data set 
comprising secret data, Wherein access to the secret 
data is controlled by a master key at the computing 
system; 
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removing the master key from the computing system to 
create a degraded data set from the authorized data set 
Where the secret data is not accessible from the 
degraded data set; and 

accessing data in the degraded data set other than the 
secret data Without restoring the master key to the 
computing system. 

13. The method of claim 12, further comprising: 

restoring the master key to the computing system to 
restore the authorized data set; and 

accessing secret data in the authorized data set. 
14. The method of claim 13, further comprising: 

transporting the computing system on a ?rst path to a 
location; and 

transporting the master key on a second path distinct from 
the ?rst path to the location prior to restoring the master 
key to the computing system. 

15. The method of claim 14, Wherein transporting the 
master key on a second path comprises transporting the 
master key on a more secure path than the ?rst path. 

16. The method of claim 12, further comprising: 

detecting that the master key has been compromised; and 

revoking an ability to vieW the secret data in the data set 
even When the master key is restored. 

17. In a computing environment including a computing 
system that comprises an authorized data set, a method of 
providing data in the data set to another computing system 
and protecting secret data, the method comprising: 

accessing the authorized data set, the authorized data set 
comprising secret data, Wherein access to the secret 
data is controlled by a master key at the computing 
system; 

creating a backup image Where the master key is not 
included With the backup image to create a degraded 
data set from the authorized data set Where the secret 
data is not accessible from the degraded data set; and 

transmitting the backup image to a second computing 
system capable of accessing data from the degraded 
data set other than the secret data Without having ?rst 
restored the master key. 

18. The method of claim 17, further comprising deter 
mining that the back-up image Was intercepted by an unin 
tended recipient. 

19. The method of claim 18, further comprising disabling 
a data set created from the backup image. 

20. The method of claim 18, further comprising providing 
an indication of the scope of damage resulting from the 
interception of the unintended recipient. 


