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(57) ABSTRACT 

System management functions are remotely performed on 
customer premises equipment (CPE), such a residential 
gateway, even if the CPE has not been authenticated or 
dynamically allocated an IP address or otherwise is not in a 
state that enables normal communication with the network. 
CPE management information is communicated using an IP 
address identifying a destination CPE but exclusively asso 
ciated with CPE management. The access node that receives 
the CPE management information recon?gures the packets 
to translate the address to a ?xed, non-public address. The 
same ?xed address can be shared by all of the CPE’s 
connected to the access node. The CPE recognizes the ?xed 
address as though it were being addressed locally rather than 

(51) Int, Cl, through the network and is therefore able to receive the CPE 
H04L 12/56 (2006.01) management information even if the CPE has not been 
H04] 3/22 (200601) authenticated or dynamically allocated an IP address. 
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COMPLEMENTARY RESIDENTIAL GATEWAY 
MANAGEMENT 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] The bene?t of the ?ling date of Us. Provisional 
Patent Application Ser. No. 60/748,022, ?led Dec. 7, 2005, 
is hereby claimed, and the speci?cation thereof incorporated 
herein in its entirety by this reference. 

BACKGROUND OF THE INVENTION 

[0002] 
[0003] The present invention relates generally to digital 
netWorks and, more speci?cally, to performing system man 
agement functions on residential gateWays or similar cus 
tomer premises equipment in a digital netWork. 

[0004] 2. Description of the Related Art 

1. Field of the Invention 

[0005] Digital service providers are using their netWorks 
to deliver an ever-broadening array of services to their 
subscribers’ or customers’ homes, businesses or other pre 
mises. Whereas once a digital subscriber line (DSL) Was 
used solely to provide subscribers With Internet Web and 
e-mail access, today’s service providers Wish to bundle 
Internet service With voice (telephony) and video (televi 
sion) services. (Such bundled Internet, voice and video 
service is sometimes colloquially referred to as “triple play” 
service.) Optical ?ber-based technologies, such as the pas 
sive optical netWork (PON), offer perhaps even more prom 
ising alternatives to DSL. Fully optical netWorks, Which 
some have referred to as “?ber-to-the-premises” (FTTP), are 
increasingly being developed and deployed. 

[0006] The interface at the customer premises betWeen the 
customer’s computers or other devices and the service 
provider netWork has evolved along With the services and 
netWork technologies. The venerable DSL modem (trans 
ceiver) is increasingly being supplanted by a device knoWn 
as a residential gateWay. A residential gateWay provides a 
simpli?ed Way for a user to connect or bridge a local area 
netWork (LAN) to the service provider netWork. 

[0007] A residential gateWay generally needs to be set up, 
con?gured or otherWise subjected to an automated softWare 
installation process before it can be used. When the manu 
facturer or service provider ships a residential gateWay to a 
customer, a CD-ROM or DVD storage disk With installation 
softWare is generally included. The customer loads the disk 
onto his computer, Which is connected to one of the resi 
dential gateWay LAN ports. The computer addresses the 
gateWay through a ?xed or static Internet Protocol (IP) 
address during the installation procedure. The installation 
softWare may have a Web broWser user interface. Neverthe 
less, this ?xed IP address is generally used only for such 
local installation or maintenance purposes and is not 
intended to be remotely accessed through the Internet. The 
?xed IP address is typically an address selected from one of 
the three blocks of addresses reserved by the Internet 
Assigned Numbers Authority (IANA) private intemets 
(local networks): l0.0.0.0-l0.255.255.255; 1721600 
17231255. As the IP address is only valid for local access, 
all residential gateWays can use the same ?xed IP address for 
installation purposes. In normal use, communicating With 
the service provider netWork, the residential gateWay typi 
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cally Will dynamically acquire its (Internet-recognized, 
routable, etc.) IP addresses using the dynamic host con?gu 
ration protocol (DHCP). 

[0008] Once a residential gateWay has been set up and 
otherWise installed, it can be used in the normal manner. If 
a problem arises, or if softWare needs to be re-installed or 
recon?gured, the customer may not need to perform those 
processes, as in many cases the netWork service provider can 
remotely (i.e., via the netWork itself) re-con?gure softWare 
and perform other management tasks upon the residential 
gateWay. 

[0009] As triple-play service becomes more common, 
security and convenience considerations Will become even 
more important, and residential gateWays are being devel 
oped to accommodate those considerations. The more 
advanced residential gateWays Will alloW a user to connect 
any of a variety of digital devices to the residential LAN, 
such as computers, (television) set-top boxes, voice-over 
Internet Protocol (V OIP) telephones, IP fax machines, etc. It 
is important that the user not be unduly inconvenienced by 
having to perform complicated procedures or tasks to pre 
pare the residential gateWay for use. Already, the longstand 
ing usemame-and-passWord login procedure for providing 
netWork security is being supplanted by automated port 
based netWork authentication, such as that de?ned by the 
IEEE 802.1x standard. “Authentication” refers generally to 
the process by Which a netWork veri?es that a residential 
gateWay or other client device attempting to access the 
netWork is authorized to access the netWork and blocks 
access if the authentication process indicates that the device 
lacks authorization. Authentication serves a service provid 
er’s goals of maintaining control over security and mini 
miZing user inconvenience. The initial setup or installation 
procedures that currently involve a user loading a disk and 
running installation softWare, as Well as softWare upgrading 
and maintenance procedures, are targets for improvements 
in convenience. 

[0010] Failure of the gateWay to successfully authenticate 
When it should have is problematic for the netWork service 
provider because it may indicate a residential gateWay 
malfunction. It is similarly problematic for the netWork 
service provider When other processes that must occur 
before a residential gateWay becomes operable fail, such as 
dynamic allocation of an IP address to the gateWay. It is 
possible for a residential gateWay to malfunction for a 
variety of reasons, including con?guration errors, a softWare 
bug or, in the case of a gateWay that has been in prior use, 
a virus. NeW softWare may need to be installed to ?x the 
problem. When authentication, dynamic IP address alloca 
tion, or other such processes fail When they should not have, 
the service provider may consider sending the customer a 
disk With neW softWare to load or dispatching service 
personnel to the premises because, Without authentication 
and allocation of an IP address, it is generally not possible 
for the service provider to remotely perform con?guration or 
other system management tasks on the residential gateWay. 
If dispatched to the customer premises, a service technician 
can connect a portable diagnostic or service computer to the 
residential gateWay that is perhaps malfunctioning or in need 
of a softWare upgrade and communicate through a port using 
the above-mentioned ?xed IP address. A more convenient 
mechanism for providing such system management and 
maintenance is clearly needed. Furthermore, especially in 
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triple-play environments, for security and convenience rea 
sons, service providers Would prefer that a customer not 
perform any con?guration, setup or installation procedures 
on residential gateWays. Rather, such procedures should be 
transparent from the customer’s perspective. 

[0011] It Would be desirable for a netWork service provider 
to be able to remotely perform system management func 
tions on a residential gateway, such as recon?guring, 
upgrading or installing softWare, even in the event of failure 
of processes that enable the residential gateWay to commu 
nicate normally With the network. The present invention 
addresses these problems and de?ciencies and others in the 
manner described beloW. 

SUMMARY OF THE INVENTION 

[0012] The present invention relates to remotely perform 
ing system management functions on customer premises 
equipment (CPE), such a residential gateWay, even if the 
CPE has not been successfully authenticated or assigned an 
IP address or otherWise is not in a state that enables normal 
communication With the netWork. 

[0013] In an exemplary embodiment of the invention, it is 
?rst determined Whether the CPE to Which management 
information is to be communicated is in a state (condition) 
that enables normal communication With the netWork (i.e., 
via a dynamically assigned IP address). If the CPE is not in 
such a state, CPE management information data packets are 
addressed to one of a plurality of predetermined manage 
ment addresses exclusively associated With CPE manage 
ment. As each management address uniquely identi?es one 
of a plurality of CPE’s in the netWork, addressing the CPE 
management information data packets to a selected one of 
the predetermined addresses causes the access node that 
receives the packets to associate the packets With one of the 
CPE’s to Which the access node is physically or logically 
connected. Before transmitting or forWarding the packets on 
to that CPE, the access node recon?gures the packets to 
translate the selected management address to a predeter 
mined, ?xed address. The same predetermined, ?xed 
address can be shared by all of the CPE’s connected to the 
access node. The CPE recognizes the ?xed address as 
though it Were being addressed locally rather than through 
the netWork and is therefore able to receive the CPE man 
agement information even though it may not have been 
authenticated or even allocated an IP address through the 
normal (e.g., DHCP) process. Once the CPE extracts the 
management information, it causes the CPE to perform a 
speci?ed management task, such as updating CPE softWare. 

[0014] The ?xed address can be ?xed by the CPE manu 
facturer (e.g., via ?rmWare) or provisioned by the service 
provider that provides the CPE to the customer. The ?xed 
address can be the IP address that has been used conven 
tionally for local installation of softWare in CPE’s by 
customers. As that IP address is in the private IP address 
range, and no communication path to this address is estab 
lished by Internet routers, there is minimal likelihood of 
unauthorized remote access. In some forms of the invention, 
additional security features can be included, as set forth 
beloW in further detail. 

[0015] The predetermined management addresses and the 
translated addresses provide a communication path to the 
CPE that complements the paths through Which information 

Jun. 7, 2007 

normally moves. In the exemplary embodiment, the access 
node blocks transmission to the destination CPE of all data 
packets that are not addressed to one of the plurality of 
predetermined management addresses (i.e., not transmitted 
via one of the complementary management paths) until such 
time as the CPE becomes capable of communicating nor 
mally With the netWork (via a normal communication path as 
de?ned by a dynamically assigned IP address and, option 
ally, other addressing information, such as a virtual LAN 
(V LAN) or virtual private netWork (V PN) address). At that 
time, the access node can disable the complementary man 
agement paths to enhance security. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] FIG. 1 is a generalized block diagram of a netWork 
of a type that carries data betWeen a service provider and 
subscribers in an exemplary embodiment of the invention. 

[0017] FIG. 2 is a block diagram of a generalized access 
node of the netWork of FIG. 1. 

[0018] FIG. 3 is a How diagram illustrating a method of 
operation of the netWork of FIGS. 1-2. 

[0019] FIG. 4 is a data path diagram illustrating comple 
mentary management data paths in accordance With the 
exemplary embodiment. 

DETAILED DESCRIPTION 

[0020] As illustrated in FIG. 1, in an exemplary embodi 
ment of the invention, a service provider (business entity) 
operates a service provider netWork 10 that provides sub 
scribers With services such as Internet (Web, e-mail, etc.) 
access, voice (telephony) communication, video (television) 
entertainment, etc. The subscribers are commonly referred 
to as “customers” of the service provider, as they typically 
pay the service provider for such services in accordance With 
a suitable arrangement. Such a service provider netWork 10 
is described for purposes of illustration, and the arrangement 
on the server side of the overall client-server netWork can be 
of any other suitable type in other embodiments of the 
invention. 

[0021] Each subscriber, Who can be a homeoWner, busi 
ness, or other person or entity, has a subscriber netWork 12. 
Subscriber netWork 12 can be a local area netWork (LAN) in 
a residence or other premises. Subscriber netWork 12 net 
Works together various subscriber-operated devices, such as 
computers, (television) set-top boxes, voice-over-Intemet 
Protocol (VOIP) telephones, IP fax machines, etc., (not 
shoWn individually for purposes of clarity). A residential 
gateWay (RG) 14 or other such customer premises equip 
ment (CPE) links or connects the subscriber netWork 12 to 
the service provider netWork 10. Such a subscriber netWork 
12 is described for purposes of illustration, and the arrange 
ment on the client side of the overall client-server netWork 
can be of any other suitable type in other embodiments of the 
invention. 

[0022] Residential gateWay 14 typically is provided by or 
at least pre-approved by the service provider and thus 
considered “authorized” equipment. Thus, in operation, the 
service provider netWork 10 performs authentication upon 
residential gateWay 14 in the conventional manner to verify 
that it is the expected, authorized equipment and not some 
other (unauthorized) equipment that has been connected in 
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place of residential gateway 14. This authentication process 
can conform to the Well-knoWn IEEE 802.1x authentication 
protocol. 

[0023] Service provider netWork 10 includes an access 
node 16, an authentication server 18, a dynamic host con 
?guration protocol (DHCP) server 20, and a system man 
agement server 21. (An example of such a system manage 
ment server 21 is What DSL forum technical report 
TR69“CPE WAN management protocol” de?nes as an Auto 
Con?guration Server or ACS.) Service provider netWork 10 
can include more access nodes 16 and other servers and 

devices of the types that are commonly included in such a 
network, but only one netWork node 16, one authentication 
server 18, and one DHCP server 20 are shoWn in FIG. 1 for 
purposes of clarity. Residential gateWay 14 is connected to 
a physical or, alternatively, a logical port of access node 16, 
through Which it communicates With or accesses service 
provider netWork 10. Access node 16 can be, for example, 
an optical netWork terminator (ONT). In embodiments 
involving other access technologies or netWork technologies 
it could be any other suitable type of netWork node, such as 
a digital subscriber line access multiplexer (DSLAM). 

[0024] As is knoWn in the art, and as described beloW in 
further detail, a communication conversation (i.e., an 
exchange of messages) occurs betWeen residential gateWay 
14 and access node 16 and betWeen access node 16 and 
authentication server 18 during the authentication process 
that must occur before residential gateWay 14 can commu 
nicate normally With service provider netWork 10. As also 
knoWn in the art, DHCP server 20 dynamically provides an 
IP address to CPE 14 in response to a request received from 
CPE 14. If CPE 14 successfully obtains such an IP address 
and is successfully authenticated, then absent any other 
unexpected problems or malfunctions, CPE 14 is able to 
communicate normally With service provider netWork 10 
(via access node 16). In normal operation, CPE 14 can use 
service provider netWork 10 to access the Internet (not 
shoWn), conduct voice (telephony) communication, receive 
video (television) entertainment, etc. 

[0025] Access node 16 can have the structure illustrated in 
generaliZed form in FIG. 2, including processing logic 22, a 
netWork interface 24, and a number of physical ports 26 
(individually identi?ed as 26a-26f). Access node 16 com 
municates With service provider netWork 10 (FIG. 1) via 
netWork interface 24 and With customer premises equipment 
(e.g., residential gateWay 14) via ports 26. Processing logic 
22 can comprise any suitable “logic,” i.e., hardWare, soft 
Ware, ?rmWare, or some combination thereof, including 
processors and data storage, of the types commonly included 
in access nodes or similar netWork devices. As persons 
skilled in the art to Which the invention relates can appre 
ciate, processing logic 22, as Well as netWork interface 24 
and ports 26, can be included in one or more application 
speci?c integrated circuits (ASICs), gate arrays, or other 
suitable devices. 

[0026] Depicted for purposes of illustration and conve 
nience as residing in a memory 28 of processing logic 22 are 
a management path handler 30, a redirection ?lter 32, and a 
netWork address translator 34. As redirection ?lters are Well 
knoWn in the art, redirection ?lter 32 is not described in 
further detail in this patent speci?cation except to note that 
it detects incoming (from service provider netWork 10) data 
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packets having destination addresses in a predetermined 
group of management path addresses and redirects them to 
management path handler 30 instead of passing them 
through to one of ports 26 as Would conventionally occur in 
an access node. For example, the group of management path 
IP addresses can be in the private address range “l0.x.x.x” 
, Where “x” represents a number that the sender can select to 
address a speci?c one of the residential gateWays serviced 
by the netWork service provider. This format for the man 
agement path IP addresses is intended only as an example, 
and others Will readily occur to persons skilled in the art. For 
example, it may be advantageous not to divide the numbers 
(“octets” in the IP lexicon) along byte boundaries for scal 
ability. Also, in some embodiments of the invention, the 
management path addresses can include other information in 
addition to the IP address, such as a virtual LAN (VLAN) 
tag. Addressing the management path as a VLAN or, simi 
larly, as a virtual private netWork (VPN) can provide addi 
tional security. 

[0027] NetWork address translator (NAT) 34 is a softWare 
process or similar logic that translates one address into 
another in accordance With one or more predetermined 
tables. The NAT function is Well-knoWn in telecommunica 
tions equipment such as routers, and NAT softWare is 
commercially available from a variety of sources. 

[0028] In operation, a processor (not shoWn for purposes 
of clarity) can execute or otherWise utiliZe the above 
described softWare elements to effect the access node func 
tions described beloW. In addition or alternatively, the pro 
cessor can use other softWare elements (not shoWn) that are 
commonly included in access nodes and similar netWork 
devices. Although management path handler 30, redirection 
?lter 32, and NAT 34 are conceptually depicted as residing 
in memory 28 for purposes of illustration and convenience, 
persons skilled in the art to Which the invention relates Will 
appreciate that, like other softWare elements that are typi 
cally included in access nodes, in actuality they do not 
necessarily reside in memory simultaneously or in their 
entireties, and their functions may alternatively be per 
formed by other softWare, hardWare or ?rmWare elements 
(not shoWn) or included in combination With functions of 
other elements. Such other con?gurations or architectures 
Will occur readily to persons skilled in the art in vieW of the 
teachings herein. 

[0029] The How diagram of FIG. 3 illustrates an exem 
plary method operation of the system of FIG. 1 in an 
instance in Which it is deemed necessary or desirable to 
remotely perform management functions upon a residential 
gateWay. For example, a customer (subscriber) may contact 
the service provider to alert the service provider that the 
customer is not properly receiving service. In response, the 
service provider may Wish to perform diagnostic tests upon 
the customer’s residential gateWay (RG) 14 or update the 
softWare of RG 14. A service provider may choose to 
perform such management functions or other management 
functions on RG 14 at other times as Well. The management 
functions can be any knoWn in the art for remotely updating, 
servicing or otherWise managing customer premises equip 
ment, computers, netWork devices, etc. Service technicians, 
customer service representatives, or other personnel of the 
service provider can use system management server 21 to 
initiate the management functions, or alternatively, server 21 
or an associated device can initiate management functions 
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automatically without human intervention. In the illustrated 
embodiment, regardless of how the management functions 
are initiated, system management server 21 produces man 
agement information that is to be transmitted to RG 14 to 
perform the management functions upon RG 14. 

[0030] At step 36, it is determined whether RG 14 is in a 
state that enables normal communication with service pro 
vider network 10. If RG 14 has been authenticated and 
assigned a normal IP address through DHCP, it can be 
expected to be in a state in which it can communicate (data 
packets) normally with service provider network 10. (The 
term “normal” or “normally” as used herein, refers to 
communication via the type of path through which infor 
mation of the type to which the customer subscribes (e.g., 
Internet data, voice, video entertainment, etc.) is conven 
tionally transmitted, rather than a path through which man 
agement information or other peripherally related informa 
tion is conventionally transmitted. Information is normally 
transmitted to a residential gateway only if it has obtained an 
IP address using DHCP or a similar address allocation 
method.) If authentication or the DHCP process fails unex 
pectedly, or if RG 14 is otherwise malfunctioning, the 
customer may have contacted the service provider (e.g., via 
a telephone call to a customer service call center) and 
asserted that RG 14 is not operating properly. In such an 
instance, the service provider can determine, from the cus 
tomer’s description of the problem or from any diagnostic 
tests that the service provider is able to perform remotely, 
whether RG 14 is in a state that enables normal communi 
cation with service provider network 10. In other embodi 
ments of the invention, the determination whether the resi 
dential gateway or other customer premises equipment is in 
a state in which it can communicate normally can be made 
in any other suitable manner and by any other suitable 
means. 

[0031] If, as indicated by step 38, RG 14 is in a state in 
which it can communicate via a normal path, then at step 40 
system management server 21 (FIG. 1) transmits manage 
ment information to RG 14. As RG is in a state in which it 
can communicate normally, the management information 
can be in the form of data packets addressed to the normal 
IP address that RG 14 has been assigned, in the same manner 
as service provider network 10 would ordinarily transmit 
any other information (e.g., Internet data, voice, video 
entertainment, etc.) to RG 14. In other words, if RG 14 can 
communicate via a normal path, it is not necessary to use the 
complementary management path. 

[0032] Access node 16 (FIG. 1) receives data packets from 
other portions of service provider network 10, including 
system management server 21. Access node 16 can deter 
mine whether RG 14 has been successfully authenticated 
and allocated an IP address, as it is involved in those 
processes. Thus, access node 16 also can generally (i.e., 
absent an unusual malfunction) determine whether RG 14 is 
in a state in which it can communicate normally. At step 42, 
access node 16 blocks any data packets that may be 
addressed to one of the management path addresses because 
it has determined that RG 14 can communicate via a normal 
path, and blocking the use of the management paths when 
they are not needed can enhance security. Nevertheless, it is 
not necessary to block the management paths, and step 42 
can be omitted in other embodiments of the invention. It 
should also be noted that in some embodiments of the 
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invention, management information is always transmitted 
via the management paths instead of the normal paths, and 
steps 36-42 are omitted in such embodiments. 

[0033] If, as indicated by step 38, RG 14 is in not a state 
in which it can communicate via a normal path, then at step 
44 system management server 21 (FIG. 1) transmits man 
agement information to RG 14 in the form of packets 
addressed to the one of the management path addresses that 
uniquely identi?es RG 14 (i.e., it excludes other residential 
gateways in the network, indicated in dashed line in FIG. 1). 
As described above, in this exemplary embodiment of the 
invention, the group of management path IP addresses can 
have the form “10.x.x.x”. Referring brie?y to FIG. 4, the 
management path address that uniquely identi?es RG 14 can 
be, for example, 10.1.2.3, where the “10” identi?es the 
private address range for the packet as containing residential 
gateway management information, the next number (“1”) 
uniquely identi?es access node 16 (i.e., it excludes other 
access nodes (not shown) in the network), the next number 
(“2”) uniquely identi?es the slot (indicated in dashed line) in 
access node 16 in which the port to which RG 14 is 
connected is located, and the last number (“3”) identi?es the 
port (26e in FIGS. 2 and 4). These divisions of the address 
into port, slot, etc., are intended merely to be exemplary, and 
others will readily occur to persons skilled in the art in view 
of the teachings herein. Also, as noted above, the manage 
ment address can include additional information, such as a 
unique VLAN or VPN tag identifying the packet as con 
taining management information for this network or portion 
thereof. As a result of this addressing format, access node 
associates RG 14 with any received packets having as their 
destination address 10.1.2.3 because RG 14 is the only 
customer premises equipment that is connected to port 26e. 
Note that the connection represented in FIG. 4 can be 
physical or, alternatively, logical. 
[0034] Returning to FIG. 3, at step 46 the addressed port 
26e at which the packet bearing the management informa 
tion arrives recon?gures the packet by translating the man 
agement path address into a predetermined, ?xed address. 
As described above, port 26e can invoke NAT 34 to perform 
the address translation. Note that although from a logical or 
conceptual perspective it can be said that the port 26 that 
received the packet recon?gures the packet, those skilled in 
the art will recogniZe that processes in an access node or 
similar network device are generally controlled by central 
iZed processing logic (e.g., access node processing logic 22). 
In the illustrated embodiment of the invention, each resi 
dential gateway in the network has a local port that can be 
addressed by the same predetermined, ?xed IP address as all 
other residential gateways. In the example shown in FIG. 4, 
the predetermined, ?xed IP address shared by the residential 
gateways is 192.168.1254, but any other suitable IP address 
can be used. Such a local IP address is used conventionally 
for locally managing the residential gateway. For example, 
it enables a customer to install software (locally, through the 
user’s computer that is connected to the residential gateway) 
or technicians to perform maintenance (again, locally, using 
a computer connected to the residential gateway). The terms 
“predetermined” and “?xed” in the context of this IP address 
means that the address is integral to the residential gateway, 
provided during provisioning or manufacture of the residen 
tial gateway, and does not change during normal operation 
or upon startup (i.e., it is a static address, in contrast to the 
dynamic IP address allocated to the residential gateway upon 
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beginning operation). Also, the predetermined, ?xed address 
that is conventionally used for locally managing the resi 
dential gateWay is not registrable on the Internet, and 
Internet routers do not recogniZe it. 

[0035] As the predetermined, ?xed address is recognized 
by RG 14, Which is connected to port 26e, it is able to 
receive the recon?gured management information data 
packets and extract the management information. The man 
agement information causes RG 14 to perform the manage 
ment functions. As described above, this can include, for 
example, updating its softWare With neW softWare (also 
included in the management information) or causing RG 14 
to perform self-diagnostic tests and report results back to 
system management server 21. Although in the exemplary 
embodiment of the invention system management server 21 
(FIG. 1) is the source of the management information, in 
other embodiments any other suitable device With access to 
service provider netWork 10 can be the source of the 
management. 

[0036] At step 48, access node 16 blocks any data packets 
that are not addressed to any of the management path 
addresses in the group from reaching RG 14, so as to 
enhance security, until such time as RG 13 becomes capable 
of communicating via a normal path. This step is shoWn 
folloWing step 46 for purposes of illustration and conve 
nience and can occur in parallel With other steps. Similarly, 
unless stated otherWise or clearly indicated otherWise by the 
context, the steps described above can occur in any suitable 
order and at any suitable time. 

[0037] Although not described With regard to the exem 
plary method of operation illustrated by the How diagram of 
FIG. 3, it should be noted that communication of manage 
ment information betWeen system management server 21 
and RG 14 (FIG. 1) can be bidirectional. Thus, port 26e can 
similarly invoke NAT 34 to perform the address translation 
on packets destined for system management server 21. 

[0038] In the manner described above, the present inven 
tion provides a management path to customer premises 
equipment that complements the path through Which a 
service provider normally transmits information. The ser 
vice provider can use such complementary management 
paths in many instances to service or otherWise manage 
residential gateWays or other customer premises equipment 
even if the equipment cannot be reached via normal paths 
due to failure of authentication, allocation of an IP address, 
or other reasons. 

[0039] It Will be apparent to those skilled in the art that 
various modi?cations and variations can be made to this 
invention Without departing from the spirit or scope of the 
invention. Thus, it is intended that the present invention 
cover the modi?cations and variations of this invention 
provided that they come Within the scope of any claims and 
their equivalents. With regard to the claims, no claim is 
intended to invoke the sixth paragraph of 35 U.S.C. Section 
112 unless it includes the term “means for” folloWed by a 
participle. 

What is claimed is: 
1. A method for communicating management information 

With a destination customer premises equipment (CPE) in a 
digital subscriber netWork, comprising: 
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transmitting the CPE management information as data 
packets addressed to a selected one of a plurality of 
predetermined management path addresses exclusively 
associated With CPE management in the netWork, each 
management address of the plurality uniquely identi 
fying one of a plurality of CPE’s in the netWork; 

recon?guring the data packets to translate the selected one 
of the plurality of management path addresses to a 
predetermined ?xed address, the predetermined ?xed 
address being common to the plurality of CPE’s in the 
netWork; and 

transmitting the CPE management information to a des 
tination CPE as recon?gured data packets addressed to 
the predetermined ?xed address. 

2. The method claimed in claim 1, Wherein the CPE is a 
residential gateWay, and the predetermined ?xed address is 
a private Internet Protocol address for locally managing the 
residential gateWay. 

3. The method claimed in claim 1, further comprising the 
step of determining if the destination CPE is in an enabling 
state enabling communication With the netWork via a 
dynamically assigned address, Wherein the step of transmit 
ting the CPE management information as data packets 
addressed to a selected one of a plurality of predetermined 
management path addresses is performed if the destination 
CPE is not in the enabling state. 

4. The method claimed in claim 3, further comprising the 
step of blocking transmission to the destination CPE of all 
data packets not addressed to one of the plurality of prede 
termined management path addresses While the CPE is not 
in the enabling state. 

5. The method claimed in claim 3, further comprising the 
steps of: 

transmitting the CPE management information as data 
packets addressed to a dynamically assigned address if 
the destination CPE is in the enabling state; and 

blocking transmission to the destination CPE of all data 
packets addressed to one of the plurality of predeter 
mined management path addresses While the destina 
tion CPE is in the enabling state. 

6. The method claimed in claim 3, Wherein the step of 
determining if the destination CPE is in the enabling state 
comprises determining if the CPE has been authenticated 
and has been dynamically assigned an Internet Protocol (IP) 
address. 

7. The method claimed in claim 6, further comprising the 
steps of: 

transmitting the CPE management information as data 
packets addressed to a dynamically assigned address if 
the destination CPE is in the enabling state; and 

blocking transmission to the destination CPE of all data 
packets addressed to one of the plurality of predeter 
mined management path addresses While the destina 
tion CPE is in the enabling state. 

8. An access node providing management paths comple 
mentary to normal data paths in a digital subscriber netWork, 
comprising: 

a netWork interface for interfacing With a service provider 
netWork and receiving customer premises equipment 
(CPE) management information; 
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a plurality of CPE ports through which information can be 
communicated with customer premises equipment; and 

access node processing logic having a management path 
handler and an address translator, the access node 
receiving the CPE management information via the 
network interface as data packets addressed to a 
selected one of a plurality of predetermined manage 
ment path addresses exclusively associated with CPE 
management in the network, each management address 
of the plurality uniquely identifying one of a plurality 
of CPE’s in the network, the management path handler 
recon?guring the data packets to translate the selected 
one of the plurality of management path addresses into 
a predetermined ?xed address, the predetermined ?xed 
address being common to the plurality of CPE’s in the 
network, and the access node transmitting the CPE 
management information to a destination CPE as 
recon?gured data packets addressed to the predeter 
mined ?xed address. 

9. The access node claimed in claim 8, wherein the 
management path handler determines if the destination CPE 
is in an enabling state enabling communication with the 
network via a dynamically assigned address and blocks 
transmission to the destination CPE of all data packets not 
addressed to one of the plurality of predetermined manage 
ment path addresses while the destination CPE is not in the 
enabling state. 

10. The access node claimed in claim 9, wherein the 
management path handler determines if the destination CPE 
is in the enabling state by determining if the CPE has been 
authenticated and has been dynamically assigned an Internet 
Protocol (IP) address. 

11. The access node claimed in claim 8, wherein the 
management path handler determines if the destination CPE 
is in an enabling state enabling communication with the 
network via a dynamically assigned address and blocks 
transmission to the destination CPE of all data packets 
addressed to one of the plurality of predetermined manage 
ment path addresses while the destination CPE is in a state 
enabling communication with the network via a dynamically 
assigned address. 

12. The access node claimed in claim 11, wherein the 
management path handler determines if the destination CPE 
is in the enabling state by determining if the CPE has been 
authenticated and has been dynamically assigned an Internet 
Protocol (IP) address. 

13. A computer program product for enabling manage 
ment paths complementary to normal data paths in a digital 
subscriber network through an access node, the computer 
program product comprising a computer-usable medium on 
which is carried in computer-usable form: 
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code for detecting received data packet destination 
addresses identifying selected ones of a plurality of 
predetermined management path addresses exclusively 
associated with customer premises equipment (CPE) 
management in the network, each management address 
of the plurality uniquely identifying one of a plurality 
of CPE’s in the network; 

code for recon?guring data packets to translate data 
packet destination addresses identi?ed as being of the 
plurality of management path addresses into a prede 
termined ?xed address, the predetermined ?xed address 
being common to the plurality of CPE’s in the network; 
and 

code for causing the access node to transmit the CPE 
management information to a destination CPE as 
recon?gured data packets addressed to the predeter 
mined ?xed address. 

14. The computer program product claimed in claim 13, 
further comprising: 

code for determining if the destination CPE is in an 
enabling state enabling communication with the net 
work via a dynamically assigned address; and 

code for blocking transmission to the destination CPE of 
all data packets not addressed to one of the plurality of 
predetermined management path addresses while the 
CPE is not in the enabling state. 

15. The computer program product claimed in claim 14, 
wherein the code for determining if the destination CPE is 
in enabling state determines if the CPE has been authenti 
cated and has been dynamically assigned an lntemet Proto 
col (IP) address. 

16. The computer program product claimed in claim 13, 
further comprising: 

code for determining if the destination CPE is in an 
enabling state enabling communication with the net 
work via a dynamically assigned address; and 

code for blocking transmission to the destination CPE of 
all data packets addressed to one of the plurality of 
predetermined management path addresses if the des 
tination CPE is in the enabling. 

17. The computer program product claimed in claim 16, 
wherein the code for determining if the destination CPE is 
in the enabling determines if the CPE has been authenticated 
and has been dynamically assigned an lntemet Protocol (IP) 
address. 


