
US 20070116014A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2007/0116014 A1 

Shuen et al. (43) Pub. Date: May 24, 2007 

(54) ENHANCED MULTICAST VLAN Publication Classi?cation 
REGISTRATION 

(51) Int. Cl. 
(75) Inventors: Pauline Shuen, Palo Alto, CA (US); H04L 12/56 (2006.01) 

James P. Rivers, Saratoga, CA (US) H04L 12/28 (2006.01) 
(52) US. Cl. .................. .. 370/395.53; 370/390; 370/389; 

Correspondence Address: 370/401 
LAW OFFICE OF CHARLES E. KRUEGER 
P.O. BOX 5607 (57) ABSTRACT 
WALNUT CREEK CA 94596-1607 US 

’ ( ) A method and apparatus utilized in layer 2 access switches 

(73) AssigneeZ CISCO TECHNOLOGY, INC“J (A of an Ethernet ring-based network to bridge multicast pack 
California Corporation) ets between a multicast VLAN and a selected VLAN 

coupled to a VLAN trunk port of the layer 2 access switch. 
(21) App1_ NO; 11/283,269 The duplication of multicast streams over the ring technol 

ogy is avoided while maintaining isolation between sub 
(22) Filed: Nov. 18, 2005 scribers. 

,./-\ 
/ \ 

\1 0 

L3 
DEVICE 

1 GE 

1 4 
12 \I 

,'/’ 

L2 I 

ACCESS SWITCH 

1 

T1 1 GE 

‘L6 
L2 

" ACCESS SWITCH 

DSLAM DSLAM 

VLAN 101 



Patent Application Publication May 24, 2007 Sheet 1 of 3 

Fig. 1 PRIOR ART 

S1 switch A 
SP] SP2 SP3..... 

SP = Subscriber Ports 

FIG. 2 PRIOR ART 

1000 Mbps rings 

Layer 3 Dlstrlbullon 

'2 1000 Mbps ] 

US 2007/0116014 A1 

Layer 3 Core 

To other 81 switches or S2 switch 

_ S1 switch B / 
SP1 SP2. SP3"... 

GigE VLAN Trunk 

GigE VLAN Trunk 

S1 switch C \ 
SP! SP2 SP3.,.., 

To olher SI switches or S2 switch 



Patent Application Publication May 24, 2007 Sheet 2 0f 3 US 2007/0116014 A1 

.--’_\ 
/ \ 

\1 0 

L3 
DEVICE 

1 GE 

14 
12 \l 

1’/’ 

L2 
ACCESS SWITCH 

I 

T1 16 1 GE 

L2 
ACCESS SWITCH 

DSLAM DSLAM 

VLAN 101 

§ @ Q ,1 / \\ / 
‘7/ 
i 

H1\1~8 
FIG. 3 



Patent Application Publication May 24, 2007 Sheet 3 0f 3 US 2007/0116014 A1 

CODE CPU ] 1 
48 44 

CAM 
FORWARDING 

TABLE 
'— 4s ' LGE TRUNK- —GE TRUNK] 

FORWARDING ENGINE 
42 

FIG. 4 



US 2007/0116014 A1 

ENHANCED MULTICAST VLAN REGISTRATION 

BACKGROUND OF THE INVENTION 

[0001] Multicast VLAN Registration (MVR) is an inno 
vative feature that is key for metro service providers inter 
ested in delivering residential voice and video services. 
MVR involves the creation of separate dedicated VLANs 
constructed speci?cally for multicast traf?c distribution. 
When deployed, each sWitch that receives a multicast stream 
from the multicast VLAN Will examine each multicast group 
and Will internally bridge the multicast VLAN traf?c to the 
particular subscriber’s VLAN. 

[0002] M ulticast VLAN Registration (MVR) is designed 
for applications using Wide-scale deployment of multicast 
traf?c across an Ethernet ring-based service provider net 
Work (for example, the broadcast of multiple television 
channels over a service-provider netWork). MVR alloWs a 
subscriber on a port to subscribe and unsubscribe to a 
multicast stream on the netWork-Wide multicast VLAN. 

[0003] FIG. 1 depicts a ring netWork topology that can 
utiliZe MVR and FIG. 2 depicts three access sWitches (A, B, 
and C) included in the topology of FIG. 1. Although the ring 
topology saves costs When constructing a netWork the trunk 
lines betWeen the sWitches form a bandWidth bottleneck. 
Accordingly, techniques for e?iciently utiliZing available 
bandWidth are critical When using the ring topology. 

[0004] An important requirement for the metro netWork is 
to ensure that one subscriber does not see the traf?c gener 
ated by another subscriber or targeted for another subscriber 
via only layer 2 connectivity Without any ?ltering based on 
layer 3 and beyond information. Administrators of the 
netWork may have different access control con?guration for 
each user depending on the type of service subscribed. 
Communication betWeen any tWo subscriber ports should 
only be possible via a device Which can ?lter based on layer 
3 and beyond information. 

[0005] HoWever, subscriber ports on the same layer 2 
access sWitch can still communicate With each other through 
layer 2 only connectivity. In sWitches manufactured by the 
assignee of the present application the protected port feature 
isolates subscriber ports on the same sWitch. No unicast, 
multicast or broadcast traf?c is forWarded betWeen protected 
ports at layer 2, all communication betWeen these ports is 
only possible through a layer 3 device. 

[0006] A protected port does not forWard any tra?ic (uni 
cast, multicast or broadcast) to any other port that is also a 
protected port. 

[0007] W hen a router receives a multicast packet it sends 
a copy of the packet to each connected VLAN having 
member of the multicast group. Because subscribers con 
nected to different layer 2 access sWitches belong to different 
VLANs (a VLAN maps to a IP subnet), normal usage of IP 
multicast Would result in duplication of subscribed channels 
for each VLAN. For example, if a ?rst subscriber connected 
to layer 2 sWitch A Wants to Watch channel 1 and a second 
subscriber connected to layer 2 access sWitch B also Wants 
to Watch channel 1, tWo streams of channel 1 multicast 
Would be sent through the GE VLAN trunk because each 
subscriber is on a different VLAN. One stream Would be 
tagged With the VLAN assigned to the ?rst subscriber’s port 
and the other stream Would be tagged With the VLAN 
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assigned to the second subscriber’s port. As an example, if 
each video stream Were multicast at 5 Mbps duplicating the 
stream for each subscriber Wishing to vieW the same Would 
Waste signi?cant bandWidth. 

[0008] MVR is designed to eliminate the need to duplicate 
multicast traf?c for a TV channel for subscribers in each 
VLAN. Using MVR, multicast tra?ic for all channels is sent 
only once around the VLAN trunk, speci?cally only on the 
multicast VLAN. The layer 2 sWitches are con?gured to 
bridge multicast tra?ic from the multicast VLAN to the local 
VLAN de?ned on the layer 2 sWitch that includes an 
authoriZed subscriber. 

[0009] Much of the speci?cation for IP Multicasting is 
de?ned in the Internet Group Management Protocol (IGMP) 
in the Internet Task Force Request for Comments (IETF 
RFC) 1112 Which is available on the sis.ohio-state.edu 
Website With the extension /htbin/rfc/rfc 112.html. 

[0010] The Internet Group Management Protocol (IGMP) 
is used to dynamically register individual hosts in multicast 
group on a particular VLAN. IGMP v. 2 utiliZes membership 
query, membership report, and leave group messages. 

[0011] Hosts send out a “join” Which consists of sending 
IGMP membership reports corresponding to a particular 
multicast group to indicate that they are interested in joining 
that group. The layer 3 device periodically sends out an 
IGMP membership query to verify that at least one host on 
the subnet is still interested in receiving traf?c directed to 
that group. When there is no reply to three consecutive 
IGMP membership queries, the router times out the group 
and stops forWarding traf?c directed toWard that group. 

[0012] The hosts send out a “leave” by using the leave 
group message to actively communicate to the local multi 
cast layer 3 device their intention to leave the group. The 
layer 3 device then sends out a group-speci?c query and 
determines Whether there are any remaining hosts interested 
in receiving the tra?ic. If there are no replies, the layer 3 
device times out the group and stops forWarding the traf?c. 

[0013] The default behavior for a Layer 2 sWitch is to 
forWard all multicast traf?c to every port that belongs to the 
destination LAN on the sWitch. This Would defeat the 
purpose of the sWitch, Which is to limit traf?c to the ports 
that need to receive the data. IGMP snooping is used to 
ef?ciently deal With IP multicast in a layer 2 sWitching 
environment. 

[0014] Standard IGMP snooping requires the subscriber 
sWitch to examine, or snoop, some Layer 3 information in 
the IGMP packets sent betWeen the hosts and the router. 
When the sWitch hears the IGMP host report from a host for 
a particular multicast group, the sWitch adds the host’s port 
number to the associated multicast table entry. When the 
sWitch hears the IGMP leave group message from a host, it 
removes the host’s port from the table entry. Because IGMP 
control messages are transmitted as multicast packets, they 
are indistinguishable from multicast data at Layer 2. A 
sWitch running IGMP snooping examine every multicast 
data packet to check Whether it contains any pertinent IGMP 
must control information. 

[0015] In MVR the layer 2 access sWitches implement an 
enhanced technique of IGMP snooping to eliminate the need 
to duplicate multicast traf?c for a video stream intended for 
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subscribers in different VLANs. Instead, multicast tra?ic for 
all video streams is sent only once around the VLAN trunk, 
speci?cally only on the multicast VLAN 

[0016] In order to achieve such functionality, the IGMP 
joins and leaves coming from a subscriber must look like 
they Were initiated by a port in the multicast VLAN, rather 
than the VLAN the subscriber is assigned to. These IGMP 
joins and leaves dynamically register for streams of multi 
cast tra?ic in the multicast VLAN on the layer 3 distribution 
layer device. The access layer sWitch modi?es the hardWare 
forwarding behavior to alloW the tra?ic to be forWarded 
from the multicast VLAN to the subscriber in a different 
VLAN. This forWarding behavior selectively alloWs for 
tra?ic to cross betWeen tWo VLANs. 

[0017] MVR has been utiliZed advantageously in metro 
netWorks and other environments. HoWever, because all 
subscriber ports are of a sWitch are con?gured as a single 
VLAN it is not possible to connect multiple VLANs to a 
single subscriber ports of the layer 2 access sWitch. NeW 
applications are being developed that require a more ?exible 
topology While maintaining the bandWidth saving advan 
tages of MVR for multicast tra?ic distribution. 

[0018] The challenges in the ?eld of IP multicast tra?ic 
distribution continue to increase With demands for more and 
better techniques having greater ?exibility and adaptability. 
Therefore, a need has arisen for a neW system and method 
for distributing IP multicast among subscribers. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] FIG. 1 is a block diagram ofan ethernet ring-based 
service provider network; 

[0020] FIG. 2 is a more detailed vieW ofthe layer 2 access 
sWitches depicted in FIG. 1 

[0021] FIG. 3 is a block diagram ofa ring-based topology 
With Which an embodiment of the invention can be utiliZed; 
and 

[0022] FIG. 4 is a block diagram of the forWarding and 
control system of a layer 2 access sWitch. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0023] Reference Will noW be made in detail to various 
embodiments of the invention. Examples of these embodi 
ments are illustrated in the accompanying draWings. While 
the invention Will be described in conjunction With these 
embodiments, it Will be understood that it is not intended to 
limit the invention to any embodiment. On the contrary, it is 
intended to cover alternatives, modi?cations, and equiva 
lents as may be included Within the spirit and scope of the 
invention as de?ned by the appended claims. In the folloW 
ing description, numerous speci?c details are set forth in 
order to provide a thorough understanding of the various 
embodiments. HoWever, the present invention may be prac 
ticed Without some or all of these speci?c details. In other 
instances, Well knoWn process operations have not been 
described in detail in order not to unnecessarily obscure the 
present invention. 

[0024] One embodiment of the invention Will be described 
in terms of a netWork structure in the form of a ring Where 
various sWitches are coupled by optical ?ber trunk lines as 
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depicted in FIG. 3. This embodiment Will be described by 
Way of example, not limitation, as a netWork for connecting 
DSL (Digital Subscriber Line) subscribers to a netWork. In 
FIG. 3 a layer 3 device 10 and group of layer 2 access 
sWitches 12 have their ring ports coupled by ?ber links 14 
to form a ring topology. The ?ber links 14 form trunk links 
betWeen the ring ports and are 1 GE(gigabit Ethernet) links 
coupling the rings port of the sWitches. An uplink port of 
each DSL Access Multiplexer (DSLAM) 16 is coupled to a 
Trunk port of the layer 2 access sWitch and each subscriber 
port of the DSLAM is connected to a host 18 through a DSL 
modem (not shoWn). In this example the subscribers are host 
computers and other devices coupled to the DSL modem. 

[0025] In this embodiment, each subscriber port on the 
DSLAM is assigned to a different VLAN. Since a host on 
one VLAN cannot communicate With a host on another 
VLAN Without a layer 3 device, this VLAN assignment 
achieves the desired isolation betWeen hosts. Each Trunk 
port on the layer 2 access sWitch is con?gured as a VLAN 
trunk because it is coupled through the DSLAM to multiple 
VLANs. As a VLAN trunk port, the different VLANs 
coupled to the port Will be assigned VLAN ids to distinguish 
betWeen them. 

[0026] A provider supplies services and content over the 
netWork. As compression techniques improve video streams 
such as movies and television shoWs Will be provided over 
the netWork to selected subscribers using DSL modems. 
Video streams are notorious bandWidth hogs and the pre 
ferred technique of delivering these streams is to utiliZe IP 
Multicast Which enables a source of the video stream to 
transmit a single copy Which is received by a selected group 
of hosts included in a multicast group. 

[0027] A more detailed description of the operation of the 
embodiment Will noW be provided With reference to FIGS. 
3 and 4. In the folloWing it is assumed that that a subscriber 
is using Host(A) on VLAN101, coupled to subscriber 
port(A) on a DSLAM(A), Which is coupled to VLAN trunk 
port(A) of layer 2 access sWitch(A). The subscriber selects 
a ?rst video stream that having a ?rst multicast MAC 
address in the con?gured range of multicast addresses. In 
this example, the muticast VLAN is tagged With VLAN id 
2000. 

[0028] When a subscriber selects a multicast video, the 
host(A), coupled to VLAN101, multicasts a join IGMP 
report to the layer 2 access sWitch(A) in order to become a 
receiver of the multicast group. If these IGMP reports are 
destined for one of the multicast-con?gured MAC 
addresses, the layer 2 access sWitch CPU is the only desti 
nation for these reports. The forWarding engine does not 
forWard the IGMP control packets. 

[0029] FIG. 4 shoWs a high-level system block diagram of 
forWarding and control subsystem of the layer 2 access 
sWitch that may be used to execute softWare of an embodi 
ment of the invention. The sub-system 40 includes an ASIC 
forWarding engine 42, a CPU 44, a forWarding table 46, and 
memory 48 Which can be utiliZed to store and retrieve 
softWare programs incorporating computer code that imple 
ments aspects of the invention, data for use With the inven 
tion, and the like. Exemplary computer readable storage 
media include CD-ROM, ?oppy disk, tape, ?ash memory, 
system memory, and hard drive. Additionally, a data signal 
embodied in a carrier Wave may be the computer readable 
storage medium. 
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[0030] The CPU 44 tags the join from Host(A) With 
VLAN id 2000 so that it appear as if the join came from the 
ring port Which is part of the multicast VLAN so that only 
one copy of data stream is transmitted over the ring. Then, 
the CPU adds trunk port 1, VLAN 101 to its address table 
in content addressable memory (CAM) as a destination for 
multicast packets of video stream 1. 

[0031] The CPU 44 then programs the forwarding engine 
to tag each received multicast packet on the multicast VLAN 
in video stream 1 With VLAN id 101 and the packet is 
sWitched from the ring port to ?rst VLAN Trunk port. As 
described above, in this embodiment the Trunk port 1 is 
con?gured as a VLAN trunk port so that the received ?rst 
video stream packet Will be forwarded With the VLAN id 
101 to DSLAM(A). DLSAM(A) Will then respond to the 
VLAN id 101 to forWard the multicast video packet to 
VLAN 101 Where it Will be received by host(A). 

[0032] When the subscriber closes video stream 1, host(A) 
Will send a leave message Which is received at the CPU 44 
of layer 2 access sWitch(A). If no other hosts on VLAN 101 
are in the multicast group for video stream 1 the layer 2 
sWitch Will delete Trunk port 1, VLAN 101 as a destination 
address for the ?rst video stream and send a leave message, 
tagged With VLAN id 2000, to the layer 3 device indicating 
it no longer needs to receive video stream 1 packets. 

[0033] The invention has noW been described With refer 
ence to the preferred embodiments. Alternatives and substi 
tutions Will noW be apparent to persons of skill in the art. For 
example, an embodiment has been described in the context 
of a DSL netWork. HoWever, the trunk ports of the layer 2 
access sWitches could be connected to subscriber premises 
having a number of VLANs con?gured to optimiZe use of 
resources. Further, although multicasting video streams has 
been described, persons of skill in the art are aWare that the 
techniques described are applicable to any type of data 
Which is multicast. Accordingly, it is not intended to limit the 
invention except as provided by the appended claims. 

What is claimed is: 
1. In an Ethernet ring-based service provider netWork 

including a layer 3 device and a plurality of layer 2 access 
sWitches coupled in a ring topology, With each layer 2 access 
sWitch having at least tWo ring ports coupled to ethernet 
trunk lines and having a plurality of non-ring ports, a method 
for multicast tra?ic distribution comprising: 

creating a multicast VLAN, including the ring ports on the 
layer 2 access sWitches in the ring topology, that is the 
only VLAN over Which multicast data ?oWs; 

con?guring a ?rst non-ring port of a ?rst layer 2 access 
sWitch as a ?rst VLAN trunk port for transmitting 
tra?ic betWeen multiple VLANs, With different VLANs 
identi?ed by different VLAN id tags; 

receiving, at the ?rst VLAN trunk port, a ?rst multicast 
join message from a ?rst host indicating a ?rst multi 
cast address and including a ?rst VLAN id tag of the a 
?rst VLAN including the ?rst host; 

intercepting the multicast join message so that it is not 
forWarded; 
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creating a modi?ed ?rst join message, in response to the 
?rst join message, indicating the ring port of the ?rst 
layer 2 sWitch, included in the multicast VLAN, Wishes 
to join a ?rst multicast group that receives ?rst multi 
cast packets indicated by the ?rst multicast address; 

forWarding the ?rst modi?ed join message to the layer 3 
device; and 

at the ?rst layer 2 access sWitch, bridging ?rst multicast 
packets from the multicast VLAN to the ?rst VLAN 
trunk port and tagging a bridged multicast packet With 
the ?rst VLAN id tag. 

2. The method of claim 1 Where bridging further com 
prises: 

adding VLAN trunk port 1 and the ?rst VLAN id tag to 
the address table of the ?rst layer 2 access sWitch as a 
destination for received ?rst multicast packets. 

3. In an Ethernet ring-based service provider netWork 
including a layer 3 device and a plurality of layer 2 access 
sWitches coupled in a ring topology, With each layer 2 access 
sWitch having at least tWo ring ports coupled to ethernet 
trunk lines and having a plurality of non-ring ports, a system 
for multicast traf?c distribution comprising: 

means for creating a multicast VLAN, including the ring 
ports on the layer 2 access sWitches in the ring topol 
ogy, that is the only VLAN over Which multicast data 
?oWs; 

means for con?guring a ?rst non-ring port of a ?rst layer 
2 access sWitch as a ?rst VLAN trunk port for trans 
mitting traf?c betWeen multiple VLANs, With different 
VLANs identi?ed by different VLAN id tags; 

means for receiving, at the ?rst VLAN trunk port, a ?rst 
multicast join message from a ?rst host indicating a 
?rst multicast address and including a ?rst VLAN id tag 
of the a ?rst VLAN including the ?rst host; 

means for intercepting the multicast join message so that 
it is not forWarded; 

means for creating a modi?ed ?rst join message, in 
response to the ?rst join message, indicating the ring 
port of the ?rst layer 2 sWitch, included in the multicast 
VLAN, Wishes to join a ?rst multicast group that 
receives ?rst multicast packets indicated by the ?rst 
multicast address; and 

means for forWarding the ?rst modi?ed join message to 
the layer 3 device; 

at the ?rst layer 2 access sWitch, means for bridging ?rst 
multicast packets from the multicast VLAN to the ?rst 
VLAN trunk port and tagging a bridged multicast 
packet With the ?rst VLAN id tag. 

4. The system of claim 3 Where the means for bridging 
further comprises: 

means for adding VLAN trunk port 1 and the ?rst VLAN 
id tag to the address table of the ?rst layer 2 access 
sWitch as a destination for received ?rst multicast 
packets. 


