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(57) ABSTRACT 

Methods and systems for improving security When accessing 
a URL, such as a Web site. In one exemplary method, a user 
is Warned if a previously unvisited Web site being accessed 
originated from an email message or other electronic source 
external to a Web browser being used to access the Web site. 
Other methods, as Well as data processing systems and 
machine-readable media, are also described. 
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WARNING. You have not visited this Web site before. IF the site 
looks like a site that you think you've visited before, you 
should exercise caution. It may be an impostor site designed to 
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the safest thing to do is close this Window, and then, in a 
new browser window, type the URL of the site you want to visit. 
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click ‘'1 Trust this Site" below to remove this warning banner. 
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METHODS AND SYSTEMS FOR PROVIDING 
IMPROVED SECURITY WHEN USING A 

UNIFORM RESOURCE LOCATOR (URL) OR 
OTHER ADDRESS OR IDENTIFIER 

FIELD OF THE INVENTIONS 

[0001] Certain aspects of the present inventions generally 
relate to methods to access and interact With Web presen 
tations that are initiated from an email message or other 
electronic document. The present inventions also relate to 
methods to improve user security When accessing Web 
presentations. 

BACKGROUND OF THE INVENTIONS 

[0002] The Widespread use of the Internet as an electronic 
communication medium has made the use of electronic mail, 
otherWise knoWn as email, very common among users of 
data processing systems, including general purpose com 
puter systems, cellular telephones, personal digital assistants 
(PDAs), Internet appliances, and other types of data pro 
cessing systems. While email provides for the rapid 
exchange of text and other information through a network, 
it does present certain problems to users. One such problem 
is referred to as phishing or an email spoo?ng scam. A 
spoo?ng scam has the potential to in?ict serious losses of 
data and direct monetary losses due to fraud and other 
schemes, and the spoo?ng scam may be part of an attempt 
at identity theft. A classic example of a spoo?ng scam is the 
creation of email messages that appear to be emails sent 
from legitimate sources, such as a bank. A spoo?ng scam 
Will typically attempt to fool a user into submitting personal, 
?nancial, or passWord data to the originator of the scam, 
alloWing them to use such data for currency transfers and 
other fraudulent and potentially criminal schemes. Typically, 
a spoo?ng scam involves an email Which arrives With the 
spoofed company’s logo and email layout. These spoofed 
emails may direct the user through a link in the email to a 
spoofed Web page Which is a fake representation of a 
legitimate Web page, such as a Web page of amazon.com or 
a bank’s Web page, and the spoofed Web page asks the user 
to enter personal, ?nancial or passWord data or other types 
of data sought by the organizers of the scam. The organizers 
of these types of scams use sophisticated techniques to make 
it dif?cult to determine the originator of the email. They 
often Will make the email appear as if it came from a 
legitimate source, such as amazon.com or a bank’s Web site, 
or a bank. By faking the identity of a legitimate source, the 
scammers are attempting to fool users into believing that the 
email is authentic and actually from the legitimate oWner, 
such as amazon.com or a bank or other organizations Which 

are Well knoWn to users. By adding a link (eg a URL), in 
the seemingly authentic email, to a fake Web site, it is easy 
for a user to select the link (eg by “clicking” on the link in 
the email) Which causes a Web broWser to open a WindoW 
and to display the fake Web site. It is relatively easy to copy 
an authentic Web site (eg copy the HTML code and 
graphics and text of the Web page or pages), so the user may 
be easily tricked into giving their personal, ?nancial, etc. 
data to the scammer. 

[0003] In response to these scams, a Working group knoWn 
as the anti-phishing Working group has been established; this 
Working group noW has a Web site at WWW.antiphishing 
.com. This Working group has identi?ed certain solutions to 
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address the threat of spoo?ng scams. One of these solutions 
involves the use of digitally signed email. HoWever, such 
solutions Will often require users, such as users at a home, 
to have a relatively high level of sophistication necessary to 
install the authentication data and to maintain the authenti 
cation data. 

[0004] Thus it is desirable to provide a simple solution to 
guard against email spoo?ng. 

SUMMARY OF THE DESCRIPTION 

[0005] At least certain embodiments of the inventions 
protect a user from phishing or email spoo?ng attempts by 
automatically generating a list of trusted locations or 
addresses or identi?ers and examining an electronic location 
or address or identi?er and determining Whether the elec 
tronic location or address or identi?er is on the list of trusted 
locations or addresses and determining Whether to Warn the 
user. The list is created automatically, in at least certain 
embodiments, over time by user actions on a system Which 
maintains the list and Which determines Whether to Warn the 
user if the electronic location or address is not on the list. If 
the electronic location or address is on the list, this normally 
means the user has previously visited this location or address 
(eg a Web page) in a manner considered safe by the system. 
For example, if the user types by hand an identi?er or 
address, then the system regards the identi?er or address as 
safe and adds it automatically to the list, and if the user 
selects a link on a Web page Which has been accepted as 
safe, then the target of that link is also automatically added 
to the list. Thus, in a typical case, the list is populated 
automatically by the system Without requiring explicit and 
burdensome decision-making by the user. By automatically 
populating the list With URLs the user types and URLs the 
user selects on already-trusted pages, the list automatically 
becomes populated in such a Way that a typical user should 
never see a Warning except When seeing an actual phishing 
site. Thus, embodiments of the invention may operate unob 
trusively (as if in the background) and require no input from 
the user until there is a real problem (eg a real phishing 

site). 
[0006] According to one aspect of the present inventions, 
an exemplary method of processing a URL (Uniform 
Resource Locator) includes: receiving an input from a user 
to access a Web site through a URL included in an electronic 
message or document, such as an email; verifying if the Web 
site has been deemed to be trusted (e.g. accessed through a 
trusted source for the URL, such as typing the URL) before 
by at least one of the user or the system being used by the 
user; and presenting a Warning to the user if the Web site is 
not deemed to be trusted. The input from the user may 
involve selecting the URL (eg by “clicking” on the URL) 
in the electronic message or document. The system may 
verify Whether the Web site has been deemed to be trusted 
by comparing a host name Within the URL to a list of host 
names in a history list of Web sites Which have been 
indicated to be trusted. This history list may, in certain 
exemplary embodiments, initially be “seeded” by the manu 
facturer of the data processing system With a list of knoWn, 
trusted host names (eg apple.com; ebay.com; amazon.com; 
google.com) or may be additionally or alternatively 
“seeded” by the user’s importing of bookmarks or favorites 
from previously used Web broWsers or systems into a neW 
Web broWser or data processing system, and the user builds, 
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in certain exemplary embodiments, on this history list every 
time they type a URL by hand or folloW a link from a trusted 
page, or, more rarely, by indicating explicitly that a Web site 
is to be trusted When prompted by the data processing 
system for a decision about Whether to trust the Web site. 
The host name may be parsed from a URL by folloWing the 
conventions de?ned for URLs, such as the conventions 
de?ned in RFC 1738 (see, eg WWW.ietf.org/rfc/ 
rfc1738.txt). When the user indicates that the Web site is to 
be trusted, then the host name in the URL for that Web site 
is added to the history list. In at least certain embodiments, 
the user may be prompted by the data processing system for 
such a decision only When the URL is entered in a Web 
broWser in certain Ways, such as When the URL is passed to 
a Web broWser by an email application program Which has 
displayed an email With the URL in the email. 

[0007] According to another aspect of the present inven 
tions, an exemplary method of processing a URL includes: 
determining a source of a selected URL, Wherein the deter 
mining results in classifying the source as one of a ?rst class 
(eg a trusted source) or a second class and Wherein the 
selected URL includes a ?rst portion, such as a host name 
Within the URL; determining, in response to determining 
that the source is classi?ed in the second class (eg an 
untrusted source), Whether the data processing system has 
previously accepted as trusted another URL Which includes 
the same ?rst portion; and if not then presenting a Warning. 
In one implementation, the source is classi?ed (e.g. deter 
mined) to be in the second class if it is from an email or an 
electronic document such as a PDF or Word processing ?le, 
and the source is determined to be in the ?rst class if it is 
from a user’s typing of a URL into a text ?eld of a Web 
broWser or by folloWing a link on an already-trusted page. 
In this implementation, a representation (eg a host name 
portion) of URLs classi?ed in the ?rst class Will be auto 
matically added to the history list of the trusted URLs, and 
consequently the display of information obtained through 
these URLs Will not include a presentation (e.g. display) of 
a Warning. Other methods, systems, and machine-readable 
medium Which provide executable instructions are also 
described beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] The folloWing invention is described by Way of 
example and not limitation on the ?gures of the accompa 
nying draWings in Which like references indicate similar 
elements. 

[0009] FIG. 1 is a block diagram of netWorks to Which 
data processing systems are coupled and in Which Web 
pages, such as those Whose URL originated from an email 
message, may be accessed via a Web broWser. 

[0010] FIG. 2 is a block diagram of a digital processing 
system Which may be used to access a Web page via a Web 
broWser. 

[0011] FIG. 3A is a ?owchart illustrating an exemplary 
method to determine if a user should be Warned about a 
possible phishing email. FIG. 3B is a ?owchart Which shoWs 
an exemplary method of processing Warnings for subsequent 
Web pages; FIG. 3C is a ?oWchart Which shoWs an exem 
plary method of determining a source of a URL. FIG. 3D is 
a ?oWchart Which shoWs an exemplary method of generating 
a list of trusted URLs. 
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[0012] FIGS. 4 A-D shoWs an exemplary email message 
containing a phishing URL. When the user attempts to 
access the Web page, a warning is issued and a series of 
choices are presented to the user for What to do next. 

[0013] FIG. 5A is an example ofa user interface ofa Web 
broWser displaying a Web page (Which does not include a 
warning banner); FIG. 5B is an example of a user interface 
of a Web broWser displaying a Web page (Which does 
include a Warning banner). 

[0014] FIG. 6 illustrates an example of a manner of using 
a shared URL listing service Which manages a global or 
shared URL history list on a data processing system (or for 
a netWork Which includes many data processing systems). 

[0015] FIG. 7 illustrates an exemplary method for imple 
menting a global or shared URL history list. 

[0016] FIG. 8 illustrates an exemplary user interface for a 
settings or preferences panel or WindoW for use With one or 
more aspects of the inventions. 

DETAILED DESCRIPTION 

[0017] The subject of the inventions Will be described With 
reference to numerous details and accompanying draWings 
set forth herein. The folloWing description and draWings are 
illustrative of the inventions and are not to be construed as 
limiting the inventions. Numerous speci?c details are 
described to provide a thorough understanding of the present 
inventions. HoWever, in certain instances, Well knoWn or 
conventional details are not described in order to not unnec 
essarily obscure the present inventions. It Will be apparent to 
one skilled in the art that the present inventions may be 
practiced Without these speci?c details. 

[0018] At least certain embodiments of the inventions 
protect a user from phishing or email spoo?ng attempts by 
automatically generating a list of trusted locations or 
addresses or identi?ers and examining an electronic location 
or address or identi?er and determining Whether the elec 
tronic location or address or identi?er is on the list of trusted 
locations or addresses and determining Whether to Warn the 
user. The list is created automatically, in at least certain 
embodiments, over time by user actions on a system Which 
maintains the list and Which determines Whether to Warn the 
user if the electronic location or address is not on the list. If 
the electronic location or address is on the list, this normally 
means the user has previously visited this location or address 
(eg a Web page) in a manner considered safe by the system. 
For example, if the user types by hand an address, then the 
system regards the address as safe and adds it automatically 
to the list, and if the user selects a link on a Web page Which 
has been accepted as safe, then the address of that link is also 
automatically added to the list. Thus, in a typical case, the 
list is populated automatically by the system Without requir 
ing explicit and burdensome decision-making by the user. 
By automatically populating the list With URLs the user 
types and URLs the user selects on already-trusted pages, 
the list automatically becomes populated in such a Way that 
a typical user should never see a warning except When 
seeing an actual phishing site. Thus, embodiments of the 
invention may operate unobtrusively (as if in the back 
ground) and require no input from the user until there is a 
real problem (eg a real phishing site). Before describing 
embodiments of the inventions further, certain background 
information about netWorks and data processing systems 
Will be provided. 
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[0019] As shown in FIG. 1, a network 100 includes a 
number of client computer systems that are coupled together 
through an Internet 122. It Will be appreciated that the term 
“Intemet” refers to a netWork of netWorks. Such netWorks 
may use a variety of protocols for exchange of information, 
such as TCP/IP, ATM, SNA, SDI, etc. The physical connec 
tions of the Internet and the protocols and communication 
procedures of the Internet are Well knoWn to those in the art. 
It Will be also appreciated that such system may be imple 
mented in a netWork Within an organiZation. 

[0020] Access to the Internet 122 is typically provided by 
Internet service providers (ISPs), such as the ISP 124, and 
the ISP 126. Users on client systems, such as the client 
computer systems 102, 104, 118, and 120, generally obtain 
access to the Internet through Internet service providers, 
such as ISPs 124 and 126. Access to the Internet may 
facilitate transfer of information (e.g., Web pages, email, 
text ?les, media ?les, etc.) betWeen tWo or more digital 
processing systems, such as the client computer systems 
102, 104, 118, and 120 and/or a Web server system 128 as 
Well as other Web servers (not shoWn). For example, one or 
more of the client computer systems 102, 104, 118, and 120 
and/or the Web server 128 may provide document presen 
tations (e.g., a Web page) to another one or more of the client 
computer systems 102, 104, 118, and 120 and/or Web server 
128. For example, in one embodiment of the invention, one 
or more client computer systems 102, 104, 118, and 120 may 
request to access a document that may be stored at a remote 

location, such as the Web server 128. 

[0021] The Web server 128 typically includes at least one 
computer system to operate With one or more data commu 
nication protocols, such as the protocols of the World Wide 
Web, and as such, is typically coupled to the Internet 122. 
Optionally, the Web server 128 may be part of an ISP Which 
may provide access to the Internet and/or other netWork(s) 
for client computer systems. The client computer systems 
102, 104, 118, and 120 may each, With appropriate Web 
broWsing softWare, access data, such as HTML documents 
(e. g., Web pages), Which may be provided by the Web server 
128. 

[0022] The ISP 124 provides Internet connectivity to the 
client computer system 102 via a modem interface 106, 
Which may be considered as part of the client computer 
system 102. The client computer systems 102, 104, 118, and 
120 may be a conventional data processing system, such as 
a PoWer Mac G5 or iMac computer available from Apple 
Computer, Inc., a “netWor ” computer, a handheld/portable 
computer, a cell phone With data processing capabilities, a 
Web TV system, embedded devices, or other types of digital 
processing systems (e.g., a personal digital assistant (PDA)). 

[0023] Similarly, the ISP 126 provides Internet connectiv 
ity for the client computer systems 102, 104, 118, and 120. 
HoWever, as depicted in FIG. 1, such connectivity may vary 
betWeen various client computer systems, such as the client 
computer systems 102, 104, 118, and 120. For example, as 
shoWn in FIG. 1, the client computer system 104 is coupled 
to the ISP 126 through a modem interface 108, While the 
client computer systems 118 and 120 are part of a local area 
netWork (LAN). The interfaces 106 and 108, shoWn as 
modems 106 and 108, respectively, may represent an analog 
modem, an ISDN modem, a DSL modem, a cable modem, 
a Wireless interface, or other interface for coupling a digital 
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processing system, such as a client computer system, to 
another digital processing system. The client computer sys 
tems 118 and 120 are coupled to a LAN bus 112 through 
netWork interfaces 114 and 116, respectively. The netWork 
interface 114 and 116 may be an Ethernet-type, asynchro 
nous transfer mode (ATM), or other type of netWork inter 
face. The LAN bus is also coupled to a gateWay digital 
processing system 110, Which may provide ?reWall and 
other Internet-related services for a LAN. The gateWay 
digital processing system 110, in turn, is coupled to the ISP 
126 to provide Internet connectivity to the client computer 
systems 118 and 120. The gateWay digital processing system 
110 may, for example, include a conventional server com 
puter system. Similarly, the Web server 128 may, for 
example, include a conventional server computer system. 

[0024] FIG. 2 is a block diagram of a digital processing 
system Which may be used With one embodiment of the 
invention. For example, the system 200 shoWn in FIG. 2 
may be used as a client computer system (e.g., the client 
computer systems 102, 104, 118, and/or 120), a Web server 
system (e.g., the Web server system 128), or a conventional 
server system, etc. Furthermore, the digital processing sys 
tem 200 may be used to perform one or more functions of 
an Internet service provider, such as the ISP 124 and 126. 

[0025] Note that While FIG. 2 illustrates various compo 
nents of a computer system, it is not intended to represent 
any particular architecture or manner of interconnecting the 
components, as such details are not germane to the present 
invention. It Will also be appreciated that netWork comput 
ers, handheld computers, cell phones, and other data pro 
cessing systems Which have feWer components or perhaps 
more components may also be used With the present inven 
tion. The computer system of FIG. 2 may, for example, be 
an Apple Macintosh computer. 

[0026] As shoWn in FIG. 2, the computer system 200, 
Which is a form of a data processing system, includes a bus 
202 Which is coupled to one or more microprocessors, such 
as a microprocessor 203 and a ROM 207, a volatile RAM 
205, and a non-volatile memory 206. The bus 202 intercon 
nects these various components together and also intercon 
nects these components 203, 207, 205, and 206 to a display 
controller and display device 208, as Well as to input/output 
(I/O) devices 210, Which may be mice, keyboards, modems, 
netWork interfaces, printers, and other devices Which are 
Well-known in the art. Typically, the input/output devices 
210 are coupled to the system through input/ output control 
lers 209. The volatile RAM 205 is typically implemented as 
dynamic RAM (DRAM) Which requires poWer continuously 
in order to refresh or maintain the data in the memory. The 
non-volatile memory 206 is typically a magnetic hard drive, 
a magnetic optical drive, an optical drive, or a DVD RAM 
or other type of memory system Which maintains data even 
after poWer is removed from the system. Typically the 
non-volatile memory Will also be a random access memory, 
although this is not required. While FIG. 2 shoWs that the 
non-volatile memory is a local device coupled directly to the 
rest of the components in the data processing system, it Will 
be appreciated that the present invention may utiliZe a 
non-volatile memory Which is remote from the system, such 
as a netWork storage device Which is coupled to the data 
processing system through a netWork interface such as a 
modem or Ethernet interface. The bus 202 may include one 
or more buses connected to each other through various 
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bridges, controllers, and/or adapters, as is Well-knoWn in the 
art. In one embodiment, the I/O controller 209 includes a 
USB (Universal Serial Bus) adapter for controlling USB 
peripherals. 

[0027] It Will be apparent from this description that 
aspects of the present invention may be embodied, at least 
in part, in softWare. That is, the techniques may be carried 
out in a computer system or other data processing system in 
response to its processor, such as a microprocessor, execut 
ing sequences of instructions contained in machine-readable 
medium such as a memory (e.g. ROM 107, RAM 105, mass 
storage 106 or a remote storage device or a combination of 

such devices). In various embodiments, hardWired circuitry 
may be used in combination With softWare instructions to 
implement the present invention. Thus, the techniques are 
not limited to any speci?c combination of hardWare circuitry 
and software nor to any particular source for the instructions 
executed by the data processing system. In addition, 
throughout this description, various functions and operations 
are described as being performed by or caused by softWare 
code to simplify description. HoWever, those skilled in the 
art Will recogniZe What is meant by such expressions is that 
the functions result from execution of the code by a pro 
cessor, such as the microprocessor 103. 

[0028] An exemplary method for processing a URL, 
according to certain aspects of the present inventions, is 
shoWn in FIG. 3A. In this method, it is assumed that the user 
is being presented With a document or message Which 
includes a URL or other locator or identi?er Within (or 
referred to by) the document or message. An example of 
such a message is shoWn as email 401 in FIG. 4A Which 
includes the URL 403. The user may select this URL using 
any one of a variety of techniques knoWn in the art, such as 
positioning a cursor over the URL and pressing a button, 
such as a button on a mouse or a keyboard. The selection of 

the URL by the user in operation 301 results in the passing 
of the URL in operation 303 from the email program (or 
other program displaying the URL) to a Web broWser. In the 
context of a Macintosh operating system (e.g., Mac OS X), 
this may occur, for example, as anAppleEvent message. The 
fact that the URL is being passed from another program to 
the Web broWser means that the URL is not automatically 
added to the list of trusted URLs, and consequently the Web 
broWser Will need to consult the list to determine Whether 
this Web site is considered to be a trusted Web site. Opera 
tion 305 provides this check by determining Whether, in this 
particular embodiment, the ho st name in the URL Which Was 
passed from the other program matches a host name already 
in a list or history ofURLs. This history may be a list ofhost 
names Which are associated With Web sites accepted as 
trusted by the user in prior Web broWsing activities as 
described further beloW. If there is a match as indicated in 
operation 306, then the page or other information associated 
With the URL is displayed Without any Warning. If, on the 
other hand, there is no match, then a Warning is displayed in 
operation 309 and the page itself or other information may 
also be displayed or the Warning may be displayed before 
alloWing the user to display the page or other information. 
In this particular embodiment, a user may be Warned every 
time he or she attempts to access a previously unvisited Web 
site via a URL Which is embedded in an email message or 
other type of document. For example, Whenever a user clicks 
on a URL in an email, the system Will determine Whether 
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there is a match betWeen the host name in the clicked-on 
URL and the URLs in the history of previously trusted 
URLs. 

[0029] The host name in the URL may be parsed from the 
URL using the conventions that are knoWn in the art With 
respect to the portions, such as the host name portion, Within 
a URL. One such convention is RFC 1738 Which speci?es, 
for each of the Well-knoWn Internet scheme syntaxes, Which 
portion of the URL is the host name. For example, the “http” 
URL takes the form: http://hostzport/path. In this case, 
“host” is used synonymously With “host name.” Thus, in the 
case of the URL “http://WWW.apple.com/support”, the host 
name is “WWW.apple.com”; in the case of the URL “http:// 
WWW.Wikipedia.org/”, the host name is “WWW.Wikipedi 
a.org”; in the case of the URL “http://en.Wikipedia.org”, the 
host name is “en.Wikipedia.org”. In the case of the URL 
“http://WWW.apple.com:80/”, the host name is “WWW.apple 
.com”. The conventions de?ned in RFC 1738 may be found 
at WWW.ietf.org/rfc/rfc1738.txt. In alternative embodiments, 
the complete URL Which is selected (e. g. selected Within an 
email message) by the user may be compared against the 
complete URLs maintained in the list of URLs rather than 
just the host name portion of URLs. It Will also be appre 
ciated that other portions (eg a portion Which includes the 
host name and other portions) of the URLs may be selected 
in parsing operations and used in comparison operations 
rather than just the host name. Dotted decimal addresses 
(e.g. 10.57.40.40/ . . . ) may be entered in their entirety 
Within the list or a portion of those addresses may be entered 
into the list and used for later comparison. 

[0030] The initial list in the history may be either empty 
When the user ?rst buys the computer, or the list may be 
populated by the manufacturer of the computer or data 
processing system or by the producer of softWare for the 
system, such as operating system software or Web broWsing 
softWare, etc. The default list may include Well-knoWn, 
trusted names such as WWW.apple.com; WWW.ebay.com; 
WWW.amaZon.com; and WWW.google.com. The history list 
may be built up by the user and/or the system through a 
variety of approaches. For example, the list may be auto 
matically populated by the system through the user’s Web 
broWsing Whenever the user types, by hand, (or speaks to the 
computer) a URL or Whenever the user selects a link on a 

trusted Web page. In this case, no explicit action from the 
user is required to populate the history list other than typing, 
by hand (or speaking to the computer) a URL or selecting a 
link on a trusted Web page. It Will be appreciated that if 
speech recognition of spoken URLs or identi?ers are used as 
a trusted source, then such systems Which use this as a 
source should use one or more secure techniques to verify 

that the user is actually speaking (rather than a recorded 
audio being played by the computer’s speaker) before 
accepting the recogniZed speech as a trusted source. The 
history list may also be added to Whenever a user explicitly 
indicates to the system that a Web page, displayed With a 
Warning, is to be trusted. The history list may also be 
automatically added to by importing a bookmarks or favor 
ites list. FIG. 3D shoWs an exemplary method of automati 
cally generating a history list of trusted addresses, such as 
URLs. This method may, as indicated above, be performed 
unobtrusively Without the user’s knoWledge or interaction 
(other than, for example, typing a URL or selecting a link on 
an already-trusted Web page or other document speci?ed by 
the URL). This method typically obtains or receives an 




















