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CONTROLLED ACCESS SWITCH 

RELATED APPLICATIONS 

[0001] This application is a continuation-in-part of U. S. 
patent application Ser. No. 11/329,715 ?led Jan. 10, 2006, 
entitled CONTROLLED ACCESS LAYER SYSTEM AND 
METHOD, Which is a continuation-in-part of US. patent 
application Ser. No. 11/225,770 ?led Sep. 12, 2005, entitled 
SYSTEM AND METHOD FOR GAMING-CONTENT 
CONFIGURATION AND MANAGEMENT SYSTEM, 
noW pending, both of Which are hereby incorporated herein 
by reference. This application is a continuation-in-part of 
US. patent application Ser. No. 10/943,771 ?led Sep. 16, 
2004, entitled USER INTERFACE SYSTEM AND 
METHOD FOR A GAMING MACHINE, Which is hereby 
incorporated herein by reference. This application is also a 
continuation-in-part of US. patent application Ser. No. 
11/065,771 ?led Feb. 24, 2005, entitled SYSTEM AND 
METHOD FOR AN ALTERABLE STORAGE MEDIA IN 
A GAMING MACHINE, Which is hereby incorporated 
herein by reference; this application is also a continuation 
in-part of US. patent application Ser. No. 11/092,179 ?led 
Mar. 28, 2005, entitled GAMING DEVICE NETWORK 
MANAGING SYSTEM AND METHOD; and this applica 
tion is also a continuation-in-part of US. patent application 
Ser. No. 09/967,283 ?led Sep. 28, 2001, entitled RECON 
FIGURABLE GAMING MACHINE Which is hereby incor 
porated herein by reference. 

COPYRIGHT NOTICE 

[0002] A portion of the disclosure of this patent document 
contains material that is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Of?ce patent 
?les or records, but otherWise reserves all copyright rights 
Whatsoever. 

FIELD 

[0003] This system relates generally to a system and 
method for utiliZing a controlled access device to produce a 
controlled access layer in a packet sWitching environment, 
and more particularly, to a system and method for utiliZing 
a controlled access device that encodes speci?c types of data 
for high priority packet delivery in a controlled access layer 
of a packet sWitching environment and may be used to 
permit access to a netWork for an extended range of devices. 

BACKGROUND 

[0004] Today’s slot machines have parameters pro 
grammed into their code such as theme, percentage, denomi 
nation, lines bet, minimum bet, maximum bet, game run 
time, and the like. Changing any of these parameters 
requires neW game code, regulatory approval for the code 
changes, physical movement of machines Weighing hun 
dreds of pounds and regulatory approval for the move and 
oversight. 
[0005] Past methods of changing games on the ?oor have 
been manual in nature. As stated above, games and their 
associated gaming parameters are typically programmed 
into EPROMs (Erasable Programmable Read-Only 
Memory) contained Within the gaming machines. Accord 
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ingly, the changing of games (or modifying gaming param 
eters) requires the EPROMs to be changed. Such a proce 
dure involves physically opening the gaming machines, 
erasing and reprogramming the code (EPROM), and re 
sealing the EPROM if required by the regulatory jurisdic 
tion. This also requires the entire game to be ‘re-optioned’ 
Which is a long, error-prone manual process. 

[0006] Furthermore, gaming machines have operated for 
the most part as stand-alone devices, at least With respect to 
non-progressive gaming. In this regard, While there may 
have existed some limited forms of communication or 
networking, fully-netWorked data and communication sys 
tems have not been traditionally implemented. One reason 
for this lack of fully-netWorked infrastructure is the diffi 
culty in upgrading system infrastructure, due to the constant 
utiliZation of a gaming system, 24 hours a day, 7 days a 
Week, 365 days a year. For this reason and others, gaming 
machines have typically been utiliZed as separate machines, 
Which are sWapped out or upgraded, but Which generally 
operate autonomously. It Would be desirable for gaming 
machines instead, to be utiliZed as components of a larger 
interactive and symphonious organiZational arrangement. 
HoWever, many obstacles have made such an arrangement 
dif?cult and unWieldy to visualiZe, let alone implement. 

[0007] HoWever, the lack of such a system deprives casino 
oWners of both apparent and actual control over their 
gaming ?oors. Further, casino patrons are limited in the 
variety and selection of both games, and the gaming param 
eters Within such games, that are available to them. These 
limitations are commonly due to the particulariZed nature 
and general lack of customiZation typically associated With 
individual gaming machines. In this regard, casino oWners 
have become aWare that by adding additional features to 
gaming machines, they may be able to maintain a player’s 
attention to the gaming machines for longer periods of time. 
This, in turn, leads to the player Wagering at the gaming 
machine for longer periods of time, thereby increasing 
casino pro?ts. 

[0008] One technique that has been employed to maintain 
a player’s attention at the gaming machine has been to 
provide players With access to gambling-related informa 
tion. Moreover, it Would be desirable to provide the player 
With interactive access to the above information. This type 
of interactivity Would alloW players signi?cantly more ?ex 
ibility to make use of the above-described information. The 
gambling-related information could also be utiliZed by the 
player in a much more ef?cient manner. In this regard, 
greater levels of ?exibility and access are likely to make a 
player remain and gamble at the gaming machine for sig 
ni?cantly longer periods of time. Unfortunately, the system 
components that are currently utiliZed for displaying and 
accessing this type of information, such as external keypads 
and display modules, are extremely limited in the function 
ality and capabilities that they provide, thus limiting the 
success of their ability to maintain a player’s attention. 

[0009] As technology advances in the casino gaming 
environments, the netWork architecture is moving toWards 
high-speed Ethernet netWorks (or other standard broadband 
protocol) that replace the previous serial netWorks and 
proprietary data acquisition systems. Often, the netWork 
architecture in these Ethernet gaming netWorks has a very 
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controlled access layer environment. In this regard, some 
times the network architecture utilizes a layered network 
topology. 
[0010] The ?rst or top layer is typically referred to as the 
core layer, Which is the backbone of the system. In this layer 
there are usually very robust and high-speed sWitches in a 
data center environment. These sWitches can process pack 
ets very rapidly. Preferably, only decisions relating to packet 
destination and packet transmission are made in the core 
layer. 
[0011] The next layer, Which connects to the core layer, is 
typically referred to as the distribution layer. The primary 
job of the distribution layer is aggregation and routing. Often 
this layer raises the netWork frames at OSI (Open System 
Interconnect) layer 2 to routable packets at OSI layer 3. 

[0012] The base layer is typically referred to as the access 
layer. The access layer is the starting point for most traf?c on 
the netWork. The access or Workgroup layer connects users 
and devices. Important functions of the access layer include 
shared bandWidth, sWitched bandWidth, MAC-layer (Media 
Access Control layer) ?ltering, and micro segmentation. A 
MAC address refers to a hardWare address that uniquely 
identi?es a node of a netWork. The access layer is designed 
to pass traf?c to the netWork for valid netWork users and to 
?lter traf?c that is passed along through the netWork. Typi 
cally, the access layer is the point at Which end users are 
connected to the netWork. Additionally, the access layer 
provides the means to connect to the devices located in the 
distribution layer, as Well as providing connections to both 
local and remote devices. Security and policy decisions are 
also made at the access layer since the access layer is the 
entry point to the netWork. 

[0013] The prior data acquisition systems have typically 
been based on a proprietary netWork that utiliZed a serial 
protocol standard. While the data rates of such prior systems 
Were relatively sloW ((7.2 kbs) in comparison to even the 
sloWest Ethernet speeds (10 Mbs)), these prior netWorks 
Were single-use netWorks With the sole purpose of commu 
nicating the SDS (Slot Data Systems) information (or other 
similar game accounting information) to and from the ?oor. 

[0014] An Ethernet netWork, having signi?cantly more 
bandWidth, Would typically be utiliZed as a shared netWork 
Where the SDS (or other similar game accounting protocol) 
is only an application that runs on the netWork along With 
other applications and servers. Instead of controlling a 
proprietary netWork, a prior casino netWork might even be 
integrated into an existing casino Ethernet netWork. 

[0015] Typically, the prior serial netWorks did not support 
many neW technologies such as iVieW devices (i.e., player 
tracking user interface devices), System Gaming, and game 
doWnloads. Additional technologies are also likely to folloW 
once more bandWidth is made available. With these neW 

technologies, many of Which are bandWidth-intensive, there 
is a groWing need to ensure that SDS data (or other similar 
game accounting data) maintains precedence and consis 
tently arrives at the SDS server Without loosing data. 

[0016] One relevant LAN (local-area netWork) technology 
is knoWn as Quality of Service (QoS). This technology 
alloWs the netWork to place certain packets at a higher 
priority than other packets to ensure timely delivery. Nor 
mally, netWorks are “best effort” delivery. QoS adds in the 
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ability to prioritize certain packets for a better and more 
controlled delivery. Typically, QoS is used is to ensure 
timely delivery of data in applications such as a Voice over 
IP netWork (VoIP). Instead of the “?rst-in-?rst-out,” best 
effort delivery of many shared netWorks, QoS ensures timely 
delivery of data With virtually no packet loss. Similarly, in 
the casino environment, game accounting data also requires 
that data packets are delivered in a timely fashion With no 
packet loss. 

[0017] Referring again to VoIP, since VoIP data (and noW 
streaming video, video conferencing, and the like) is very 
sensitive to netWork delay, under QoS the VoIP packets are 
given a priority that places the VoIP packets into a high 
priority queue. The high priority queue is serviced until 
empty While other less sensitive data Waits in another loWer 
priority queue or queues. Since technologies like VoIP are 
industry standards, most sWitches recogniZe them and sup 
ply a QoS designation to ensure that VoIP packets take 
precedence in any communication stream. 

[0018] Referring again to an access layer of a layered 
netWork, it is bene?cial to make policy decisions at the 
access layer because this is usually the “ingress level.” The 
ingress level is the point in the system Where packets enter 
the netWork. Accordingly, this is a timely point at Which to 
examine the packets and make policy decisions based on the 
packet information. 

[0019] Typically, there are tWo Ways to prioritiZe data 
packets using QoS. Using one technique, a QoS aWare 
access sWitch uses the port location on the sWitch to indicate 
in Which port the high priority is located. HoWever, in this 
scenario, there is nothing to stop personnel from either 
accidentally or intentionally moving the plug to a different 
port location, thus giving Whatever is plugged into the high 
priority port the highest priority, and giving the intended 
high priority data the loWer priority. This could possibly lead 
to packet loss of the intended high priority data. 

[0020] Another technique to supply the QoS information 
uses a non-controlled device but encodes the QoS code into 
the IP packets of the intended high priority data. This 
technique provides the right encoding, but is required to be 
performed in a Controlled Access environment. The prob 
lem With using a non-controlled device stems from the 
potential for a third party to program their game (or other 
device) to doWnload packets With a high priority QoS code, 
thus making this game compete for bandWidth With the 
intended high priority data. Even if the access sWitch has the 
capabilities to ?lter and change the QoS information, this 
functionality is typically related to the port location, and 
thus, involves the same problems noted above. While some 
high-end sWitches offer a QoS ?lter for MAC addresses (the 
internal address of the Ethernet port), this type of ?ltering 
presents signi?cant problems and is dif?cult to administer. 

[0021] Accordingly, there exists a continuing need for a 
system or method for non-industry standard IP communi 
cation to be labeled for high quality delivery. The preferred 
embodiments of the system and method described herein 
clearly address these and other needs. 

SUMMARY 

[0022] Brie?y, and in general terms, the system resolves 
the above and other problems by providing a con?guration 
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and management system for monitoring and controlling one 
or more gaming devices in a gaming system on at least one 
gaming ?oor. The system includes: one or more gaming 
devices in a gaming system; a processing and control 
system; and a server-side, graphical user interface including 
an interactive map of the gaming ?oor. Preferably, the one 
or more gaming devices in the gaming system, as Well as the 
processing and control system, are interconnected via a 
netWork. The processing and control system acquires gam 
ing performance data from the gaming devices in the gaming 
system. The server-side, graphical user interface includes an 
interactive map of the gaming ?oor. Additionally, the graphi 
cal user interface enables monitoring of the gaming perfor 
mance data from the gaming devices in the gaming system. 
Further, the graphical user interface enables con?guration of 
multiple gaming platform capabilities, multiple game titles, 
and multiple gaming parameters for each gaming devices on 
the gaming ?oor. Preferably, the graphical user interface is 
interconnected to the processing and control system. 

[0023] In another preferred embodiment, the netWork is a 
packet-based communication netWork. In one such embodi 
ment, the packet-based communication netWork comprises 
an IP-based message set that utiliZes an interface layer 
betWeen command-driven devices and logical communica 
tion channels. Continuing, in such an embodiment, the 
packet-based communication netWork implements the BOB 
(best of breed) protocol, SuperSAS protocol, or other similar 
packet-based protocol (e.g., G2S (Gaming 2 System)). 

[0024] In another aspect of a preferred embodiment, the 
gaming devices include, by Way of example only, and not by 
Way of limitation: electronic gaming machines; embedded 
components, including game monitoring units, and player 
tracking user interfaces; gaming-related signage; and kiosks. 
Preferably, the gaming systems that are controllable by the 
con?guration and management system include casino ven 
ues, class II venues, and lottery venues. In one aspect of a 
preferred embodiment, the gaming performance data 
includes, by Way of example only, and not by Way of 
limitation: coin-in activity, coin-out activity, meters, 
accounting information, security information, and player 
rating information. In still another aspect of a preferred 
embodiment, the gaming platform capabilities include plat 
form-speci?c control over functions including, by Way of 
example only, and not by Way of limitation: volume settings, 
speed of play, hopper limits, log access, platform-speci?c 
reports, and asset information, including softWare and hard 
Ware bills of material. Preferably, the gaming platforms 
include, by Way of example only, and not by Way of 
limitation: Alpha, S6000, and Game Maker 2. 

[0025] In another aspect of the system, a controlled access 
sWitch is provided to act as an interface betWeen devices and 
the controlled access layer. The sWitch executes functional 
ity so that devices that might not otherWise be capable of 
participating in a desired security protocol can be permitted 
entry into a netWork using the desired security protocol. 

[0026] Other features and advantages of the system Will 
become apparent from the folloWing detailed description 
When taken in conjunction With the accompanying draWings, 
Which illustrate by Way of example, the features of the 
system. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] FIG. 1 illustrates a relational diagram of a gaming 
content con?guration and management system for control 
ling and managing a gaming system that includes gaming 
devices on a casino ?oor connected through netWorking 
equipment to multiple tiers of servers on the casino backend, 
Wherein the operators manage the gaming ?oor from a 
computer via a graphical user interface; 

[0028] FIG. 2 illustrates a map of the casino gaming ?oor 
via the graphical user interface of the gaming-content con 
?guration and management system; 

[0029] FIG. 3 illustrates another vieW of a map of the 
casino gaming ?oor via the graphical user interface of the 
gaming-content con?guration and management system; 

[0030] FIG. 4 illustrates a relational diagram of protocols 
implemented by a gaming-content con?guration and man 
agement system for controlling and managing a gaming 
system that includes gaming devices on a casino ?oor 
connected through netWorking equipment to multiple tiers of 
servers on the casino backend; 

[0031] FIG. 5 illustrates a front vieW of an IP gaming hub, 
constructed in accordance With the system; and 

[0032] FIG. 6 illustrates a system diagram of IP gaming 
hubs in an access layer connecting to a Distribution Layer 
and a Core Layer. 

[0033] FIG. 7 is a flow diagram illustrating the controlled 
access layer authentication process of the system. 

[0034] FIG. 8 illustrates another example of authentication 
using the system. 

[0035] FIG. 9 is a diagram illustrating an embodiment of 
a controlled access layer system using a controlled access 
sWitch. 

[0036] FIG. 10 is a How diagram illustrating operation of 
the control program of the system. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0037] Brie?y stated, a preferred embodiment of the gam 
ing-content con?guration and management system is 
directed toWards con?guring and managing a scalable num 
ber of gaming devices using a centrally-connected user 
interface. The system con?gures and manages components 
that are multi-platform, multi-theme, multi-percentage, and 
multi-denomination. These gaming devices include, by Way 
of example only, and not by Way of limitation, electronic 
gaming machines (EGMs); embedded components, such as 
GMUs (Game Monitoring Units); and/or player tracking 
user interfaces (referred to sometimes herein as iVieW 
devices or Alpha devices). Such gaming devices further 
include any uniquely identi?able entity on the gaming ?oor, 
including by Way of example only, and not by Way of 
limitation, gaming-related signage and kiosks. 

[0038] Referring noW to the draWings, Wherein like ref 
erence numerals denote like or corresponding parts through 
out the draWings, and more particularly to FIGS. 1-4, there 
is shoWn a preferred embodiment of gaming-content con 
?guration and management system 10. Speci?cally, FIGS. 1 
and 2 shoW a gaming-content con?guration and manage 
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ment system 10 that enables con?guration, management, 
and delivery of content on a game ?oor 40 from a computer 
50 via a graphical user interface 70. 

[0039] In a preferred embodiment, the system 10 is 
responsible for the con?guration, management, and doWn 
load of code 20 (i.e., content) to gaming devices 30 (e.g., 
gaming machines, gaming machine component, system 
components, netWork components, kiosks, signage, gaming 
related devices, and the like) on the gaming ?oors 40 of 
incorporated gaming venues. Preferably, such gaming ven 
ues include casinos, Class II venues, and lottery venues. In 
one preferred embodiment of the gaming-content con?gu 
ration and management system 10, gaming machines 30 and 
system components are incorporated into a broadband 
netWorked gaming ?oor 40, instead of operating indepen 
dently (or quasi-independently) as stand-alone platforms 
and basic monitoring systems. 

[0040] As brie?y mentioned above, in one preferred 
embodiment, the gaming-content con?guration and manage 
ment system 10 enables operators to manage the gaming 
?oor 40 from a desktop computer 50 (or other portable 
computer or hand-held device) via a graphical user interface 
70 on the computer. Preferably, the gaming-content con?gu 
ration and management system 10 is capable of adminis 
trating gaming ?oors 40 ranging in siZe from a single slot 
?oor to a WorldWide gaming enterprise. In a preferred 
embodiment, the system 10 administrates gaming devices 30 
on ?oors 40 that are multi-platform 60, multi-theme, multi 
percentage, and multi-denomination. OtherWise stated, in 
such an embodiment, each of the gaming devices 30 (or at 
least some gaming devices 30) incorporates multiple game 
platforms 60, incorporates multiple game titles (stored 
locally or remotely), is capable of being con?gured to 
generate multiple different payout percentages, and is 
capable of offering multiple different monetary denomina 
tions for game play. Central management of all these gaming 
options is enabled from the graphical user interface 70. 

[0041] Accordingly, in a preferred embodiment of the 
gaming-content con?guration and management system 10, a 
graphical user interface 70 is accessible via a gaming ?oor 
operator’s computer 50. In such an embodiment, as shoWn 
in FIGS. 2 and 3, a graphical user interface 70 displays a 
map 74 of the slot ?oor 40. Preferably, this map 74 of slot 
?oor 40 includes multiple selectable layers 80. Gaming 
related information is organiZed by layer 80; With each layer 
displaying a different category of gaming-related informa 
tion. In one speci?c, non-limiting embodiment, a ?rst layer 
80 displayed on the graphical user interface 70 shoWs game 
themes (i.e., game titles) that are currently populating the 
slot ?oor 40. Preferably, each game theme is emphasiZed 
With a distinct color in order to differentiate one game theme 
from another game theme. Continuing, in this speci?c, 
non-limiting embodiment, a second layer 80 of the map 74 
displays information that relates to device volume settings. 
In this manner, each layer 80 displayed on the graphical user 
interface 70 presents different gaming-related information 
including, by Way of example only, and not by Way of 
limitation, coin-in activity, coin-out activity, meters, other 
accounting information, security information, and player 
rating information. 

[0042] A preferred embodiment of the gaming-content 
con?guration and management system 10 presents custom 
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ers With a consistent, intuitive, front-end interface 70 to all 
incorporated gaming devices 30. Preferably, tabs at the 
bottom of the graphical user interface 70 direct the operator 
from the con?guration manager screen to other screens that 
control backside servers and/or services including, by Way 
of example only, and not by Way of limitation: MCC server 
90, SDG server 92, CMP server 94, MindPlay server 96, 
SDS server 98, ACSC server 100, and the like. In a preferred 
embodiment, the graphical user interface 70 for the gaming 
content con?guration and management system 10 is an 
“entry point” (i.e., front-end interface) for all incorporated 
gaming devices 30. As such, the graphical user interface 70 
of the gaming-content con?guration and management sys 
tem 10 provides a consistent “look and feel” for the operator 
as they use associated products. This same look and feel of 
the graphical user interface 70 is expandable over time to 
include various methods of user access to other categories of 
information, such as accounting, cage, and security across 
all back of?ce servers (e.g., MCC server 90, SDG server 92, 
CMP server 94, MindPlay server 96, SDS server 98, ACSC 
server 100, and the like). 

[0043] Within each gaming platform 60 (e.g., Alpha, 
S6000, Game Maker 2, EVO3, and the like) the gaming 
content con?guration and management system 10 enables 
control of game theme (i.e., game title), game percentage 
payout, and game denomination. Thus, the con?guration and 
management system 10 is able to control and manage a 
multi-platform 60, multi-theme, multi-percentage, and 
multi-denomination gaming ?oor 40. Additionally, a pre 
ferred embodiment of the gaming-content con?guration and 
management system 10 also includes platform-speci?c con 
trol over functions such as the volume setting of the device, 
speed of play, hopper limits, and the like. Moreover, in a 
preferred embodiment, these functions further include, by 
Way of example only, and not by Way of limitation: access 
to logs, platform-speci?c reports, and asset information 
(e.g., softWare and hardWare bills of material). 

[0044] Thus, the con?guration and management system 10 
is capable of controlling game selection and gaming-related 
parameters, as Well as controlling platform-speci?c func 
tions. In a preferred embodiment of the con?guration and 
management system 10, each gaming platform 60 has 
uniquely-controllable con?gurations, and the system 10 is 
capable of providing con?guration and management control 
speci?c to each gaming platform 60. For example, the S6000 
platform 60 sets and controls options in a different manner 
than the Alpha platform 60. In this regard, an Alpha platform 
60 may have multiple methods for option setting (e.g., the 
platform may have a method for setting options for Class II 
gaming that is different from the method for setting options 
for Class III gaming). HoWever, the con?guration and man 
agement system 10 is capable of providing con?guration and 
management control speci?c to each gaming platform 60. 

[0045] In a preferred embodiment, the gaming-content 
con?guration and management system 10 merges the capa 
bilities of commercial system management products With the 
capabilities of commercial operating systems (e.g., Linux®, 
WindoWs®, or the like). Further, in one preferred embodi 
ment, the gaming-content con?guration and management 
system 10 is utiliZed in combination With the current SAS 
protocol, serial-based communication infrastructure. In one 
such embodiment, the gaming-content con?guration and 
management system 10 employs several previously un 



US 2007/0111799 A1 

implemented poll codes contained in the SAS6.0l protocol. 
A preferred embodiment of the gaming-content con?gura 
tion and management system 10, Which utilizes this SAS 
protocol, serial-based communication network, (or similar 
non-SAS protocol, serial-based communication network) is 
referred to as Phase 1 of the con?guration and management 
system 10. 

[0046] In another preferred embodiment of the gaming 
content con?guration and management system 10, an IP 
based (or other packet-based) communication netWork is 
implemented, Which connects the gaming devices 30 in the 
system. An IP-based message set utiliZes an interface layer 
betWeen command-driven devices and logical communica 
tion channels. This embodiment of the gaming-content con 
?guration and management system 10, Which utiliZes an 
IP-based (or other packet-based) netWork format, is referred 
to as Phase 2 of the con?guration and management system 
10. In one speci?c, non-limiting embodiment of a Phase 2 
system 10, the SuperSAS protocol is implemented as the 
communication protocol. In another speci?c, non-limiting 
embodiment of a Phase 2 system 10, a different packet-based 
protocol (or other event-driven communication) is imple 
mented as the communication protocol (TCP/IP, Frame 
Relay, and the like). 

[0047] Referring again to Phase 1 of the gaming-content 
con?guration and management system 10, in one preferred 
embodiment, the system modi?es various platforms 60 
(Alpha, S6000, GameMaker2) to enable selection of game 
theme (i.e., game title), game payout percentage, and game 
play denominations through the use of SAS6.0l commands. 
This con?guration process enables platform-speci?c control 
over speci?c platform capabilities including, by Way of 
example only, and not by Way of limitation: volume setting 
of the device, speed of play, hopper limits, and the like. 

[0048] In a preferred embodiment of Phase 1 of the 
gaming-content con?guration and management system 10, 
the system identi?es the con?guration and control capabili 
ties available in each gaming device 30, and targets those 
controllable capabilities remotely using the SAS6 protocol 
(or other non-SAS serial-based protocol). After identifying 
and targeting the available con?guration and control capa 
bilities, this protocol enables an administrator to con?gure 
and manage the existing systems, netWorks, gaming devices 
30, and platforms 60 (e.g., NT+, Gearbox, MC250, 
GameNet, Alpha, Game Maker II, S6000, Mcc-Axiomtek, 
and SDG game controller). 

[0049] Preferably, in the Phase 1 version of the gaming 
content con?guration and management system 10, the SAS6 
con?guration control “long polls” are implemented on all 
platforms 60. Additionally, any integrated netWorks and 
systems are modi?ed to send these poll codes. Further, the 
graphic user interface 70 in the system 10 is con?gured to 
control these poll codes. 

[0050] Speci?cally, targeted SAS6 poll codes include, by 
Way of example only, and not by Way of limitation: (A) 
ShutdoWn (lock out play); (B) Startup (enable play); (C) 
Sound off (all sounds disabled); (D) Sound on (all sounds 
enabled); (E) Reel spin sound disabled; (F) Enable bill 
acceptor; (G) Disable bill acceptor; (H) Con?gure bill 
denomination; (I) Enable/disable game n; (I) Set sound 
volume; (K) Play sound; (L) Enable/ disable real time report 
ing; (M) Send gaming machine ID# and information; (N) 
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ROM signature veri?cation; (0) Send EFT log; (P) Send 
current hopper status; (Q) Send total number of games 
implemented; (R) Send game n con?guration; (S) Send SAS 
version ID, gaming serial no.; (T) Send selected game 
number; (U) Send enabled game numbers; (V) Send authen 
tication info; (W) Send current date and time; Q() Receive 
general ASCII message; (Y) Simulate user input; (Z) Send 
enabled features; (AA) Send cash out limit; (BB) Enable/ 
disable game auto rebet; (CC) Send extended game n info; 
(DD) Send enabled player denominations; and (EE) Send 
extended game n info. Additionally, there are SAS general 
poll exception commands, such as: (A) Operator changed 
options (con?guration options); (B) System validation 
request; and (C) Game locked. 

[0051] Referring noW to Phase 2 of the gaming-content 
con?guration and management system 10, the Phase 2 
system transitions from using SAS6 protocols (or other 
serial-based netWork format) to instead utiliZing broadband 
communications (e.g., Ethernet, TCP/IP, or other packet 
based netWork format). The Phase 2 of the gaming-content 
con?guration and management system 10 also enables: (l) 
Web-based communications (e.g., BOB, SuperSAS, G2S, 
and the like), (2) access to logs and reports speci?c to the 
platform, and (3) doWnloading of neW code and advertising 
content. Preferably, a SMS (Systems Management Server) 
client agent is also added to the platforms 60 in Phase 2 of 
the gaming-content con?guration and management system 
10. 

[0052] In another aspect of a preferred embodiment, Phase 
2 of the gaming-content con?guration and management 
system 10 also includes the control and auditing of system 
con?gurations. For example, the reporting and settings 
options in a SDS server 98 are typically different than 
settings options in an MCC server 90, SDG server 92, or 
ACSC server 100. HoWever, a preferred embodiment of the 
gaming-content con?guration and management system 10 is 
able to control and audit each of these system con?gurations. 
In another aspect of a preferred embodiment, an iVieW 
device 30 is controlled by the gaming-content con?guration 
and management system 10, Which has setup and control 
options that are unique in each of the NT, Kontron board, 
and Mcc implementation. 

[0053] In a preferred embodiment of the gaming-content 
con?guration and management system 10, platforms 60 
include Ethernet hardWare, TCP/IP stacks, http stacks, 
SOAP (or the proprietary layer SuperSAS), and XML han 
dling capability. Preferably, system management client 
agents for each platform and each system are employed. In 
one preferred embodiment, these elements are added to each 
platform and are “hooked” into the platform code in order to 
tie XML messages to game logic. In another aspect of one 
preferred embodiment that utiliZes on Alpha platform 60, a 
SMS client for Linux is implemented in order to support the 
Alpha platform. 

[0054] Referring again more speci?cally to FIGS. 2 and 3, 
in a preferred embodiment of the gaming-content con?gu 
ration and management system 10, the graphical user inter 
face 70 displays the slot ?oor (or multiple slot ?oors) to the 
gaming ?oor administrators on their computers 50. Speci? 
cally, the graphical user interface 70 preferably presents a 
map 74 of the gaming ?oor and incorporates the use of 
selectable layers 80 (for organiZing information) and colors 
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(for emphasizing information). The layers 80 are selectable 
in order to present various types of information by layer, 
including by Way of example only, and not by Way of 
information: occupancy, level of handle, sound level, heat, 
accounting, and performance measurements. 

[0055] In one preferred embodiment, the graphical user 
interface 70 is extended to incorporate all user input screens. 
In this manner, users have a consistent “front-end” experi 
ence When Working With any of the included user input 
screens, such as for the cage, accounting, security, and the 
like. 

[0056] In one preferred embodiment of the Phase 1 system 
10, information obtained from gaming devices 30 on the 
?oor by the SAS6 protocol (or other suitable protocol) is 
translated by the graphical user interface 70 into a multi 
dimensional graphic form that includes geographic location 
(e.g., country, state, facility, slot ?oor position, and the like) 
and value (e.g., hi, lo, medium, empty, full, and the like) 
Which are preferably represented by different colors. As 
mentioned above, in a preferred embodiment, the graphical 
user interface 70 includes information on available game 
themes, game payout percentages, and available game play 
denominations. Further, the graphical user interface 70 not 
only displays this information, but also enables an operator 
to con?gure the gaming devices 30 on the gaming ?oor 
remotely from a computer 50 via the graphical user inter 
face. In this manner, the graphical user interface 70 enables 
an operator to select a single gaming device 30, or a group 
of gaming devices 30, and change their con?guration 
(theme, percentage, denomination, and the like). Addition 
ally, the graphical user interface 70 preferably enables the 
scheduling of changes. Other con?guration setting provided 
by SAS6 (or other suitable protocol) and the platforms 60 
are also presentable and con?gurable via the graphical user 
interface 70. 

[0057] In a preferred embodiment, the graphical user 
interface 70 of the Phase 1 system 10 is an analysis program 
that provides front-end, user interface functionality includ 
ing, by Way of example only, and not by Way of limitation: 
data analysis tools, scheduling capabilities, and messaging 
resources for sending messages back to the slot system. In 
comparison, the graphical user interface 70 of the Phase 2 
system 10 adds links into each of the expanded back office 
server offerings (e.g., MCC server 90, SDG server 92, CMP 
server 94, MindPlay server 96, SDS server 98, ACSC server 
100, and the like), as Well as netWork management capa 
bilities. This graphical user interface 70 also enables expan 
sion to other applications. OtherWise stated, the graphical 
user interface 70 of the Phase 2 system 10 becomes a 
“portal” through Which casino executives have access to all 
properties services. In one speci?c, non-limiting preferred 
embodiment, a ?rst tab is associated With slot ?oor analysis; 
a second tab is associated With netWork management (link 
ing the user to a netWork management softWare application 
such as HP OpenVieW); a third tab is associated With 
Whichever expanded system offerings (i.e., back of?ce serv 
ers) the customer has implemented on the slot ?oor system 
(e.g., MCC server 90, SDG server 92, CMP server 94, 
MindPlay server 96, SDS server 98, ACSC server 100, and 
the like); and a fourth tab is associated With CMP (or SMS) 
for player marketing. In one preferred embodiment, the 
graphical user interface 70 is further expandable to include 
hospitality and POS links. 
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[0058] In a preferred embodiment, the gaming-content 
con?guration and management system 10 performs content 
management of game code, data, and con?guration. A pre 
ferred embodiment of a gaming-content con?guration and 
management system 10 accommodates slot ?oor (or entire 
corporate organiZation) having from hundreds to tens of 
thousands of gaming devices 30. Further, a preferred system 
10 is capable of controlling and managing multiple plat 
forms 60 from multiple platform manufacturers. Addition 
ally, a preferred system 10 is capable of controlling and 
managing multiple themes (i.e., game titles) on each plat 
form 60. Moreover, a preferred system 10 is capable of 
controlling and managing multiple percentages and multiple 
denominations for each theme. In a preferred embodiment, 
each combination of "company/location/cabinet/theme/per 
centage/denomination” is de?ned herein as a gaming com 
bination. In a preferred embodiment of a gaming-content 
con?guration and management system 10, each gaming 
combination has a con?guration that needs to be stored, 
monitored, and managed. Additionally, each gaming com 
bination that is controlled and managed by the system 10 has 
associated con?gurations, assets, and logs. All of this data is 
stored and organiZed by the system 10 to provide users, 
regulators, and company personnel With access, manage 
ment, and control capabilities. 

[0059] In a preferred embodiment of the gaming-content 
con?guration and management system 10, the process for 
signing content 20 is supported through the use of the SAS6 
protocol (or other similar protocol). Preferably, the process 
for signing content 20 leverages the capabilities of the iVieW 
content signing procedures. Additionally, in a preferred 
embodiment of the gaming-content con?guration and man 
agement system 10, a directory structure and ?ling system is 
implemented for game theme tables, platform options set 
tings (con?guration), and access logs that are enabled in 
SAS6. In one preferred embodiment, Microsoft Sharepoint 
Server is utiliZed as the directory structure and ?ling system. 
Preferably, Microsoft Server 2003 (or higher) is the server 
operating system (OS) for the gaming-content con?guration 
and management system 10. 

[0060] In a preferred embodiment of the Phase 2 system 
10, all content 20 (e.g., platform OS code, game theme code, 
platform options-con?guration, logs by cabinet, advertising 
content-skins, and the like) is securely stored at a level 
suf?cient to satisfy gaming regulators. These security mea 
sures include, by Way of example only, and not by Way of 
limitation, physical security requirements, access require 
ments, logging requirements, and update requirements. In a 
preferred embodiment of the Phase 2 system 10, the proce 
dure for authenticating code 20 With gaming regulations is 
to require a server to meet the same compliance requirement 
as a gaming device 30. In this manner, the server (and 
contained code) is subject to corresponding gaming device 
regulations. For content 20 such as options-con?gurations 
and advertising content (e.g., skins), an authentication pro 
cedure is implemented that links the production of neW 
content into storage and subsequent authentication signing. 

[0061] In another aspect of a preferred embodiment, the 
gaming-content con?guration and management system 10 
further includes a distribution management component. 
Brie?y stated, the distribution management component 
transmits bulk data from a backend server to the gaming 
?oor. Movement of large ?les to particular platforms 60 on 
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the ?oor must be performed without disrupting the primary 
use of the gaming ?oor (i.e., making money through the 
support of gaming-related transactions). Thus, large ?les of 
bulk data are moved “in the background” over otherwise 
unused network bandwidth so as not to adversely affect 
gaming-related transactions. 

[0062] Accordingly, in a preferred embodiment of the 
gaming-content con?guration and management system 10, 
platforms 60 (i.e., clients) and systems (i.e., servers) are 
capable of downloading large ?les of bulk data while game 
play is in progress. Preferably, this download process is 
schedule-able and monitor-able using the distribution man 
agement component. Typically, downloading of large ?les 
(or upload of large ?les such as logs) takes a large amount 
of time (on the order of hours, days, or long periods of time). 
In a preferred embodiment, the download is performed at the 
request of the client (i.e., the platform 60). As such, the client 
and network load combine to determine the proper time and 
speed for a download (or upload) to take place. In a preferred 
embodiment of the gaming-content con?guration and man 
agement system 10, the server accommodates download 
scheduling, ensures minimal bandwidth impact, enables 
progress reporting, and guarantees delivery, as well as setup 
and management of the download (or upload) process. 

[0063] In a preferred embodiment of the Phase 1 system 
10, ?oor control is limited to the con?guration changes that 
are possible through SAS (or other equivalent protocol). As 
such there is no additional distribution management func 
tionality in the Phase 1 system 10. However, the broadband 
networking utiliZed in a preferred embodiment of the Phase 
2 system 10 does implement distribution management fea 
tures. In one preferred embodiment, when the content 20 is 
stored on alterable media (e.g., a local hard drive, FLASH 
memory, and the like) in the platform 60 (Alpha, iView, 
Game Maker II, G2S, and the like), command protocols such 
as GSA BOB v1.01 can be used for enabling and disabling 
gaming combination. In one preferred embodiment of the 
Phase 2 system 10, operators are able to modify these 
con?guration elements (i.e., gaming combinations) in real 
time. In one speci?c, non-limiting embodiment, the server 
communicates in the GSA BOB v1.01 command protocol to 
the slot ?oor. 

[0064] Continuing, in a preferred embodiment of the gam 
ing-content con?guration and management system 10, dis 
tribution management includes, by way of example only, 
and not by way of limitation: (1) the act of downloading new 
advertising content 20 to an iView device 30 or gaming 
platform 60 (2) sending down code 20 or operating system 
updates, and (3) sending down a new game theme (i.e., game 
title). New game themes are typically large ?les that can 
range from around 400 Kilo-bytes to over 4 Giga-bytes in 
siZe. Code updates are typically smaller ?les that range from 
around 20 Kilo-bytes to 400 Mega-bytes in siZe. 

[0065] In one speci?c, non-limiting embodiment, a slot 
director uses the gaming-content con?guration and manage 
ment system 10 to schedule a download (or upload) and 
check on the progress of the download. For example, in one 
scenario, the system 10 rolls out a large new game theme 
across a casino ?oor to several hundred cabinets 30 over 
several days. Downloading such a game theme “in the 
background” to a gaming machine ful?lls Class III regula 
tions, provided that (1) the content 20 is downloaded into an 
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“escrow” area where the content cannot a?fect game play, 
and (2) an authentication process is performed on the 
newly-downloaded content. In some situations, installation 
and use of the downloaded theme/content 20 may require 
physical intervention, an initiating event, and/ or approval to 
ful?ll Class III regulations (e.g., using a key switch, BKEY, 
or the like), depending upon the jurisdiction. 

[0066] In one preferred embodiment, an initiating event 
includes, by way of example only, and not by way of 
limitation: (1) no credits on the game meters, (2) no activity 
at the game, game play, button pushes, card-ins, printing, 
and the like, (3) a period of time with no activity at the game, 
(e.g., 5 minutes, 10 minutes, or the like), (4) a key insertion 
or card insertion by an employee, (5) accessing of a special 
setup screen on the game by an authoriZed person, (6) 
touching a button or activation point on the screen in 
response to a message saying the new code is ready to load, 
(7) a button push or activation by an operator on the casino 
backend, (8) a tie-in to a video system to con?rm there is no 
player at the game and the initiation can take place, (9) a 
biometric entry at the game or at the system that authoriZes 
initiation of the code, and (10) a key opening and BKEY 
(electronic key) entry to authoriZe installation or recon?gu 
ration of the software. 

[0067] In one preferred embodiment of the gaming-con 
tent con?guration and management system 10, the distribu 
tion management is performed using Microsoft SMS on the 
server, iView device 30, and Game Maker II. In another 
preferred embodiment, WBEM (Web Based Enterprise 
Management) is implemented, which provides an open 
source option for LINUX, AIX, UNIX, AS400, and home 
grown clients. The distribution management abilities of the 
con?guration and management system 10 enable other game 
manufacturers or system manufacturers to be monitored and 
controlled by the management server of the system 10, 
which is typically required for lottery and casino monitoring 
systems. Additionally, the distribution management client 
software utiliZed in the system 10 is adaptable and/or 
accessible to other manufacturers. 

[0068] As mentioned above, in a preferred embodiment of 
the system 10, a key feature of distribution management is 
to ensure availability of the network for gaming transactions 
(i.e., device management may not dominate the bandwidth 
of the network). Another important aspect of a preferred 
embodiment is ?exibility in the deployment of distribution 
management system and scalability of the system. Other 
wise stated, the ability to use the same distribution manage 
ment system in multiple situations. Such situations include, 
by way of example only, and not by way of limitation: (1) 
a point-to-point distribution management situation in which 
a laptop (or other portable computing device) connects to a 
single device 30 or a small number of devices; (2) a 
property-based distribution management situation in which 
the management server controls a single property (with 
anywhere from 100 to 30,000 devices 30 in a local instal 
lation), and (3) a wide area network distribution manage 
ment situation in which hundreds to thousands of devices 30 
are connected over a combination broadband network and/or 
dial-up facilities. 

[0069] In one preferred embodiment of the gaming-con 
tent con?guration and management system 10, the data 
transport is a switched, managed IP network of at least 100 
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Mbps. Preferably, each endpoint in the network is monitor 
able and controllable. With respect to another preferred 
embodiment, the distribution management system operates 
over a data transport based upon POTS (plain old telephone 
system). 
[0070] Referring noW to another aspect of the gaming 
content con?guration and management system 10, the 
device management component is the client companion 
component to the distribution management component dis 
cussed above. One preferred embodiment, the system 10 
utiliZes a common server-based distribution engine that 
communicates With a Wide range of “clients” including, by 
Way of example only, and not by Way of limitation: the 
LINUX-based Alpha platform; the CE-based iVieW plat 
form; the XPe based Game Maker II platform; and other 
proprietary platform operating systems (e.g., QNX, home 
groWn, and the like). The device management component of 
gaming-content con?guration and management system 10, 
also includes systems products, including by Way of 
example only, and not by Way of limitation: WindoWs server, 
AIX, UNIX and AS400. 

[0071] In one preferred embodiment, since the Phase 1 
system 10 enables ?oor control through con?guration 
changes in SAS protocol (or other equivalent protocol), all 
current platforms 60 are con?gured to respond to these SAS 
poll codes. As such, in the Phase 1 system 10 poll codes are 
implemented and/or modi?ed in their response as needed. 

[0072] Referring noW to the Phase 2 system 10, in one 
preferred embodiment Microsoft SMS provides all of the 
necessary client components. In another preferred embodi 
ment, WBEM (Web Based Enterprise Management) is 
implemented, Which provides an open-source option for 
LINUX, AIX, UNIX, and AS400 clients. 

[0073] In preferred embodiments of the gaming-content 
con?guration and management system 10, the netWork 
infrastructure differs depending on Whether Phase 1 or Phase 
2 of the system is being implemented. In a preferred 
embodiment of the Phase 1 system 10, the system is imple 
mented over existing netWorks using SAS poll codes (or 
another equivalent protocol). In a preferred embodiment of 
the Phase 2 system 10, the system is implemented over a 
broadband netWork and employs neW message protocols 
(e.g., BOB, SuperSAS, G2S, or the like). In one preferred 
embodiment, the netWork is constructed using copper or 
?ber optics. Additionally, the netWork may include Wireless, 
VPN, and/or long-haul components. In a preferred embodi 
ment, the system 10 uses a fully-sWitched netWork in Which 
each port (doWn to the individual terminal 30, game, plat 
form 60, and/or iV1eW device 30) is monitored and con 
trolled. 

[0074] Due to increasing threats from hacking and other 
security issues, gaming regulations in Class 3 jurisdictions 
dictate the use of strong cryptographic authentication of 
code running on gaming platforms. As such, a preferred 
embodiment of the gaming-content con?guration and man 
agement system 10 has adopted cryptography and security 
standards in order to help ensure operational ef?ciency and 
inter-operability With other products. In this regard, PKI 
(public key infrastructure) is the root of a common, system 
atic approach to security and authentication for the con?gu 
ration and management system 10. In a preferred embodi 
ment, code 20 is signed and authenticated on platforms 60 
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using a root authority With subsidiaries that meet the highest 
cryptographic standards and employ industry standards. 

[0075] Referring noW to FIGS. 1 and 4, the iV1eW device 
30 of a preferred embodiment of the gaming-content con 
?guration and management system 10 is shoWn. Prior to the 
advent of the iV1eW device (described above), gaming 
regulators Would have been unWilling to alloW casino opera 
tors to design their oWn content. HoWever, due to the 
cryptographic technology implemented by the embedded 
processor in the iV1eW device 30, a certi?cation process is 
provided by the system 10 With suf?cient security for 
gaming regulators to alloW casino operators to design their 
oWn content. Speci?cally, in one preferred embodiment, the 
certi?cation process offered ensures authentication and non 
repudiation of the casino operator designed Web content. 
Preferably, in the con?guration and management system 10, 
the certi?cation process provided further ensures auditabil 
ity and traceability. Various cryptographic technologies, 
such as authentication and non-repudiation (described 
herein beloW), are utiliZed in preferred embodiments of the 
system, to provide suf?cient security for gaming regulators 
to alloW casino operators to design their oWn content. 

[0076] In one preferred embodiment, this certi?cation 
process is used to certify “signed content” (created by the 
casino oWners) in the same manner that a “signed program” 
is certi?ed. Preferably, PKI (Public Key Infrastructure) is 
utiliZed in the certi?cation process. PKI is a system of digital 
certi?cates, Certi?cate Authorities, and other registration 
authorities that verify authenticity and validity. In one pre 
ferred embodiment, a “neW tier” or derivative PKI is created 
that is rooted in the primary PKI and that leverages the 
capabilities of the certi?cate (e.g., a x509 certi?cate) that 
alloW for limited access. Thus, this preferred embodiment 
alloWs the attributes Within the certi?cate to be used to 
provide “levels” of code access and acceptance in the 
gaming industry. 

[0077] In one embodiment, the content is protected by 
digital signature veri?cation using DSA (Digital Signature 
Algorithm) or RSA (Rivest-Shamir-Adleman) technology. 
In this regard, the content is preferably protected using 
digital signature veri?cation so that any unauthoriZed 
changes are easily identi?able. A digital signature is the 
digital equivalent of a handWritten signature in that it binds 
a trusted authority’s identity to a piece of information. A 
digital signature scheme typically consists of a signature 
creation algorithm and an associated veri?cation algorithm. 
The digital signature creation algorithm is used to produce 
a digital signature. The digital signature veri?cation algo 
rithm is used to verify that a digital signature is authentic 
(i.e., that it Was indeed created by the speci?ed entity). In 
another embodiment, the content is protected using other 
suitable technology. 

[0078] In one preferred embodiment, a Secure Hash Func 
tion-1 (SHA-l), or better, is used to compute a 160-bit hash 
value from the data content or ?rmWare contents. This 
160-bit hash value, Which is also called an abbreviated bit 
string, is then processed to create a signature of the game 
data using a one-Way, private signature key technique, called 
Digital Signature Algorithm (DSA). The DSA uses a private 
key of a private key/public key pair, and randomly or 
pseudo-randomly generated integers, to produce a 320-bit 
signature of the 160-bit hash value of the data content or 
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?rmware contents. This signature is stored in the database in 
addition to the identi?cation number. 

[0079] In another preferred embodiment, the system uti 
liZes a Message Authentication Code (MAC). A Message 
Authentication Code is a speci?c type of message digest in 
Which a secret key is included as part of the ?ngerprint. 
Whereas a normal digest consists of a hash (data), the MAC 
consists of a hash (key+data). Thus, a MAC is a bit string 
that is a function of both data (either plaintext or ciphertext) 
and a secret key. A Message Authentication Code is attached 
to data in order to alloW data authentication. Further, a MAC 
may be used to simultaneously verify both the data integrity 
and the authenticity of a message. Typically, a Message 
Authentication Code (MAC) is a one-Way hash function that 
takes as input both a symmetric key and some data. A 
symmetric-key algorithm is an algorithm for cryptography 
that uses the same cryptographic key to encrypt and decrypt 
the message. 

[0080] A Message Authentication Code can be generated 
faster than using digital signature veri?cation technology; 
hoWever, a Message Authentication Code is not as robust as 
digital signature veri?cation technology. Thus, When speed 
of processing is critical, the use of a Message Authentication 
Code provides an advantage, because it can be created and 
stored more rapidly than digital signature veri?cation tech 
nology. 

[0081] In one preferred embodiment, the authentication 
technique utiliZed is a BKEY (electronic key) device. A 
BKEY is an electronic identi?er that is tied to a particular 
trusted authority. In this manner, any adding, accessing, or 
modi?cation of content that is made using a BKEY for 
authentication is linked to the speci?c trusted authority to 
Which that BKEY is associated. Accordingly, an audit trail is 
thereby established for regulators and/or other entities that 
require this kind of data or system authentication. 

[0082] Another preferred embodiment of the veri?cation 
system utiliZes “component bindings” for veri?cation using 
cryptographic security. In component binding, some com 
ponents come equipped With unalterable serial numbers. 
Additionally, components such as Web content or the game 
cabinet may also be given another random identi?cation 
number by the oWner. Other components in the system, such 
as the CMOS memory in the motherboard, the hard drive, 
and the non-volatile RAM, are also issued random identi 
?cation numbers. When all or some of these numbers are 
secured together collectively in a grouping, this protected 
grouping is referred to as a “binding.” Each component of 
the machine contains its portion of the binding. 

[0083] In one such preferred embodiment, every critical 
log entry made to the content is signed With a Hashed 
Message Authorization Code (HMAC) that is based on the 
entry itself, and on the individual binding codes. In this 
manner, the security produced by the bindings ensures that 
log entries that are made cannot be falsi?ed or repudiated. 

[0084] After the critical gaming and/or system compo 
nents are selected, given individual identi?ers, and com 
bined into a protected grouping that is secured using the 
component “bindings,” any changes to those components 
Will then be detected, authoriZed, and logged. For example, 
content Within the binding is digitally signed (SHA-l) using 
the key derived from the bindings. This signature is veri?ed 
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Whenever an entry is made to a component Within the 
binding. If the signature is Wrong, this security violation and 
the violator are noted, but typically the entry is not prohib 
ited. In other embodiments, the entry may be prohibited as 
Well. Thus, the component binding produces a cryptographic 
audit trail of the trusted authority making changes to any of 
the components Within the binding. 

[0085] Moreover, bindings ensure that the critical compo 
nents of a gaming machine system, or the content utiliZed 
therein, that have been selected to be components Within the 
binding have not been sWapped or altered in an unauthorized 
manner. Preferably, bindings use unique identi?cation num 
bers that are assigned to vital parts of the gaming platform 
including, by Way of example only, and not by Way of 
limitation: the cabinet, motherboard, speci?c softWare, non 
volatile RAM card, content (data), and hard drive. These 
identi?cation numbers combined in a cryptographic manner 
to form a “binding” that protects and virtually encloses the 
included components, such that no component Within the 
binding can be modi?ed, removed, or replaced Without 
creating an audit trail and requiring authentication. Thus, for 
one of these components Within the binding to be changed, 
appropriate authentication is required and a log ?le entry is 
made documenting the activity and the identity of the trusted 
authority making the change. In one preferred embodiment, 
a speci?c level of BKEY clearance or classi?cation is 
required to make speci?c changes. 

[0086] As brie?y described above, gaming devices 30 also 
includes signage and kiosks, in addition to gaming 
machines, GMUs, and iVieW devices. In this regard, gam 
ing-related signage relates to advertising signage that is 
typically in a recon?gurable electronic format. In this con 
text, gaming-related kiosks are machines that provide gam 
ing-related service but do not provide actual game play 
itself. Gaming-related kiosks may include both patron 
oriented services and maintenance-oriented features. In one 
embodiment, patron-oriented services include the ability to 
sign on to reWards services, vieW account status and history, 
redeem payout tickets and promotional “comps,” request 
help from an attendant, order drinks, make dinner reserva 
tions, reserve taxis, purchase shoW tickets, conduct banking 
transactions, and the like. Maintenance-oriented features 
include providing information such as coin-in, coin-out, 
malfunctions, jackpots, tilt conditions, game softWare ver 
sion, and the like. 

[0087] As described beloW, an iV1eW device is an embed 
ded additional user interface, Which is preferably integrated 
into a gaming machine and acts to increase user excitement 
by providing a richer gaming experience. An embedded 
additional user interface provides enhanced player satisfac 
tion and excitement, as Well as improved gaming device 
reliability, interactivity, ?exibility, security, and accountabil 
ity. The user interface is sometimes referred to herein as 
“additional” in that the user interface is separate from the 
gaming screen (or other gaming presentation). Further, the 
user interface is sometimes referred to herein as “embedded” 
in that the user interface includes its oWn processor in some 
preferred embodiments. 

[0088] In one preferred embodiment, the gaming-content 
con?guration and management system 10 contains a datas 
tore that includes, by Way of example only, and not by Way 
of limitation: a relational database, object database, a ?at 
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?le, an ASCII list, registry entries, an XML ?le, a “collec 
tion” (i.e., in a SQL (structured query language) environ 
ment, a collection of parameter de?ned data in an object 
database), or any other type of commonly knoWn data 
listing. In such a preferred embodiment, the computer datas 
tore enables the system 10 to sort gaming devices 30 by 
feature, Whether the gaming devices are electronic gaming 
machines (EGMs), GMUs, iVieWs (embedded additional 
user interfaces), or any other uniquely identi?able entity on 
the gaming ?oor. In one aspect of a preferred embodiment, 
the gaming devices 30 being tracked and/or sorted include a 
doWnload feature that is sortable according to: (a) the 
make/model of the gaming device that the doWnload feature 
is associated thereWith, (b) the device’s hardWare revision, 
(c) the device’s ?rmWare revision, (d) the physical location 
of the gaming device on the property, (e) Zoning of the 
gaming device (e.g., high roller Zone), (f) game type (e.g., 
mechanical, electrical, dual screen, and the like), (g) 
dynamic gaming state or state change (e.g., payout, mal 
function, “game in use,” o?line, tilt, jackpot mode, turned 
o?‘, authentication failure, security breach, doWnloading 
content, installing content, and the like), (h) IP (Internet 
Protocol) address or (i) other suitable sorting feature, such as 
MAC addresses. 

[0089] In one exemplary embodiment, all gaming devices 
30 in a particular group can then be targeted for a speci?c 
code doWnload. Accordingly, in one speci?c embodiment, 
all GMUs With a particular code revision can be identi?ed 
and upgraded While those GMUs outside of the group are 
ignored. In another example, all iV1eW devices installed into 
gaming machines that are located in a particular physical 
location on the property (i.e., a particular bank of games) are 
identi?ed, and receive doWnloaded content Which is then 
authenticated, after Which they are recon?gured. Mean 
While, all of the iVieW devices outside of that grouping are 
ignored. 

[0090] As mentioned above, the computer datastore of the 
gaming-content con?guration and management system 10 is 
capable of utiliZing these sorting and grouping capabilities 
for the purpose of inventory management. In this regard, a 
property (e.g. casino) is able to maintain up-to-date infor 
mation on gaming ?oor inventory for a multitude of inven 
tory parameters. These inventory parameters include, by 
Way of example only, and not by Way of limitation, the name 
of the iVieW device, the hardWare revision of the iVieW 
device, the ?rmWare revision of the iVieW device, the 
content of the iVieW device, the make/model of the GMU, 
the hardWare revision of the GMU, the ?r'mWare revision of 
the GMU, the make/model of the gaming machine, the 
hardWare revision of the gaming machine, the ?r'mWare 
revision of the gaming machine, and the physical location of 
the gaming machine. 

[0091] In one preferred embodiment, the gaming-content 
con?guration and management system 10 either queries the 
datastore containing all of the gaming device inventory data. 
The gaming-content con?guration and management system 
10 then sorts the data according to one or more user-input 
parameters. After the sorting has occurred, the user can, for 
example, doWnload neW content 20 to the iVieW devices, 
once the devices have been identi?ed and targeted. 

[0092] In a preferred embodiment of the gaming-content 
con?guration and management system 10, since the device 
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data resides on a central computer datastore, standard binary 
datastore searches can be performed to produce speci?cally 
desired reports. HoWever, in one preferred embodiment, a 
distributed datastore is used instead of a centraliZed datas 
tore. In one particular example, an analyst may be interested 
in the effectiveness of one piece of content (content X) 
compared to another piece of content (content Y) in a 
particular brand of gaming machine. Using the con?guration 
and management system 10, the analyst can perform a 
datastore query on various parameters of the gaming 
devices, for example, the “coin-in” count on all Blazing 7’s 
style gaming machines With iVieW gaming devices running 
content version X and content version Y. In this manner, the 
con?guration and management system 10 enables specialty 
reporting, ef?ciency analysis, and gaming device manage 
ment With a level of organiZation and simplicity that Was 
never before possible. 

[0093] In another preferred embodiment, the standard 
binary datastore searches are performed to produce other 
speci?cally desired reports, such as predictive analysis and 
yield management. In one embodiment, the yield manage 
ment data includes projection data calculated based on one 
or more factors related to use of one or more gaming 

machines. For example, in one preferred embodiment, the 
yield management data includes game play projection data, 
machine usage projection data, and/or income projection 
data calculated based historical game play data for the one 
or more gaming machines. In one preferred embodiment, the 
calculations are performed using linear regression analysis. 
In another preferred embodiment, the calculations are per 
formed using a neural netWork. In one embodiment, yield 
management data is used to determine one or more bonuses. 

[0094] A preferred embodiment of the gaming-content 
con?guration and management system 10 incorporates a 
yield management feature for the purpose of optimiZing 
?oor drop using con?guration control over slot machines. 
The yield management feature of the con?guration and 
management system 10 implements con?guration control by 
setting option-able parameters including, by Way of example 
only, and not by Way of limitation: Wager, theme, percentage 
and time in play. The analysis and predictive results are 
displayed using the graphical user interface 70 presents a 
map 74 of the gaming ?oor, preferably, With click and grab 
ease of planning and scheduling neW gaming con?gurations. 

[0095] A preferred embodiment of the gaming-content 
con?guration and management system 10 provides automa 
tion and future-looking guidance to slot directors in con?g 
uring parameters for slot machines in order to optimiZe ?oor 
drop over some period of time: hour, day, Week, month, year 
using inputs, including by Way of example only, and not by 
Way of limitation: accounting, time of day, civic, neWs and 
entertainment events, and player status. 

[0096] As mentioned above, a preferred embodiment of 
the gaming-content con?guration and management system 
10 includes a graphical user interface 70 to simplify the use 
of these complex tools. The graphical user interface 70 
presents a map 74 of the gaming ?oor that makes the yield 
management results clear and comprehensible to those not 
highly skilled in the art of yield management. Further, the 
graphical user interface 70 of the gaming-content con?gu 
ration and management system 10 accepts input to the yield 
management feature, thereby alloWing a casino operator the 
















