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(57) ABSTRACT 

A network media delivery system includes client devices 
and a host device. Each client device has a network inter 
face, an engine for processing media data, and a media 
interface. The host device, which can be a computer, estab 
lishes network communication links with the client devices, 
which can be networked media stations, and sends media 
data to the client devices. The media data can be sent 
wirelessly as packets of media data transmitted at intervals 
to each client device. In one embodiment, the host device 
controls processing of media data such that processed media 
is delivered in a synchronized manner at each of the client 
devices. In another embodiment, the host device controls 
processing of media data such that processed media is 
delivered in a synchronized manner at the host device and at 
least one client device. 
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SYSTEM AND METHOD FOR SYNCHRONIZING 
MEDIA PRESENTATION AT MULTIPLE 

RECIPIENTS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of US. 
patent application Ser. No. 10/862,115, ?led Jun. 4, 2004 
and entitled “Networked Media Station,” Which is incorpo 
rated herein by reference in its entirety and to Which priority 
is claimed. 

FIELD OF THE DISCLOSURE 

[0002] The subject matter of the present disclosure relates 
to a system and method for synchronizing presentation of 
media at multiple recipients or devices on a netWork. 

BACKGROUND OF THE DISCLOSURE 

[0003] With the increasing capacity and capability of 
personal computers, as Well as improved multimedia inter 
faces for these computers, it has become popular to use 
personal computers as a repository for multimedia content, 
such as songs, movies, etc. Particularly With music, the 
increased popularity of storing multimedia information on a 
personal computer has resulted in a variety of products and 
services to serve this industry. For example, a variety of 
stand-alone players of encoded multimedia information 
have been developed, including, for example, the iPod, 
produced by Apple Computer of Cupertino, Calif. Addition 
ally, services have been developed around these devices, 
Which alloW consumers to purchase music and other multi 
media information in digital form suitable for storage and 
playback using personal computers, including, for example, 
the iTunes music service, also run by Apple Computer. 

[0004] These products and services have resulted in an 
environment Where many consumers use their personal 
computer as a primary vehicle for obtaining, storing, and 
accessing multimedia information. One draWback to such a 
system is that although the quality of multimedia playback 
systems for computers, e.g, displays, speakers, etc. have 
improved dramatically in the last several years, these sys 
tems still lag behind typical entertainment devices, e.g., 
stereos, televisions, projection systems, etc. in terms of 
performance, ?delity, and usability for the typical consumer. 

[0005] Thus, it Would be bene?cial to provide a mecha 
nism Whereby a consumer could easily obtain, store, and 
access multimedia content using a personal computer, While 
also being able to listen, vieW, or otherWise access this 
content using conventional entertainment devices, such as 
stereo equipment, televisions, home theatre systems, etc. 
Because of the increasing use of personal computers and 
related peripherals in the home, it Would also be advanta 
geous to integrate such a mechanism With a home netWork 
ing to provide an integrated electronic environment for the 
consumer. 

[0006] In addition to these needs, there is also increasing 
interest in the ?eld of home netWorking, Which involves 
alloWing disparate devices in the home or Workplace to 
recogniZe each other and exchange data, perhaps under the 
control of some central hub. To date a number of solutions 
in this area have involved closed systems that required the 
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purchase of disparate components from the same vendor. 
For example, audio speaker systems that alloW computer 
controlled sWitching of music from one location to another 
may be purchased as a system from a single vendor, but they 
may be expensive and/ or may limit the consumer’s ability to 
mix and match components of a home netWork from differ 
ent vendors according to her oWn preferences. Thus, it 
Would be bene?cial to provide a mechanism by Which 
various home netWorking components from differing ven 
dors can nonetheless interact in a home netWork environ 
ment. 

[0007] The subject matter of the present disclosure is 
directed to overcoming, or at least reducing the effects of, 
one or more of the problems set forth above. 

SUMMARY OF THE DISCLOSURE 

[0008] A system and method for delivering netWork media 
at multiple devices is disclosed. For example, the netWork 
media delivery system includes client devices and a host 
device. Each client device has a netWork interface for 
netWork communication, an engine for processing media 
data, and a media interface for delivering processed media. 
The host device, Which can be a computer, establishes 
netWork communication links With the client devices, Which 
can be netWorked media stations. The media data can be 
audio, video, or multimedia. In one embodiment, the net 
Work communication links are Wireless links established 
betWeen a Wireless netWork interface on the host device and 
Wireless netWork interfaces on the client devices. 

[0009] The host device sends media data to the client 
devices via the netWork. The media data can be sent Wire 
lessly as unicast streams of packets containing media data 
that are transmitted at intervals to each client device. In one 
embodiment, the host device controls processing of media 
data such that processed media is delivered in a synchro 
niZed manner at each of the client devices. In another 
embodiment, the host device controls processing of media 
data such that processed media is delivered in a synchro 
niZed manner at the host device and at least one client 
device. 

[0010] The system uses NetWork Time Protocol (NTP) to 
initially synchroniZe local clocks at the client devices With 
a reference clock at the host device. The media data is 
preferably sent as Real-Time Transport Protocol (RTP) 
packets from the host device to the client device. The system 
includes mechanisms for periodic synchronization, stretch 
ing, and compressing of time at the local clocks to handle 
clock drift. In addition, the system includes mechanisms for 
retransmission of lost packets of media data. In one embodi 
ment, the system can be used to deliver audio at multiple sets 
of speakers in an environment, such as a house, and can 
reduce effects of presenting the audio out of sync at the 
multiple sets of speakers to avoid user-perceivable echo. 

[0011] The foregoing summary is not intended to summa 
riZe each potential embodiment or every aspect of the 
present disclosure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The foregoing summary, preferred embodiments, 
and other aspects of subject matter of the present disclosure 
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will be best understood with reference to a detailed descrip 
tion of speci?c embodiments, which follows, when read in 
conjunction with the accompanying drawings, in which: 

[0013] FIG. 1 illustrates an embodiment of a network 
media delivery system according to certain teachings of the 
present disclosure. 

[0014] FIG. 2 illustrates an embodiment of a networked 
media station or client device. 

[0015] FIG. 3 illustrates a process of operating the dis 
closed system in ?owchart form. 

[0016] FIG. 4 illustrates an embodiment of an interface of 
a media application operating on a host device of the 
disclosed system. 

[0017] FIG. 5A illustrates portion of the disclosed system 
having a host device delivering packets to multiple client 
devices. 

[0018] FIG. 5B illustrates portion of the disclosed system 
having a host device and client devices performing retrans 
mission of lost packet information. 

[0019] FIG. 6A illustrates an embodiment of a packet 
requesting retransmission of lost packets. 

[0020] FIG. 6B illustrates an embodiment of a response to 
retransmission request. 

[0021] FIG. 6C illustrates an embodiment of a response to 
a futile retransmission request. 

[0022] FIG. 7 illustrates portion of the disclosed system 
having a host device and multiple client devices exchanging 
time information. 

[0023] FIG. 8A illustrates an embodiment of a packet for 
synchronizing time. 

[0024] FIG. 8B illustrates an embodiment of a packet for 
announcing time. 

[0025] FIG. 9 illustrates portion of the disclosed system 
having a host device and a client device. 

[0026] FIG. 10 illustrates an algorithm to limit stuttering 
in playback of audio. 

[0027] While the subject matter of the present disclosure 
is susceptible to various modi?cations and alternative forms, 
speci?c embodiments thereof have been shown by way of 
example in the drawings and are herein described in detail. 
The ?gures and written description are not intended to limit 
the scope of the inventive concepts in any manner. Rather, 
the ?gures and written description are provided to illustrate 
the inventive concepts to a person skilled in the art by 
reference to particular embodiments, as required by 35 
U.S.C. § 112. 

DETAILED DESCRIPTION 

[0028] A network media delivery system having a host 
device and multiple client devices is described herein. The 
following embodiments disclosed herein are described in 
terms of devices and applications compatible with computer 
systems manufactured by Apple Computer, Inc. of Cuper 
tino, Calif. The following embodiments are illustrative only 
and should not be considered limiting in any respect. 
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I. Components of the Network Media Delivery System 

[0029] Referring to FIG. 1, an embodiment of a network 
media delivery system 10 according to certain teachings of 
the present disclosure is illustrated. The system 10 includes 
a host device or computer system 20 and one or more 
networked media stations or client devices 50, and various 
other devices. The system 10 in the present embodiment 
represents only one of several possible con?gurations and is 
meant to be illustrative only. Other possible con?gurations 
are discussed in the incorporated US. patent application Ser. 
No. 10/862,115. For example, the host device 20 can have 
a wired or wireless connection to each of the client devices 
50 without the use of a hub or base station 30, or the host 
device 20 can have a wireless connection to the hub or base 
station 30. 1]The system 10 is used to distribute media (e.g., 
audio, video, multimedia, etc.) via network connections 
from the host device 20 to multiple client devices 50 located 
throughout an environment, such as a house, of?ce, etc. 

[0030] The host device 20 is a personal computer, such as 
an AirPort-equipped Mac or a Wi-Fi-compliant Windows 
based PC. The client devices 50 are networked media 
stations, such as disclosed in incorporated US. patent appli 
cation Ser. No. 10/862,115. The client devices 50 are 
plugged into wall sockets, which provide power to the client 
devices 50, and are coupled to entertainment devices, such 
as ampli?ers 80, powered speakers, televisions, stereo sys 
tems, videocassette recorders, DVD players, home theatre 
systems, or other devices capable of delivering media 
known in the art. 

[0031] An example of the client device 50 is discussed 
brie?y with reference to FIG. 2. The client device 50 
includes an AC power adapter portion 52 and a network 
electronics portion 54. The network electronics portion 54 
includes a wired network interface 62, a peripheral interface 
64, and a media interface 66. As illustrated, the wired 
network interface 62 is an Ethernet interface, although other 
types of wired network interface known in the art could be 
provided. Similarly, the peripheral interface 64 is illustrated 
as a USB interface, although other types of peripheral 
interfaces, such as IEEE 1394 (“Firewire”), RS-232 (serial 
interface), IEEE 1284 (parallel interface), could also be 
used. Likewise, the media interface 66 is illustrated as an 
audio interface including both an analog lineout and an 
optical digital audio functionality. However, other media 
interfaces known in the art, such as a multimedia interface 
or a video interface using composite video, S-video, com 
ponent video, Digital Video Interface (DVI), High De?ni 
tion Multimedia Interface (HTMI), etc., could also be pro 
vided. 

[0032] The network electronics portion 54 also includes a 
wireless networking interface 68. The wireless network 
interface 68 preferably takes the form of a “Wi-Fi” interface 
according to the IEEE 802.11b or 802.11g standards know 
in the art. However, other wireless network standards could 
also be used, either in alternative to the identi?ed standards 
or in addition to the identi?ed standards. These other net 
work standards can include the IEEE 802.11a standard or the 
Bluetooth standard, for example. 

[0033] Returning to FIG. 1, the host device 20 runs a 
media application 22. In one exemplary embodiment, the 
media application 22 is iTunes software for media ?le 
management and playback produced by Apple Computer, 
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Inc. In the present con?guration, Which is only one of 
several possibilities, the host device 20 is equipped With an 
Ethernet port that is connected via a cable 24 to a base 
station 30. The base station 30 can be any variety of access 
points knoWn in the art. Preferably, the base station 30 
includes Wireless access, routing, switching and ?reWall 
functionality. The base station 30 is connected via a cable 42 
to a modem 40, Which receives an Internet connection 
through a connection 44. Using this arrangement, multime 
dia ?les stored on host device 20 can be played using stereo 
ampli?ers 80, Which are connected to client devices 50 using 
one of the audio interfaces on the client devices 50. The host 
device 20 and the client devices 50 preferably communicate 
via a Wireless netWork segment (illustrated schematically by 
connections 32), but Wired netWork segments formed by 
Wired connections, such as Ethernet cables, could also 
provide communication betWeen the host device and the 
client devices 50. The client devices 50 communicate With 
the entertainment devices via a Wired netWork segment 82. 

[0034] The client devices 50 act as Wireless base stations 
for a Wireless netWork and enable the host device 20 to 
deliver media (e.g., audio, video, and multimedia content) at 
multiple locations in an environment. For example, the 
client devices 50 are connected to stereo ampli?ers 80 or 
other entertainment devices to playback media stored on the 
host device 20. In one embodiment, a line level audio or a 
digital ?ber optic type of connector connects the client 
devices 50 to the stereo ampli?ers 80. Either type of 
connector can plug into the multimedia port (66; FIG. 2), 
Which is a dual-purpose analog/optical digital audio mini 
jack. To interface With stereo ampli?ers 80, a mini stereo to 
RCA adapter cable 82 is used, Which connects to RCA-type 
right and left audio input ports on the stereo ampli?er 80. 
Alternatively, a Toslink digital ?ber optic cable can be used, 
Which Would connect to digital audio input port on the stereo 
ampli?ers 80. These and other con?gurations are disclosed 
in incorporated U.S. patent application Ser. No. 10/862,115. 

[0035] For the purposes of the present disclosure, the 
client devices 50 can also be connected to laptops 70 or 
personal computers that are capable of playing media (audio, 
video, etc.) so that the laptops and personal computers can 
also be considered entertainment devices. Moreover, the 
laptops 70 or personal computers can have the same func 
tionality as both a client device 50 and an entertainment 
device so that the laptops 70 and personal computers can be 
considered both a client device and an entertainment device. 
Accordingly, the term “client device” as used herein is 
meant to encompass not only the netWorked media stations 
associated With reference numeral 50, but the term “client 
device” as used herein is also intended to encompass any 
device (e.g., laptop, personal computer, etc.) compatible 
With the netWork media delivery system 10 according to the 
present disclosure. In the present disclosure, hoWever, ref 
erence is made to client devices 50 for ease in discussion. 
Furthermore, the term “entertainment device” as used herein 
is meant to encompass not only stereo ampli?ers 80 as 
shoWn in FIG. 1, but the term “entertainment device” as used 
herein is also intended to encompass poWered speakers, 
televisions, stereo systems, videocassette recorders, a DVD 
players, home theatre systems, laptops, personal computers, 
and other devices knoWn in the art that capable of delivering 
media. 
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[0036] The client devices 50 receive media data from the 
host device 20 over netWork connections and output this 
media data to the entertainment devices. Although it is 
contemplated that audio, video, audio/video, and/or other 
forms of multimedia may be used, exemplary embodiments 
disclosed herein relate to sharing of audio With client 
devices 50 connected to entertainment devices, such as 
stereo ampli?ers 80, or With laptops 70 or other computers 
having internal speakers or the like. The audio can be stored 
on the host device 20 or can be obtained from the Internet 
46. HoWever, it Will be appreciated that the teachings of the 
present disclosure can be applied to video, audio/video, 
and/or other forms of multimedia in addition to the audio in 
the exemplary embodiments disclosed herein. Furthermore, 
in the discussion that folloWs, various details of the netWork 
media delivery system are implemented using hardWare and 
softWare developed by Apple Computer, Inc. Although cer 
tain details are someWhat speci?c to such an implementa 
tion, various principles described are also generally appli 
cable to other forms of hardWare and/or softWare. 

[0037] During operation, the system 10 delivers the same 
audio in separate locations of an environment (e.g., multiple 
rooms of a home). The system 10 addresses several issues 
related to playing the same audio in multiple, separate 
locations. One issue involves playing the audio in the 
separate locations in a synchronized manner With each other. 
Because the host device 20 and the client devices 50 have 
their oWn processors, memory, and transmission interfaces, 
sending or streaming audio from the host device 20 to the 
client devices 50 through a Wireless or Wired communication 
link Will not likely result in synchronized playing of the 
audio at the separate locations. In addition, the client device 
50 may be connected to different types of entertainment 
devices, Which may have different latency and playback 
characteristics. It is undesirable to play the same audio in the 
separate locations out of sync because the listener Will hear 
echoes and other undesirable audio effects. The system 10 
addresses this issue by substantially synchronizing the play 
ing of the audio in each location so that echo and other 
effects can be avoided. It should be noted that the level of 
precision required to substantially synchronize the playing 
of media at each location depends on the type of media being 
played, the perceptions of the user, spatial factors, and other 
details speci?c to an implementation. 

[0038] Another issue related to playing of the same audio 
involves hoW to handle lost audio data at the separate 
locations. To address this issue, the disclosed system 10 
preferably uses a retransmission scheme to recover lost 
audio. These and other issues and additional details of the 
disclosed netWork media delivery system are discussed 
beloW. 

II. Process of Operating the System 

[0039] Referring to FIG. 3A, a process 100 of operating 
the netWork media delivery system of the present disclosure 
is illustrated in ?owchart form. During discussion of the 
process 100, reference is concurrently made to components 
of FIG. 1 to aid understanding. As an initial step in the 
process 100, netWork discovery is performed, and the net 
Worked client devices 50 and other con?gured devices (e. g., 
a con?gured laptop 70) publish or announce their presence 
on the netWork using a prede?ned service type of a transfer 
control protocol (Block 102). The host device 20 broWses 
the local sub-net for the designated service type (Block 104). 
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[0040] The network discovery is used to initiate the inter 
face between the host device 20 and client devices 50 and 
other compatible devices over the network of the system 10. 
One example of such a network discovery uses Bonjour, 
which is a technology that enables automatic discovery of 
computers, devices, and services on IP networks. Bonjour 
uses standard IP protocols to allow devices to ?nd each other 
automatically without the need for a user to enter IP 
addresses or con?gure DNS servers. Various aspects of 
Bonjour are generally known to those skilled in the art, and 
are disclosed in the technology brief entitled “MAC OS X: 
Bonjour,” dated April 2005, and published by Apple Com 
puter, which is incorporated herein by reference in its 
entirety. To provide the media sharing functionality between 
the host device 20 and the client devices 50, the client 
devices 50 advertise over the network that they support 
audio streaming and particular audio capabilities (e.g., 44.1 
kHZ sample rate, 16-bit sample siZe, and 2-channel/stereo 
samples). The client devices 50 may also advertise security, 
encryption, compression, and other capabilities and/or 
parameters that are necessary for communicating with the 
client devices 50. 

[0041] When complaint client devices 50 are discovered, 
the addresses and port numbers of the discovered devices 50 
are stored for use by the system 10. Then, the media 
application 22 displays information about the found client 
devices 50 in a user interface operating on the host device 20 
(Block 106). In one embodiment, for example, the media 
application 22 discovers the client devices by obtaining 
information of the user’s step up of computers and networks 
for their house, o?ice, or the like from another application 
containing such information. In another embodiment, for 
example, the media application 22 discovers the client 
devices 50 and recogniZes these client devices 50 as poten 
tial destinations for audio data. Then, the media application 
22 automatically provides these recogniZed devices 50 as 
part of a selectable destination for audio playback in a user 
interface. 

[0042] FIG. 4 shows an example of a user interface 200 
associated with the media application, such as iTunes. 
Among other elements, the user interface 200 shows an icon 
202 for selecting playback locations (e.g., networked client 
devices and other playback devices located in a house), 
which have detected on the network. A user may select the 
icon 202 to access a pop-up menu 204 in which the user can 

activate/deactivate (i.e., check or uncheck) one or more of 
the playback locations as destinations for audio playback. Of 
course, the user interface 200 can display possible destina 
tions for audio playback in a number of ways. For example, 
the display of possible destination can include a network 
schematic of the user’s dwelling, of?ce, or the like, that 
shows possible destination, or the display can be customiZed 
by the user. 

[0043] Returning to FIG. 3A, the user selects one or more 
of the client devices to be used for playback in the user 
interface (Block 108). The host device 20 then uses Real 
Time Streaming Protocol (RTSP) to set up and control the 
audio stream, and the host device 20 initiates an RTSP 
connection to each of the selected client devices 50 to 
determine which set of features the devices 50 support and 
to authenticate the user (if a password is required) (Block 
110). On the host device 20, the user can then start playback 
using the user interface of the media application 22 (Block 
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112). The host device 20 makes an RTSP connection to each 
client device 50 to set it up for playback and to start sending 
the audio stream (Block 114). The host device 20 then sends 
a command to each client device 50 to initiate playback 
(Block 116). When each client device 50 receives the 
command, the device 50 negotiates timing information via 
User Datagram Protocol (UDP) packet exchanges with the 
host device 20 (Block 118). Each client device 50 then 
determines whether the timing negotiation either succeeds or 
fails (Block 119). The client devices 50 do not respond to the 
command to initiate playback until the timing negotiation 
either succeeds or fails. The timing negotiation occurs early 
to guarantee that the client devices 50 have the initial timing 
information needed to synchronize their clocks with the ho st 
device 20 before any audio packets are processed by the 
client devices 50. 1]If the negotiation succeeds, the client 
device 50 can be used for playback (Block 120). If the 
negotiation fails, however, the associated client device 50 
can perform a number of possible operations (Block 121). 
For example, the client device 50 can return an error to the 
host device 20 in response to the command, and the session 
on this device 50 can be terminated. In another possible 
operation, the associated client device 50 can retry to 
negotiate the timing information. Alternatively, the associ 
ated client device 50 can ignore the fact that negotiating 
timing information has failed. This may be suitable when the 
user is not interested in the audio playing in synchroniZed 
manner in the multiple locations associated with the client 
devices 50. For example, the client device may be located by 
the pool or out in the garage and does not necessarily need 
to deliver the audio in synch with the other devices. 

[0044] During playback at Block 120, the host device 20 
sends audio data to the client devices 50, which process the 
audio data and deliver processed audio to the connected 
entertainment devices. An example of the process of playing 
back audio is discussed below with reference to the ?ow 
chart of FIG. 3B with concurrent reference to element 
numerals of FIG. 1. Various buffering, error checking, and 
other data transfer steps have been omitted from the general 
description of FIG. 3B. 

[0045] As discussed above, the host device 20 is con 
nected to a wireless network established by the access point 
30, which can also provide for a shared connection to the 
Internet or other network 46. The client devices 50 are also 
connected to the wireless network and have their multimedia 
ports connected to stereo ampli?ers 80 or other entertain 
ment device having output speakers or other multimedia 
output capability. A digital media ?le (e.g., a song in ACC 
format) is stored on the host device 20. Once playback is 
started (Block 122), the host device 20 transcodes a portion 
of the media ?le from the format (e.g., AAC) in which it is 
stored to a format that is understood by client device 50 
(Block 124). This transcoding step is not necessarily 
required if the ?le is stored on the host device 20 in a format 
that is understood by the client device 50. In any case, a 
block of audio data for transmission is created (Block 126). 
This audio data is preferably compressed and encrypted 
(Block 128). Encryption is not necessarily required, but it is 
advantageous for digital rights management purposes. 

[0046] The host device 20 then transmits the audio data 
over the wireless network to the client devices 50 (Block 
130). The client devices 50 decrypt and decompress the 
received audio data (Block 132), and the client devices 50 
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decode the audio data based on the encoding performed in 
Block 124 (Block 134). The decoding results in raW audio 
data, Which may be, for example, in the form of PCM data. 
This data is converted to analog audio signals by digital-to 
audio converters (DAC) (Block 136), and the audio signals 
are output to the stereo ampli?ers 80 for playing With their 
loudspeakers (Block 138). 
[0047] With the bene?t of the description of the compo 
nents of the disclosed netWork media delivery system and its 
process of operation provided in FIGS. 1 through 4, the 
discussion noW turns to details related to hoW data is 
transferred betWeen the host device and client devices, hoW 
lost data is handled, and hoW playback is synchronized, in 
addition to other details disclosed herein. 

III. Network Transport Used for the System 

[0048] To transfer audio data and other information, the 
netWork media delivery system 10 of the present disclosure 
preferably uses User Datagram Protocol (UDP) as its under 
lying transport for media data. UDP is bene?cial for syn 
chronized playback to the multiple client devices 50 because 
synchronized playback places time constraints on the net 
Work protocol. Because audio is extremely time sensitive 
and has a de?nite lifetime of usefulness, for example, a 
packet of media data, such as audio, can become useless if 
it is received after a point in time When it should have been 
presented. Accordingly, UDP is preferred because it pro 
vides more ?exibility With respect to the time sensitive 
nature of audio data and other media data. 

[0049] To use UDP or some similar protocol, the disclosed 
system is preferably con?gured to handle at least a small 
percentage of lost packets. The lost packets can be recovered 
using Forward Error Correction (FEC), can be hidden using 
loss concealment techniques (eg repetition, Waveform sub 
stitution, etc.), or can be recovered via retransmission tech 
niques, such as those disclosed herein. Although UDP is 
preferred for the reasons set forth herein, Transmission 
Control Protocol (TCP) can be used. Depending on the 
implementation, retransmission using TCP may need to 
address problems With blocking of transmissions. If a TCP 
segment is lost and a subsequent TCP segment arrives out of 
order, for example, it is possible that the subsequent segment 
is held off until the ?rst segment is retransmitted and arrives 
at the receiver. This can result in a chain reaction and 
effective audio loss because data that has arrived success 
fully and in time for playback may not be delivered until it 
is too late. Due to some of the retransmission dif?culties 
associated With TCP, the Partial Reliability extension of 
Stream Control Transmission Protocol (SCTP) can provide 
the retransmission functionality. Details related to the Partial 
Reliability of SCTP are disclosed in RFC 3758, Which can 
be obtained from http://WWW.ie?“.org/rfc/rfc3758.txt, Which 
is incorporated herein by reference. 

[0050] UDP is preferred for time critical portions of the 
protocol because it can avoid some of the problems associ 
ated With blockage of transmission. For example, UDP 
alloWs the host’s media application 22 to control retrans 
mission of lost data because the media application 22 can 
track time constraints associated With pieces of audio data to 
be delivered. Based on the knoWn time constraints, the 
media application 22 can then decide Whether retransmis 
sion of lost packets of audio data Would be bene?cial or 
futile. All the same, in other embodiments, time critical 
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portions of the disclosed system, such as time syncing, can 
be implemented using UDP, and audio data delivery can use 
TCP With a buffering system that addresses blocking prob 
lems associated With TCP. 

IV. Audio Streaming and Playback With System 

[0051] Before discussing hoW the client devices negotiate 
timing information in order to play audio in synchronization, 
the discussion ?rst addresses hoW the disclosed system 
streams audio for playback. Referring to FIG. 5A, a portion 
of the disclosed system 300 is shoWn With a host device 320 
and at least tWo client devices 350A-B. Each of the client 
devices 350 has a processor 352, a memory 354, a trans 
mission interface 356, and an audio interface 358. The client 
devices 350 also include a UDP stack and can include a TCP 
stack depending on the implementation. As noted previously 
With reference to the client device of FIG. 2, the transmis 
sion interfaces 356 can be a Wi-Fi-compatible Wireless 
netWork interface, and the audio interface 358 can provide 
an analog and/ or an optical digital output. The processor 352 
and memory 354 can be conventional hardWare components 
knoWn in the art. The memory 354 has tWo audio bulfers 361 
and 362. Although not shoWn in FIG. 5A, each of the client 
devices 350 has a local clock, a playback engine, and other 
features. 

[0052] The host device 320 uses several commands to set 
up a connection With and to control operation of the client 
devices 350. These commands include ANNOUNCE (used 
for identi?cation of active client devices), SETUP (used to 
setup connection and operation), RECORD (used to initiate 
playback at client devices), PAUSE (used to pause play 
back), FLUSH (used to ?ush memory at the client devices), 
TEARDOWN (used to stop playback), OPTIONS (used to 
con?gure options), GET_PARAMETER (used to get param 
eters from the client devices), and SET_PARAMETER 
(used to set parameters at the client devices). 

[0053] Preferably, the client devices 350 are authenticated 
When initially establishing a connection to the media appli 
cation 322 running on the host device 320. Upon successful 
authentication, the media application 322 opens netWork 
connections to the transmission interface 356 of the client 
devices 350. Preferably, netWork connections betWeen the 
host device 320 and the client devices 350 are separated into 
an audio channel for sending audio data and a control 
channel used to set up connection and operation betWeen the 
devices 320 and 350. HoWever, a single channel could be 
used for data and control information. Once the connections 
are established, the host device 320 begins sending data to 
the client devices 350. In turn, the client devices 350 receive 
the audio data, bulfer some portion of the data, and begin 
playing back the audio data once the buffer has reached a 
predetermined capacity. 
[0054] Communication betWeen the host device 320 and 
the client devices 350 preferably uses the Real Time Stream 
ing Protocol (RTSP) standard. The media application 322 at 
the host device 320 preferably uses Real-Time Transport 
Protocol (RTP) encapsulated in User Datagram Protocol 
(UDP) packets 330 to deliver audio data from the host 
device 320 to the client devices 350. RTSP, RTP, and UDP 
are standards knoWn to those skilled in the art. Therefore, 
some implementation details are not discussed here. Details 
of RTSP can be found in “Real-Time Streaming Protocol,” 
RFC 2326, Which is available from http://WWW.ietf.org/rfc/ 
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rfc2326.txt and Which is hereby incorporated by reference in 
its entirety. Details of RTP can be found in “Real-Time 
Transport Protocol,” RFC 3550, Which is available from 
http://WWW.ietf.org/rfc/rfc3550.txt and Which is hereby 
incorporated by reference in its entirety. 

[0055] The packets 330 have RTP headers and include 
both sequence numbers and timestamps. The data payload of 
the RTP packets 330 contains the audio data to be played 
back by the client devices 350. The media ?les, from Which 
the packets 330 are derived, can be stored on host device 320 
in one or more formats, including, for example, MP3 
(Motion Picture Expert’s Group Layer 3), AAC (Advanced 
Audio Coding a/k/a MPEG-4 audio), WMA (Windows 
Media Audio), etc. Preferably, the media application 322 
running on the host device 320 decodes these various audio 
formats to construct the packets 330 so that the client 
devices 350 do not need decoders for multiple formats. This 
also reduces the hardWare performance requirements of the 
client devices 350. Another advantage of performing decod 
ing on the host device 320 is that various effects may be 
applied to the audio stream, for example, cross fading 
betWeen tracks, volume control, equalization, and/or other 
audio effects. Many of these effects Would be dif?cult or 
impossible to apply if the client device 350 Were to apply 
them, for example, because of the computational resources 
required. Although not preferred in the present embodiment, 
other embodiments of the present disclosure can alloW for 
decoding at the client devices 350 for audio and other forms 
of media. 

[0056] The host device 320 preferably uses a separate 
unicast stream 310A-B of RTP packets 330 for each of the 
client devices 350A-B. In the present embodiment, the 
separate unicast streams 310A-B are intended to deliver the 
same media information (e.g., audio) to each of the client 
devices 350A-B so that the same media can be presented at 
the same time from multiple client devices 350A-B. In 
another embodiment, each of the separate unicast streams 
310A-B can be used to deliver separate media information 
(e.g., audio) to each of the client devices 350A-B. The user 
may Wish to unicast separate media information in some 
situations, for example, if a ?rst destination of a ?rst unicast 
stream of audio is a client device in a game room of a house 
and a second destination of a second unicast stream of 
different audio is a client device in the garage of the house. 
Therefore, it may be preferred in some situations to enable 
to the user to not only select sending the same media 
information by unicast streams to multiple client devices by 
to also alloW the user to send different media information by 
separate unicast streams to multiple client devices. The user 
interface 200 of FIG. 4 can include a drop doWn menu or 
other Way for the user to make such a related selection. 

[0057] Separate unicast streams 310 are preferred because 
multicasting over Wireless netWorks can produce high loss 
rates and can be generally unreliable. All the same, the 
disclosed system 300 can use multicasting over the Wireless 
network. In general, though, bandWidth limitations (i.e. 
?xed multicast rate), negative effects on unicast perfor 
mance (loW-rate multicast sloWs doWn other unicast traf?c 
due to multicast packets taking longer), and loss character 
istics associated With multicasting over Wireless (multicast 
packets are not acknoWledged at the Wireless layer) make 
multicasting less desirable than using multiple, unicast 
streams 310A-B as preferred. Use of multiple, unicast 
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streams 310A-B does correspond to an increase in band 
Width as additional client devices 350 are added to a group 
of designated locations for playback. If the average com 
pression rate for audio data is about 75%, the increase in 
bandWidth associated With multiple, unicast streams 310A-B 
may correspond to about 1 Mbit/sec bandWidth required for 
each client device 350 so that the host device 320 can send 
compressed audio data to the access point (e.g., 30; FIG. 1) 
and another 1 Mbit/sec so that the access point can forWard 
the compressed audio data to the client device 350. 

[0058] Once an RTSP session has been started and the 
RECORD command has been sent from the host device 320 
to the client devices 350, the host device 320 begins sending 
normal RTP packets 330 containing the audio data for 
playback. These RTP packets 330 are sent at regular inter 
vals, based on the number of samples per second, Which can 
be about 44,100 HZ for audio. The RTP packets 330 are sent 
at the regular intervals in a throttled and evenly spaced 
manner in order to approximate the audio playback rate of 
the remote client devices 350 because the UDP-based con 
nection does not automatically control the sending of data in 
relation to the rate at Which that data is consumed on the 
remote client devices 350. 

[0059] Because each of the multiple client devices 350 has 
their oWn audio buffers 361, 362, netWork conditions, etc., 
it may not be desirable to use a feedback scheme When 
sending the packets 330. Accordingly, the host device 320 
sends audio data at a rate that preferably does not signi? 
cantly under-run or over-run a playback engine 353 of any 
of the remote client devices 350. To accomplish this, the host 
device 320 estimates a ?xed delay 340 to insert betWeen 
packets 330 to maintain the desired audio playback rate. In 
one embodiment, the packets 330 of audio data are sent With 
a delay of about 7.982-ms betWeen packets 330 (i.e., 352 
samples per packet/44,100 HZ=~7.982-ms per packet), 
Which corresponds to a rate of about 125 packets/sec. 
Because the delay 340 is ?xed, each of the client devices 350 
can also detect any skeW betWeen its clock and the clock of 
the sending host device 320. Then, based on the detected 
skeW, each client device 350 can insert simulated audio 
samples or remove audio samples in the audio it plays back 
in order to compensate for that skeW. 

[0060] As alluded to above, the RTP packets 330 have 
timestamps and sequence numbers. When an RTP packet 
330 is received by a client device 350, the client device 350 
decrypts and decompresses the payload (see Encryption and 
Compression section beloW), then inserts the packet 320, 
sorted by its timestamp, into a packet queue. The tWo audio 
bulfers 361 and 362 are alternatingly cycled as audio is 
played back. Each audio buffer 361 and 362 can store a 
250-ms interval of audio. The received RTP packets in the 
packet queue are processed When one of the tWo, cycling 
audio buffers 361 and 362 completes playback. In one 
embodiment, the audio is USB-based so this is a USB bulfer 
completion process. 

[0061] To process the queued packets, the engine 353 
assembles the queued RTP packets in one of the audio 
bulfers 361 or 362. During the assembly, the engine 353 
calculates When each of queued RTP packets should be 
inserted into the audio stream. The RTP timestamp in the 
packets combined With time sync information (see the Time 
Synchronization section beloW) is used to determine When to 
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insert the packets. The engine 353 performs this assembly 
process and runs through the queued packets to ?ll the 
inactive audio buffer 361 or 362 before the currently playing 
audio buffer 361 or 362 has completed. Because each of the 
audio bulfers 361 and 362 can store 250-ms of audio, the 
client device 350 has a little less than 250-ms to assemble all 
the RTP packets, conceal any losses, and compensate for any 
clock skeW. If there are any gaps in the audio (e.g., the 
device’s audio clock is skeWed from the host’s audio clock, 
a packet Was lost and not recovered, etc.), then those gaps 
can be concealed by inserting simulated audio samples or 
removing existing audio samples. 

V. Encryption and Compression 

[0062] For digital rights management purposes, it is desir 
able to determine Whether the client devices 350 are autho 
riZed to receive an audio data stream and/or Whether the 
communications links betWeen the host device 320 and the 
client devices 350 are secure (encrypted). This requires 
some form of authentication, Which is preferably based on a 
public key/private key system. In one embodiment, each 
client station 350 is provided With a plurality of private keys 
embedded in read only memory (ROM). The media appli 
cation at the host device 320 is then provided With a 
corresponding plurality of public keys. This alloWs identi 
?cation data transmitted from the netWorked client devices 
350 to the media application to be digitally signed by the 
client device 350 using its private key, by Which it can be 
authenticated by the media application at the host device 320 
using the appropriate public key. Similarly, data sent from 
the media application at the host device 320 to the net 
Worked client stations 350 is encrypted using a public key so 
that only a client device 350 using the corresponding private 
key can decrypt the data. The media software and netWorked 
media station can determine Which of their respective plu 
ralities of keys to use based on the exchange of a key index, 
telling them Which of their respective keys to use Without the 
necessity of transmitting entire keys. 

[0063] In addition to encryption, the decoded audio data is 
preferably compressed by host device 320 before transmis 
sion to the client devices 350. This compression is most 
preferably accomplished using a lossless compression algo 
rithm to provide maximum audio ?delity. One suitable 
compressor is the Apple Lossless Encoder, Which is avail 
able in conjunction With Apple’s iTunes softWare. The client 
devices 350 require a decoder for the compression codec 
used. 

[0064] The RTP packets 330 are preferably compressed 
using the Apple Lossless algorithm and are preferably 
encrypted using the Advanced Encryption Standard (AES) 
With a 128-bit key siZe. Loss is still inevitable even though 
the system 300 uses a UDP-based protocol that attempts to 
recover from packet loss via retransmission and/or Forward 
Error Correction (FEC). For this reason, encryption and 
compression preferably operate on a per-packet basis. In this 
Way, each packet 330 can be completely decoded entirely on 
its oWn, Without the need for any surrounding packets 330. 
The Apple Lossless algorithm is used to compress each 
individual packet 330 rather than compressing a larger 
stream of audio and packetiZing the compressed stream. 
Although compressing each individual packet 330 may 
reduce the effectiveness of the compression algorithm, the 
methodology simpli?es operation for the client devices 350 
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and alloWs them to be more tolerant to packet loss. Although 
compression rates are highly dependent on the content, 
music audio can have an average compression rate of about 
75% of the original siZe When used by the disclosed system 
300. 

[0065] The AES-l28 algorithm is used in frame-based 
cipher block chaining (CBC) mode to encrypt payloads of 
the RTP packets 330 and the RTP payload portion of RTCP 
retransmission packets (380; FIG. 5B) discussed beloW. 
Because each packet 330 represents a single audio frame, no 
other packets are required to decrypt each packet correctly. 
The system preferably supports any combination of encryp 
tion and compression, such as both encryption and com 
pression, encryption only, compression only, or neither 
encryption nor compression. Encryption and compression 
are con?gured during the RTSP ANNOUNCE command. 
The format used to con?gure encryption and compression is 
based on the Session Description Protocol (SDP) and 
embedded as RTSP header ?elds. Compression uses an SDP 
“m” (media description) combined With an “rtpmap” and 
“fmtp” to specify the media formats being used numerically 
and hoW those numbers map to actual compression formats 
and algorithms. 

VI. Retransmission of Lost Packets of Audio Data 

[0066] As noted above, the RTP packets 330 received 
from the host device 320 have RTP sequence numbers. 
Based on those RTP sequence numbers, the client device 350 
can determine Whether packets 330 that have been lost 
during transmission or for other reasons. The lost RTP 
packets 330 cannot be queued for playback in the audio 
buffers 361 and 362 of the client devices 350 so that gaps 
Will result in the audio. To address this issue, the client 
devices 350 requests that the lost packet(s) be retransmitted. 
Referring to FIG. 5B, portion of the disclosed system 300 is 
shoWn again to discuss hoW the system 300 attempts to 
retransmit packets lost during original transmission. 

[0067] To handle retransmissions, the system 300 prefer 
ably uses Real-Time Transport Control Protocol (RTCP) 
When packet loss is detected. As note above, the sequence 
numbers associated With the received RTP packets (330; 
FIG. 5A) are used to determine if any packets have been lost 
in the transmission. If there is a gap in the sequence 
numbers, the client device 350 sends a retransmission 
request 370 to the sender (e.g., host device 320 or other 
linked client device 350) requesting all the missing packets. 
In one embodiment, the retransmission request 370 can 
request up to a maximum of 128 lost packets per detected 
gap 

[0068] In response to the retransmission request 370, the 
host device 320 sends one or more retransmission responses 
380 for lost packets. Due to limitations of the maximum 
transmission unit (MTU) on RTCP packet siZes, only one 
response can be sent per retransmission response packet 
380. This means that a single retransmission request packet 
370 from a device 350 may generate up to 128 retransmis 
sion response packets 380 from the host device 320 if all of 
the lost packets are found in the host’s recently sent packets. 

[0069] Because RTP does not currently de?ne a standard 
packet to be used for retransmissions, an RTP extension for 
an RTCP Retransmission Request packet is preferably 
de?ned. FIG. 6A shoWs an example of an RTCP Retransmit 




















