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(57) ABSTRACT 

A vending machine uses a ?eld-programmable electronic 
lock that learns a key code from a corresponding electronic 
key. The electronic lock has a learning process activation 
device that is accessible When the door of the vending 
machine is in the open position. Using the learning process 
activation device, a service person activates the electronic 
lock to perform a key code learning operation, in Which the 
electronic lock receives a key code transmitted from an 
electronic key and stores the key code in a non-volatile 
memory for future access control of the vending machine. 
Data encryption is employed in the communications 
between the key and the lock to ensure the security of the 
communications. A communication device installed in the 
vending machine for communicating With a home base 
computer alloWs the operation of the electronic lock to be 
remotely controlled for access control and auditing pur 
poses. 
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FIG. 2 
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VENDING MACHINES WITH 
FIELD-PROGRAMMABLE ELECTRONIC LOCKS 

RELATED APPLICATIONS 

[0001] This application is a continuation of co-pending 
US. patent application Ser. No. 10/997,500, ?led Nov. 24, 
2004, Which is a continuation of US. patent application Ser. 
No. 10/329,626, now US. Pat. No. 6,900,720, Which claims 
priority of US. Provisional Application Ser. No. 60/344, 
221, ?led Dec. 27, 2001. 

[0002] This application is also related to a co-?led US. 
patent application Serial No. , ?led on Oct. 19, 2006, 
having attorney docket number MET-061210, and entitled 
VENDING MACHINES WITH FIELD-PROGRAM 
MABLE ELECTRONIC LOCKS. 

FIELD OF THE INVENTION 

[0003] This invention relates generally to vending 
machines, and more particularly to vending machines 
equipped With electronic locks. 

BACKGROUND OF THE INVENTION 

[0004] Vending machines are Widely used in various loca 
tions as automated means for selling items such as soft 
drinks, snacks, etc. Traditional vending machines are 
equipped With mechanical locks, Which can be unlocked 
With a corresponding mechanical key to open the door of the 
machine to alloW reloading of goods and collection of 
money. 

[0005] One signi?cant problem With conventional vending 
machines is the di?iculties in managing the distribution and 
usage of the keys to ensure the security of the locks on the 
vending machines. The process of collecting money from 
the vending machines scattered at different places is a very 
manpoWer-intensive operation that requires many employ 
ees to go into the ?eld With numerous mechanical keys for 
operating the locks on the vending machines. It requires a 
considerable amount of attention and efforts to manage and 
track the distribution of the keys to the ?eld Workers to keep 
the keys secure. 

[0006] Moreover, the mechanical keys and lock cores of 
vending machines are a point of attack for vandals. The keys 
can be lost or copied easily, and the stolen or copied keys 
may then be used by an unauthorized person to access the 
machines, and it is di?icult to discover such misuses and 
security breaches. Also, a skilled vandal can easily pick or 
drill-out the lock core tumblers and measure the key cuts of 
the lock core tumblers to re-produce a like key and com 
promise the security. In the event a security breach is 
identi?ed, the mechanical lock cores of the affected vending 
machines typically have to be manually replaced, Which is 
a time-consuming and very costly process. Furthermore, 
mechanical keys and locks are devices that cannot be 
partially limited in operation they operate inde?nitely if in 
use. Also, they do not have the ability to record access 
operation attempts of their operation. 

SUMMARY OF THE INVENTION 

[0007] In vieW of the foregoing, the present invention 
provides a vending machine With a ?eld-programmable 
electronic lock. The electronic lock can learn a key code 
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from a corresponding electronic key. Alternatively, the elec 
tronic lock can learn that it should be accessed by an 
electronic sWitch controlled by a mechanical lock that can be 
opened With an associated mechanical key. The electronic 
lock has a learning process activation device that is acces 
sible only When the door of the vending machine is in the 
open position. Using the learning process activation device, 
a service person sets the electronic lock in a learning mode, 
in Which the electronic lock receives a key code transmitted 
from an electronic key, and stores the key code in a non 
volatile memory for future access control of the vending 
machine. In the case Where the lock access is to be controlled 
by the sWitch-lock combination, during the learning process 
the electronic lock controller receives an electronic closure 
signal from the sWitch. The lock thus learns that it is to open 
the door of the vending machine in response of the sWitch 
signal in lieu of reception of key codes from electronic keys. 

[0008] The key-learning process in accordance With the 
invention alloWs electronic locks in vending machines to be 
easily and inexpensively programmed in the ?eld. Thus, the 
electronic locks do not have to be manufactured With 
pre-de?ned permanent key codes and are not tied to any 
speci?c electronic keys for ?eld use. There is no need to 
replace any physical part of the electronic lock in this 
key-learning process to learn a neW key code and/or replac 
ing an old key code. In contrast, mechanical locks conven 
tionally used on vending machines have lock cores that have 
to be manufactured for speci?c keys, and once manufactured 
the lock cores cannot be changed. If the mechanical key is 
lost, the entire lock cores have to be replaced. More than one 
electronic key can possess a given keycode. The electronic 
lock on a vending machine can alloW more than one keycode 
to be learned into the lock and used to access the lock. 

[0009] The use of the ?eld-programmable electronic locks 
for vending machines provides an effective Way to reduce 
theft and fraud in terms of unauthorized access to the 
machines. The electronic keys provide a greater level of key 
security compared to mechanical keys, as they cannot be 
copied as easily as conventional mechanical keys. The use of 
non-contact Wireless data communication betWeen the key 
and the lock prevents breeches of security associated With 
vandals measuring key cuts, copying keys and picking locks. 
The use of data encryption in the Wireless communications 
betWeen the key and the lock prevents the key code from 
being copied by electronic monitoring and eavesdropping. 
The data transmission betWeen the key and lock may be 
implemented in the infrared range to provide close-proxim 
ity highly directional communication of secure codes to 
further prevent eavesdropping of the security codes and to 
prevent accidental unlocking of locks. 

[0010] The use of programmable electronic locks on vend 
ing machines and the associated electronic keys also pro 
vides advantages in terms of signi?cant reduction in the 
costs associated With managing the distribution of the keys 
for unlocking the machines and the monitoring of the usage 
of the keys. Key IDs in addition to the key codes used in 
accessing the lock may be used to distinguish keys having 
the same key codes. CustomiZed access limitations may be 
programmed by a supervisor into the electronic keys to 
restrict When and hoW they can be used to access the vending 
machines. Each key may also be programmed With a speci?c 
list of lock IDs identifying the electronic locks oh vending 
machines that the key is alloWed to unlock. 
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[0011] In accordance with one aspect of the invention, a 
history of access attempts may be stored in each of the 
electronic key and the electronic lock for audit purposes. 
The key may store the access history each time it is used to 
access an electronic lock on a vending machine. Likewise, 
each electronic lock on a vending machine may store audit 
data regarding the access attempts directed to it. The audit 
data may be transferred from the electronic lock to the 
electronic key during an unlocking operation, and the audit 
data of different vending machines collected by an electronic 
key can be later downloaded to a computer for analysis. 

[0012] In accordance with another aspect of the invention, 
the electronic lock may accept more than one type of keys 
and corresponding key codes. The different key types may 
be associated with different levels of security of the unlock 
ing operations and the type of data transmitted between the 
key and lock during the unlocking operations. 

[0013] In accordance with another aspect of the invention, 
the electronic lock in a vending machine can work in 
conjunction with an electronic communication device in the 
vending machine that is in wireless communication with a 
home base to accomplish many of the same access control, 
auditing, and additionally some inventory and money settle 
ment processes. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] FIG. 1 is a schematic view of a vending machine 
and an electronic key for opening an electronic lock inside 
the vending machine; 

[0015] FIG. 2 is a perspective view of an electronic lock 
assembly mounted on a door of a vending machine; 

[0016] FIG. 3 is a block diagram showing electronic 
circuit components of an electronic lock used in a vending 
machine; 
[0017] FIG. 4 is a block diagram showing electronic 
circuit components of an electronic key; 

[0018] FIGS. 5A and 5B are schematic diagrams showing 
key codes stored in the memories of an electronic key and 
an electronic lock, respectively; 

[0019] FIG. 6 is a schematic diagram showing the trans 
mission of data between an electronic lock on a vending 
machine and an electronic key during a simpli?ed unlocking 
process; 

[0020] FIG. 7 is a schematic diagram showing communi 
cations between an electronic lock on a vending machine 
and an electronic key during an unlocking process that has 
higher security than the process in FIG. 6; 

[0021] FIG. 8 is a schematic diagram showing communi 
cations between an electronic lock on a vending machine 
and an electronic key during an unlocking process similar to 
that FIG. 7 but with a step of checking the lock ID for access 
control; 
[0022] FIG. 9 is a schematic diagram showing a computer 
used to program operational limitations into an electronic 
key; 

[0023] FIG. 10 is a schematic diagram showing the down 
loading of audit data from vending machines to an electronic 
key; and 
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[0024] FIG. 11 is a schematic diagram showing an 
example of audit data uploaded from a vending machine to 
an electronic key. 

[0025] FIG. 12 is a ?owchart showing the key code 
learning process of an embodiment of the electronic lock; 

[0026] FIG. 13 is a ?owchart showing an operation by an 
embodiment of the electronic key to back up the time and 
date for restoring the clock of the key in case of a faulty or 
removed battery; 

[0027] FIG. 14 is a ?ow chart showing an operation by the 
electronic key to record the number of power-up of the key 
to prevent tampering by battery removal; 

[0028] FIG. 15 is a schematic block diagram showing an 
embodiment of a vending machine that has a communication 
device that is interfaced to the electronic lock and in wireless 
communications with a home base for access control and 
auditing purposes; and 

[0029] FIG. 16 is a schematic diagram showing vending 
machines accessible by an electronic key that has a narrow 
wireless signal transmission pattern to avoid accidental 
opening of the vending machines. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

[0030] Referring now to the drawings, the present inven 
tion is directed to an electronic lock system for use in 
vending machines that provides signi?cantly improved 
security and ease of management over conventional vending 
machines equipped with mechanical locks. The term “vend 
ing machine” as used herein means a device that performs a 
money transaction, which may involve the insertion of cash 
or commercial paper, or the swiping of a credit and/or debit 
card, and may (but not required to) dispense an item or items 
or provide functions in response to the money transaction. In 
this regard, this term is meant to cover broadly machines 
commonly used for vending drinks and snacks, ATM sta 
tions, change machines, toll machines, coin-operated laun 
dry machines, video arcades, etc. FIG. 1 shows, as an 
example, a vending machine 20 with an embodiment of an 
electronic lock of the invention mounted therein. The vend 
ing machine 20 has a front panel 22 or door that can be 
opened when the electronic lock is unlocked with a properly 
programmed electronic key 26. It will be appreciated that the 
vending machine and the electronic key are not shown to 
scale in FIG. 1, and the view of the electronic key is 
signi?cantly enlarged with respect to the vending machine to 
show its features. 

[0031] The key 26 and the lock preferably communicate 
with each other wirelessly, which may be via an infrared or 
radio frequency (RF) channel. In a preferred embodiment, 
the wireless communications between the key and the lock 
is via infrared transmissions. The infrared medium is pre 
ferred because it is directional and short range, and the 
infrared circuitry in the lock is not sensitive to the metal 
cabinet enclosure of the vending machine. Thus the vending 
machine will less likely be opened accidentally if the key is 
accidentally operated of if the key is operated to unlock 
another vending machine nearby. In addition, the infrared 
light can travel through the selection buttons on the vending 
machine. This allows the infrared transceiver of the elec 
tronic lock to be positioned behind a selection button 30 of 
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the vending machine, as illustrated in FIG. 1. To that end, the 
vending machine 20 has an infrared transceiver disposed to 
receive infrared transmission through its front panel 22, and 
the electronic key 26 has an infrared transceiver at one end 
32. As shoWn in FIG. 1, in one implementation, the elec 
tronic key 26 has a very simple pro?le, having only a 
“START” button 36 that can be activated by a user for lock 
opening and key code learning operations. In a preferred 
embodiment, the “START” button 36 need not be continu 
ously pressed in order for the key to transmit the encrypted 
code to the lock. Instead, the user only has to only momen 
tarily press the button 36, and the key Will automatically stop 
transmitting after a feW seconds, thus the key Will not 
transmit inde?nitely and deplete the battery if the button is 
stuck doWn. The electronic key 26 also has a light-emitting 
diode (LED) 38 exposed through a hole in the housing of the 
key for indication the operation status of the key. 

[0032] In accordance With an aspect of the invention, the 
electronic lock assembly is mounted inside the vending 
machine 20 to prevent unauthoriZed access and tampering. 
It can be physically accessed only When it is properly 
unlocked and the door 22 or front panel of the vending 
machine is opened. In one embodiment, as shoWn in FIG. 2, 
the electronic lock assembly 48 is mounted on the inside of 
the door 22, and opening the door of the vending machine 
exposes the lock assembly housing 40. The electronic lock 
48 includes a lock shaft 42 that engages into a corresponding 
receptacle in the body of the vending machine to prevent the 
door from being opened When it is in a locked position. The 
electronic circuit of the lock resides in the housing 40 of the 
lock assembly. The housing 40 has tWo holes. Behind one 
hole 44 is a “LEARN” sWitch connected to the electronic 
lock circuit. This sWitch can be accessed and pressed doWn 
With a thin object, such as a screWdriver or a car key. Behind 
the other hole 46 is a light-emitting diode (LED), Which 
servers as a means for providing an indication of the 

operational state of the electronic lock during a key code 
learning operation or a lock opening operation, as Will be 
described in greater detail beloW. 

[0033] Turning noW to FIG. 3, in one embodiment, the 
circuit of the electronic lock 48 comprises a microcomputer 
50, a non-volatile memory 52, a half-duplex IRDA infrared 
communication interface 54 for communicating With an 
electronic key, a poWer supply voltage regulator 56, a lock 
motor or solenoid control circuit 58, position feedback 
sWitches 60, a learn sWitch 62 as mentioned above, and the 
LED 64 for state indication. The non-volatile memory is for 
storing key codes 68, encryption codes 70, and audit data 72, 
as Will be described in greater detail beloW. 

[0034] In an alternative embodiment, the vending machine 
With the electronic lock is to be accessed using a mechanical 
key rather than an electronic key. To that end, the electronic 
lock includes an interface to a combination (the “sWitch 
lock” combination) of an electrical sWitch 74 and a mechani 
cal lock 76 that has a cam for moving the sWitch into a 
closed or open position. The electrical sWitch 74 is normally 
in an open state and is closed When the mechanical lock 76 
is opened using an associated mechanical key 78. The 
open/close state of the sWitch 76 is detected by the micro 
computer 50 and is used to determine Whether the mechani 
cal lock 76 is opened or closed. T The microcomputer 50 is 
programmed to unlock the door 22 of the vending machine 
20 in response to the closing of the sWitch contact caused by 
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unlocking of the mechanical lock 76 using the mechanical 
key 78. Thus, the unlocking process does not involve the 
passing of a key code betWeen the electronic lock and an 
electronic key. Accordingly, as described in greater detail 
beloW, during a learning process, the electronic lock learns 
that it is to be accessed using a mechanical key instead of an 
electronic key With a key code. 

[0035] As shoWn in FIG. 4, in one embodiment, the 
electronic key 26 includes a microcomputer 80, a non 
volatile memory 82, a half-duplex IRDA infrared commu 
nication interface 84 for communicating With the electronic 
lock of a vending machine or With a computer for program 
ming the key, a poWer source (e.g., a battery) 86, a real-time 
clock integrated circuit (IC) 94 for generating data indicat 
ing the date and time, and the “START” sWitch 36 and the 
LED light 38 as mentioned above. The non-volatile memory 
82 is for storing a key code 88, encryption codes 90, and 
audit data 92 generated by the key and/or doWnloaded from 
vending machines operated using the key, as Will be 
described beloW. 

[0036] The key codes in the keys and the locks of the 
vending machines are used to de?ne the security and access 
control strategy of the electronic lock system. Each elec 
tronic key 26 has a key code 88 stored therein, and the same 
key code is stored in the memory 52 of the electronic lock 
in each vending machine to be operated With the electronic 
key. During each access attempt, the key code in the 
electronic key is transferred from the key to the electronic 
lock using a secured communication method. The electronic 
lock can be unlocked if the key code it receives from the 
electronic key matches the key code stored in the memory of 
the lock. 

[0037] In one implementation as shoWn in FIG. 5A, a key 
code 68 stored in an electronic key includes seven (7) digits. 
The ?rst digit of the key code is used to indicate the type of 
the key. As the value of the key-type digit may go from 0 to 
9, there may be up to 10 total key types. As Will be described 
beloW, in one embodiment of the electronic lock system, 
there are three different key-types: loW-security key, stan 
dard key, and auto-tracking key, Which correspond to dif 
ferent levels of security in lock-opening operation and audit 
data collection. The next 6 digits in the key code are the 
access code (000,000 to 999,999). In addition to the 7 digits 
representing the key type and access code, a key code stored 
in the electronic key additionally includes tWo loWer digits, 
Which may be used as the identi?cation (ID) code of that 
key. In this example, the key ID may vary from 0 to 99. 
Thus, there may be up to 100 keys that have the same key 
type and access code but different key ID numbers. 

[0038] Similarly, as shoWn in FIG. 5B, a key code 68 
stored in the electronic lock has seven (7) digits. The ?rst 
digit indicates the key type, and the remaining 6 digits are 
the access code. As mentioned above, there may be up to 10 
different key types, and the electronic lock may be pro 
grammed to accept a number of key codes of different key 
types. 

[0039] In accordance With a feature of the invention, the 
electronic lock 48 of the vending machine 20 is ?eld 
programmable. In other Words, the key code or key codes of 
the electronic lock 48 can be programmed (or “leamed”) 
into the non-volatile memory 52 of the lock after the vending 
machine has been installed in a given location. In a preferred 
















