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SELF-MODIFYING COPIER FOR DOWNLOADING 
EXECUTABLE CODE IN A NON-DISRUPTIVE 

MANNER 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] The present application is a continuation-in-part of, 
and claims bene?t from, US. patent application Ser. No. 
10/228,044, ?led Aug. 27, 2002, and incorporated herein by 
reference in its entirety. 

FIELD OF THE INVENTION 

[0002] The present invention relates to logic adapted to 
execution on an electronic digital device for a self-modify 
ing copier. More particularly, it relates to a self-modifying 
copier used to nondisruptively load code and data into a 
runtime area of an active digital electronic device. 

BACKGROUND OF THE INVENTION 

[0003] The ?eld of computing technology advances at 
almost a lightening pace. Equipment rarely has more than a 
?ve year life. In most instances, the life is only tWo to three 
years. In some instances, it is possible to replace various 
pieces of the equipment. In other instances, all that is 
required is a modi?cation to existing code. 

[0004] “Smart” devices operating under control of a digi 
tal processor today include not just traditional computer 
systems, but also include, for example, telephones; personal 
digital assistants; routers, sWitches, and other networking 
devices; media presentation, recording, and distribution sys 
tems; storage systems, databases, and data Warehouses; 
kiosks; security monitoring equipment, devices supporting 
Web services; space shuttles, and tractors. It is easy to 
imagine situations in Which any of these kinds of equipment 
might bene?t from being able to update information, includ 
ing running code, on the ?y nondisruptively; i.e., Without 
interruption to active operation. We Will refer to such a 
device operating under the control of a processor as a 
“system.” 

[0005] It is desirable to provide an apparatus and method 
that enables running code on such systems to be upgraded to 
add functionality or ?x bugs Without any system doWn time. 
The device Would run or operate in real time and continue 
to process requests. A process that updates a system Without 
requiring it to shut doWn is often referred to as a nondis 
ruptive code load (NDCL). 

[0006] Avariety of approaches to NDCL have been imple 
mented. Christeson et al. (US. Pat. No. 5,579,522) teach a 
computer system having tWo update modes, normal and 
recovery, selectable from outside the computer’s enclosure 
using a hardWare jumper. In a normal update mode, an 
operating system is transferred to and caused to execute in 
volatile random access memory. The system’s BIOS and 
?ash memory may be used in this initialiZation. An update 
program is then executed Within the operating system, 
providing a user With update selections to save, verify or 
update nonvolatile memory areas, including the system 
BIOS or ?ash memory. A recovery update mode causes a 
special recovery BIOS to be executed in the event that the 
normal BIOS has been corrupted, thereby overWriting the 
normal BIOS of a computer system. The normal mode of 
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Christeson is a variety of NDCL that Gabel (US. Pat. No. 
5,930,504) characterizes as teaching that procedures for 
updating a logical area Within a system may reside Within 
that same logical area; in order to avoid change or corruption 
during an update process if they Were to remain in the 
affected logical area, hoWever, those procedures are pro 
tected by copying them to a safe system memory area from 
Which they execute the update. The recovery mode of 
Christeson is clearly disruptive, requiring a reboot of the 
system after a manual change in a hardWare jumper setting. 
In the context of a telecommunications sWitching system, 
Nilsson et al. (US. Pat. No. 5,410,703) teach maintaining an 
old softWare version effectively in parallel With a neW 
version, gradually sWitching traffic over to the neW version. 
Ishii et al. (US. Pat. No. 5,835,761) discuss performance 
improvements during NDCL that can be achieved by ?rst 
copying the neW code version into a shadoW area of fast 
memory. 

[0007] The parameters and variables required to keep the 
system operational must be preserved through a nondisrup 
tive code load. The patent of O’Brien et al. (US. Pat. No. 
6,141,771) teaches copying a trusted machine state to a 
second portion of memory, reinitialiZing some portion of 
memory that does not include the trusted machine state, and 
then restoring the trusted machine state to either the original 
memory area or to a neW memory area. O’Brien et al. also 
allude to an alternative method of preserving a trusted 
machine state, one that avoids initialiZing the portion of 
memory that contains that state; no speci?c structure or 
process for reinitialiZing the system is described, hoWever, 
for this alternative method, Which is not the focus of their 
invention. 

SUMMARY OF THE INVENTION 

[0008] The central concept of the present invention is an 
executable self-modifying copier, resident in runtime 
memory. Runtime memory is an area of a digital device from 
Which a processor reads instructions. The Word “memory” is 
being used generically here to include a medium to Which 
instructions can be Written and then later Written over, such 
as random access memory or disk storage. Runtime memory 
might be volatile random access memory, or it could be 
nonvolatile ?rmWare so that its contents Will not be erased 
When the system is shut doWn and restarted. The invention 
applies equally to either alternative. Henceforth Without loss 
of generality this document Will describe a single area of 
runtime memory, While in fact a given system may have a 
plurality of areas of runtime memory that exploit the bene?ts 
of the invention. 

[0009] The runtime memory has some structure or format 
that the executing code requires to function properly. For 
example, the executing code might access Within memory 
certain parameters or variables about the state of the system. 
For example, Within a digital camera, a typical state variable 
is an aperture setting. The logic requires these variables to be 
found in portions of runtime memory Whose locations are 
usually knoWn and constant. Another example of a required 
format Within runtime memory is the start of the code that 
executes When the system is initialiZed (i.e., rebooted). The 
structure of runtime memory, therefore, typically consists of 
a plurality of segments. Both the old version and the neW 
version of What occupies that memory, namely the old 
runtime version before the update and the neW runtime 
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version afterwards, will be some combination taken from 
code modules, data modules, and modules that combine both 
code and data. The data might consist of system parameters, 
but in general it can be virtually anything that can be 
represented digitally, such as statistical data, transactional 
data, images, or music. 

[0010] In one embodiment of the invention, the new 
version is ?rst loaded into a shadow area of memory. It will 
often be the case that the memory in the shadow area will 
have faster and more robust performance than some external 
medium, such as slow disk, containing the new code version. 
Thus, the preliminary shadowing operation will both shorten 
the process of upgrading and reduce the risk of errors. We 
will refer to the area from which the new version is trans 
ferred as the source area, which might be shadow memory 
or any other medium. 

[0011] If the arrangement of the segments in the runtime 
area is unchanging through every upgrade, then the process 
of copying the new version is fairly straightforward, con 
sisting essentially of copier instructions in the runtime 
memory superposing segments of the new version into 
corresponding segments containing the old version. In other 
words, the copier could be static, and would typically itself 
occupy a code segment. The copying process in this case is 
not entirely trivial, however, because consideration must be 
given to currently executing processes, system interrupts 
occurring while the transfer is occurring, and so forth. 

[0012] If, on the other hand, the structure of the runtime 
area must be changed with the new version, then the upgrade 
process can be signi?cantly more complicated if it is done in 
place, that is, by directly overwriting the runtime area. Such 
a structural modi?cation might include, for example, one or 
more of the following: a change in the starting address of a 
segment; a change in the ending address of a segment; the 
addition of a new code or data segment; and the deletion of 
an existing code or data segment. The structural modi?ca 
tion could obviously leave some segments intact, although 
the content (i.e., code or data) of such segments might 
change with the upgrade. 

[0013] In general, a static copier within the runtime area 
would not contain logic to anticipate how the segments 
might be rearranged in the next upgrade iteration, nor, 
indeed, all succeeding ones. Consequently, there is a puZZle 
regarding how the processor can execute code in the runtime 
area that effects the structural change, when the nature of the 
desired change is embodied only in the new version, residing 
in the typically nonexecutable source area. 

[0014] The solution employed by the present invention is 
for a runtime area copier module to consist of two parts: a 
bootstrapper and a dynamic copier part. The content of the 
bootstrapper will typically, but not necessarily, be static 
through upgrades, while the dynamic copier part has the 
opportunity to change from one runtime version to the next. 
Two essential functions of the bootstrapper are to copy the 
new version of the dynamic copier part into runtime memory 
and to cause the new dynamic copier part to begin execution. 
In one embodiment of the invention, the bootstrapper will 
have ?xed start and ending addresses in the runtime area, 
while the dynamic part (which will be replaced and typically 
overwritten during the NDCL) will have a ?xed start 
address. In some embodiments, the entire copier will reside 
within a runtime memory segment having ?xed starting and 
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ending addresses, with enough space available for the 
dynamic part of the copier to expand within the segment 
over a number of anticipated upgrade cycles. Instructions 
within the new dynamic part of the copier, once loaded into 
runtime memory and executed, will produce the intended 
runtime area structural change and load in the remainder of 
the new version of code and data. 

[0015] The content of the bootstrapper can remain static in 
either of two ways. One alternative is for instructions in the 
static copier part of runtime memory to be overwritten with 
identical instructions from the source region as the copier 
executes. This approach has an advantage of simplicity, in 
that the entire runtime version is overwritten. The second 
alternative is for the copier to only overwrite its dynamic 
part, which will be faster, although usually only slightly 
faster, than a complete overwrite. Performance of the copier 
can be improved by the utiliZation of a processor instruction 
cache, when available. The processor instruction cache can 
also facilitate changes to the bootstrapper part of the copier. 

[0016] In some embodiments of the invention, state infor 
mation about the system is stored in a trusted system state 
segment that is left untouched during upgrades of the 
executable code. The trusted system segment will have ?xed 
start and end addresses. In some embodiments, the copying 
process involves decompression, decryption, or other simi 
lar operations being applied to some or all of the information 
being copied. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 is a conceptual block diagram illustrating 
several elements of an embodiment of the present invention. 

[0018] FIG. 2 is a diagram of an exemplary structuring of 
memory in the runtime area and a shadow (source) area. 

[0019] FIG. 3 is a ?owchart illustrating an embodiment of 
the runtime area upgrade process. 

[0020] FIG. 4 is a conceptual block diagram illustrating a 
processor having an instruction cache and a data cache. 

[0021] FIG. 5 is a ?owchart illustrating an embodiment of 
the runtime area upgrade process utiliZing a processor 
instruction cache. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0022] The present invention provides an apparatus and 
method for installing executable code or data in a manner 
that is non-disruptive to the system, so that the system is able 
to continue operating without the need to sacri?ce any 
system down time. FIG. 1 is a conceptual block diagram 
showing one embodiment of the invention. The system 105 
is an electronic digital device that contains a processor 108 
and a runtime area 110. The processor 108 can be a micro 
controller on an integrated circuit board, a central processor 
of a supercomputer, or anything in between. The system 105 
could be, for example, a computer, a digital camera, a 
portable media player, or a mobile phone. The runtime area 
110 is an area of memory from within which the processor 
108 can execute instructions represented in digital form (i.e., 
software code). The runtime area 110 is represented on a 
medium that is both readable and writable. The arrow 
labeled 190 indicates that the processor 108 has access to 
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data and code for execution, both located in this area. This 
medium Will be referred to as memory, although it need not 
be conventional volatile memory. The runtime area 110 
contains at least tWo modules, one of Which is a copier 120. 
The other module could be an old code module 160, a old 
data module 170, or some combination of code and data. 
More typically, in addition to the copier 120, the runtime 
area 110 Will contain at least an old code module 160, an old 
data module 170, and a ?xed content module 115, Whose 
content remains the same through all upgrades. The runtime 
area 110 might, in fact, contain a plurality of some or all of 
these module types. A particular example of a ?xed content 
module 115 is a trusted system state 116, Which contains 
system state information and other parameters that are 
located in ?xed, Well-knoWn locations, to ensure reliability 
of processing and continuity through upgrades of the system 
105. 

[0023] The upgrade process includes copying a neW ver 
sion 101 of runtime area content (hereinafter, “neW ver 
sion”) from a source area 111 into the runtime area 110, 
replacing portions of the old version 100, but not any ?xed 
content modules 115. It is Well-knoWn in the art that other 
steps and other components Will typically be involved for a 
code upgrade to be done nondisruptively. The scope of the 
invention encompasses any such ancillary steps and com 
ponents When used in combination With core concepts of the 
present invention. 

[0024] The source area 111 could be located internally 
Within the system 105, or it might be external. The large 
outer rectangle in the FIG. 1 suggests an internal source area 
111, While a dashed line 106 suggests the alternative of an 
external source area 111. 

[0025] The neW version 101 might have a collection of 
modules that are in correspondence With the original mod 
ules. For example, every old code module could have a 
corresponding neW code module, and conversely. This need 
not be the case, hoWever. FIG. 1, for example, shoWs that the 
source area 111 has a neW second code module 181. The 

?gure is also suggestive of some other kinds of restructuring 
of the content of the runtime area 110 that an upgrade might 
accomplish. For example, the neW data module 171 has a 
different siZe from the old data module 170 (namely, larger), 
While the neW code module 161 is smaller than its counter 
part old code module 160. The modules in the source area 
111 are also arranged differently from those in the runtime 
area 110, suggesting that the same might be true after the 
neW modules have been installed into the runtime area 110. 
In general, the upgrade process can result in a restructuring 
of the content Within runtime area 110 that can qualitatively 
be simple or complex. Additions and deletions of modules, 
rearrangements of locations, and changes in module siZes 
are among the possible restructuring possibilities. 

[0026] The invention accomplishes the upgrade, including 
any concomitant runtime area 110 restructuring, using a 
self-modifying copier 120. At the start of the upgrade 
process, there are tWo versions of the copier 120, an old 
copier module 130 Within the runtime area 110, and a neW 
copier module 131, Within the source area 111. 

[0027] In the embodiment of the invention illustrated in 
FIG. 1, the old copier module 130 includes tWo parts, an old 
bootstrapper 140 and an old copier dynamic part 150. The 
neW copier module 131 includes a neW copier dynamic part 
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151. (Each “part” is actually code, so, for example, “neW 
copier dynamic code” is an alternative term for that part.) 
The old bootstrapper 140 causes the neW copier dynamic 
part 151 to be copied into the runtime area 110, and 
thereafter causes the processor 108 to execute the neW 
copier dynamic part 151. The adaptation of logic Within the 
old bootstrapper 140 to copying the neW copier module 131, 
at least the neW copier dynamic part 151 but possibly also, 
as discussed beloW, the neW bootstrapper 141, is indicated 
by the arroW labeled 195 in FIG. 1. 

[0028] The neW copier dynamic part 151 contains logic for 
loading the neW runtime content version 101 into the runt 
ime area 110, including any restructuring required Within the 
runtime area 110 to accommodate the various modules of the 
neW version 101. For convenience, We Will exclude the neW 
version of the copier 120 from the term neW runtime content 
version 101. Logic in the modules in the runtime area 110 
can consequently be ignorant about hoW the runtime area 
110 might be recon?gured during an upgrade. In effect, the 
old copier module 130 knoWs hoW to kick off the upgrade 
process and the neW copier module 131, speci?cally the neW 
copier dynamic part 151, takes over from there. In FIG. 1, 
logic in the neW copier dynamic part 151 to copy and 
arrange the various modules of the neW runtime content 
version 101 is suggested by arroWs labeled 196. The copying 
process might also accomplish one or more incidental tasks 
on portions of the neW runtime content version 101, includ 
ing decompression, decoding, decryption, or even code 
assembly or compilation. 

[0029] The neW copier module 131 might also include a 
neW bootstrapper 141. The fact that a neW bootstrapper 141 
is optional is suggested in FIG. 1 by its enclosure Within a 
dashed line. If it exists at all, the neW bootstrapper 141 is 
typically identical to the old bootstrapper 140. While over 
Writing the old bootstrapper 140 With an identical version of 
itself might seem redundant, in some situations there might 
be good motivation to do so stemming from hardWare or 
softWare considerations. It is also conceivable that the 
designers of the system 105 might Want to leave open the 
possibility of improving or ?xing bugs Within the old 
bootstrapper 140, in Which case the neW bootstrapper 141 
could have some differences from the old bootstrapper 140. 

[0030] Referring noW to FIG. 2, We see a simple embodi 
ment of the concepts that Were illustrated in FIG. 1 in Which 
the runtime area 110 and the source area 111 each consist of 
a respective block of memory. Here, the source area 111 is 
actually a shadoW area into Which the neW runtime content 
version 101 has been staged (i.e., preloaded) to reduce the 
time required for the upgrade process. The runtime area 110 
includes a runtime area copier section 210, a runtime area 
code section 220, a runtime area data section 230. The 
source area 111 includes corresponding sections, speci?cally 
a source area copier section 211, a source area code section 

221, a source area data section 231. As their names suggest, 
these sections contain a copier, code, and data, respectively. 
The runtime area 110 contains an additional section, a ?xed 
content section 200. The ?xed content section 200, Which 
can contain any kind of digital content such as code or data, 
remains untouched during the upgrade process. In the 
embodiment of FIG. 2, the ?xed content section 200 con 
tains a trusted system state 116. 

[0031] In the embodiment illustrated by FIG. 2, the start 
ing and ending memory addresses Within the runtime area 
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110 are ?xed and the sections are contiguous. Thus, for 
example, the runtime area code section 220 extends up to the 
start of the runtime area data section 230. The old code 
module 160, however, does not fully occupy the runtime 
area code section 220. A code expansion area 260 remains 
vacant, providing limited room for the code module in the 
runtime area 110 to grow from one upgrade iteration to the 
next. Similarly, the ?xed content section 200 includes a ?xed 
content section expansion area 240, the runtime area copier 
section 210 includes a copier expansion area 250, and the 
runtime area data section 230 includes a data expansion area 
270. A runtime area 110 structure including segments with 
?xed starting and ending addresses, while not essential to the 
invention, is often convenient so that system 105 logic can 
anticipate where to ?nd particular information regardless of 
upgrades. 

[0032] In the exemplary embodiment, the old copier mod 
ule 130 is divided into an old bootstrapper 140 and an old 
copier dynamic part 150. The old bootstrapper 140 has static 
start and end addresses, contained in memory extending up 
to the start of the old copier dynamic part 150. Because, in 
this embodiment of the invention, the bootstrapper remains 
unchanged through the upgrade, the copier expansion area 
250 is exclusively dedicated to potential expansion of the 
copier dynamic part. 

[0033] A few things are worthy of notice in the source area 
111. The siZes of the new copier dynamic part 151, the new 
code module 161, and the new data module 171 differ from 
their respective counterparts in the old runtime content 
version 100. On the other hand, the new bootstrapper 141 is 
identical in siZe to the old bootstrapper 140 because it is 
identical in content. Each content module in the source area 
111 would be copied into the runtime area 110, beginning at 
the start address of the corresponding memory section there. 
In this con?guration, the old copier module 130 would 
entirely overwrite itself with the new copier module 131 
during the upgrade process. 

[0034] Even in the relatively simple embodiment shown in 
FIG. 2, the new copier dynamic part 151 might have several 
tasks effecting the restructuring of the runtime area 110. As 
a minimum, the logic of the new copier dynamic part 151 
must be aware of the format of the new version 101, such as 
the starting and ending addresses of the new data module 
171 within the source area 111, so that the segments of the 
runtime area 110 can be appropriately populated. Another 
possibility is that logic executing on the processor 108 might 
rely upon knowledge of the ending addresses of the portions 
of the memory sections actually in use (or equivalently the 
starting addresses of the expansion areas). This information 
might be stored by the new copier dynamic part 151 during 
NDCL at previously speci?ed locations within the trusted 
system state 116. 

[0035] FIG. 3 is a ?owchart illustrating an embodiment of 
the invention in which at the start 300 of the process, the new 
runtime content version 101 is staged 310 into a source area 
111 that is a shadow area containing fast memory. In other 
embodiments, the source area 111 might be external to the 
system 105, or might consist of a read-only medium, such as 
a compact disk. The processor 108 (or, more precisely, code 
executing on the processor) initiates 320 execution of the old 
copier module 130, speci?cally the old bootstrapper 140. 
Whether the next step, in which the old bootstrapper 140 
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overwrites 330 itself with a new bootstrapper 141 from the 
source area 111 is included depends upon embodiment, as 
previously discussed. In the next step 340, the copier 120 
copies the new copier dynamic part 151 into the runtime area 
110 as a replacement for the old copier dynamic part 150. 
Some responsibility for this task must fall on the old 
bootstrapper 140, although the new copier dynamic part 151 
might also participate in copying itself after it has begun 
executing 350. 

[0036] In step 360, which is an optional step that has been 
included in this particular embodiment, the copier 120 
decompresses some or all of the modules of the new runtime 
content version 101. Note that this step might be done at 
alternative locations in the ?owchart. For example, the new 
copier module 131 might be decompressed by the old 
bootstrapper 140 between steps 320 and 330. Decompres 
sion might be done all at once, or it might be done in smaller 
bits; for example, code might be decompressed on the ?y, 
one instruction at a time. In fact, steps that are presented for 
convenience of illustration as sequential in the ?owchart 
might actually occur together in a single step; for example, 
steps 360 and 370 might be carried out in combination or in 
parallel. In certain embodiments, some modules within the 
new runtime content version 101 will need decompression 
but not others. Analogously to decompression 360, steps 
(not shown) might be added to the process for decoding or 
decrypting various modules of the new runtime content 
version 101, with similar con?guration ?exibility. Of course, 
such secondary processes as decompression, decoding, and 
decryption might not be required at all in some embodi 
ments. In step 370, the new copier dynamic part 151, now 
resident itself within the runtime area 110, copies the 
remainder of the new runtime content version 101 modules 
from the source area 111 to the runtime area 110, recon?g 
uring the runtime area 110 appropriately. 

[0037] The discussion so far has not addressed details 
regarding treatment of cache 400 that might be available to 
the processor 108. A processor 108 might have instruction 
cache 410, data cache 420, or, as illustrated by FIG. 4, both. 
Physically, the cache 400 might be housed within the 
processor 108 itself, but could be separate. Within the 
conceptual framework illustrated by FIG. 1, the cache 400 
will be within the system 105 but outside both the runtime 
area 110 and the source area 111. Either cache 400 type 
might be implemented in one or more separate units, so 
when we refer to “the data cache,” we mean as many 
individual units of data cache as are involved within the 
particular context. 

[0038] Despite some perils for the unwary described 
below, the availability of instruction cache 410 offers advan 
tages in terms of processor 108 performance and a safe area 
where a small piece of code such as the old bootstrapper 140 
can execute. This approach allows the old bootstrapper 140 
to conveniently overwrite and even modify itself during the 
upgrade. 

[0039] FIG. 5 is a ?owchart illustrating the interplay 
between the instruction cache 410, the data cache 420, and 
the runtime area 110 during copying of the new bootstrapper 
141 and the new copier dynamic part 151. FIG. 5 in effect 
adds cache-speci?c implementation details to FIG. 3, which 
also pertains to con?gurations in which cache is either not 
present or has been disabled. 
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[0040] The availability, types, and implementation of 
cache 400 tend to be speci?c to a family of processors 108, 
or even to a single processor 108 model. FIG. 5 assumes that 
the processor 108 has both instruction cache 410 and data 
cache 420 enabled, but variants of FIG. 5 for which either 
type is not present are straightforward and within the scope 
of the invention. 

[0041] The process starts 500 with the new version being 
staged 510 into a source area 111, which in this embodiment 
is a shadow area within fast memory to improve perfor 
mance. In step 515, the old bootstrapper 140 is placed within 
instruction cache 410. This can be done manually by loading 
and locking the instruction cache 410, or automatically if the 
system 105 provides a command to cause the processor 108 
to do so according to algorithms of the processor 108. The 
old bootstrapper 140 within the instruction cache 410 will 
typically be an instruction loop adapted to copying the new 
bootstrapper 141 and the new copier dynamic part 151 from 
the source area 111 into the runtime area 110. Execution of 
the old bootstrapper 140 is initiated in step 520. In addition 
to better processor 108 performance, having the old boot 
strapper 140 within the instruction cache 410 in effect allows 
the bootstrapper to be conveniently modi?ed as it overwrites 
530 the runtime area 110 copy of itself. Next, the old copier 
dynamic part 150 is replaced 540 by the new copier dynamic 
part 151 by being partly or wholly overwritten. 

[0042] Because the copier 120 is self-modifying code, the 
distinction between “data” and “instructions” is obscured. 
Because processors 108 are often con?gured under the 
assumption that they will not be overwriting their own 
instruction set, many processors 108 will behave as if the 
new version 101 being copied from the source area 111 is 
data, not instructions. Unless the data cache 420 has been 
disabled (which may be preferable), the processor 108 might 
copy at least some portion of the new version 101 into its 
data cache 420 for faster availability of the “data”. Code in 
the data cache 420 is not in the runtime area 110, where it 
is needed for completion of the upgrade. Flushing 545 the 
data cache 420 ?xes this problem, returning the instructions 
contained therein to the memory of the runtime area 110. 

[0043] Because the instruction cache 410 still contains the 
old bootstrapper 140, a command is issued to invalidate 547 
the contents of the instruction cache 410, which forces the 
processor 108 to fetch its instructions from runtime area 110 
memory, hence refreshing itself and initiating execution of 
the new copier dynamic part 151. The system 105 typically 
provides speci?c assembly level instructions for operations 
such as loading and invalidating the instruction cache 410 
and for disabling and ?ushing the data cache 420. As in FIG. 
3 the step 560 of decompressing some or all of the infor 
mation being transferred from the source area 111 to the 
runtime area 110 is optional. Other similar operations, such 
as decryption, decoding, compression, encryption, or encod 
ing can also be done optionally. Finally, the new copier 
dynamic part 151 completes the copying and rearrangement 
of the runtime area 110, while keeping the ?xed content 
section 200 intact. 

[0044] The present invention is not limited to all the above 
details, as modi?cations and variations may be made with 
out departing from the intent or scope of the invention. For 
example, the functionality of the tracking camera could be 
split between two cameras, one dedicated to viewing presets 
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and the other to tracking movement of a presenter, without 
departing from the central concept of integrating preset 
sensing Zones with tracking away from those Zones. As 
another example, other forms of devices might be used to 
con?gure a controller. Consequently, the invention should be 
limited only by the following claims and equivalent con 
structions. 

What is claimed is: 
1. An apparatus for upgrading the content of a runtime 

area in a digital system, comprising: 

a) a source area containing a new copier that includes a 
new copier dynamic code; and 

b) an old copier within the runtime area, the old copier 
including an old copier dynamic code and an old 
bootstrapper, the old bootstrapper containing logic to 
cause a processor to: 

(i) copy the new copier dynamic code into the runtime 
area, thereby overwriting an instruction of the old 
copier dynamic code, and 

(ii) thereafter execute the new copier dynamic code 
from the runtime area. 

2. The apparatus of claim 1, the source area further 
containing a new runtime content version, and the new 
dynamic copier code containing logic to copy the new 
runtime content version into the runtime area. 

3. The apparatus of claim 2, the new runtime content 
version being partitioned into at least one module, each 
module containing code, data, or some combination of code 
and data. 

4. The apparatus of claim 3, the new dynamic copier code 
containing further logic to perform an operation upon a 
module in the new runtime content version, said operation in 
the group consisting of compression, decompression, 
encryption, decryption, encoding, decoding, compilation, 
and assembly. 

5. The apparatus of claim 4, wherein the logic causes said 
operation to be performed while the module is being copied 
without altering content of the source area. 

6. The apparatus of claim 1, the runtime area containing 
a ?xed content module that remains unaltered during 
upgrading. 

7. The apparatus of claim 6, the ?xed content module 
containing a trusted system state. 

8. The apparatus of claim 1, wherein the old bootstrapper 
remains unaltered during upgrading. 

9. The apparatus of claim 1, wherein the old bootstrapper 
includes a set of instructions and is overwritten during 
upgrading with a new bootstrapper, contained within the 
new copier, including a set of instructions identical to those 
of the old bootstrapper. 

10. The apparatus of claim 1, wherein the old bootstrapper 
includes a set of instructions and is overwritten during 
upgrading with a new bootstrapper including a set of instruc 
tions distinct in at least one respect from the instructions of 
the old bootstrapper. 

11. The apparatus of claim 1, further comprising: 

c) an instruction cache containing a copy of the old 
bootstrapper, the processor executing the copy of the 
old bootstrapper contained in the instruction cache. 
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12. A method for upgrading the content of a runtime area 
in a digital system, comprising: 

a) receiving in a source area a neW copier that includes a 
neW copier dynamic code; 

b) executing an old bootstrapper in the runtime area, said 
bootstrapper included Within an old copier that also 
includes an old copier dynamic code; 

c) copying, by the old bootstrapper, the neW copier 
dynamic code into the runtime area, thereby overwrit 
ing an instruction Within the old copier dynamic code; 
and 

d) initiating, by the old bootstrapper, execution of the neW 
copier dynamic code that has been copied into the 
runtime area. 

13. The method of claim 12, further comprising: 

e) copying by the neW dynamic copier code a neW runtime 
content Version from the source area into the runtime 
area. 

14. The method of claim 13, the neW runtime content 
Version being partitioned into at least one module, each 
module containing code, data, or some combination of code 
and data. 

15. The method of claim 14, further comprising: 

f) performing an operation by the neW dynamic copier 
code upon a module in the neW runtime content Ver 

sion, said operation in the group consisting of com 
pression, decompression, encryption, decryption, 
encoding, decoding, compilation, and assembly. 

Apr. 26, 2007 

16. The method of claim 15, Wherein the operation is 
performed While the module is being copied and Without 
altering content of the source area. 

17. The method of claim 12, the copying step leaving a 
?xed content module in the runtime area unaltered during 
copying. 

18. The method of claim 17, the ?xed content module 
containing a trusted system state. 

19. The method of claim 12, Wherein the old bootstrapper 
remains unaltered during upgrading. 

20. The method of claim 12, Wherein the old bootstrapper 
includes a set of instructions and is oVerWritten during 
upgrading With a neW bootstrapper, contained Within the 
neW copier, including a set of instructions identical to those 
of the old bootstrapper. 

21. The method of claim 12, Wherein the old bootstrapper 
includes a set of instructions and is oVerWritten during 
upgrading With a neW bootstrapper including a set of instruc 
tions distinct in at least one respect from the instructions of 
the old bootstrapper. 

22. The method of claim 12, further comprising: 

e) before executing the old bootstrapper, creating a copy 
of the old bootstrapper instructions into an instruction 
cache, 

the step of executing the old bootstrapper being per 
formed by a processor using the copy of the old 
bootstrapper instructions in the instruction cache. 


