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(57) ABSTRACT 

Virtual machine hard drive image ?les (V HDs) are stored in 
a virtual machine image store by a virtual machine image 
server. The BITS protocol With integrated Remote DiiTer 
ential Compression (RDC) is used to transfer one or more 
VHDs to a virtual machine client. The RDC may compare 
segments of preexisting VHDs on the virtual machine client 
With segments of the requested VHDs to minimize the 
number of segments that are transferred to the virtual 
machine client. The requested VHD may then be recon 
structed from the received segments and the segments 
preexisting on the virtual machine client. In addition, the 
host operating system or applications of the virtual machine 
client may also be used as a source of segments for the RDC, 
for example. 
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BITS/RDC INTEGRATION AND BITS 
ENHANCEMENTS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of US. 
patent application corresponding to Attorney Docket Num 
ber 308957.01/MSFT 4567, “IMAGE SERVER”, ?led on 
Jan. 7, 2005. This invention is related to the following 
pending US. patent applications: US. patent application 
Ser. No. 10/825,735, “EFFICIENT ALGORITHM AND 
PROTOCOL FOR REMOTE DIFFERENTIAL COM 
PRESSION”; US. patent application Ser. No. 10/844,893, 
“EFFICIENT CHINKING ALGORITHM”; US. patent 
application Ser. No. 10/844,906, “EFFICIENT ALGO 
RITHM AND PROTOCOL FOR REMOTE DIFFEREN 
TIAL COMPRESSION ON A REMOTE DEVICE”; US. 
patent application Ser. No. 10/844,907, “EFFICIENT 
ALGORITHM AND PROTOCOL FOR REMOTE DIF 
FERENTIAL COMPRESSION ON A LOCAL DEVICE”; 
and US. patent application Ser. No. 10/984,980, “EFFI 
CIENT ALGORITHM AND PROTOCOL FOR FINDING 
CANDIDATE OBJECTS FOR REMOTE DIFFERENTIAL 
COMPRESSION”. The invention is further related to the 
US. patent application corresponding to Attorney Docket 
Number 312053.01/MSFT-4740, “IMAGE SERVER”, ?led 
on Jan. 7, 2005. The contents of the above applications are 
hereby incorporated by reference. 

BACKGROUND 

[0002] Virtual machines enable a host computer to run 
multiple application environments or operating systems on 
the same computer simultaneously. The host computer allots 
a certain amount of the host’s resources to each of the virtual 
machines. Each virtual machine is then able to use the 
allotted resources to execute applications, including operat 
ing systems. The virtual machine virtualiZes the underlying 
hardWare of the host computer or emulates hardWare 
devices, making the use of the virtual machine transparent to 
the operating system or the application it executes. Typical 
virtual machines make use of virtual machine image ?les to 
store the desired application environment or operating sys 
tem. One common type of virtual machine image ?le is the 
virtual hard drive (“VHD”). To the host system, a VHD is 
simply a large ?le that can be copied and backed up and to 
Which standard ?le system permissions can be applied. To 
the virtual machine, the VHD ?le appears to be a full hard 
drive, and typically contains an operating system and a set 
of applications. 

[0003] For modern operating systems, virtual machine 
image ?les can typically groW to several gigabytes in siZe. 
Because users or softWare developers often maintain several 
virtual image ?les or VHDs, maintaining and e?iciently 
storing the virtual machine image ?les can be di?icult. The 
problem becomes Worse in large organizations Where mul 
tiple users are independently maintaining their oWn image 
libraries. This results in large storage space requirements, 
even though these images typically share large amounts of 
common operating system or application code. 

SUMMARY 

[0004] Virtual machine hard drive image ?les (V HDs) are 
stored in a virtual machine image store by a virtual machine 
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image server. The BITS protocol With integrated RDC 
(Remote Differential Compression) is used to transfer one or 
more VHDs to a virtual machine client. The RDC may 
compare segments, or chunks, of preexisting VHDs on the 
virtual machine client With segments of the requested VHDs 
to minimiZe the number of chucks that are transferred to the 
virtual machine client. The requested VHD may then be 
reconstructed from the received segments and the segments 
preexisting on the virtual machine client. In addition, the 
host operating system of the virtual machine client, or any 
?le system volume on the virtual machine client, may also 
be used as a source of segments for the RDC 

[0005] In another embodiment, one or more VHDs are 
migrated from a ?rst virtual machine client to a second 
virtual machine client. The BITS protocol With integrated 
RDC is used to transfer the VHD to the second virtual 
machine client. The RDC may compare segments, or 
chunks, of preexisting VHDs on the second virtual machine 
client With segments of the requested VHD to minimiZe the 
number of chucks that are transferred to the second virtual 
machine client. The requested VHD may then be recon 
structed from the received segments and the segments 
preexisting on the second virtual machine client. In addition, 
the host operating system of the second virtual machine 
client, or any ?le system volume on the second virtual 
machine client, may also be used as a source of segments for 
the RDC, for example. 

[0006] In another embodiment, one or more VHDs are 
saved or returned to a virtual machine server by a virtual 
machine client. The BITS protocol With integrated RDC is 
used to transfer the VHD to the virtual machine server. The 
RDC may compare segments, or chunks, of preexisting 
VHDs on the virtual machine server With segments of the 
VHD to be saved or returned to minimiZe the number of 
chucks that are transferred to the virtual machine server. The 
saved VHD may then be reconstructed on the virtual 
machine server from the received segments and the seg 
ments already saved on the virtual machine server. In one 
scenario, only the portions of the saved VHD that are 
different from the VHDs already saved on the server are 
stored. If a version of the VHD to be saved already exists on 
the server, a user of the virtual machine client may be 
prompted to either overWrite the existing VHD, or save the 
VHD as a neW version, or With a neW name. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] The foregoing summary, as Well as the folloWing 
detailed description of preferred embodiments, is better 
understood When read in conjunction With the appended 
draWings. For the purpose of illustrating the invention, there 
is shoWn in the draWings exemplary constructions of the 
invention; hoWever, the invention is not limited to the 
speci?c methods and instrumentalities disclosed. In the 
draWings: 
[0008] FIG. 1 is a block diagram illustrating an exemplary 
virtual machine image ?le server system; 

[0009] FIG. 2 is a How diagram illustrating an exemplary 
method for transmitting a virtual machine image ?le; 

[0010] FIG. 3 is a How diagram illustrating an exemplary 
method for storing a virtual machine image ?le; 

[0011] FIG. 4 is a How diagram illustrating an exemplary 
method for retrieving a stored virtual machine image ?le; 
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[0012] FIG. 5 is an illustration of an exemplary virtual 
hard drive management scenario; and 

[0013] FIG. 6 is a block diagram showing an exemplary 
computing environment in Which aspects of the invention 
may be implemented. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

[0014] FIG. 1 is a block diagram illustrating an exemplary 
virtual machine image ?le server system in accordance With 
the present invention. The system comprises a plurality of 
virtual machine clients 110, 112, and 113, a virtual machine 
image server 121, a virtual machine store 131, and a 
plurality of virtual machine image ?les 141, 143, and 145 
comprised Within the virtual machine image store 131. 
While FIG. 1 illustrates three virtual machine clients, it is 
not meant to limit the invention to three virtual machine 
clients. There is no limit to the number of virtual machine 
clients that can be supported. Similarly, there is no limit to 
the number of virtual machine image servers, virtual 
machine image stores, or virtual machine image ?les that 
can be supported. 

[0015] One or more virtual machines are executed locally 
on a client computer, such as clients 110, 112, and 113, for 
example. Using virtual machines, clients 110, 112, and 113 
are desirably able to operate in, and change betWeen, a 
variety of operating systems and application environments 
simply by retrieving and loading one of virtual machine 
image ?les 141, 143, and 

[0016] 145. Each virtual machine image ?le 141, 143, and 
145 desirably corresponds to a di?cerent operating system 
and application environment. Examples of virtual machine 
image ?les 141, 143, and 145 may include virtual hard drive 
?les (“VHD”). Virtual machines may be executed using 
virtual machine con?guration ?les (“VMC”). The VMC ?le 
desirably comprises the con?guration data for the virtual 
machine; for example, What resources should be allocated to 
the virtual machine, and What VHDs may be associated With 
the virtual machine. The VMC ?le may not be necessary to 
con?gure the virtual machines; for example, the virtual 
machine may desirably be able to operate using a default 
virtual machine con?guration, and may only require a VHD. 
The VMC ?le may be stored as an XML ?le, hoWever any 
suitable format knoWn in the art may be used. 

[0017] The VHD ?le desirably comprises the operating 
system and application data that is executed by the virtual 
machine on the client devices 110, 112, and 113. When the 
virtual machine, as described in the VMC ?le, ‘boots’ into 
the operating system contained in the VHD ?le, the VHD ?le 
appears to the operating system as a physical hard drive With 
data stored in sectors. In addition, there may be multiple 
VHD ?les comprising a particular virtual machine image ?le 
141, 143, and 145, With each VHD ?le appearing to the 
operating system as a separate hard drive. 

[0018] While the embodiments disclosed herein describe 
virtual machine image ?les 141, 143, and 145 as comprising 
VHD ?les, it is for illustrative purposes only, and is not 
meant to limit the invention to virtual machine image ?les 
comprised only of VHD ?les. The invention is applicable to 
virtual machines con?gurations using any system, method or 
technique knoWn in the art for representing and operating 
virtual machines. 
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[0019] The virtual machine image server 121 desirably 
controls the virtual machine image ?les 141, 143, and 145 
available for use by the virtual machine clients 110, 112, and 
113. The virtual machine image server 121 may be con 
nected to the virtual machine clients by a local area netWork, 
or a Wide area netWork, for example the Internet. The virtual 
machine image server 121 may operate on a single com 
puter, or may be executed across multiple distributed com 
puters, for example. The virtual machine image server 121 
desirably communicates With the virtual machine clients 
110, 112, and 113 using a high-level netWork protocol, such 
as background intelligent transfer service (BITS), for 
example. HoWever, any system, method, or technique 
knoWn in the art for networking may be used. 

[0020] The virtual machine image server 121 is desirably 
connected to a virtual machine image store 131. The virtual 
machine image store 131 desirably comprises the virtual 
machine image ?les 141, 143, and 145 available for use by 
the clients 110, 112, and 113. As described further With 
respect to FIGS. 3 and 4, the virtual machine image ?les 141, 
143, and 145 are desirably stored by dividing each ?le into 
segments, or chunks, and desirably only storing segments 
that have not been previously stored in the virtual machine 
image store 131. HoWever, the virtual machine image ?les 
141, 143, and 145 can be stored using any system, method, 
or technique knoWn in the art for data storage. 

[0021] The virtual machine image store 131 may operate 
at a single computer, or node on a netWork; hoWever, the 
virtual machine image store 131 may also be distributed 
across multiple computers or storage devices. The virtual 
server 131 may also operate at the same computer, or 
otherWise part of, the virtual machine image server 121. 

[0022] The virtual machine clients 110, 112, and 113 
desirably send requests for virtual machine image ?les 141, 
143, and 145, such as VHDs for example, to the virtual 
machine image server 121. The virtual machine image 
server 121 desirably logs, or otherWise records requests for 
virtual machine image ?les. The virtual machine clients 110, 
112, and 113 may automatically detect all the virtual 
machine image servers 121 available on the netWork, for 
example. 

[0023] Each virtual machine image ?le 141, 143, and 145 
may be stored With associated meta-information. This meta 
information may be used by virtual machine clients 110, 
112, and 113 to determine Which of the virtual machine 
image ?les 141, 143, and 145 to select for use. Users of 
virtual machine clients are desirably able to sort or search 
the available virtual machine image ?les 141, 143, and 145 
using the associated meta-information. 

[0024] The requests for virtual machine image ?les 141, 
143, and 145 may be generated automatically by the virtual 
machine clients 110, 112, and 113, as part ofa boot process. 
For example, in an o?ice environment Where frequent 
updates are made to the operating systems and applications 
on computers used by Workers, it may be dif?cult to keep 
each Worker’s system up to date. Accordingly, each of the 
Worker computers (virtual machine clients 1110, 112, and 
113) may execute a virtual machine, With the virtual 
machine con?gured to retrieve a particular VHD (one of 
virtual machine image ?les 141, 143, and 145) residing on 
the virtual machine image server 121 at startup. When an 
update to the Worker computers are required, such as a 
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operating system patch for example, the system administra 
tor need only apply the patch to the VHD on the virtual 
machine image server 121. The next time the Workers turn 
on their computers, they Will desirably boot into the updated 
VHD ?le. 

[0025] In an alternative embodiment, each Worker desir 
ably boots from a VHD ?le stored locally at each of the 
virtual machine clients 110, 112, and 113. The virtual 
machine image server 121 desirably maintains a list of each 
virtual machine client 110, 112, and 113, and their corre 
sponding VHD ?le or ?les. After a user or administrator 
makes a change to one of the stored VHD ?les, each virtual 
machine client 110, 112, and 113 that uses one of the a?fected 
VHD ?les is desirably noti?ed that a change has been made, 
and an updated VHD should be retrieved and stored. Alter 
natively, each of the virtual machine clients 110, 112, and 
113 may periodically poll the virtual machine image server 
121 to determine if there has been an update to one of their 
corresponding VHDs. The virtual machine image server 121 
may automatically update the stored VHD ?les on the virtual 
machine clients 110, 112, and 113 Without user intervention. 

[0026] Alternatively, netWork bandWidth can be preserved 
by updating the stored VHDs at the virtual machine clients 
110, 112, and 113 using remote di?ferential compression 
(“RDC”) as described in pending US. patent application 
Ser. Nos. 10/844,893, 10/844,906, 10/844,907, and 10/984, 
980. It is highly likely that the updated VHD and stored 
VHD on the virtual machine clients 110, 112, and 113 
contain a large amount of duplicate data. The updated VHD 
and stored VHD are desirably divided into segments, or 
chunks. Signatures are desirably computed for each of the 
segments. The signatures of the stored VHD segments are 
desirably compared using RDC With the signatures of the 
updated VHD segments. NetWork bandWidth may be con 
served by only transmitting the segments of the updated 
VHD that are different from the segments of the VHD stored 
in the virtual machine clients 110, 112, and 113, for example. 
The preexisting virtual machine images may be selected by 
the virtual machine client using the similarity detection 
approach as described in US. patent application Ser. No. 
10/825,735; hoWever, any system, method or technique 
knoWn in the art may be used. 

[0027] In an alternative embodiment, the described RDC 
compression scheme is desirably integrated directly into the 
BITS transfer protocol. 

[0028] Developers may also use the virtual machine image 
server 121. For example, a user or development team may be 
programming an application. In order to test the application 
in a variety of user environments and operating systems, the 
users or developers may need to quickly sWitch betWeen 
operating system environments. Accordingly, the user or 
development team desirably stores in virtual machine image 
store 131 a plurality of virtual machine image ?les, each 
virtual machine image ?le desirably corresponding to an 
operating system environment that they may desire to test 
the application in. When the users or developers desire to 
load a particular operating system on one of the virtual 
machine clients 110, 112, and 113, the users desirably 
connect to the virtual machine image server 121. The users 
are then desirably presented With a list of the available 
virtual machine image ?les at virtual machine store 131. 
Alternatively, the users may be presented With meta-infor 
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mation associated With the virtual machine image ?le. The 
users can then select one of the stored virtual machine image 
?les, and the selected virtual machine image ?le immedi 
ately begins to doWnload to one of the virtual machine 
clients 110, 113, and 113. The virtual machine image ?le is 
desirably doWnloaded using the method as described further 
With respect to FIG. 2, for example, alloWing for the virtual 
machine clients 110, 112, and 113 to begin executing in the 
selected environment before the virtual machine image ?le 
has ?nished doWnloading. 

[0029] Alternatively, netWork bandWidth can be preserved 
by transferring the selected virtual machine image ?le using 
RDC. There may be one or more preexisting virtual machine 
images stored at one of the virtual machine clients 110, 112, 
and 113. These preexisting virtual machine images may 
share segments, or chunks, With the selected virtual machine 
image at virtual machine store 131. NetWork bandWidth may 
be conserved by only transmitting the segments of the 
selected virtual machine image that are different from the 
segments in the preexisting virtual machine images, for 
example. 

[0030] In another embodiment of the present invention, 
the virtual machine image store 131, instead of storing 
virtual machine image ?les corresponding to a variety of 
operating system and application environments, stores vir 
tual machine con?guration ?le templates corresponding to a 
variety of operating system and application environments. 
These templates are then desirably used by the virtual 
machine image server 121 to generate a virtual machine 
image ?le corresponding to the requested operating system 
and application environment requested by the virtual 
machine clients 110, 112, and 113. 

[0031] For example, one of virtual machine clients 110, 
112, and 113 desirably sends a request to the virtual machine 
image server 121. The request desirably includes a param 
eter corresponding to the requested operating system, and 
another parameter corresponding to a requested application 
environment. The virtual machine image server 121 desir 
ably retrieves a template corresponding to the received 
parameters and generates a virtual machine image ?le based 
on the received parameters. The generated virtual machine 
image ?le may be doWnloaded using BITS With integrated 
RDC or a method as described With respect to FIG. 2, for 
example. Once the generated virtual machine image ?le has 
been doWnloaded it is desirably discarded by the virtual 
machine image server 121. 

[0032] FIG. 2 is a How diagram illustrating an exemplary 
method for transmitting a virtual machine image ?le in 
accordance With the present invention. A request is received 
by the server for a particular virtual machine image ?le, for 
example a VHD. The server begins to doWnload the VHD 
?le to the client as a background operation at the client 
device. The virtual machine begins to “boot” from the 
partially doWnloaded VHD ?le. The virtual machine 
attempts to access a particular sector on the VHD. If the 
sector is available (i.e., it has been doWnloaded), the sector 
is accessed. If the sector is not available (i.e., it has not been 
doWnloaded), the background application sends a message 
to the VHD server to fast track the needed sector. The VHD 
server receives the request to fast track and prioritizes the 
requested sector. After receiving the requested sector, the 
virtual machine continues accesses the received sector. 
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While FIG. 2 is described With respect to VHD ?les, the 
method described applies equally to any other type of virtual 
machine image ?le or virtual machine con?gurations knoWn 
in the art. 

[0033] At 210, a request is desirably received for a VHD. 
The request may have been sent by a client computer device 
and received by a virtual machine image server, as described 
With respect to FIG. 1, for example. A user may have 
selected the desired VHD from a list of VHDs available on 
the VHD server, or the VHD request may have occurred 
automatically When the client computer Was started, for 
example. If the requested VHD is not available on the VHD 
server, an error message is desirably generated to the client 
device. Otherwise, the VHD ?le is desirably prepared for 
doWnloading. 

[0034] At 220, the VHD ?le desirably begins to doWnload 
to the requesting client. As described further With respect to 
FIGS. 3 and 4, the VHD ?le may be stored divided into 
several segments, or chunks. The segments comprising the 
VHD ?le are desirably located and added to a transmittal 
queue for delivery to the requesting client device. The 
segments are desirably added to the transmittal queue in the 
order that they appear in the VHD ?le. 

[0035] Alternatively, the VHD ?le may be doWnloaded 
using BITS With integrated RDC. Any VHD ?les already 
present at the requesting client device are ?rst checked to 
determine if there are segments that are duplicates of the 
segments comprising the requested VHD. Only non-dupli 
cate segments are desirably added to the transmittal queue. 

[0036] Once in the transmittal queue, the segments desir 
ably begin doWnloading to the requesting client. The seg 
ments may be further divided into smaller pieces for trans 
mittal, depending on the capabilities of the netWork and the 
underlying transfer protocol used. The VHD ?le is desirably 
doWnloaded from the virtual machine image server to the 
client by a separate background process, such that the virtual 
machine executing on the client computer is desirably not 
aWare that the entire VHD ?le may not have been doWn 
loaded. Any system, method, or technique knoWn in the art 
for transferring ?les may be used such as BITS With inte 
grated RDC, for example. The segments in the transmittal 
queue are desirably doWnloaded in the order that they Were 
added to the queue. 

[0037] At 240, the virtual machine desirably attempts to 
access a sector of the VHD. The virtual machine executing 
at the client device desirably attempts to boot from, or 
otherWise use, the requested VHD that is doWnloading to the 
client device from the virtual machine image server. To an 
application or operating system executing on the virtual 
machine, the VHD ?le appears as a physical hard drive. The 
bytes comprising the VHD ?le correspond to the content and 
layout of a physical hard drive. 

[0038] At 250, the client computer desirably determines if 
the desired sector has already been doWnloaded. Before the 
sector can be retrieved from the VHD ?le, the background 
process, as described above, desirably determines if the 
portion of the VHD that contains the requested sector has 
been doWnloaded to the client computer. Associated With 
each VHD ?le may be a list of the sectors of the hard drive, 
and the corresponding locations of those sectors in the VHD 
?le. Alternatively, there may exist a formula that translates 
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a requested sector number into a location in the VHD ?le. 
Any system, method, or technique knoWn in the art for 
determining if a requested portion of a ?le has been may be 
used. If it is determined that the requested sector has been 
doWnloaded the embodiment desirably continues at 260. 
Else, the embodiment continues at 270. 

[0039] At 260, it has been determined that the requested 
sector has been doWnloaded. The requested sector is desir 
ably retrieved and accessed by the virtual machine. The 
background process desirably continues to doWnload the 
remaining portions of the VHD ?le from the virtual machine 
image server, and any further requests for sectors by the 
virtual machine are desirably handled at 240. 

[0040] At 270, it has been determined that the requested 
sector has not been doWnloaded. The background process 
desirably sends a message to, or contacts the virtual machine 
image server to prioritiZe the requested sector in the trans 
mittal queue. As described previously, the VHD ?le is 
doWnloaded by the background process from the transmittal 
queue located at the virtual machine image server. Because 
a predetermined transmittal order is used for all segments, 
such as sequential for example, and sectors are typically 
accessed randomly by applications, a requested sector and 
the segment or segments containing it may not be doWn 
loaded When needed. 

[0041] When the request to prioritize the requested sector 
is received by the virtual machine image server, the virtual 
machine image server desirably locates the one or more 
segments containing the requested sector in the transmittal 
queue, and moves the one or more segments to the front of 
the queue. After the one or more segments, and thus the 
requested sector, have been doWnloaded to the client, the 
background process desirably alloWs access to the requested 
sector. The background process desirably continues to 
doWnload the remaining portions of the VHD ?le from the 
virtual machine image server, and any further requests for 
sectors by the virtual machine are desirably handled at 240. 

[0042] FIG. 3 is a How diagram illustrating an exemplary 
method for storing virtual machine image ?les, for example 
VHDs, in accordance With the present invention. A VHD is 
selected to add to storage. The VHD is divided into seg 
ments, or chunks. A signature, or hash, is computed for each 
segment based on its contents. The computed signatures and 
their corresponding VHD are stored together in a data 
structure. For each segment that is already in storage, the 
name of the VHD is appended to a list of VHDs associated 
With that segment. For each segment that is not in storage, 
the segment is added to the storage along With a list 
containing the name of the current VHD. While FIG. 3 is 
described With reference to VHD ?les only, it is not meant 
to limit the invention to storing VHD ?les. The method 
described beloW can be used to store any other type of 
virtual machine image ?le knoWn in the art. 

[0043] At 310, a VHD is desirably selected for storage. 
Each VHD may represent a hard drive comprising a par 
ticular operating system and application con?guration. The 
VHD desirably alloWs a user at a client computer to quickly 
sWitch betWeen operating system con?gurations using a 
virtual machine. In order to facilitate access to a larger 
number of VHDs by a large number of users, the VHDs are 
desirably stored together. A user or system administrator 
desirably selects the VHD ?le to store and provides it to the 
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server using any system, technique, or system known in the 
art for transferring data such as through a network, or using 
a portable storage medium, for example. 
[0044] At 320, the VHD is desirably divided into seg 
ments. The VHD may be divided into segments according to 
the method as described in pending U.S. patent application 
Ser. Nos. 10/844,893, 10/844,906, and 10/844,907, for 
example. HoWever, any system, method or technique knoWn 
in the art for segmenting a large data ?le can be used. 
Dividing the VHD into segments alloWs the server to 
conserve storage space by desirably storing any given seg 
ment only once. The average siZes of the segments are 
desirably chosen by a user or administrator. For example, it 
may be desirable that segments comprising the ?rst sectors 
of the VHD be larger on average than segments comprising 
the end of the VHD. For example, the ?rst sectors of the 
VHD are more likely to comprise the operating system data, 
and are therefore more likely to be duplicates of sectors 
found in another VHD. In contrast, because the sectors 
found at the end of the VHD ?le are more likely to comprise 
application data, it is less likely that a large segment Will 
match any of the segments already in storage. Any system, 
technique, or method knoWn in the art for determining an 
optimal segment siZe can be used. 

[0045] At 330, a signature is desirably computed for each 
segment. As described above, each segment is desirably 
compared With stored segments to avoid duplicate storage of 
segments. In order to avoid comparing segments byte by 
byte, a signature corresponding to each segment is desirably 
compared instead. The signature is desirably computed 
using a cryptographically secure hash function With a loW 
probability of collision, such as SHA-l for example. HoW 
ever, any system, method, or technique knoWn in the art for 
computing a hash function may be used. The resulting 
signatures are desirably smaller then their corresponding 
segment, and therefore require signi?cantly less overhead to 
compare With other signatures. 

[0046] At 340, a signature vector for the VHD is desirably 
stored. As described above, each segment is desirably only 
stored if it is not a duplicate of a segment already found in 
storage. Instead of storing the entire VHD, a vector com 
prising the signature of each segment of the associated VHD 
is desirably stored instead. The vector is desirably repre 
sented as an array comprising the signatures for each seg 
ment in the order that they appear in the associated VHD. 
HoWever, the signature vector can be represented using any 
suitable data structure knoWn in the art, such as a linked list 
for example. 
[0047] At 350, the storage is desirably searched for each 
of the segments. In order to determine Which segments are 
not already comprised in storage and may therefore be added 
to storage, the storage is desirably searched for each segment 
using the computed signatures. Any system, method, or 
technique knoWn in the art for searching for signatures may 
be used. 

[0048] If a segment is not found in the storage it is 
desirably added to the storage, along With its signature and 
a list containing the name of the VHD that the segment 
belongs to at 360. 

[0049] If a segment is found in the storage, the name or 
identi?er of the current VHD is desirably appended to a list 
of VHDs that the segment is found in, and the segment is 
desirably discarded at 370. 
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[0050] FIG. 4 is a How diagram illustrating an exemplary 
method for retrieving a stored virtual machine image ?le, for 
example a VHD, in accordance With the present invention. 
A request for a VHD is received by the VHD server from a 
virtual machine client. An associated signature vector is 
retrieved for the requested VHD. For each signature listed in 
the vector, the associated segment is retrieved from storage 
and added to an output queue. Data in the output queue is 
transmitted to the requesting party until it is empty. While 
FIG. 4 is described With reference to VHD ?les only, it is not 
meant to limit the invention to retrieving stored VHD ?les 
only. The method described beloW can be used to any other 
type of virtual machine image ?le knoWn in the art. 

[0051] At 410, a request is desirably received for a VHD. 
The request may be received from a virtual machine client. 
The request may be made using a common high level 
netWork protocol such as BITS, HTTP, SMB or FTP, for 
example. Any system, method, or technique knoWn in the art 
for sending requests over a netWork may be used. 

[0052] At 420, the signature vector corresponding to the 
requested VHD is desirably retrieved. As described With 
respect to FIG. 3, each VHD is desirably stored as a 
signature vector, With each signature in the vector corre 
sponding to a stored segment, or portion of the VHD. If a 
signature vector matching the requested VHD cannot be 
retrieved, then an error message is desirably generated. Else, 
the signature vector is desirably retrieved from storage. 

[0053] At 430, for each signature comprised in the signa 
ture vector, the corresponding segment is desirably retrieved 
and added to an output queue. As described further With 
respect to FIG. 3, the signature vector comprises the signa 
ture for each of the segments comprising the requested 
VHD. The signature vector desirably stores the signatures 
corresponding to the order that the segments are arranged in 
the VHD. Accordingly, the signature vector is evaluated 
sequentially starting With the ?rst signature in the vector. As 
each signature in the vector is evaluated, the corresponding 
segment is desirably retrieved from storage and added to the 
output queue. The segments may be stored in the same 
server as the signature vectors, or the segments may be 
stored separately at one or more storage devices. 

[0054] Alternatively, as described previously With respect 
to FIG. 1, there may be additional VHDs stored at the 
requesting virtual machine client. Each of the additional 
VHDs may have segments that have the same signature as 
segments in the requested VHD. NetWork bandWidth may be 
conserved by only adding segments to the output queue that 
are not duplicates of the segments found in VHDs stored at 
the requesting virtual machine client. This method is 
described further in pending U.S. patent application Ser. No. 
10/ 948,980. 

[0055] At 440, the data in the output queue is desirably 
transmitted until the queue is empty. The data in the output 
queue is desirably transmitted to the originator of the 
original request for the VHD. The data can be transmitted 
using any system, technique, or method knoWn in the art for 
transmitting data, such as RDC, BITS, HTTP, SMB, or FTP, 
for example. Alternatively, the data in the output queue may 
be Written to a portable medium, such as a DVD for 
example. 
[0056] FIG. 5 is an illustration of an exemplary virtual 
hard drive (V HD) management scenario. As shoWn, the 
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system comprises virtual machine clients 510 and 511, 
virtual machine image ?le library server 520, and virtual 
iZation management server 530. While the system is shown 
With one virtual machine image ?le library server, and tWo 
virtual machine clients, this is for illustrative purposes only. 
Those of ordinary skill in the art Will appreciate that the 
invention can support any number of client and server 
machines. 

[0057] Virtual machine clients 510 and 511 may contain 
one or more VHDs. As shoWn, virtual machine client 510 
contains VHDl, VHD2, VHD3, and VHD4. Virtual machine 
client 511 contains VHD 3 and VHD4. In addition, each 
virtual machine client contains a host OS boot drive, as 
indicated on FIG. 5, for example. In addition, each virtual 
machine client may contain a BITS client (not shoWn). The 
BITS client desirably coordinates the transfer of VHDs 
betWeen the virtual machine clients, and virtual machine 
image ?le library servers. The virtualiZation management 
server initiates and controls transfers of VHD ?les betWeen 
the clients and severs by communicating With the BITS 
clients via remote interfaces (e.g., WMI interfaces accessed 
via WS-Management protocol). The BITS clients then ini 
tiate the transfer of VHD ?les using the BITS protocol With 
integrated RDC, for example. 

[0058] In one scenario, it may be desirable to deploy a 
VHD to one of the virtual machine clients. In particular, it 
may be desirable to deploy VHD4 to the virtual machine 
client 510. As described above VHD4 may be deployed to 
the virtual machine client 510 via the BITS protocol With 
integrated RDC, for example. Essentially, the segments 
comprising VHD4 are compared With the segments of one of 
the VHDs already stored on virtual machine client 510, and 
only the segments that differ betWeen VHD4 and the par 
ticular VHD are sent. Then, VHD4 may be reconstructed on 
the virtual machine client 510 from the sent segments and 
the segments from the existing VHD that are the same. In 
another embodiment, the segments of VHD4 are compared 
against the segments of several of the VHD images stored on 
the virtual machine client 510 and only segments that are not 
found in one of the stored VHD images are sent by the 
virtual machine image ?le library server 520. VHD4 may 
then be reconstructed from the sent segments and the 
duplicate segments found in the various VHDs. 

[0059] In another embodiment, the host OS boot drive of 
the virtual machine client 510 may be also used in the RDC 
comparison to determine Which segments of VHD4 need to 
be sent to the client. As shoWn, virtual machine clients 510 
and 511 each have a host OS boot drive that contains an 
operating system image and Zero or more applications. As 
described above, RDC minimiZes the number of segments 
that are sent for a particular VHD by determining the 
number of segments that are already present on a client 
machine as part of other VHDs. The effectiveness of the 
RDC can be improved by also considering the host OS boot 
drive as a source of these duplicate segments, for example. 

[0060] In one scenario, the host OS boot drive is ?rst 
converted into a VHD before starting the transfer. Once 
converted, the VHD may be treated similarly to the other 
stored VHDs for the purposes of RDC. HoWever, this 
conversion of the stored host OS boot drive to the VHD 
image may be time and space consuming. As an improve 
ment, the host OS boot drive as it is natively stored in sectors 
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of a hard drive or any other storage medium on the client 
computer may be used for the RDC. In this case the RDC 
compares the sectors of the hard drive against the segments 
of the VHD to transfer to look for duplicates. As a further 
improvement, a read-only snapshot of the host OS boot drive 
or volume may be used for the RDC in order to prevent any 
changes to the data While the RDC is executing; such 
changes could be the result of the host OS or applications 
updating the underlying data on the host OS boot disk. 

[0061] In another embodiment, it may be desirable to 
migrate a VHD from one client to another. For example, a 
user at virtual machine client 511 may Wish to receive a 
VHD stored at virtual machine client 510. There may be 
many reasons to send VHDs betWeen clients rather than 
through the virtual machine image ?le server 520. For 
example, sending VHDs betWeen clients may speed trans 
fers Where the server is busy, or on a different physical 
netWork than the clients. In another case the virtual machine 
client 511 may desire a version of a VHD that had been 
modi?ed by virtual machine client 510 and is not yet 
available on the virtual machine image ?le library server, for 
example. 
[0062] The VHDs may be migrated betWeen virtual 
machine clients as described above. In particular the VHDs 
are migrating using the BITS protocol With integrated RDC. 
In one example, the RDC is made betWeen the VHD to be 
migrated and one or more of the VHDs stored on the 
destination virtual client. In another example, the RDC is 
made betWeen the VHD to be migrated and the host OS boot 
drive operating on the destination virtual machine client as 
described above, for example. 

[0063] In another embodiment, a virtual machine client 
may Wish to return a particular VHD to the virtual machine 
image ?le image library server 520. For example, a user on 
virtual machine client 511 may desire to return VHD4 to the 
virtual machine image ?le library server 520. In one 
example, the user may have applied an important patch to 
the operating system used in VHD4. Accordingly, the user of 
virtual machine client 511 may desire to overWrite or update 
the copy of VHD4 currently stored on the virtual machine 
image ?le library server 520. By overWriting the VHD, 
future clients that request VHD4 desirably receive the 
updated version. 

[0064] As an alternative, the user of virtual machine client 
511 may desire to instead save VHD4 as a neW VHD ?le 

(e.g., VHD4‘). For example, the user may have upgraded one 
or more of the softWare components to a possibly unstable 
beta version and may not Want to completely overWrite the 
old version of VHD4. In this case, the user is desirably 
presented With the option to save the VHD With another 
name and leave the previously saved version of VHD4 
unchanged. 

[0065] VHD4 may be returned to the virtual machine 
image ?le library server 520 as described above. In particu 
lar VHD4 may be sent using the BITS protocol With 
integrated RDC. In this example, the RDC is most likely 
made betWeen the VHD4 already stored on the server and 
the updated version of VHD4 stored on the virtual machine 
client 511, because the tWo VHDs most likely share a large 
amounts of segments in common. In one embodiment, the 
neW VHD, VHD4‘, is stored complete and separate from 
VHD4 on the virtual machine image ?le library server 520. 
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In another embodiment, only the dilferences between VHD4 
and VHD4‘ are stored. Thus, VHD4‘ is desirably recon 
structed from VHD4 and the stored dilferences When a user 
requests VHD4‘, for example. 

[0066] The various techniques described herein can be 
implemented in connection With hardWare or software or, 
Where appropriate, With a combination of both. Thus, the 
methods and apparatuses for seamlessly compressing and 
transferring information or certain aspects or portions 
thereof, can take the form of program code (i.e., instruc 
tions) embodied in tangible media, such as ?oppy diskettes, 
CD-ROMs, hard drives, or any other machine-readable 
storage medium, Wherein, When the program code is loaded 
into and executed by a machine, such as a computer, the 
machine becomes an apparatus for seamlessly compressing 
and transferring information. 

[0067] The program(s) can be implemented in assembly 
language or machine language, if desired. In any case, the 
language can be a compiled or interpreted language, and 
combined With hardWare implementations. The methods and 
apparatuses for seamlessly compressing and transferring 
information also can be practiced via communications 
embodied in the form of program code that is transmitted 
over some transmission medium, such as over electrical 
Wiring or cabling, through ?ber optics, or via any other form 
of transmission, Wherein, When the program code is received 
and loaded into and executed by a machine, such as an 
EPROM, a gate array, a programmable logic device (PLD), 
a client computer, or the like, the machine becomes an 
apparatus for seamlessly compressing and transferring infor 
mation. When implemented on a general-purpose processor, 
the program code combines With the processor to provide a 
unique apparatus that operates to invoke the functionality of 
seamless compression and transference of information. 
Additionally, any storage techniques used in connection 
With seamlessly compressing and transferring information 
can invariably be a combination of hardWare and softWare. 

[0068] While seamless compression and transference of 
information has been described in connection With the 
example embodiments of the various ?gures, it is to be 
understood that other similar embodiments can be used or 
modi?cations and additions can be made to the described 
embodiments for performing the same functions of seam 
lessly compressing and transferring information Without 
deviating therefrom. Therefore, seamlessly compressing and 
transferring information as described herein should not be 
limited to any single embodiment, but rather should be 
construed in breadth and scope in accordance With the 
appended claims. 

Exemplary Computing Environment 
[0069] FIG. 6 illustrates an example of a suitable comput 
ing system environment 600 in Which the invention may be 
implemented. The computing system environment 600 is 
only one example of a suitable computing environment and 
is not intended to suggest any limitation as to the scope of 
use or functionality of the invention. Neither should the 
computing environment 600 be interpreted as having any 
dependency or requirement relating to any one or combina 
tion of components illustrated in the exemplary operating 
environment 600. 

[0070] The invention is operational With numerous other 
general purpose or special purpose computing system envi 
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ronments or con?gurations. Examples of Well knoWn com 
puting systems, environments, and/or con?gurations that 
may be suitable for use With the invention include, but are 
not limited to, personal computers, server computers, hand 
held or laptop devices, multiprocessor systems, micropro 
cessor-based systems, set top boxes, programmable con 
sumer electronics, netWork PCs, minicomputers, mainframe 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 

[0071] The invention may be described in the general 
context of computer-executable instructions, such as pro 
gram modules, being executed by a computer. Generally, 
program modules include routines, programs, objects, com 
ponents, data structures, etc. that perform particular tasks or 
implement particular abstract data types. The invention may 
also be practiced in distributed computing environments 
Where tasks are performed by remote processing devices that 
are linked through a communications netWork or other data 
transmission medium. In a distributed computing environ 
ment, program modules and other data may be located in 
both local and remote computer storage media including 
memory storage devices. 

[0072] With reference to FIG. 6, an exemplary system for 
implementing the invention includes a general purpose 
computing device in the form of a computer 610. Compo 
nents of computer 610 may include, but are not limited to, 
a processing unit 620, a system memory 630, and a system 
bus 621 that couples various system components including 
the system memory to the processing unit 620. The system 
bus 621 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec 
tures. By Way of example, and not limitation, such archi 
tectures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(V ESA) local bus, and Peripheral Component Interconnect 
(PCI) bus (also knoWn as MeZZanine bus). 

[0073] Computer 610 typically includes a variety of com 
puter readable media. Computer readable media can be any 
available media that can be accessed by computer 610 and 
includes both volatile and non-volatile media, removable 
and non-removable media. By Way of example, and not 
limitation, computer readable media may comprise com 
puter storage media and communication media. Computer 
storage media includes both volatile and non-volatile, 
removable and non-removable media implemented in any 
method or technology for storage of information such as 
computer readable instructions, data structures, program 
modules or other data. Computer storage media includes, but 
is not limited to, RAM, ROM, EEPROM, ?ash memory or 
other memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical disk storage, magnetic cassettes, 
magnetic tape, magnetic disk storage or other magnetic 
storage devices, or any other medium Which can be used to 
store the desired information and Which can accessed by 
computer 610. Communication media typically embodies 
computer readable instructions, data structures, program 
modules or other data in a modulated data signal such as a 
carrier Wave or other transport mechanism and includes any 
information delivery media. The term “modulated data sig 
nal” means a signal that has one or more of its characteristics 
set or changed in such a manner as to encode information in 
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the signal. By Way of example, and not limitation, commu 
nication media includes Wired media such as a Wired net 
work or direct-Wired connection, and Wireless media such as 
acoustic, RF, infrared and other Wireless media. Combina 
tions of any of the above should also be included Within the 
scope of computer readable media. 

[0074] The system memory 630 includes computer stor 
age media in the form of volatile and/or non-volatile 
memory such as ROM 631 and RAM 632. A basic input/ 
output system 633 (BIOS), containing the basic routines that 
help to transfer information betWeen elements Within com 
puter 610, such as during start-up, is typically stored in 
ROM 631. RAM 632 typically contains data and/or program 
modules that are immediately accessible to and/or presently 
being operated on by processing unit 620. By Way of 
example, and not limitation, FIG. 6 illustrates operating 
system 634, application programs 635, other program mod 
ules 636, and program data 637. 

[0075] The computer 610 may also include other remov 
able/non-removable, volatile/non-volatile computer storage 
media. By Way of example only, FIG. 6 illustrates a hard 
disk drive 640 that reads from or Writes to non-removable, 
non-volatile magnetic media, a magnetic disk drive 651 that 
reads from or Writes to a removable, non-volatile magnetic 
disk 652, and an optical disk drive 655 that reads from or 
Writes to a removable, non-volatile optical disk 656, such as 
a CD-ROM or other optical media. Other removable/non 
removable, volatile/non-volatile computer storage media 
that can be used in the exemplary operating environment 
include, but are not limited to, magnetic tape cassettes, ?ash 
memory cards, digital versatile disks, digital video tape, 
solid state RAM, solid state ROM, and the like. The hard 
disk drive 641 is typically connected to the system bus 621 
through a non-removable memory interface such as interface 
640, and magnetic disk drive 651 and optical disk drive 655 
are typically connected to the system bus 621 by a remov 
able memory interface, such as interface 650. 

[0076] The drives and their associated computer storage 
media provide storage of computer readable instructions, 
data structures, program modules and other data for the 
computer 610. In FIG. 6, for example, hard disk drive 641 
is illustrated as storing operating system 644, application 
programs 645, other program modules 646, and program 
data 647. Note that these components can either be the same 
as or different from operating system 634, application pro 
grams 635, other program modules 636, and program data 
637. Operating system 644, application programs 645, other 
program modules 646, and program data 647 are given 
different numbers here to illustrate that, at a minimum, they 
are different copies. A user may enter commands and infor 
mation into the computer 610 through input devices such as 
a keyboard 662 and pointing device 661, commonly referred 
to as a mouse, trackball or touch pad. Other input devices 
(not shoWn) may include a microphone, joystick, game pad, 
satellite dish, scanner, or the like. These and other input 
devices are often connected to the processing unit 620 
through a user input interface 660 that is coupled to the 
system bus, but may be connected by other interface and bus 
structures, such as a parallel port, game port or a universal 
serial bus (USB). A monitor 691 or other type of display 
device is also connected to the system bus 621 via an 
interface, such as a video interface 690. In addition to the 
monitor, computers may also include other peripheral output 
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devices such as speakers 697 and printer 696, Which may be 
connected through an output peripheral interface 695. 

[0077] The computer 610 may operate in a netWorked 
environment using logical connections to one or more 
remote computers, such as a remote computer 680. The 
remote computer 680 may be a personal computer, a server, 
a router, a netWork PC, a peer device or other common 
netWork node, and typically includes many or all of the 
elements described above relative to the computer 610, 
although only a memory storage device 681 has been 
illustrated in FIG. 6. The logical connections depicted 
include a LAN 671 and a WAN 673, but may also include 
other netWorks. Such netWorking environments are com 
monplace in of?ces, enterprise-Wide computer netWorks, 
intranets and the intemet. 

[0078] When used in a LAN netWorking environment, the 
computer 610 is connected to the LAN 671 through a 
netWork interface or adapter 670. When used in a WAN 
netWorking environment, the computer 610 typically 
includes a modem 672 or other means for establishing 
communications over the WAN 673, such as the intemet. 
The modem 672, Which may be internal or external, may be 
connected to the system bus 621 via the user input interface 
660, or other appropriate mechanism. In a netWorked envi 
ronment, program modules depicted relative to the computer 
610, or portions thereof, may be stored in the remote 
memory storage device. By Way of example, and not limi 
tation, FIG. 6 illustrates remote application programs 683 as 
residing on memory device 681. It Will be appreciated that 
the netWork connections shoWn are exemplary and other 
means of establishing a communications link betWeen the 
computers may be used. 

[0079] As mentioned above, While exemplary embodi 
ments of the present invention have been described in 
connection With various computing devices, the underlying 
concepts may be applied to any computing device or system. 

[0080] The various techniques described herein may be 
implemented in connection With hardWare or softWare or, 
Where appropriate, With a combination of both. Thus, the 
methods and apparatus of the present invention, or certain 
aspects or portions thereof, may take the form of program 
code (i.e., instructions) embodied in tangible media, such as 
?oppy diskettes, CD-ROMs, hard drives, or any other 
machine-readable storage medium, Wherein, When the pro 
gram code is loaded into and executed by a machine, such 
as a computer, the machine becomes an apparatus for 
practicing the invention. In the case of program code execu 
tion on programmable computers, the computing device Will 
generally include a processor, a storage medium readable by 
the processor (including volatile and non-volatile memory 
and/or storage elements), at least one input device, and at 
least one output device. The program(s) can be implemented 
in assembly or machine language, if desired. In any case, the 
language may be a compiled or interpreted language, and 
combined With hardWare implementations. 

[0081] The methods and apparatus of the present invention 
may also be practiced via communications embodied in the 
form of program code that is transmitted over some trans 
mission medium, such as over electrical Wiring or cabling, 
through ?ber optics, or via any other form of transmission, 
Wherein, When the program code is received and loaded into 
and executed by a machine, such as an EPROM, a gate array, 
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a programmable logic device (PLD), a client computer, or 
the like, the machine becomes an apparatus for practicing 
the invention. When implemented on a general-purpose 
processor, the program code combines With the processor to 
provide a unique apparatus that operates to invoke the 
functionality of the present invention. Additionally, any 
storage techniques used in connection With the present 
invention may invariably be a combination of hardWare and 
softWare. 

[0082] While the present invention has been described in 
connection With the preferred embodiments of the various 
?gures, it is to be understood that other similar embodiments 
may be used or modi?cations and additions may be made to 
the described embodiments for performing the same func 
tion of the present invention Without deviating therefrom. 
Therefore, the present invention should not be limited to any 
single embodiment, but rather should be construed in 
breadth and scope in accordance With the appended claims. 

What is claimed: 
1. A method for retrieving a virtual hard drive (VHD) 

from a virtual machine image ?le server by a virtual machine 
client comprising: 

receiving a request for a VHD at a virtual machine image 
?le server from a virtual machine client; 

determining the differences betWeen the requested VHD 
and one or more VHDs stored at the virtual machine 

client; 
sending the determined differences to the virtual machine 

client; and 

reconstructing the requested VHD from the received 
differences and the one or more VHDs stored at the 
virtual machine client. 

2. The method of claim 1, Wherein determining the 
differences is performed using a remote differential com 
pression technique. 

3. The method of claim 1, Wherein the sending is per 
formed using a background intelligent transfer service trans 
port protocol. 

4. The method of claim 1, Wherein the virtual machine 
client includes an image containing at least one of a host 
operating system and an application, and further comprising 
determining the differences betWeen the requested VHD and 
the image of the virtual machine client. 

5. The method of claim 4, Wherein determining the 
difference betWeen the requested VHD and the image of the 
virtual machine client comprises converting the image into 
a VHD ?le, and determining the differences betWeen the 
converted VHD ?le and the requested VHD. 

6. The method of claim 4, Wherein the image is stored on 
a hard drive of the virtual machine client and determining 
the differences betWeen the requested VHD and the image of 
the virtual machine client comprises determining the differ 
ences betWeen the requested VHD and the hard drive on the 
virtual machine client. 

7. The method of claim 6, further comprising making a 
copy of the hard drive on the virtual machine client and 
determining the differences betWeen the requested VHD and 
the copy of the hard drive. 

8. A method for migrating a virtual hard drive (VHD) 
from a ?rst virtual machine client to a second virtual 
machine client comprising: 
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receiving a request for a VHD at a ?rst virtual machine 
client from a second virtual machine client; 

determining the differences betWeen the requested VHD 
and one or more VHDs stored at the second virtual 

machine client; 

sending the determined differences to the second virtual 
machine client; and 

reconstructing the requested VHD from the received 
differences and the one or more VHDs stored at the 
second virtual machine client. 

9. The method of claim 8, Wherein determining the 
differences is performed using a remote differential com 
pression technique. 

10. The method of claim 8, Wherein the sending is 
performed using a background intelligent transfer service 
transport protocol. 

11. The method of claim 8, Wherein the second virtual 
machine client includes an image containing at least one of 
a host operating system and an application, and further 
comprising determining the differences betWeen the 
requested VHD and the image of the second virtual machine 
client. 

12. The method of claim 11, Wherein determining the 
differences betWeen the requested VHD and the image of the 
second virtual machine client comprises converting the 
image into a VHD ?le, and determining the differences 
betWeen the converted VHD ?le and the requested VHD. 

13. The method of claim 11, Wherein the image is stored 
on a hard drive of the second virtual machine client and 
determining the difference betWeen the requested VHD and 
the image of the second virtual machine client comprises 
determining the difference betWeen the requested VHD and 
the hard drive. 

14. The method of claim 12, further comprising making a 
copy of the hard drive on the virtual machine client and 
determining the differences betWeen the requested VHD and 
the copy of the hard drive. 

15. A computer-readable medium With computer-execut 
able instructions stored thereon for: 

receiving a request for a virtual hard drive image (VHD) 
at a ?rst virtual machine client from a second virtual 
machine client; 

determining the differences betWeen the requested VHD 
and one or more VHDs stored at the second virtual 

machine client; 

sending the determined differences to the second virtual 
machine client; and 

reconstructing the requested VHD from the received 
differences and the one or more VHDs stored at the 
second virtual machine client. 

16. The computer-readable medium of claim 15, Wherein 
determining the differences is performed using a remote 
differential compression technique. 

17. The computer-readable medium of claim 15, Wherein 
the sending is performed using a background intelligent 
transfer service transport protocol. 

18. The computer-readable medium of claim 15, Wherein 
the second virtual machine client includes an image con 
taining a host operating system, and further comprising 
computer-executable instructions for determining the differ 
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ences between the requested VHD and the image of the 
second virtual machine client. 

19. The computer-readable medium of claim 17, Wherein 
determining the dilTerences betWeen the requested VHD and 
the image of the second virtual machine client comprises 
converting the host operating system into a VHD ?le, and 
determining the dilTerences betWeen the converted VHD ?le 
and the requested VHD. 
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20. The computer-readable medium of claim 17, Wherein 
the image is stored as an image on a hard drive of the second 
virtual machine client and determining the difference 
betWeen the requested VHD and image of the second virtual 
machine client comprises determining the difference 
betWeen the requested VHD and hard drive on the second 
virtual machine client. 

* * * * * 


