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(57) ABSTRACT 

Provided is a storage system including: a ?rst interface 
connected to a host computer; a second interface connected 
to a manager terminal; a control unit connected to the ?rst 
interface and the second interface and equipping a processor 
and a memory; and one or more disk drives in Which data 
that is requested to read by the host computer is stored, in 
Which the control unit detects an access from the host 
computer to the ?rst interface and an access from the 
manager terminal to the second interface, and generates log 
data of operations according to the accesses. Accordingly, 
log data concerning every action and every operation of the 
storage system is maintained and stored. 
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STORAGE SYSTEM FOR MANAGING A LOG OF 
ACCESS 

CLAIM OF PRIORITY 

[0001] The present application claims priority from Japa 
nese patent application P2005-302766 ?led on Oct. 18, 
2005, the content of which is hereby incorporated by refer 
ence into this application. 

BACKGROUND 

[0002] This invention relates to a storage system used for 
a computer system, and more particularly to a log manage 
ment technique for a storage system. 

[0003] Recent advances of network technology have been 
introducing computer systems connected to networks in 
various environments such as companies, schools, and 
homes. In companies and schools, a group of computers 
installed in an organization are connected to a network to 
allow information sharing among the computers, and each 
computer is connected to the Internet to transmit informa 
tion. The trend dramatically increases an information 
amount processed in systems. To adapt to the increasing 
information amount in circulation, capacities of storage 
systems used by users are also increasing rapidly. 

[0004] In the above-mentioned situation where wide 
spread network systems have made it common to use the 
storage systems connected to networks, the improvement of 
security in a storage system becomes increasingly important. 

[0005] In recent years, thefts and corruptions of informa 
tion have occurred due to unauthorized intrusions into 
network systems, while even government and municipal 
of?ces or companies have suffered damage from unautho 
rized access to tamper with their Websites. 

[0006] Such security issues involve a method of exploit 
security holes to attack an operating system or software via 
computer network. In addition, there is a fear that unautho 
rized access to a storage system may cause data stored in the 
storage system to be read, deleted, or altered in structure. 

[0007] For example, JP 2002-111667 A discloses one of 
security countermeasures to such unauthorized access, in 
which a log is maintained in order to detect and monitor 
unauthorized operation. In addition, the maintained log is 
stored for later use as an inspection record upon occurrence 
of any problems or failures. 

[0008] Further, the security evaluation standard ISO/IEC 
17799 stipulates that log collection is recommended in order 
to facilitate the procedure for handling failures or security 
related issues upon the occurrence thereof. Further, various 
laws and regulations are beginning to stipulate that a log be 
obtained from an information system, and the obtained log 
be stored for a long term. Furthermore, when an information 
system failure results in a serious accident or incident, it is 
necessary to use a log as an evidence for diagnosing the 
cause thereof. 

[0009] By storing manipulation records and operation 
records of an information system, such a diagnosis is pos 
sible as to whether the cause of failure is attributed to a 
certain action of a device in the information system or a 
certain operation during unauthorized access. Therefore, the 
log is signi?cant information in terms of running the infor 
mation system. 
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[0010] Meanwhile, a storage system have adopted a 
method of keeping a record of access from hosts as an access 
log. When a storage usage of the access log reaches an upper 
limit, older records of the access log are overwritten by 
newer records thereof to be deleted in order. 

SUMMARY 

[0011] In terms of unauthorized intrusion into a computer 
system as described above, a storage system connected to a 
network is increasingly endangered. However, there has 
been a problem in that, even if accidents or troubles occur 
in a storage system or an information system including the 
storage system, the reference to a log maintained in the 
storage system leads to neither diagnosis of the cause nor 
collection of evidences. 

[0012] Even without such unauthorized access, there is 
another fear that the running of the storage system may stop 
due to occurrence of any failures, such as parts’ life expi 
ration and malfunction, in the storage system itself. In such 
a case, it is also dif?cult to diagnose the cause of failure. 

[0013] In such circumstances, in order to handle the 
above-mentioned various situations, it is becoming more 
important to obtain a log recording details of operation and 
processing performed in the storage system. 

[0014] This invention has been made in view of the 
above-mentioned problem, and it is therefore an object to 
provide a storage system in which a log concerning every 
action and every operation of the storage system is main 
tained and stored. 

[0015] According to an exemplary embodiment of this 
invention, there is provided a storage system including: a 
?rst interface connected to host computers; a second inter 
face connected to manager terminals; a control unit con 
nected to the ?rst interface and the second interface and 
including a processor and a memory; and one or more disk 
drives in which data that is requested to read by the host 
computers is equipped, in which the control unit detects an 
access from the host computer to the ?rst interface and an 
access from the manager terminal to the second interface, 
and generates a log of operations according to the accesses. 

[0016] According to an embodiment of this invention, it is 
possible to record every processing requested through vari 
ous interfaces provided to a storage system and each pro 
cessing performed within the storage system on a log in a 
uniform format. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] The present invention can be appreciated by the 
description which follows in conjunction with the following 
?gures, wherein: 

[0018] FIG. 1 is a functional block diagram showing a 
system structure of a storage system according to a ?rst 
embodiment; 
[0019] FIG. 2 is a block diagram showing a hardware 
structure of the storage system according to the ?rst embodi 
ment; 

[0020] FIG. 3 is an explanatory diagram of a log genera 
tion processing of the storage system according to the ?rst 
embodiment; 
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[0021] FIG. 4 is a ?owchart showing a log output pro 
cessing according to the ?rst embodiment; 

[0022] FIG. 5 is a ?owchart showing a log generation 
processing according to the ?rst embodiment; 

[0023] FIG. 6 is a ?owchart showing a log format uni? 
cation processing according to the ?rst embodiment; 

[0024] FIG. 7 is an explanatory diagram of a uniform log 
format template according to the ?rst embodiment; 

[0025] FIG. 8 is an explanatory diagram of an example of 
a log generated according to the ?rst embodiment; 

[0026] FIG. 9 is an explanatory diagram of an example of 
a log integration processing performed between a plurality 
of controllers according to the ?rst embodiment; 

[0027] FIG. 10 is an explanatory diagram ofa processing 
relating to con?guration of a log storage area according to 
the ?rst embodiment; 

[0028] FIG. 11 is a ?owchart ofa management processing 
for log storage area according to the ?rst embodiment; 

[0029] FIG. 12 is an explanatory diagram of an LU access 
management table according to the ?rst embodiment; 

[0030] FIG. 13 is an explanatory diagram ofa processing 
of generating a log after recogniZing access to the storage 
system according to the ?rst embodiment; 

[0031] FIG. 14 is an explanatory diagram ofa log storage 
area registration screen according to the ?rst embodiment; 

[0032] FIG. 15 is an explanatory diagram ofa data migra 
tion processing performed between storage systems accord 
ing to the ?rst embodiment; 

[0033] FIG. 16 is an explanatory diagram of an inter 
storage-system migration management table according to 
the ?rst embodiment; 

[0034] FIG. 17 is a block diagram showing a hardware 
structure of a storage system according to a second embodi 
ment; and 

[0035] FIG. 18 is a block diagram showing a hardware 
structure of a storage system according to a third embodi 
ment. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0036] According to a representative embodiment of this 
invention, every operation to a storage system received 
through every kind of interface that can be connected to the 
storage system is automatically recorded by the storage 
system itself as a log. 

[0037] The storage system is provided with various inter 
faces using Fibre Channel (FC), Small Computer Systems 
Interface over Internet (iSCSI), Network Attached Storage 
(NAS), management Local Area Network (LAN), etc., and 
generates a log upon detection of access from a host com 
puter 600 and a manager terminal 400 to the various 
interfaces. The generated log includes information on which 
computer is using the storage system. Block access to the 
storage system is also recorded on the log according to a 
template unique to the storage system. In addition, details of 
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action performed within the storage system are recorded on 
the log according to the same template. 

[0038] The storage system thus maintains the log, making 
it possible to reference to records of operation of the storage 
system as needed, and upon occurrence of a failure, making 
it possible to track down a cause thereof. In addition, it is 
possible to reference to an working condition of the storage 
system, which brings e?iciency to the operation and man 
agement of the storage system. 

[0039] Further, log data can be updated only from a 
permitted access source, which imposes limitations on who 
can maintain the log. Permission is given to a program 
running on the storage system as the permitted access 
source, thereby preventing writing, modifying, and deletion 
of the log due to the operation from an outside of the storage 
system. 

[0040] Hereinafter, embodiments of this invention will be 
described in detail with reference to the drawings. 

(First Embodiment) 

[0041] FIG. 1 is a functional block diagram showing a 
system structure of a storage system 100 according to a ?rst 
embodiment. 

[0042] The storage system 100 equips a controller 200 and 
a disk drive 195. 

[0043] The controller 200 equips a log management mod 
ule 110 and a time synchronization module 131. The log 
management module 110 includes a log storage area man 
agement module 121, a log migration management module 
126, a log generation module 141, a log writing control 
module 151, a log integration module 161, and a log 
transmission module 171. As described later, the controller 
200 equips an MPU 220 and a memory 250, in which the 
MPU 220 executes various programs stored in the memory 
250 to implement the above-mentioned modules. 

[0044] When the controller 200 receives a host I/O request 
from a host 600 and a request of management operation from 
a manager terminal 400, the controller 200 performs pro 
cessings corresponding to those requests. The log manage 
ment module 110 generates log data relating to details of 
requested operations and processings corresponding to the 
requests, and store the log data in the disk drive 195. 

[0045] The log generation module 141 is implemented by 
executing the log generation program 140, and generates log 
data relating to the operation to the storage system 100 and 
the details of processings according to the operation. The log 
writing control module 151 is implemented by executing a 
log writing control program 150, and writes the generated 
log data to a cache 180. 

[0046] It should be noted that in the case where a plurality 
of controllers 200 are in operation, one of those controllers 
is set as a main controller for mainly managing log. The log 
management module 110 of the main controller outputs log 
that incorporates the processing details of another controller. 

[0047] In other words, the log integration module 161 of 
the main controller synchronizes log data stored in caches 
180 of the respective controllers, and stores all the log data 
in the cache 180 of the main controller. 
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[0048] Then, the log transmission module 171 of the main 
controller transmits the log data stored in the cache 180 to 
a log server 300 connected to the storage system 100. 

[0049] The log integration module 161 is implemented by 
executing a log integration program 160. The log transmis 
sion module 171 is implemented by executing a log trans 
mission program 170. 

[0050] Further, the controller 200 Writes the log data 
stored in the cache 180 to a log storage area 190 set in the 
disk drive 195 periodically (for example, at a predetermined 
time interval). Accordingly, the log storage area manage 
ment module 121 is implemented by executing a log storage 
area management program 120, a log storage area for storing 
log data is reserved in the disk drive 195 in advance. 

[0051] The log migration management module 126 is 
implemented by executing a log migration management 
program 125, and migrates log data to/from another storage 
system 100. FIG. 15 Will be used later to describe a log data 
migration processing. 

[0052] The time synchronization module 131 is imple 
mented by executing a time synchronization program 130, 
and in order to share the same time among the computer 
system, communicates With a time server 500 to synchronize 
an internal clock. Accurate synchronization of the internal 
clock alloWs the log data to include accurate time informa 
tion therein. 

[0053] FIG. 2 is a block diagram shoWing a hardWare 
structure of the storage system 100 according to the ?rst 
embodiment. 

[0054] The storage system 100 is connected to the log 
server 300, the manager terminal 400, the time server 500, 
and the host 600 through a netWork. It should be noted that 
part or all of those may be directly connected to the storage 
system 100. 

[0055] The storage system 100 equips the plurality of 
controllers 200 and a storage device 260. It should be noted 
that the tWo controllers 200 are shoWn in the draWing, but 
the number of controllers 200 is not limited thereto. 

[0056] The controller 200 equips a host interface 210, a 
LAN interface 230, the MPU 220, a Data Controller (DCTL) 
240, the memory 250, and the cache 180. 

[0057] The host interface 210 controls communications 
With the host 600 via protocols suitable for data transfer such 
as Fibre Channel (FC), Network Attached Storage (NAS), 
and Internet SCSI (iSCSI). The LAN interface 230 uses 
protocols including TCP/IP to control management-based 
communications With the time server 500, the log server 
300, and the manager terminal 400. 

[0058] The DCTL 240 controls data transfer Within the 
storage system 100. 

[0059] The memory 250 stores the various programs and 
data necessary for executing the programs. To be speci?c, 
the memory 250 stores the log storage area management 
program 120, the log migration management program 125, 
the time synchronization program 130, the log generation 
program 140, the log Writing control program 150, the log 
integration program 160, and the log transmission program 
170. Those programs are stored in the storage device 260, 
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transferred to the memory 250 upon start of the storage 
system 100, and then executed by the MPU 220. 

[0060] The cache 180 stores various information items to 
be used by the log management module 110. To be speci?c, 
the cache 180 stores log con?guration information 181, log 
data 182, time synchronization con?guration information 
183, and time data 184. It should be noted that in the ?rst 
embodiment, the various information items are stored in the 
cache, but as described later in a second embodiment, part 
or all of the various information items may be stored in a 
storage medium other than the cache. 

[0061] The log con?guration information 181 is con?g 
ured With regard to collection of log, including a stored 
location of the log storage area, a size of the log storage area, 
a term over Which the log storage area is managed, and an 
address of a log server at a log transmission destination. The 
log data 182 is obtained by temporarily storing a log 
generated by the log generation program 140. 

[0062] The time synchronization con?guration informa 
tion 183 is con?gured With regard to the synchronization of 
the internal clock, including a timing of the time synchro 
nization and an address of the time server 500. The time data 
184 is obtained by the time synchronization program 130 
through the communications With the time server 500. 

[0063] The storage device 260 equips one or more disk 
drives 195. The disk drives 195 are each a storage medium 
for storing data. In general, a magnetic disk is used as the 
storage medium, but other media including an optical disk 
may be used. The storage device 260 is provided With one 
or more logical areas in Which data to be used by the host 
computer 600 is stored. The storage device 260 is also 
provided With the log storage area in Which the generated log 
data is stored. 

[0064] It should be noted that the disk drives 195 consti 
tute a Redundant Array of Independent Disks (RAID) con 
?guration to provide redundancy of the data to be stored. 
This prevents the stored data from being lost even When a 
failure occurs in part of the disk drives 195. 

[0065] It should be noted that, although not shoWn, the 
time server 500, the log server 300, the manager terminal 
400, and the host 600 are computers each including a 
processor, a memory, an interface, a storage device, an input 
device, and a display device that are connected to one 
another via an internal bus. 

[0066] FIG. 3 is an explanatory diagram of a log genera 
tion processing of the storage system 100 according to the 
?rst embodiment. 

[0067] A controller program 201 executes an internal 
processing of the storage system 100. FIG. 3 shoWs copy 
processing from a original disk volume to a duplicated disk 
volume. The controller program 201 operates under control 
of the DCTL 240. It should be noted that the DCTL 240 may 
be con?gured not by a processor, but by a hardWare logic 
that operates in the same manner as the controller program 
201. 

[0068] When the controller program 201 executes a 
requested process, the controller program 201 noti?es the 
log management module 110 of the processing details and 
processing results. When the log generation program 140 
receives the noti?cation from the controller program 201, 














