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(57) ABSTRACT 
To obtain a correct vector address even if an interrupt occurs 
during erasing or programming of the data in a built-in ROM 
18 by moving a part of a built-in RAM13 to a vector address 
area by a bus controller 27. Thereby, a microcomputer is 
prevented from running aWay and the safety of a system is 
improved at the time of on-board programming of the 
built-in ROM 18. 
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DATA PROCESSOR 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to a on-board Write 
art of a program memory built in a single-chip microcom 
puter serving as a data processor, particularly to an art to be 
effectively applied to a single-chip microcomputer provided 
With a ?ash-type electrically erasable and programmable 
read only memory (hereafter referred to as a ?ash-type 
EEPROM or a ?ash memory). 

[0002] A single-chip microcomputer (also knoWn as a 
microcomputer) serving as a data processor has a built-in 
program memory for storing an operation program. The 
single-chip microcomputer executes predetermined data 
processing speci?ed in the operation program stored in the 
built-in program memory. 

[0003] The program memory has been formed With a 
mask-type nonvolatile memory (hereafter referred to as a 
mask-type read-only memory or mask ROM) or an electri 
cally programmable nonvolatile memory (hereafter referred 
to as an electrically programmable read-only memory or 
EPROM). In recent years, hoWever, a ?ash-type electrically 
erasable and programmable read-only memory (hereafter 
referred to as a ?ash-type EEPROM or ?ash memory) has 
been applied to a program memory. 

[0004] The ?ash memory alloWs Written data to be elec 
trically erased or electrically rewritten. Therefore, a micro 
computer having a built-in ?ash memory as a program 
memory has the folloWing advantages. 

[0005] Cutover of a softWare program (application soft 
Ware) developed by a user generally tends to delay. There 
fore, it is possible to assemble the hardWare for a micro 
computer-applied system before the cutover of a softWare 
program and then Write a developed softWare program in a 
?ash memory of a microcomputer. Thereby, it is possible to 
quickly ship the microcomputer-applied system. 

[0006] Moreover, When speci?cation-modi?ed softWare or 
function-added softWare (upgraded softWare or version-up 
softWare) is developed for already shipped application sys 
tem softWare, it is possible for a user to reWrite the shipped 
application system softWare to the above neWly-developed 
softWare. 

[0007] That is, in the case of a microcomputer having a 
built-in ?ash memory as a program memory, the microcom 
puter is assembled on a printed circuit board, mounting 
board, or system board-and then, the processing for Writing 
an operation program in the above ?ash memory can be 
performed. In this speci?cation, the processing for program 
ming data in a built-in ?ash memory after assembling a 
microcomputer having the built-in ?ash memory on a 
printed circuit board, mounting board, or system board is 
referred to as “on-board programming” and this program 
ming mode is referred to as “on-board programming mode”. 

[0008] Several methods are available to the ?ash memory 
programming. These methods are roughly divided into the 
folloWing tWo types. 

[0009] (l) The ?rst method is referred to as a user program 
mode or boot mode. This mode uses a method for branching 
the ?oW of program execution by a central processing unit 
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(CPU) built in a microcomputer to the on-board program 
ming and changing the data in a ?ash memory by the CPU. 

[0010] (2) The second method is referred to as a program 
ming mode using a ROM Writer. This mode uses a method 
for changing the data in a ?ash memory by external means 
(ROM Writer) by stopping a microcomputer. 

[0011] Japanese Patent Laid-Open No. 180664/1994 dis 
closes a system for handling a trouble at the time of 
reWriting by moving a trouble handling program to another 
area When reWriting a ?ash memory. 

SUMMARY OF THE INVENTION 

[0012] In the case of the above ?rst method, because the 
information stored in a built-in ?ash memory are subject to 
reWriting, programming control programs present in memo 
ries other than a ?ash memory such as a built-in RAM 
(random access memory) are executed by a central process 
ing unit (CPU) to erase or program the data in the ?ash 
memory. 

[0013] In the case of the above ?rst method, original 
functions of a microcomputer are not lost under the erasing 
or programming state of the ?ash memory. Therefore, an 
interrupt to the central processing unit (CPU) erroneously 
occurs due to a signal input supplied from a unit outside of 
the microcomputer or an address error occurs While the 
programming control program is executed. Moreover, 
because an NMI (Non-Maskable Interrupt) cannot inhibit an 
interrupt, an unexpected NMI may occur While the data in 
the ?ash memory is programmed or erased according to the 
above ?rst method. A similar state may occur if an interrupt 
other than the NMI is enabled. 

[0014] In general, When an interrupt or address error 
occurs, the processing by a central processing unit is 
branched to an interrupt handling routine or exception 
handling routine. A vector address shoWing the head address 
of an interrupt handling routine or exception handling rou 
tine is used to branch the processing by the central process 
ing unit to the interrupt handling routine or exception 
handling routine. When an interrupt occurs or exception 
handling occurs, the vector address of a relative interrupt or 
exception handling routine is obtained by the central pro 
cessing unit. The obtained vector address is programmed in 
a program counter of the central processing unit and the 
program ?oW of the central processing unit jumps to an 
address indicated by the vector address to execute relative 
interrupt or exception handling. 

[0015] It is clari?ed as the result of study by the present 
inventor that the folloWing is a matter to be cautioned. 

[0016] That is, a plurality of vector addresses are generally 
stored in the vector address storage area of a program 
memory. Even When a ?ash memory is used as a program 
memory, the same is applied to the above mentioned and 
thus, a plurality of vector addresses are stored in the vector 
address storage area of the ?ash memory. 

[0017] HoWever, if an interrupt occurs or exception han 
dling occurs When a ?ash memory is used as a program 
memory and erasing or programming is executed for the 
?ash memory in the user program mode or boot mode, a 
central processing unit cannot obtain a desired vector 
address stored in the vector address storage area of the ?ash 
memory. 
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[0018] That is, vector addresses are present in the program 
memory, though a reWrite control program for erasing or 
programming the data in the ?ash memory in the user 
program mode or boot mode is present in a memory (e.g. 
RAM) other than the ?ash memory. Therefore, no correct 
vector address can be obtained during erasing or program 
ming for the ?ash memory serving as the program memory. 
As a result, it has been clari?ed that a microcomputer may 
run aWay or an application system may be damaged if an 
interrupt occurs or exception handling occurs in the user 
program mode or boot mode of a program memory. More 
over, if the microcomputer runs aWay and data is over-erased 
from or over-programmed in the ?ash memory, it may be 
impossible to reproduce the microcomputer-application sys 
tem. It is general means to detect a trouble such as a 
poWer-supply voltage drop by an interrupt such as an NMI. 

[0019] It is regarded that erasing or programming for the 
?ash memory includes erasing verify operation and pro 
gramming verify operation. 

[0020] In the case of a microcomputer having a built-in 
?ash memory as a program memory, a user can program 
softWare in the built-in ?ash memory after assembling the 
hardWare of an application system or reWrite the software 
stored in the built-in ?ash memory of a shipped applied 
system. Therefore, there are a lot of advantages in setting a 
?ash memory in a microcomputer. HoWever, it is found that 
occurrence of an interrupt or occurrence of exception han 
dling during on-board programming in the user program 
mode or boot mode of a built-in ?ash memory may cause a 
microcomputer to run aWay or an application system to be 
damaged. 

[0021] It is an object of the present invention to improve 
the safety of a system during on-board programming of a 
program memory. 

[0022] It is another object of the present invention to 
provide a data processor including an electrically erasable 
and programmable non-volatile memory as a program 
memory and capable of preventing a microcomputer from 
running aWay and from being damaged even When an 
interrupt handling or exception handling is requested during 
on-board programming of the above program memory. 

[0023] It is still another object of the present invention to 
provide a microcomputer Which includes a ?ash memory as 
a program memory and can respond to a request for an 
interrupt handling or exception handling made during on 
board programming or erasing of the program memory. 

[0024] It is still another object of the present invention to 
provide a single-chip microcomputer Which includes a ?ash 
memory as a program memory and is constituted so as to be 
able to obtain a vector address related to the interrupt 
handling or exception handling to Which a central processing 
unit responds. When an request for an interrupt handling or 
exception handling is made during on-board programming 
or erasing of the program memory. 

[0025] The above and other objects and novel features of 
the present invention Will become more apparent from the 
description and accompanying draWings of this speci?ca 
tion. 

[0026] The outline of a typical invention among those 
disclosed in this application is brie?y described beloW. 
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[0027] A data processor comprises an electrically erasable 
or programmable program memory (18), a central process 
ing unit (12) accessible to the program memory (18), and 
malfunction exclusion means for excluding a malfunction 
due to occurrence of an interrupt or occurrence of exception 
handling While the data in the program memory is erased or 
programmed. 
[0028] The malfunction exclusion means can include the 
folloWing structures. 

[0029] (1) As shoWn in FIG. 6, a ?rst control logic circuit 
(G5) for excluding or invalidating an interrupt request or an 
exception handling request to the central processing unit 
(12) While the data in the program memory (18) is erased or 
programmed is provided in the data processor. 

[0030] Therefore, because the ?rst control logic circuit 
(G5) excludes or invalidates the interrupt request or excep 
tion handling request to the central processing unit (12) 
While the data in the program memory (18) is erased or 
programmed in the user program mode or boot mode, the 
central processing unit (12) does not execute the operation 
for obtaining a vector address corresponding to the interrupt 
request or exception handling request While the data in the 
program memory (18) is erased or programmed. This 
improves the safety of a system during on-board program 
ming of the program memory (18). Thereby, it is possible to 
inhibit an unintended interrupt request from occurring. 

[0031] (2) As shoWn in FIG. 7, a second control logic 
circuit (G6) for stopping erasing or programming of the data 
in the program memory (18) in response to an interrupt 
request or exception handling request to the central process 
ing unit (12) While the data in the program memory (18) is 
erased or programmed in the user program mode or boot 
mode is provided in the data processor. 

[0032] That is, While the data in the program memory (18) 
is erased or programmed, the second control logic circuit 
(G5) responds to an interrupt request or exception handling 
request to the central processing unit (12) and stops erasing 
or programming of the data in the program memory (18). 
Speci?cally, the second control logic circuit (G5) changes 
the data in the control bits such as an erasing control bit (32), 
a programming control bit (33), and a verifying control bit 
(34) of an operation control register set to the program 
memory (18) from active state to inactive state. 

[0033] Therefore, When an interrupt request or exception 
handling request to the central processing unit (12) occurs 
While the data in the program memory (18) is erased or 
programmed, the second control logic circuit (G5) stops 
erasing or programming of the data in the program memory 
(18). Occurrence of the above interrupt may be caused by a 
programming error of a programming and erasing control 
program or an emergency such as an outage. Therefore, by 
stopping erasing or programming of the data in the program 
memory (18), over-erasing or over-programming of data in 
a ?ash memory can be prevented. Moreover, thereafter, the 
central processing unit (12) can obtain a vector address 
corresponding to the interrupt request or exception handling 
request from the program memory (18). Thus, improvement 
of the safety of the system during on-board programming of 
the program memory (18) is achieved. 

[0034] (3) As shoWn in FIGS. 3 and 5, selected memory 
change means (G1, G2, and G4) for changing a memory 
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selecting operation from the program memory (18) to 
another memory are provided in the data processor so that a 
predetermined area of a memory other than the program 
memory (18) such as a random access memory (13) can be 
accessed by inhibiting access to the vector address storage 
area of the program memory (18) When an interrupt request 
or exception handling request to the central processing unit 
(12) occurs While the data in the program memory (18) is 
erased or programmed. Moreover, the selected memory 
change means (G1, G2, and G4) can be set to a bus controller 
(27). 
[0035] In this case, vector address data for interrupt han 
dling or exception handling to be processed When an inter 
rupt request or exception handling request to the central 
processing unit (12) occurs While the data in the program 
memory (18) is erased or programmed is previously stored 
in a predetermined area of a memory other than the program 
memory (18). Moreover, the vector address data stored in 
the predetermined storage area is set so as to indicate the 
head address of a predetermined interrupt handling routine 
or exception handling routine stored in another storage area 
of the memory other than the program memory (18). 

[0036] (3.1) In the above Item (3), When an interrupt 
request or exception handling request to the central process 
ing unit (12) occurs While the data in the program memory 
(18) is erased or programmed, the selected memory change 
means (G1 and G2) respond to detection of the access to the 
vector address storage area of the program memory (18) and 
in activates a selection signal of the program memory (18). 
Instead, the selected memory change means (G1 and G2) 
activate a selection signal of the memory (13) other than the 
program memory (18). 

[0037] (3.2) In the above Item (3), When an interrupt 
request or exception handling request to the central process 
ing unit (12) occurs While the data in the program memory 
(18) is erased or programmed, the selected memory change 
means (G4) responds to detection of the access to the vector 
address storage area of the program memory (18) and 
converts an address signal for accessing the vector address 
storage area of the program memory (18) into an address 
signal for accessing a predetermined storage area of a 
memory such as the random access memory (13) other than 
the program memory (18). 

[0038] According to the structure shoWn in the above Item 
(3.1) or (3.2), the central processing unit (12) can obtain a 
vector address related to a relative interrupt handling routine 
or exception handling routine by accessing another area of 
the memory other than the program memory (18) even if an 
interrupt request or exception handling request to the central 
processing unit (12) occurs While the data in the program 
memory (18) is erased or programmed in the user program 
mode or boot mode. Therefore, over-erasing or over-pro 
gramming of data in a ?ash memory can be prevented by 
using an NMI and thereby, notifying a microcomputer of an 
emergency such as drop of poWer supply voltage Vcc due to 
an outage and stopping erasing or programming of the data 
in the program memory (18). In this case, it is possible to 
protect a ?ash memory from an abnormal state such as 
over-erasing, over-programming, or intermediate state by 
executing the processing for recording a stop state of erasing 
or programming in an interrupt handling routine to an NMI. 
This achieves the improvement of the safety of a system 
during on-board programming of the program memory (18). 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0039] FIG. 1 is a block diagram shoWing the Whole 
structure of the single-chip microcomputer of an embodi 
ment of the present invention; 

[0040] FIG. 2 is an illustration for explaining an address 
map When moving part of a built-in RAM included in the 
above microcomputer to a vector address area; 

[0041] FIG. 3 is an illustration shoWing the structure of the 
main portion of the bus controller 27 in terms of the relation 
betWeen the built-in ROM 18 and the built-in RAM 13 When 
address-converting a vector address storage area B-V of the 
built-in RAM 13 into a vector address storage area A-V of 
the ?ash memory 18; 

[0042] FIG. 4 is an illustration for explaining an address 
map of another embodiment of the present invention; 

[0043] FIG. 5 shoWs an address conversion circuit ACC 
serving as malfunction exclusion means set to the bus 
control circuit 27 in FIG. 1; 

[0044] FIG. 6 shoWs the bus controller 27 including a gate 
G5 for ignoring all interrupts including an NMI (Non 
Maskable Interrupt) during erasing or programming of data 
in a ?ash memory serving as the built-in ROM 18; 

[0045] FIG. 7 shoWs the control logic circuit G6 serving as 
malfunction exclusion means for resetting the erasing con 
trol bit register, programming control bit register, and veri 
fying control bit register of the built-in ROM 18 When a 
programming request occurs during erasing, programming, 
or verifying of the data in the built-in ROM 18; 

[0046] FIG. 8 shoWs a circuit for generating a control 
signal CONT explained in FIG. 3 and a control signal 
CONT' complained in FIG. 5; 

[0047] FIG. 9 shoWs the programming method of the ?ash 
memory 18 of the microcomputer 30 in FIG. 1 in terms of 
the relation betWeen the PROM mode and the on-board 
programming mode described above; 

[0048] FIG. 10 shoWs a further detailed address map of the 
present invention, in Which areas for storing a vector address 
of an NMI (Non-Maskable Interrupt) and an NMI handling 
routine for the vector address in the normal mode (single 
chip mode or external memory expansion mode) and the 
on-board loading mode of a ?ash memory are shoWn; 

[0049] FIG. 11 shoWs an illustration for explaining the 
usage of an NMI (Non-Maskable Interrupt) in the on-board 
programming mode and a circuit for generating the NMI; 
FIG. 12 shoWs a reloading ?oW to be executed betWeen the 
start and the end of the on-board programming mode 
(example of the user program mode) of the ?ash memory 18; 

[0050] FIG. 13 shoWs a cross section ofa memory cell of 
the ?ash memory 18; 

[0051] FIG. 14 shoWs thresholds of the erasing state and 
the programming state of a memory cell of the ?ash memory 
18; 

[0052] FIG. 15 shoWs the structure of a memory array of 
the ?ash memory 18; 

[0053] FIG. 16 shoWs a voltage condition for erasing and 
programming data in a memory cell of the ?ash memory 18; 
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[0054] FIG. 17 shows a block diagram of the ?ash 
memory 18; 

[0055] FIG. 18 shows the Whole block diagram ofthe ?ash 
memory 18; and 

[0056] FIG. 19 shoWs a control register of the ?ash 
memory 18. 

BRIEF DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0057] FIG. 1 shoWs the single-chip microcomputer 30 
serving as the data processor of the present invention. 
Though not restricted, the single-chip microcomputer 30 is 
formed on a semiconductor substrate (semiconductor chip) 
such as a single-crystal silicon substrate. 

[0058] As shoWn in FIG. 1, the single-chip microcomputer 
30, though not restricted, comprises an interrupt control 
circuit 10, a clock generation circuit 11, the central process 
ing unit (CPU) 12, the built-in random access memory 
(RAM),intemal RAM or on-chip RAM 13, a host interface 
circuit 14, a serial communication interface circuit 15 serv 
ing as a serial communication circuit, a l0-bit analog-to 
digital conversion circuit (A-D converter) 16, an 8-bit digi 
tal-to-analog conversion circuit (D-A converter) 17, the 
built-in read-only memory (ROM),intemal ROM or on-chip 
ROM 18 serving as a program memory, a Watchdog timer 
circuit 19, a l6-bit free-running timer circuit 20, an 8-bit 
timer circuit 21, a PWM timer circuit 22 used for pulse Width 
modulation, and ports P1 to P9 used for inputting and 
outputting a plurality of signals or inputting/outputting a 
plurality of signals. 

[0059] These circuit modules (10, 12 to 22, and P1 to P9) 
are connected by an address bus 24 and a data bus 26 so that 
the central processing unit 12 can access the circuit modules 
(12 to 22 and P1 to P9) by using the address bus 24 and data 
buses 25 and 26. 

[0060] When the central processing unit 12 accesses any 
one of the circuit modules (12 to 22 and P1 to P9), it outputs 
an address signal for selecting the address assigned to a 
circuit module to be accessed to the address bus 24. In this 
case, When the data read mode is set, the circuit module to 
be accessed outputs data to the data buses 25 and 26 and the 
central processing unit 12 captures the data through the data 
bus 26. HoWever, When the data Write mode is set, the 
central processing unit 12 outputs desired data to the data 
buses 25 and 26 and the circuit module to be accessed 
captures the data through the data buses 25 and 26. 

[0061] Then, functions of the circuit blocks (10 to 22) are 
described beloW. 

[0062] The clock generator 11, though not restricted, com 
prises an oscillator for oscillating by using a crystal oscil 
lator, a duty correction circuit for correcting the duty of 
pulses output from the oscillator, a clock divider for gener 
ating built-in peripheral-module clock signals for the built-in 
peripheral modules (12 to 22) by dividing a system clock 
signal output from the duty correction circuit, and a pres 
caler for generating an internal clock signal by dividing the 
built-in peripheral-module clock signal output from the 
clock divider. The circuit modules (10 and 12 to 22) are 
operated synchronously With a system clock With a prede 
termined frequency generated by the clock generator 11. 
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[0063] The CPU 12, though not restricted, comprises an 
instruction register (IR) for storing a de?ned instruction in a 
program to be processed, an instruction decoder (IDEC) for 
decoding an instruction stored in the instruction register, and 
an instruction executing section (IEXE) Whose operation is 
controlled in accordance With a control signal output from 
the instruction decoder. The instruction executing section 
(IEXE) comprises an arithmetic and logic unit (ALU) for 
executing arithmetic operations and logic operations, 
8-bitsil6 general-purpose registers (R0 to R15), and a 
program counter (PC) for storing data related to the instruc 
tion address of an instruction to be next executed in a 
program. The data in the program counter (PC) is incre 
mented Whenever an instruction is executed by the instruc 
tion executing section (IEXE). The instruction executing 
section (IEXE) performs predetermined types of processing 
and controls operations of the built-in peripheral modules 
(12 to 22) by using a system clock output from the clock 
generator 11 as a time base. The instruction register (IR), 
instruction decoder (IDEC), instruction executing section 
(IEXE), arithmetic and logic unit (ALU), general-purpose 
registers (R0 to R15), and program counter (PC) are not 
illustrated in FIG. 1 in order to simplify the draWing. 

[0064] One of the general-purpose registers is used as a 
stack pointer When an interrupt or exception occurs. That is, 
When the interrupt or exception occurs, the data stored in the 
general-purpose register at the point of that time is saved in, 
for example, a predetermined external memory. In this case, 
the stack point stores address data shoWing the address of the 
saved data. At the time of returning from interrupt handling 
or exception handling, the data in the general-purpose reg 
ister Which is saved in the external memory is recovered into 
the general-purpose register by using the address data stored 
in the stack pointer When the interrupt handling or exception 
handling is accepted. Moreover, When one unit from one 
leading edge to the next leading edge of the system clock is 
assumed as one state, a memory cycle or bus cycle of the 
CPU 12 comprises, for example, tWo or three states. In other 
Words, the CPU 12 is designed so as to be able to access the 
built-in peripheral modules (12 to 22) at tWo or three periods 
of the system clock. 

[0065] The built-in RAM 13, though not restricted, uses a 
static RAM having a storage capacity of 1K bytes. The 
built-in RAM 13 is connected to the CPU 12 by the address 
bus 24 and the data buses 25 and 26 respectively having an 
8-bit Width. As a result, the built-in RAM 13 makes it 
possible to input and output byte data (8-bit data) and Word 
data (l6-bit data) at one tWo-state memory access cycle. 

[0066] The host interface circuit 14 has a parallel interface 
function of tWo channels of the CPU 12 and a host system 
and, though not restricted, comprises a 4-byte data register, 
a high-speed gate logic, and an interrupt request circuit. The 
circuit 14 can communicate With the host system through 
?ve control signals from the host system, four output signals 
to the host system, and the data bus 25 With an 8-bit Width 
serving as a command or data input/output bus. 

[0067] The serial communication interface circuit 15 is a 
module for performing serial data communication With other 
LSI and makes it possible to select betWeen the communi 
cation in a start-stop synchronous mode and the communi 
cation in a clock synchronous mode. The circuit 15 alloWs 
designation of an operation mode, designation of a data 






















