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SYSTEM, METHOD AND APPARATUS FOR 
DETECTING, IDENTIFYING AND RESPONDING 
TO FRAUDULENT REQUESTS ON A NETWORK 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This is a continuation of copending US. patent 
application Ser. No. 09/821,565, ?led on Mar. 29, 2001, 
Which claims priority to a ?rst provisional patent applica 
tion, Ser. No. 60/193,654, ?led on Mar. 30, 2000, and a 
second provisional patent application, Ser. No. 60/200,054, 
?led on Apr. 27, 2000. Priority to the above applications is 
expressly claimed, the respective disclosures of Which are 
hereby incorporated herein by reference in their entireties. 

FIELD OF THE INVENTION 

[0002] This invention is directed to a detection system, 
method and apparatus that identi?es and eradicates fraudu 
lent requests. More speci?cally, the detection system utiliZes 
an activity monitoring system Which monitors netWork 
devices, such as routers and ?reWalls, and determines 
Whether abnormal activity or traf?c patterns are emerging on 
the devices. If a determination is made that abnormal 
activity or abnormal traf?c patterns exist, the activity moni 
toring system responds by blocking the activity or redirect 
ing the tra?ic. 

BACKGROUND OF THE DISCLOSURE 

[0003] Terrorist attacks on netWorks, in particular, Wide 
area netWorks, such as the Internet or World Wide Web 
(“WWW”), are increasing in frequency due to the fairly 
unstructured management, and relatively easy accessibility, 
of netWork systems. NetWork attacks can paralyZe commu 
nications and transmission of data for signi?cant periods of 
time. The suspension of the ability to communicate and 
transmit data can interrupt commerce for merchants, or even 
speci?c institutions, as Well as, individuals. 

[0004] Overall, a netWork is an assembly of devices, 
including routers or sWitches, servers, Workstations and 
netWork computing devices. The servers, Workstations and 
netWork computing devices create the infrastructure Within 
the netWork that performs various tasks, such as, for 
example, storing data and processing data. Typically, the 
infrastructure devices are con?gured Within an autonomous 
netWork, Wherein the infrastructure Within the speci?c 
autonomous netWork typically shares similar policies and 
protocols. The routers or sWitches connect these autono 
mous netWork infrastructures together and provide the com 
munication path by Which information is transmitted Within 
the netWork. 

[0005] More speci?cally, sWitching devices and routers 
are devices that facilitate communication Within, and 
betWeen, netWorks. Indeed, sWitching devices and routers 
direct traf?c to appropriate destinations such that more 
ef?cient traf?c management is available and information can 
reach its destination Within a reasonable amount of time. In 
most netWorks, sWitching device are connected to, or ser 
vice, speci?c netWork objects or routes. WorldWide, Within 
netWork systems, groups of sWitching devices and routers 
can be connected such that each sWitching device in the 
group is aWare of the netWork objects that each of the other 
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sWitching devices service. In this manner, an incoming 
destination request can be more ef?ciently directed. 

[0006] SWitching devices and routers communicate With 
other devices, such as, for example, other sWitching devices 
or routers, by advertising information and passively receiv 
ing information. SWitching devices and routers are con?g 
ured to advertise routes, that is, paths betWeen various 
destinations, and netWork objects, or devices, to Which the 
sWitching device or router is physically coupled. In addition 
to advertising its information, a sWitching device or router is 
capable of receiving routes or netWork objects from the peer 
routers, that is, neighboring routers, or those sWitching 
devices and routers to Which a transport connection can be 
established. In this manner, if a sWitching device or router 
does not service a particular address, it can determine 
Whether any of the group routers service the address. If one 
of the group routers service the address, the incoming traf?c 
is directed to the particular router that services the desired 
address. Typically, at least one edge router (discussed beloW) 
is coupled to the group routers so that information can be 
received from other netWorks as Well. If none of the group 
routers connect With the address requested from the incom 
ing traf?c, and no edge router announces the netWork object, 
the router reports the destination as un-reachable; that is, the 
destination address cannot be reached from this netWork. 

[0007] A server is a storage medium for data ?les and 
other information, and is typically utiliZed to deliver infor 
mation to multiple clients, or users. Many types of servers 
exist, including, for example, but not limited to, a Web 
server, a ?le server, a database server and a terminal server. 
Typically, all servers are capable of servicing a ?nite number 
of connections, i.e., requests. If the server receives too many 
requests during a given period of time, repeatedly receives 
bogus information, bad source IP, or the like, the server is 
generally unable to service the requests. The server’s 
resources become overloaded and the server crashes, that is, 
the server fails, or the server tries to suspend processing until 
resources are released. HoWever, in the event of an attack on 
the server, resources are captured by the incoming requests 
and thus, the server is unable to recapture resources to 
process the requests. In this situation, the server typically 
crashes. 

[0008] In addition to the routers and infrastructure 
devices, another device, knoWn as a ?reWall, is typically 
found in a netWork. Although a ?reWall is not a necessary 
component of the netWork, the ?reWall typically protects the 
sWitching devices or routers and infrastructure devices from 
unscrupulous or undesired transmissions and veri?es the 
recipients receiving the information. 

[0009] A ?reWall is analogous to a gate that prevents 
certain tra?ic from being transmitted to a particular desti 
nation, such as, a server. Typically, a ?reWall is con?gured 
to alloW certain types of netWork connections access through 
the ?reWall by implementing security requirements to the 
tra?ic, including, for example, packet ?ltering, authentica 
tion and encryption. Generally, a ?reWall is con?gured to 
determine abnormal levels of netWork activity, such as, for 
example, multiple requests from the same address and 
frequent illegal connection attempts. 

[0010] As is commonly understood, multiple netWorks 
exist and can operate independently from each other. HoW 
ever, for more ef?cient communication, netWorks are 
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coupled together to share information. All of the major 
networks are connected utilizing globally unique numbers 
known as an Autonomous System Number (“ASN”). Each 
network is assigned a unique ASN and all of the ASN 
network participants operate in accordance with common 
policies. 

[0011] To effectively communicate between the various 
networks, a device known as an edge router is utiliZed. Edge 
routers operate similar to the manner in which routers within 
a network operate. However, to couple the multiple autono 
mous networks together, edge routers utiliZe a protocol 
known as Border Gateway Protocol (“BGP”). Edge routers 
advertise and receive route objects from other network edge 
routers through a process commonly referred to as “peer 
ing”. Peering is a process by which two or more routers 
broadcast or announce the route objects that they control, or 
have connectivity to, so that a routing or policy decision can 
be made as to where to transmit a packet of information. 
Currently, implementation of BGP determines the routing 
preference based upon the number of autonomous systems 
that the particular information packet must traverse prior to 
its ?nal destination. Unfortunately, this policy does not 
currently consider network issues, such as, network segment 
load, or poor connectivity of the chosen route. 

[0012] In operation, a request for access to information, or 
a particular destination, or address, emanates from a user 
computer on the network, or from another network. With 
reference to FIG. 1, in a network system environment, the 
user’s computer is coupled to a speci?c core router that 
attempts to direct the user’s request to the appropriate 
address. If the router services the requested address, the 
router coupled to the user’ s network directs the request to the 
address. If however, the router does not service the address, 
the router forwards the incoming information to an edge 
router in an attempt to deliver or transmit the packet. If the 
user’s core router still does not ?nd the address, via another 
known router, for example, the edge router, a determination 
is made that the destination is unreachable. 

[0013] Once the address is located, if no ?rewall blocks 
the request from being transmitted, or the security restric 
tions of the ?rewall do not prevent the request from being 
transmitted, the request is transmitted to the server contain 
ing the requested destination address through the associated 
core router. In this manner, the user’s request accesses the 
server without restriction. Due to the virtually unrestricted 
nature of transmissions for most servers, unscrupulous users 
can “?ood” a server with multiple task requests, such as, for 
example, a requests that includes a return destination 
address that does not exist. Upon receipt of the request, the 
server will attempt to respond to the non-existent, or incor 
rect, address. If hundreds or thousands of bogus requests are 
made to a speci?c server, the resources of that server, the 
routers, or the ?rewall, guarding the server, are severely 
impacted such that normal tra?ic cannot successfully trans 
mit to the server. 

[0014] For example, a web server, which is capable of 
servicing thousands of clients per hour, listens to a network 
component known as a socket or port, such as, for example, 
port 80. Typically, all incoming web based requests are 
directed to port 80 on a web server’s IP address. The 
structure of a web server’s IP address is commonly under 
stood and will not be further described herein. When an 
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attack is launched on a web server, all of the requests, 
typically thousands of requests, are directed to port 80. As 
the web server is only capable of servicing a ?nite number 
of requests, the web server ultimately crashes or is unable to 
service the incoming requests, if the number of requests is 
not suspended. One possible defense against an attack is to 
protect or guard the server by a ?rewall that will determine 
abnormal levels of activity. However, this does not solve the 
problem, as it does not address the network load issue that 
can potentially lead to a crash or network resource overload 
at the ?rewall device. 

[0015] To e?iciently operate a network within the con 
?guration of a collection of networks, such as, the Internet, 
the ?rewall must allow certain types of tra?ic to pass. Thus, 
as stated above, any individual network can be subjected to 
unscrupulous acts emanating from another network. In the 
event of an attack on the individual network, the ?rewall is 
limited in its actions; namely, the ?rewall can prevent the 
attacker, i.e., the problematic traffic, from passing through 
the ?rewall. Thus, if the ?rewall is protecting the server, the 
server will be prevented from receiving the ?ood of requests. 
In these instances, the ?rewall will either acknowledge or 
ignore the bogus request. If the ?rewall acknowledges, but 
rejects the request, the request is transmitted back to the 
originator. If the return address is false or otherwise inac 
curate, the network connecting the ?rewall to the router can 
become “?ooded” or saturated as the connecting network is 
unable to process the packets of information. The unproc 
essed packets overtax the resources of the router, as the 
router is unable to process the information, and further, is 
unable to dispose of the rejected packets of information from 
the ?rewall. Thus, ultimately, the router, or one of the 
devices, crashes, or overloads, which causes the network 
connecting the devices to crash or collapse. 

[0016] As discussed above, the current attempts to elimi 
nate fraudulent requests to a server, or its ?rewall, are 
limited to blocking the source address, and preventing 
repeated requests to respond to one address via blocking the 
request. Although these mechanisms can prevent fraudulent 
requests from being sent to, or received by, the server, to 
prevent the transmission of requests from the suspected 
tra?ic, the network device receiving the requests, such as, 
the routers or ?rewall, must review each incoming packet. 
Thus, although these requests can be identi?ed, the identi 
?cation of these requests require that the network device, 
such as, the router or ?rewall, look at each incoming packet 
to determine whether to block the transmission. As such, 
these solutions do not prevent the sti?ing of tra?ic ?ow and 
often still result in the router, ?rewall or server from being 
paralyZed as the problem is merely shifted between the 
devices within the network. A need in the industry exists for 
a system and apparatus that can identify emerging problem 
atic traffic patterns on a network and e?iciently redirect the 
tra?ic without affecting the resources of other network 
devices. 

SUMMARY OF THE DISCLOSURE 

[0017] Embodiments of this invention is directed to a 
detection system, method and apparatus that identi?es and 
eradicates fraudulent requests on a network. Embodiments 
of the detection system comprise at least one router, a server, 
and an activity monitoring system. In some preferred 
embodiments, the detection system further comprises a 
?rewall. 
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[0018] The router, ?rewall (if included) and server are 
coupled together and operate in accordance With Well 
understood transmission operations. In preferred embodi 
ments, the ?reWall is governed in accordance With pre 
de?ned parameters that determine and monitor activity. 

[0019] The activity monitoring system comprises a route 
arbiter and a traf?c analyZer, Wherein the route arbiter 
monitors the activity on the router. The route arbiter con 
tinuously monitors the router and ?reWall device to deter 
mine if abnormal activity or traf?c patterns are emerging. If 
a determination is made that abnormal activity or abnormal 
traf?c patterns exist, the activity monitoring system 
responds by blocking the activity or redirecting the traf?c. 

[0020] A feature of preferred embodiments is the use of 
the route arbiter to detect unusual traf?c patterns. An advan 
tage to this feature is that the resources of the system are not 
utiliZed in analyZing and managing fraudulent transmis 
sions, thereby interfering With normal use and operation of 
the system. 

[0021] A further feature is the use of the traf?c analyZer to 
receive and analyZe the suspected traf?c. An advantage to 
this feature is that the netWork path betWeen the router and 
the ?reWall is relieved of the excessive in?ux of suspicious 
traf?c as the suspicious traf?c is directly transmitted to the 
traf?c analyZer, and thereby alloWs the transmission of 
legitimate traf?c betWeen the router and the ?reWall. 

[0022] A still further feature is the ability of the traf?c 
analyZer to block a netWork object from being advertised to 
an offending network, that is, a netWork forWarding suspi 
cious tra?ic. An advantage to this feature is the reduction of 
excessive traf?c on netWork devices and an alleviation of 
excessive resource allocation. 

[0023] The above and other advantages of embodiments of 
this invention Will be apparent from the folloWing more 
detailed description When taken in conjunction With the 
accompanying draWings. It is intended that the above advan 
tages can be achieved separately by different aspects of the 
invention and that additional advantages of this invention 
Will involve various combinations of the above independent 
advantages such that synergistic bene?ts may be obtained 
from combined techniques. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] The detailed description of embodiments of the 
invention Will be made With reference to the accompanying 
draWings, Wherein like numerals designate corresponding 
parts in the ?gures. 

[0025] FIG. 1 is a netWork system environment in accor 
dance With a preferred embodiment of the present invention. 

[0026] FIG. 2 is a representation of an activity monitoring 
system in accordance With the preferred embodiment of FIG. 
1. 

[0027] FIG. 3 is a block diagram ofa preferred method of 
operation of the activity monitoring system. 

[0028] FIG. 4 is a schematic representation of a service 
bureau in accordance With a preferred embodiment. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0029] Embodiments of the present invention are directed 
to a detection system, method and apparatus that identi?es 
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and eradicates fraudulent requests on a netWork. More 
speci?cally, the detection system utiliZes an activity moni 
toring system Which monitors the netWork devices, such as 
a router and ?reWall, and determines Whether abnormal 
activity or traf?c patterns are emerging on these devices. If 
a determination is made that abnormal activity or abnormal 
tra?ic patterns exist, the activity monitoring system 
responds by blocking the activity or redirecting the tra?ic. 
HardWare Environment: 

[0030] As discussed above, preferred embodiments of the 
instant invention operate in concert With a plurality of 
netWorked computers, such as, for example, a user computer 
and a server computer Which are coupled together on a 
communications netWork, such as, for example, the Internet 
or a Wide area netWork. FIG. 1 depicts a netWork system 10 
that operates in accordance With preferred embodiments of 
the invention. In preferred embodiments, the netWork sys 
tem 10 includes a server 12, or a provider computer, a client, 
or user computer 14, at least one edge or peering router 16 
and at least one core router 18, Wherein the server computer 
12, the user computer 14, and the core router 18 are in 
electronic communication With each other via a communi 
cation link 17, and Wherein the edge router 16 couples 
communication betWeen the netWorks via a communication 
link 19. It is to be understood that embodiments of this 
invention can operate on single netWork. In this instance, no 
edge router 16 is required or included in the system. 

[0031] In some preferred embodiments, the netWork sys 
tem 10 includes a plurality of either the server computer 12, 
the user computer 14, the edge router 16, core router 18, or 
any combination thereof. The server computer 12 contains a 
variety of data that is accessible by the user computer 14 or 
clients. The netWork 10 includes one or more (and prefer 
ably a plurality of) servers 12 that are operatively connected 
to the communication link 17, and operatively connected 
betWeen netWorks via the communication link 19. 

[0032] The provider computer 12, or server, may comprise 
any suitable netWork device capable of providing content 
(data representing text, hypertext, photographs, graphics 
video and/ or audio) for communication over the netWork. In 
preferred embodiments, the provider computer 12 comprises 
a programmable processor capable of operating in accor 
dance With programs stored on one or more computer 
readable media to provide content for communication to a 
user computer 14. The provider computer 12 may comprise, 
for example, but not limited to, a personal computer, a 
mainframe computer, netWork computer, portable computer, 
personal digital assistant (such as, a 3Com Palm Pilot), or 
the like. 

[0033] In a preferred Wide area netWork environment, 
such as, the Internet environment, the provider computer 12 
is controlled by suitable softWare to respond to a valid 
request for content by providing (or doWnloading) data in 
the form of one or more HTML ?les to the user computer 14 
from Which the request Was made. As discussed above, the 
edge routers 16 and core routers 18 facilitate these trans 
missions as dictated by the particular netWork environment. 
The communication link 17 may include a public netWork, 
such as the Internet, a local area netWork, or any other 
suitable communications connection, hardWired, Wireless, 
or a hybrid thereof. 

[0034] The user computer 14 may comprise any suitable 
netWork device capable of communicating With other net 
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Work devices in the network system. In preferred embodi 
ments, the user computer comprises a programmable pro 
cessor, a display device, and a user input device. In one 
preferred embodiment, the user computer comprises a per 
sonal computer system having a CRT display, a keyboard 
and a mouse user-input device. 

[0035] The user computer 14 is controlled by suitable 
softWare, including netWork communication and broWser 
softWare to alloW a user to request, receive and display 
information (or content) from or through a provider com 
puter 12 on the netWork system 10. The user computers 14 
are any means capable of communicating With the server 
computers 12, including, but not limited to, personal com 
puters, stand alone media including hard drives, CD ROMs, 
DVD Roms, kiosks and ATM-type machines. The user 
computers 14 access the server computers 12 via the Wide 
area netWork or through some other remote access, such as, 
for example, by telephone, facsimile, personal digital assis 
tant, pulse code system, Web TV, or any other device or 
method the communicates alpha numeric data With a server. 

General Description of Preferred Embodiments: 

[0036] Embodiments of the instant invention are directed 
to a detection system that identi?es and eradicates fraudulent 
requests. With reference to FIG. 2, embodiments of the 
detection system 20 comprise at least one sWitching device 
18 or other similar device, a server 22, and an activity 
monitoring system 24. In some preferred embodiments, the 
detection system further comprises a ?reWall 26. 

[0037] The sWitching device 18, ?reWall 26 (if included) 
and server 22 are coupled as described above and operate in 
accordance With Well-understood transmission operations. 
In preferred embodiments, the ?reWall 26 is governed in 
accordance With prede?ned parameters that determine and 
monitor activity. The operator of the server generally de?nes 
the parameters for the ?reWall 26. In some preferred 
embodiments, the sWitching device is a router. In still 
another preferred embodiment, a router can be used in 
conjunction With the sWitching device 18. 

[0038] The activity monitoring system 24 comprises a 
route arbiter 28 and a traf?c analyZer 30. In one preferred 
embodiment, the route arbiter 28 is coupled to the ?reWall 
26 and the sWitching device 18. In preferred embodiments, 
the route arbiter 28 is an independent computer, such as, a 
personal computer, Which can be independently operated by 
an operator, or other authorized personnel. 

[0039] The route arbiter 28 monitors the activity on the 
sWitching device 18. The route arbiter 28 continuously 
“looks” or monitors the sWitching device 18 and ?reWall 
device to determine if abnormal activity or traf?c patterns 
are emerging. The route arbiter 28 communicates With the 
sWitching device 18 and the ?reWall 26 via various methods, 
including, but not limited to, remote monitoring netWork 
(“RMON”) probes, SysLog entries from the ?reWall and 
sWitching device, and Ethernet probes. It is to be understood 
that various devices have preferred methods of connectivity 
and this is not intended to limit the manner in Which the 
route arbiter Will be connected or communicate With hard 
Ware devices. Indeed, any device capable of monitoring the 
traf?c on the sWitching device 18 and the ?reWall 26 is 
suitable and this description is not intended to be limiting. 
For instance, in preferred embodiments, the route arbiter 28 
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and the traf?c analyZer 30 may be incorporated into the 
sWitching device 18 or a router. 

[0040] Further still, in other preferred embodiments, other 
combinations of devices may be used, including a system 
Wherein the route arbiter 28 is incorporated Within the 
sWitching device 18 (and/ or router) and the tra?ic analyZer 
30 is maintained as a separate device, or Wherein the route 
arbiter 28 and the traf?c analyZer 30 is incorporated Within 
sWitching device 18 (and/or router), or tra?ic analyZer 30 is 
incorporated Within the sWitching device 18 (and/or router) 
and the route arbiter 28 is maintained as a separate device, 
or any combination thereof. 

[0041] If the activity on the netWork, for example, 
betWeen the sWitching device 18 and the ?reWall 26, exceeds 
prede?ned acceptable parameters, or exhibits abnormal traf 
?c patterns, the route arbiter 28 instructs the sWitching 
device 18 to direct the traf?c to the tra?ic analyZer 30. In 
preferred embodiments, the traffic analyZer 30 monitors 
tra?ic it receives and makes a determination as to Whether 
the in?ux of tra?ic is changing. In particular, the traf?c 
analyZer 30 determines Whether the traf?c is increasing, 
decreasing or remaining the same in volume. If the traf?c is 
not decreasing in volume, at a prede?ned threshold level, for 
example, the volume over a given time, the traf?c analyZer 
30 instructs the sWitching device 18 to cease announcing the 
server netWork address to the offending netWork. As such, 
the problematic traffic is no longer directed to the sWitching 
device 18 and thus, the server netWork containing sWitching 
device 18 becomes unreachable to the offending netWork 
transmitting the problematic traf?c. 

[0042] In some embodiments the traf?c is directed to a null 
address or a ‘black hole’, that is, a sWitching device 18 or 
computer that accepts netWork traf?c but does not respond 
to the traf?c, such that, the route of the tra?ic effectively 
ceases. Indeed, the black hole is a sWitching device, or 
similar device, that is not connected to any addresses or 
other routes. As the black hole does not attempt to re 
transmit the transmission, no additional resources of the 
system are utiliZed. In this manner, the sWitching device 18, 
?reWall 26 and server are not continuously affected by the 
fraudulent transmissions and the netWork betWeen the ?re 
Wall 26 and sWitching device 18 can be cleared for valid 
tra?ic transmission. In some preferred embodiments, the 
tra?ic analyZer 30 or sWitching device 18 can function as the 
‘black hole’. 

[0043] In some embodiments, the traf?c analyZer 30 also 
accepts fraudulent traf?c transmissions from the ?reWall 26. 
All transmissions from the ?reWall 26 to the tra?ic analyZer 
30 are ultimately directed to the black hole. In this manner, 
the ?reWall 26, Which ‘hears’ instructions from the route 
arbiter 28, does not Waste resources attempting to analyZe 
Whether the transmissions are legitimate. Once the fraudu 
lent transmissions have ceased, the route arbiter 28 instructs 
the sWitching device 18 to accept transmissions previously 
rejected. As the ?reWall 26 also ‘hears’ the instructions, the 
?reWall 26 accepts the previously rejected route objects and 
stops directing them to the traf?c analyZer 30. It is to be 
understood that the activity monitoring system 24 can com 
prise as many or as feW devices as required to perform the 
above described tasks. Indeed, in one embodiment, the 
activity monitoring system 24 consists of a single device, 
such as, a computer, Wherein the single device monitors the 
tra?ic and analyZes the traf?c. 
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[0044] With reference to FIG. 3, in operation, multiple 
requests or transmissions from an unscrupulous user, or 
group of users, are sent via the network to the switching 
device 18. Typically, the user’s transmission includes a 
bogus return address such that the transmission cannot be 
returned. The route arbiter 28, which is monitoring the 
switching device 18 and incoming tra?ic packets, deter 
mines that the incoming requests are problematic 36. For 
instance, the switching device may detect an abnormal tra?ic 
pattern, including, but not limited to, a high volume of 
requests from a single IP address, numerous TCP-IP connect 
statements without any data requests (also known as 
resource hogging) or multiple attempts from an invalid 
address. The route arbiter 28 directs the switching device 18 
to redirect the incoming packets to the tra?ic analyZer 38 
and, in some instances, ultimately to the black hole. 

[0045] The ?rewall 26, which is also listening to the route 
arbiter 28, also directs any targeted packets that have been 
transmitted by the switching device to the tra?ic analyZer 40. 
The tra?ic analyZer analyZes the tra?ic volume. If the tra?ic 
exceeds a threshold volume, or exhibits some other targeted 
behavior, the tra?ic analyZer instructs the switching device 
to cease announcing the network 42. The captured transmis 
sions are, in some instances, ultimately delivered to the 
black hole, or remain within the tra?ic analyZer. Once the 
route arbiter 28 determines that the tra?ic patterns have 
returned to normal, the route arbiter 28 instructs the switch 
ing device 18 to recommence transmission of all data to the 
?rewall 26 or other appropriate network device, and to 
resume announcing the network address. 

[0046] The above-described system can be adopted and 
implemented through a service bureau, wherein the service 
bureau has at least one main route arbiter 44. In this 
embodiment, with reference to FIG. 4, participating net 
works would register with the service bureau, wherein each 
participating network includes a route arbiter 46, 48. The 
service bureau is coupled to the participating networks’ 
route arbiters. In the event of an attack of one of the 
participating networks, the target network, upon receipt of 
noti?cation from the attacked target network, the service 
bureau would notify all of the participating networks to 
cease announcing the offending network or to advertise a 
more preferable route to draw the offending tra?ic away 
from the target network. In addition to responding to relief 
requests from attacked networks, the service bureau could 
also monitor the activity of each of the route arbiters so as 
to alert all of the participating networks of a potential 
problem. 

[0047] Although the above embodiments have been 
described in accordance with currently existing protocols, 
including, but not limited to Border Gateway Protocol 
(“BGP”), Interior Border Gateway Protocol (“IBGP”), 
OSPF and EIGRP, it is to be understood that the system can 
be easily adapted to incorporate or operate in accordance 
with newly developed or modi?ed protocols. Indeed, in one 
embodiment of the present invention, unlike current BGP 
protocol, routing preferences are determined with reference 
to a routing table, wherein the routing table de?nes all 
known routes to a particular network device. In this embodi 
ment, the determination of the manner in which to route 
tra?ic, or information packets, is based, in part, upon the 
amount of time it takes a test packet, or other timed packet, 
to reach a speci?ed location on the network. In contrast to 
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the current protocol, it is not solely based on the number of 
autonomous systems that the packet of information must 
traverse to reach a destination. Indeed, in this embodiment, 
the determination of the manner in which to route tra?ic is 
based, in part, on an analysis of the network load and an 
analysis of the availability of connections or links between 
the autonomous systems. 

[0048] Further still, embodiments of the present invention 
could be utiliZed to defend from a relatively new type of 
attack; namely, a ?ooding of false routing information. In 
these instances, the system would further monitor the broad 
cast routing information, wherein suspicious, illegal or 
unusual amounts of route updates are detected. For instance, 
in one embodiment, international router arbiters are located 
at locations throughout the world, referred to as peering 
points. These arbiters collect all of the routing information 
transmitted between the ISP and determines whether valid 
routing information is being transmitted by an ISP. The 
subscribers to this service will receive the information 
gathered by the international route arbiters and determine if 
the routing information they receive from their peers is valid 
or bogus. If the routing information they receive is bogus, 
they will stop accepting the bogus information. In an alter 
native embodiment, the international route arbiters advertise 
a more speci?c or preferential route object. The more 
speci?c route object is designed to draw the attacking tra?ic 
away from the targeted network, and send the traffic to a 
black hole interface. 

[0049] Although the foregoing describes the invention in 
accordance with various illustrated and described embodi 
ments, this is not intended to limit the invention. Rather, the 
foregoing is intended to cover all modi?cations an altema 
tive constructions falling within the spirit and scope of the 
invention as expressed in the appended claims. 

What is claimed is: 
1. A system for identifying and diverting problematic 

information packets transmitted from a ?rst network device 
to a second network device, comprising: 

a switching system that provides a network address of the 
second network device to the ?rst network device, said 
switching system receiving information packets from 
the ?rst network device and directing the information 
packets to the second network device; 

a route arbitration system that monitors the information 
packets received by said switching system, said route 
arbitration system determining whether the information 
packets comprise abnormal network activity in accor 
dance with a ?rst predetermined criteria and, if said 
route arbitration system determines that the informa 
tion packets comprise abnormal network activity, iden 
tifying the information packets as being abnormal 
information packets; and 

a tra?ic analysis system that monitors the abnormal 
information packets identi?ed by said route arbitration 
system, said tra?ic analysis system determining 
whether the abnormal information packets are prob 
lematic in accordance with a second predetermined 
criteria and, if said tra?ic analysis system determines 
that the abnormal information packets are problematic, 
identifying the abnormal information packets as being 
the problematic information packets and inhibiting said 
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switching system from providing the network address 
of the second network device to the ?rst network 
device, 

wherein said switching system, when inhibited, renders 
the second network device unreachable and prevents 
the ?rst network device from transmitting the problem 
atic information packets to said switching system. 

2. The system of claim 1, wherein said switching system 
includes a routing system. 

3. The system of claim 1, wherein said route arbitration 
system is at least partially incorporated into said switching 
system. 

4. The system of claim 1, wherein said route arbitration 
system communicates with said switching system via at least 
one communication link selected from the group consisting 
of a remote monitoring network probe, a switching device, 
and an Ethernet probe. 

5. The system of claim 1, wherein said route arbitration 
system monitors a volume of the information packets. 

6. The system of claim 5, wherein said route arbitration 
system determines that the information packets comprise 
said abnormal network activity when the volume of the 
information packets is greater than a preselected volume 
threshold level. 

7. The system of claim 1, wherein said route arbitration 
system, upon determining that the information packets no 
longer comprise said abnormal network activity, enables 
said switching system to again provide the network address 
of the second network device to the ?rst network device and 
receive the information packets from the ?rst network 
device. 

8. The system of claim 1, wherein said traf?c analysis 
system is at least partially incorporated into said switching 
system. 

9. The system of claim 1, wherein said traf?c analysis 
system monitors a volume of the abnormal information 
packets. 

10. The system of claim 9, wherein said traf?c analysis 
system determines that the abnormal information packets are 
problematic when the volume of the abnormal information 
packets is greater than a preselected volume threshold level. 

11. The system of claim 9, wherein said traf?c analysis 
system determines that the abnormal information packets are 
problematic when the volume of the abnormal information 
packets does not decrease during a preselected time interval. 

12. The system of claim 1, wherein said traf?c analysis 
system instructs said switching system to redirect the infor 
mation packets to a null network device having a null 
address, said null network device receiving the information 
packets and providing no response to the ?rst network 
device. 

13. The system of claim 12, wherein said traf?c analysis 
system instructs said switching system to provide said null 
address to the ?rst network device such that the ?rst network 
device transmits the problematic information packets to said 
null network device. 

14. The system of claim 13, wherein said null network 
device is provided by at least one of said route arbitration 
system and said traf?c analysis system. 

15. The system of claim 1, further comprising a ?rewall 
system that identi?es suspect information packets received 
from the ?rst network device, said switching system direct 
ing the information packets to the second network device via 
said ?rewall system. 
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16. The system of claim 15, wherein said traf?c analysis 
system determines whether the suspect information packets 
are problematic and, if said traffic analysis system deter 
mines that the suspect information packets are problematic, 
inhibits said switching system from providing the network 
address of the second network device to the ?rst network 
device. 

17. A system for identifying and diverting problematic 
information packets transmitted from a ?rst network device 
to a second network device, comprising: 

a switching system that provides a network address to the 
?rst network device, said switching system receiving 
information packets from the ?rst network device and 
directing the information packets to the second network 
device; and 

an activity monitoring system that monitors the informa 
tion packets received by said switching system, said 
activity monitoring system determining whether the 
information packets are problematic in accordance with 
at least one predetermined criteria and, if said activity 
monitoring system determines that the information 
packets are problematic, identifying the information 
packets as being the problematic information packets 
and inhibiting said switching system from providing 
the network address of the second network device to 
the ?rst network device, 

wherein said switching system, when inhibited, renders 
the second network device unreachable and prevents 
the ?rst network device from transmitting the problem 
atic information packets to said switching system. 

18. The system of claim 17, wherein said activity moni 
toring system monitors a volume of the information packets 
and determines that the information packets are problematic 
when the volume of the information packets is greater than 
a preselected volume threshold level. 

19. The system of claim 18, wherein said activity moni 
toring system monitors a volume of the information packets 
that exceed said preselected volume threshold level and 
determines that the information packets are problematic 
when the volume of the information packets exceeding said 
preselected volume threshold level does not decrease during 
a preselected time interval. 

20. The system of claim 17, wherein said activity moni 
toring system includes: 

a route arbitration system that monitors the information 
packets received by said switching system, said route 
arbitration system determining whether the information 
packets comprise abnormal network activity in accor 
dance with a ?rst predetermined criteria and, if said 
route arbitration system determines that the informa 
tion packets comprise abnormal network activity, iden 
tifying the information packets as being abnormal 
information packets; and 

a traf?c analysis system that monitors the abnormal 
information packets identi?ed by said route arbitration 
system, said traf?c analysis system determining 
whether the abnormal information packets comprise 
the problematic information packets in accordance with 
a second predetermined criteria and, if said traf?c 
analysis system determines that the abnormal informa 
tion packets comprise the problematic information 
packets, inhibiting said switching system from provid 
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ing the network address of the second network device 
to the ?rst netWork device. 

21. A system for identifying and diverting problematic 
information packets received from an external netWork 
device, comprising: 

a protected netWork device having a netWork address; 

a sWitching system that provides said netWork address to 
the external netWork device, said sWitching system 
receiving information packets from the external net 
Work device and directing the information packets to 
said protected netWork device; 

a route arbitration system that monitors the information 
packets received by said sWitching system, said route 
arbitration system determining Whether the information 
packets comprise abnormal netWork activity in accor 
dance With a ?rst predetermined criteria and, if said 
route arbitration system determines that the informa 
tion packets comprise abnormal netWork activity, iden 
tifying the information packets as being abnormal 
information packets; and 

a traf?c analysis system that monitors the abnormal 
information packets identi?ed by said route arbitration 
system, said traf?c analysis system determining 
Whether the abnormal information packets are prob 
lematic in accordance With a second predetermined 
criteria and, if said traffic analysis system determines 
that the abnormal information packets are problematic, 
identifying the abnormal information packets as being 
the problematic information packets and inhibiting said 
sWitching system from providing the netWork address 
of said protected netWork device to the external net 
Work device, 

Wherein said sWitching system, When inhibited, renders 
said protected netWork device unreachable and pre 
vents the external netWork device from transmitting the 
problematic information packets to said sWitching sys 
tem. 

22. The system of claim 21, Wherein said protected 
netWork device comprises at least one netWork device 
selected from the group consisting of a server system, a 
computer system, a provider computer system, a user com 
puter system, a router system, an edge router system, a core 
router system, and a ?reWall. 

23. The system of claim 21, further comprising a com 
munication system, said sWitching system communicating 
With the external netWork device via said communication 
system. 

24. The system of claim 23, Wherein said communication 
system comprises a communication link selected from the 
group consisting of a local area netWork, a Wired commu 
nication netWork, a Wireless communication netWork, a Wide 
area netWork, a public communication netWork, and the 
Internet. 

25. The system of claim 21, Wherein said route arbitration 
system monitors a volume of the information packets and 
determines that the information packets comprise said 
abnormal netWork activity When the volume of the infor 
mation packets is greater than a preselected volume thresh 
old level. 

26. The system of claim 21, Wherein said route arbitration 
system, upon determining that the information packets no 
longer comprise said abnormal netWork activity, enables 
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said sWitching system to again provide the netWork address 
of the protected netWork device to the external netWork 
device and receive the information packets from the external 
netWork device. 

27. The system of claim 21, Wherein said traf?c analysis 
system monitors a volume of the abnormal information 
packets and determines that the abnormal information pack 
ets are problematic When the volume of the abnormal 
information packets is greater than a preselected volume 
threshold level. 

28. The system of claim 21, Wherein said traf?c analysis 
system monitors a volume of the abnormal information 
packets and determines that the abnormal information pack 
ets are problematic When the volume of the abnormal 
information packets does not decrease during a preselected 
time interval. 

29. The system of claim 21, Wherein said traf?c analysis 
system instructs said sWitching system to redirect the infor 
mation packets to a null netWork device having a null 
address, said null netWork device receiving the information 
packets and providing no response to the external netWork 
device. 

30. The system of claim 21, further comprising a ?reWall 
system that identi?es suspect information packets received 
from the external netWork device, said sWitching system 
directing the information packets to the protected netWork 
device via said ?reWall system, said traf?c analysis system 
determining Whether the suspect information packets are 
problematic and, if said tra?ic analysis system determines 
that the suspect information packets are problematic, inhib 
iting said sWitching system from providing the netWork 
address of the protected netWork device to the external 
netWork device. 

31. The system of claim 21, Wherein said traf?c analysis 
system instructs said sWitching system to redirect the infor 
mation packets to a traf?c analysis device, said traf?c 
analysis device receiving and analyZing the information 
packets. 

32. A method for identifying and diverting problematic 
information packets transmitted from a ?rst netWork device 
to a second netWork device, comprising: 

providing a netWork address of the second netWork device 
to the ?rst netWork device via a sWitching system 
receiving information packets from the ?rst netWork 
device and directing the information packets to said 
second netWork device; 

monitoring the information packets received from the ?rst 
netWork device; 

determining Whether the information packets comprise 
abnormal netWork activity in accordance With a ?rst 
predetermined criteria; 

if the information packets are determined to comprise 
abnormal netWork activity, identifying the information 
packets as being abnormal information packets; 

monitoring the abnormal information packets; 

determining Whether the abnormal information packets 
are problematic in accordance With a second predeter 
mined criteria; and 

if the abnormal information packets are determined to be 
problematic, 
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identifying the abnormal information packets as being 
the problematic information packets; and 

inhibiting said switching system from providing the 
network address of said second network device to the 
?rst network device, 

wherein said switching system, when inhibited, renders 
the second network device unreachable and prevents 
the ?rst network device from transmitting the problem 
atic information packets to said switching system. 

33. The method of claim 32, wherein said monitoring the 
information packets includes monitoring a volume of the 
information packets and wherein said determining whether 
the information packets comprise said abnormal network 
activity includes determining that the information packets 
comprise said abnormal network activity when the volume 
of the information packets is greater than a preselected 
volume threshold level. 

34. The method of claim 32, wherein said monitoring the 
abnormal information packets includes monitoring a volume 
of the abnormal information packets and wherein said 
determining whether the abnormal information packets are 
problematic includes determining that the abnormal infor 
mation packets are problematic when the volume of the 
abnormal information packets does not decrease during a 
preselected time interval. 

35. The method of claim 32, further comprising deter 
mining that the information packets no longer comprise said 
abnormal network activity and enabling said switching 
system to again provide the network address of the second 
network device to the ?rst network device and receive the 
information packets from the ?rst network device. 

36. The method of claim 32, wherein said inhibiting said 
switching system includes redirecting the information pack 
ets to a null network device having a null address, said null 
network device receiving the information packets and pro 
viding no response to the ?rst network device. 

37. The method of claim 36, wherein said redirecting the 
information packets includes instructing said switching sys 
tem to provide said null address to the ?rst network device 
such that the ?rst network device transmits the problematic 
information packets to said null network device. 

38. A method for identifying and diverting problematic 
information packets transmitted from a ?rst network device 
to a second network device, comprising: 
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providing a network address of the second network device 
to the ?rst network device via a switching system 
receiving information packets from the ?rst network 
device and directing the information packets to said 
second network device; 

monitoring the information packets received from the ?rst 
network device; 

determining whether the information packets are prob 
lematic in accordance with at least one predetermined 
criteria; and 

if the information packets are determined to be problem 
atic, 
identifying the information packets as being the prob 

lematic information packets; and 

inhibiting said switching system from providing the 
network address of said second network device to the 
?rst network device, 

wherein said switching system, when inhibited, renders 
the second network device unreachable and prevents 
the ?rst network device from transmitting the problem 
atic information packets to said switching system. 

39. The method of claim 38, wherein said inhibiting said 
switching system includes redirecting the information pack 
ets to a null network device having a null address, said null 
network device receiving the information packets and pro 
viding no response to the ?rst network device. 

40. The method of claim 38, wherein said determining 
whether the information packets are problematic includes: 

determining whether the information packets comprise 
abnormal network activity in accordance with a ?rst 
predetermined criteria; and 

if the information packets are determined to comprise 
abnormal network activity, 

identifying the information packets as being abnormal 
information packets; 

monitoring the abnormal information packets; and 

determining whether the abnormal information packets 
are problematic in accordance with a second prede 
termined criteria. 

* * * * * 


