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SYSTEMS AND METHODS FOR MANAGING 
LOCAL STORAGE OF ON-DEMAND CONTENT 

BACKGROUND OF THE INVENTION 

[0001] This invention relates to on-demand systems. More 
particularly, this invention relates to managing local storage 
of on-demand content in on-demand systems. 

[0002] On demand systems (e.g., video-on-demand 
(VOD) systems) have been developed that alloW a user to 
order content (e.g., a video program) from an on demand 
server for playback (or execution, in the case of an appli 
cation) by the user’s equipment. In some approaches, a 
rental period associated With a VOD program de?nes a 
period of time during Which a user may access the content. 
Rental periods may, or may not, be fee based. 

[0003] For example, in a VOD system, it may be desirable 
to store a VOD program or a portion of a VOD program at 
the user’s equipment to alloW, for example, local VCR-like 
playback control. If the locally-stored VOD program Were 
accessible by the user beyond an applicable rental period, 
the user Would be able to, perhaps, Watch the VOD program 
in contravention of the VOD provider’ s vieWing policies and 
fee structure. Thus, it is desirable to prevent the user from 
retrieving, or to otherWise control the user’s access to, 
locally-stored VOD programs beyond the expiration of the 
applicable rental period. More generally, it is desirable to 
control a user’s access to locally cached on-demand content 
beyond an applicable use period de?ned by the content 
provider. 

SUMMARY OF THE INVENTION 

[0004] It is an object of this invention to provide systems 
and methods for storing on-demand content in a local 
storage device and managing usage of the locally-stored 
on-demand content. As used herein “on-demand content” 
includes on-demand programs (and/or data and/or audio), 
on-demand applications (e.g., games and interactive mini 
guides) and content related to one or more on-demand 
programs such as special features related to on-demand 
programs, on-demand program previeWs, related on-demand 
programs, on-demand associated applications (e.g., bound 
or unbound OpenCable Applications Platform (OCAP) 
applications) or a combination of such content provided as 
part of a package. For clarity, and not by Way of limitation, 
the invention is at times herein discussed in the context of 
managing the playback of locally-cached on-demand video 
program content, but the principles of the invention may also 
be applied to managing other suitable on-demand content. 

[0005] In response to a user’s request for playback of 
on-demand content from an on-demand server, the on 
demand server sends a content stream of the on-demand 
content to an on-demand client implemented on a user’s 
equipment. The on-demand client stores the content stream 
(or a portion of it) on a local storage device to alloW local 
playback control. The on-demand client uses constraint 
criteria to control the deletion of and/or access to locally 
stored on-demand content. The constraint criteria may 
include on-demand rental conditions, dynamic factors, and/ 
or keys, Which are associated With one or more on-demand 
contents or categories of on-demand content. In some 
embodiments, the constraint criteria used to control access 
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to locally-stored on-demand content may be different from 
the constraint criteria used to control deletion of locally 
stored on-demand content. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] The above and other objects and advantages of the 
invention Will be apparent upon consideration of the fol 
loWing detailed description, taken in conjunction With the 
accompanying draWings, in Which like reference characters 
refer to like parts throughout, and in Which: 

[0007] FIG. 1 is a block diagram of an on-demand system 
in accordance With one embodiment of the present inven 
tion. 

[0008] FIG. 2 is a How chart of an illustrative process for 
retrieving and displaying on-demand content from a local 
storage device in accordance With one embodiment of the 
present invention. 

[0009] FIGS. 3 and 4 are How charts of tWo illustrative 
processes for managing on-demand content in a local stor 
age device as a function of dynamic factors that affect the 
availability in the local storage device in accordance With 
one embodiment of the present invention. 

[0010] FIG. 5 is a How chart of an illustrative process for 
deleting on-demand content in a local storage device as a 
function of a dynamic factor and on-demand rental condi 
tions, in accordance With one embodiment of the invention. 

[0011] FIG. 6 is a How chart of another illustrative process 
for deleting on-demand content from a local storage device 
as a function of a dynamic factor and on-demand rental 
conditions, in accordance With one embodiment of the 
invention. 

[0012] FIG. 7 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
keys and other constraint criteria in accordance With one 
embodiment of the present invention. 

[0013] FIG. 8 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
a time period in accordance With one embodiment of the 
invention. 

[0014] FIG. 9 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
a maximum amount of on-demand content vieWing time in 
accordance With another embodiment of the present inven 
tion. 

[0015] FIG. 10 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
a maximum number of on-demand content vieWings in 
accordance With one embodiment of the present invention. 

[0016] FIG. 11 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
a maximum number of on-demand contents that is alloWed 
to be concurrently stored in a local storage device, in 
accordance With one embodiment of the invention. 

[0017] FIG. 12 is a How chart of an illustrative process for 
managing locally-stored on-demand content using ?ags in 
accordance With one embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0018] FIG. 1 is a simpli?ed block diagram of one 
embodiment of an on-demand system 100 according to the 
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present invention. On-demand system 100 includes user 
equipment 110 and remote on-demand server 150. In some 
embodiments, on-demand content may be distributed from a 
headend or remote site (not shoWn) to, and stored on, remote 
on-demand server 150. Although FIG. 1 illustrates one 
remote on-demand server 150 for clarity, on-demand system 
100 may include more than one remote on-demand server 
150 and/or additional types of servers that interface With 
user equipment 110. 

[0019] Remote on-demand server 150, Which may include 
a storage device and processing circuitry, communicates 
With user equipment 110 over communications path 136. 
Communications path 136 may be a satellite path, a ?ber 
optic path, a cable path, an Internet Protocol (IP) path, or any 
other suitable Wired or Wireless path. Data (e.g., an on 
demand content stream, on-demand constraint criteria, on 
demand-related messages, etc.) is sent or exchanged via 
communications path 136 using a synchronous delivery 
mechanism (e.g., MPEG-2 transport over a hybrid-?ber 
coax network), an asynchronous delivery mechanism (e.g., 
store-and-forWard, best-effort, or Internet Protocol (IP)), or 
a combination of synchronous and asynchronous delivery 
mechanisms. Although communications path 136 is shoWn 
as a single path for clarity, communications path 136 may 
include multiple paths (e.g., multiple IP paths betWeen user 
equipment 110 and multiple distributed remote on-demand 
servers 150). 

[0020] In practice, there may be many installations of user 
equipment 110, but only one has been shoWn to avoid 
over-complicating the draWing. User equipment 110 may be 
any in-home equipment suitable for providing on-demand 
functionality, such as a suitably equipped television, set-top 
box, digital video recorder (DVR), personal video recorder 
(PVR), or PCTV. Whatever the chosen equipment, user 
equipment 110 may include at least user input device 120, 
processing circuitry 130, storage device 134, and display 
device 140. User input device 120 may be any suitable 
device or combination of input devices including, for 
example, a remote control, a keyboard, a mouse, a touch 
pad, a touch screen, or a voice recognition interface. Display 
device 140 may be any suitable device con?gured to provide 
for the output of video and audio such as, for example, a 
television, plasma display, LCD, or computer monitor. 

[0021] Processing circuitry 130 may include a processor, 
such as a microprocessor, and any other suitable circuitry for 
providing on-demand-related functionality, including, for 
example, caching circuitry, video-decoding circuitry, direct 
memory access circuitry, input-output circuitry (including 
communications circuitry for communicating With remote 
on-demand server 150 over communications path 136), 
decryption circuitry, and transcryption circuitry. 

[0022] Storage device 134 may be any suitable storage 
device or combination of coupled storage devices for storing 
on-demand client programming logic, data, and on-demand 
content including, for example, RAM, ?ash memory, one or 
more hard disk drives, removable storage media, one or 
more CD-ROM drives, or one or more netWorked drives on 

an in-home entertainment netWork. 

[0023] Processing circuitry 130 executes the on-demand 
client to perform multiple functions, including: (1) receiving 
commands from user input device 120 over communications 
path 122 and either sending the commands to remote on 
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demand server 150 or processing the commands locally, (2) 
playing back on-demand content from storage device 134 
and/or remote on-demand server 150, (3) storing on-demand 
content in storage device 134, and (4) controlling the dele 
tion of and/or access to on-demand content stored on storage 
device 134 as a function of constraint criteria. In some 
embodiments the on-demand client is part of, or communi 
cates With, an interactive television application such as an 
interactive television program guide. 

[0024] Communications path 138 may be any suitable 
display interface such as, for example, a Digital Visual 
Interface (DVI) or FireWire Interface (IEEE 1394). Com 
munications path 122 may be any suitable Wired or Wireless 
path (e.g., an infrared path). 

[0025] In a typical use scenario, a user of on-demand 
system 100 selects content for playback using user input 
device 120. User input device 120 sends a signal to the 
on-demand client Which, in response, requests the selected 
on-demand content from on-demand server 150. On-demand 
server 150 retrieves the on-demand content and transmits it 
to user equipment 110 as a digital stream (e.g., an MPEG 
stream). The on-demand client stores the stream in storage 
device 134 and may begin playing back the content from 
storage device 134 before the entire stream is received (i.e., 
When only a portion of the content is stored), or in some 
approaches may store the entire content stream before 
playing back the content. In still other approaches, the entire 
on-demand content is not stored locally, and a circular cache 
is used to store or buffer only a portion of the content at a 
given point in time. 

[0026] Given the overhead already required to establish 
the communications link betWeen remote on-demand server 
150 and user equipment 110, the additional overhead 
required to store the entire on-demand content compared to 
storing a portion of the on-demand content may be minimal. 
Thus in some embodiments, the on-demand client stores the 
entirety of the on-demand content independent of Whether 
the user actually Watches the entire on-demand content. In 
such embodiments, the on-demand client may stop storing 
the entirety of an on-demand content in response to, for 
example, a tuner or communications path becoming unavail 
able, if recording the entire on-demand content is undesir 
able as a result of other system requirements, or if access to 
the program violates constraint criteria as described beloW. 

[0027] In some embodiments, remote on-demand server 
150 may encode and compress the content stream before 
transmitting it to user equipment 110. In such embodiments, 
the on-demand client stores the encoded and compressed 
content stream in storage device 134. The on-demand client 
may immediately start playing the on-demand content by 
retrieving the content stream from storage device 134 in a 
?rst-in, ?rst-out (FIFO) fashion, and decoding and decom 
pressing the stream for output to display device 140. The 
on-demand client may also access the stream at a later time 
(such as to provide the user With local playback control, or 
When the entire stream is stored before it is played back). 

[0028] In the prior art, on-demand content stored on 
storage device 134, until deleted, may remain accessible to 
the user beyond the expiration of the on-demand service 
provider’s rental period (Which may or may not be fee 
based, depending on the desired implementation). This 
Would be undesirable as the on-demand provider could lose 
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control over What the user does With the on-demand content. 
For example, the user could store the on-demand content in 
storage device 134 as long as the user Wants (e.g., until the 
user deletes the on-demand content from storage device 
134), or vieW the on-demand content as many times as the 
user Wants. 

[0029] To avoid this undesirable result, the on-demand 
client controls the deletion of and/or access to the on 
demand content (or portions of the on-demand content) 
stored in storage device 134 as a function of constraint 
criteria associated With each content or groups of contents 
(e. g., on-demand contents of a particular genre, contents that 
cost a similar fee, or any other suitable group). The on 
demand client may control the deletion of on-demand con 
tent stored in storage device 134 using the same criteria as, 
or different criteria from, the constraint criteria used to 
control access to the content. As used herein, “control 
access” may include, for example, controlling (a) the 
retrieval of the on-demand content from storage device 134, 
(b) the decoding of an encoded content stream, and (c) the 
decryption (or transcryption) of an encrypted (or tran 
scrypted) content stream, or controlling any other activity 
the user may perform When accessing the locally stored 
on-demand content. 

[0030] In some embodiments, remote on-demand server 
150 transmits constraint criteria to user equipment 110. In 
other embodiments, another suitable server such as, for 
example, a different remote on-demand server 150 (i.e., an 
on-demand server other than the one that provided the stored 
on-demand content), an interactive program guide server, a 
digital rights management server, or an authentication server 
(e.g., RADIUS server), may transmit the constraint criteria. 
Processing circuitry 130 stores the constraint criteria in 
storage device 134. 

[0031] Remote on-demand server 150, or another suitable 
server, may transmit the constraint criteria as part of, or 
independent from (such as part of a distinct metadata stream 
along the same communications path 136 or along a different 
communications path 136), the content stream. The con 
straint criteria may be transmitted prior to, at the same time 
as, or after the transmission of the content stream (but 
typically before the rental WindoW expires). For example, 
constraint criteria may be transmitted at certain times (e.g., 
daily, Weekly, monthly, or any time the constraint criteria 
changes) in response to a user (1) enrolling in the on-demand 
service, (2) the ?rst time that the user requests playback of 
any on-demand content from remote on-demand server 150, 
(3) each time that the user requests playback of any on 
demand content from remote on-demand server 150, (4) just 
prior to a time at Which the on-demand client determines 
Whether to delete and/ or prevent the user from accessing the 
on-demand content from storage device 134 (but before the 
rental WindoW expires), or (5) at any other suitable time. 

[0032] In some embodiments, the constraint criteria may 
be initially stored in processing circuitry 130, storage device 
134, or other circuitry in user equipment 110. In still other 
embodiments, a portion of the constraint criteria is provided 
by remote on-demand server 150 or another suitable server, 
and a portion is initially stored in user equipment 110. 

[0033] The constraint criteria may include on-demand 
rental conditions. These are conditions related to the system 
provider’s rental policies (Which may or may not be fee 
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based). The on-demand rental conditions may, for example, 
specify an on-demand rental WindoW, one or more other time 
periods, usage limits, or a combination of these or other 
suitable rental conditions. The rental conditions may, for 
example, specify characteristics of other on-demand content 
that are permitted to be, or forbidden from being, stored on 
storage device 134 With content or contents associated With 
the rental condition. Such characteristics may include, for 
example, availability, siZe, duration, pricing, marketing, 
Whether part of a common series, Whether part of a common 
promotional package, and other suitable factors relating to 
the other on-demand content. 

[0034] Rental condition time periods may be de?ned in 
any suitable manner. In some embodiments, the time period 
is based on the time When the on-demand content Was 
initially stored in storage device 134. For example, the 
on-demand client may, as a function of this time period, 
delete the on-demand content from, or prevent the user from 
accessing the on-demand content from, storage device 134 
tWenty-four hours after the on-demand content is stored in 
storage device 134. 

[0035] A time period may be based, for example, on the 
time When the on-demand content Was initially made avail 
able from remote on-demand server 150 (Which is indepen 
dent from the actual time that the on-demand content is 
ordered (e.g., by a user) and/or the time When the on-demand 
content Was stored locally). For example, the on-demand 
client may, as a function of the time period, delete the 
on-demand content from, or prevent the user from accessing 
the on-demand content from, storage device 134 seven days 
after the on-demand content Was initially made available 
from remote on-demand server 150. 

[0036] As another example, a time period may be based on 
the time When the on-demand content Will be removed from 
remote on-demand server 150. For example, the on-demand 
client may, as a function of the time period, delete the 
on-demand content from, or prevent the user from accessing 
the on-demand content from, storage device 134 at the same 
time that, or some period after, the on-demand content is 
removed from remote on-demand server 150. 

[0037] In yet another example, a time period may be based 
on the time When the user ?rst requested playback of the 
on-demand content from storage device 134. For example, 
the on-demand client may, as a function of the time period, 
delete the on-demand content from, or prevent the user from 
accessing the on-demand content from, storage device 134 
tWelve hours after the user initially requests playback of the 
on-demand content from storage device 134. The user may 
have ordered (e.g., purchased) the on-demand content at the 
same time as, or prior to, the time in Which the user 
requested playback of the on-demand content. 

[0038] In a ?nal example, the time period may be based on 
the current date and time. For example, the on-demand client 
may, as a function of the time period, delete on-demand 
content from storage device 134 each Sunday at midnight. 

[0039] Rental condition usage limits may also be de?ned 
in any suitable manner. The usage limit may be an alloWable 
number of times that the user has requested playback of the 
on-demand content from storage device 134. For example, 
the on-demand client may, as a function of this rental 
condition, delete the on-demand content from, or prevent the 
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user from accessing the on-demand content from, storage 
device 134 after the user has requested and vieWed the 
on-demand content from storage device 134 three times. 

[0040] The usage limit may be a cumulative time that the 
user may spend vieWing the on-demand content from stor 
age device 134. For example, the on-demand client may, as 
a function of this rental condition, delete the on-demand 
content from, or prevent the user from accessing the on 
demand content from, storage device 134 after the user has 
spent a total of eighteen hours vieWing the on-demand 
content in its entirety or in various portions. 

[0041] The usage limit may be a parental control that 
limits the number of times and/or the cumulative time that 
a user may request and/or vieW an on-demand content that 
exceeds a particular rating (or a combination of on-demand 
contents that exceeds a set of ratings) from storage device 
134. 

[0042] The usage limit may be an alloWable number of 
currently stored on-demand contents. For example, the on 
demand client may only alloW a user to store a maximum of 
four on-demand contents at any given time in storage device 
134. In response to the user requesting a ?fth on-demand 
content, the on-demand client may delete and/or prevent 
access to one of the on-demand contents currently stored in 
storage device 134. This maximum may be based on the 
number of on-demand contents in one or more categories 

(e.g., ?rst-run, classic, action, comedy, movies starring a 
particular actor, movies in a particular series, etc.) concur 
rently stored in storage device 134. For example, the on 
demand client may only alloW a user to concurrently store a 
maximum of ?ve ?rst-run movies and/or ten classics. In 
response to the user requesting a sixth ?rst-run movie (or an 
eleventh classic), the on-demand client may delete and/or 
prevent access to one of the ?rst-run movies (or classics) 
currently stored in storage device 134. 

[0043] In some embodiments, the constraint criteria may 
include dynamic factors that specify conditions of the user’s 
equipment. Such factors may include, for example, Whether 
the user is actively Watching the on-demand content, 
dynamic factors regarding the availability in the local stor 
age device (e.g., Whether other system activities require use 
of the local storage device or other con?icts), Whether the 
portion of the on-demand content stored in the local storage 
device meets a “keep” criterion (e.g., a threshold amount of 
the on-demand content that needs to be stored in the local 
storage device beloW Which the user’s equipment deletes the 
on-demand content from the local storage device) or a 
combination of such factors. 

[0044] In some embodiments, the on-demand client may 
employ cryptographic techniques (e.g., encryption/decryp 
tion and transcryption). In such embodiments, the constraint 
criteria may include keys. The on-demand client uses the 
keys from the constraint criteria to process (e.g., decrypt, 
transcrypt) the content stream for display to the user. Remote 
on-demand server 150 can send an encrypted (or tran 
scrypted) content stream, or a portion thereof, to user 
equipment 110. The on-demand client may decrypt (or 
transcrypt) the content stream using the keys prior to, or 
after, storing the content stream in storage device 134. If 
desired, the keys and other sensitive information may be 
stored in a secure memory device or otherWise handled in a 
secure manner. 
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[0045] Prior to deleting and/or preventing the user from 
accessing an on-demand content from storage device 134 as 
a function of the constraint criteria, the on-demand client 
may provide the user the option to extend the vieWing time 
WindoW of the on-demand content or otherWise relax the 
constraint criteria associated With the on-demand content. 
When the user does not accept such an option, the on 
demand client may then delete and/or prevent the user from 
accessing the on-demand content from storage device 134. 
When the user accepts the option, the user may be charged 
a fee (e. g., at the original fee or at a discount), or may receive 
incentives such as special features related to the on-demand 
content or previeWs of related on-demand contents. This 
extended vieWing time WindoW may have the same con 
straint criteria as, or different constraint criteria from, the 
original constraint criteria for the locally-stored on-demand 
content. 

[0046] FIG. 2 is a How chart of an illustrative process for 
retrieving and displaying locally-stored on-demand contents 
in accordance With one embodiment of the present inven 
tion. In this embodiment, the on-demand client may begin 
playback prior to storing the entire content in storage device 
134. 

[0047] Process 200 starts at step 202 Where the on-demand 
client receives a request for a segment (e.g., at least a 
portion) of on-demand content (e.g., from a local user). At 
step 204, the on-demand client determines Whether the 
entire on-demand content is locally stored (e.g., in storage 
device 134). If the entire on-demand content is not locally 
stored, process 200 proceeds to step 206 Where the on 
demand client determines Whether retrieval of the on-de 
mand content from remote on-demand server 150 is under 
Way. If it is not, process 200 then moves to step 208 Where 
the on-demand client initiates the retrieval of the on-demand 
content from remote on-demand server 150. If at step 206 it 
is determined that the on-demand client has already initiated 
retrieval of the on-demand content, or after step 208, process 
200 then moves to step 210. Under certain conditions, step 
208 may be skipped. For example, it may be undesirable to 
attempt to retrieve an entire on-demand content When, 
necessary resources are unavailable, such as When a user in 
a single-tuner system tunes aWay from the on-demand 
content. Thus, in such a circumstance, process 200 may 
move directly to step 210. 

[0048] At step 210, the on-demand client determines 
Whether the requested segment of the on-demand content is 
available on local storage device 134. If the requested 
segment is not available, process 200 moves to step 212 
Where the on-demand client determines Whether there is a 
resource timeout (e.g., an error state, or an exceptional delay 
on a tuner resource or an IP connection). If a resource 

timeout is detected, then in step 214, the on-demand client 
informs the user or system of the problem. Process 200 then 
ends at step 220. If a resource timeout is not detected at step 
212, process 200 returns to step 210. 

[0049] If the requested segment is available at step 210 or 
step 204, process 200 moves to step 216 Where the requested 
segment is retrieved from local storage device 134. Then at 
step 218, the on-demand client decodes and displays the 
requested segment. Process 200 ends at step 220. 

[0050] FIGS. 3-11 are How charts of illustrative processes 
that the on-demand client may perform to control the 
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deletion of and/or access to locally stored on-demand con 
tents as a function of various combinations of constraint 
criteria. The on-demand client may initiate these processes 
in response to, for example, a triggering event or timer. In 
some embodiments, the on-demand client may perform one 
or more of these processes periodically or continuously 
(such as in a round-robin fashion). These processes are only 
illustrative as other embodiments may combine the con 
straint criteria in the processes of FIGS. 3-11 in any suitable 
combination, and may use other types of constraint criteria 
not shoWn in the ?gures. 

[0051] FIGS. 3 and 4 are How charts of tWo illustrative 
processes for managing on-demand content in a local stor 
age device as a function of dynamic factors that affect the 
availability in the local storage device. In these examples, 
the dynamic factors speci?ed by the constraint criteria 
include determining Whether the user is Watching the pro 
gram and determining Whether storage is needed for other 
system activities (FIGS. 3 and 4), and Whether “keep” 
criteria are met (FIG. 4). These examples assume as an 
initial state that the rental period has not expired (determin 
ing Whether the rental period has not expired is not shoWn). 
Process 300 of FIG. 3 starts at step 302. At step 304, the 
on-demand client determines Whether the user is actively 
Watching an on-demand content that has been stored in local 
storage device 134 (FIG. 1). If the user is actively Watching 
the on-demand content, the process repeats step 304 until the 
user is no longer Watching the on-demand content. 

[0052] If the user is not actively Watching, or once the user 
is no longer actively Watching, the on-demand content, 
process 300 moves to step 306 Where the on-demand client 
determines Whether the portion of local storage device 134 
storing the on-demand content is needed by the system for 
other activities (such as storing neW on-demand content. If 
space on local storage device 134 is not presently needed for 
other system activities, process 300 returns to step 304. If 
space on local storage device 134 is needed for other system 
activities, the on-demand client deletes the on-demand con 
tent, making that portion of local storage device 134 avail 
able for other system activities (step 308). As described 
herein, deleting on-demand content includes deleting a 
portion of the on-demand content or deleting the entirety of 
the on-demand content stored in local storage device 134. 
Only a portion of the on-demand content may be deleted 
When only that portion is stored in local storage device 134 
or When less disk space is needed than is used for the entire 
on-demand content stored in local storage device 134. 
Process 300 then ends at step 310. 

[0053] Process 400 of FIG. 4 starts at step 402. At step 
404, the on-demand client determines Whether the user is 
actively Watching an on-demand content that has been stored 
in local storage device 134. If the user is actively Watching 
the on-demand content, the process repeats step 404 until the 
user is no longer Watching the on-demand content. 

[0054] If the user is not actively Watching, or once the user 
is no longer actively Watching, the on-demand content, 
process 400 moves to step 406 Where the on-demand client 
determines Whether the portion of local storage device 134 
storing the on-demand content is needed by the system for 
other activities. If the portion local storage device 134 is not 
presently needed for other system activities, process 400 
moves to step 408 Where the on-demand client determines 
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Whether the portion of the stored on-demand content meets 
a “keep” criterion. For example, the on-demand content may 
be “kept” if, relative to the siZe of the entire on-demand 
content and/or the space available on the local storage 
device, a threshold amount of the program has been stored. 
If the keep criterion is met, process 400 returns to step 404. 
If local storage device 134 is needed for other system 
activities at step 406, or if the keep criterion is not met at step 
408, process 400 moves to step 410 Where the on-demand 
client deletes the on-demand content, making that portion of 
storage device 134 available for other system activities. 
Process 400 then ends at step 412. 

[0055] In one or more variants of processes 300 and 400, 
the test of step 306 ofprocess 300 and/or the test of step 406 
of process 400 is further conditioned by a priority determi 
nation. In other Words, the test is modi?ed to read “Is storage 
needed for other ‘higher priority’ system activities.” 

[0056] FIG. 5 is a How chart of an illustrative process for 
deleting on-demand content in a local storage device as a 
function of a dynamic factor (in this example, Whether the 
user is Watching the on-demand content) and on-demand 
rental conditions, in accordance With one embodiment of the 
invention. In this illustrative process, on-demand rental 
conditions are used by the on-demand client as deletion 
criteria for determining Whether to delete a locally stored 
on-demand content. In such an approach, other rental con 
ditions are used to otherWise control access to the programs. 

[0057] Process 500 starts at step 502. At step 504, the 
on-demand client determines Whether the user is actively 
Watching an on-demand content that has been stored in local 
storage device 134. If the user is actively Watching the 
on-demand content, the process repeats step 504 until the 
user is no longer Watching the on-demand content. In some 
embodiments, the on-demand client may, based on some 
on-demand rental conditions (e.g., an outstanding balance 
overdue on a user’s account), delete a locally-stored on 
demand content, or prevent a user from vieWing locally 
stored on-demand content, even When the user is actively 
engaged in Watching a program. This is not shoWn in process 
500 to avoid overcomplicating the draWing. 

[0058] If the user is not actively Watching, or once the user 
is no longer actively Watching, the on-demand content, 
process 500 moves to step 506 Where the on-demand client 
determines Whether the on-demand content meets the on 
demand rental conditions and therefore should be deleted 
from local storage device 134 in this circumstance. If the 
on-demand content does not meet the on-demand rental 
condition’s deletion criteria, process 500 returns to step 504. 
If the on-demand content meets the on-demand rental con 
dition’s deletion criteria, then in step 508, the on-demand 
client deletes the on-demand content, making the portion of 
the local storage device 134 available for other system 
activities. Process 500 then ends at step 510. 

[0059] FIG. 6 is a How chart of an illustrative process for 
deleting on-demand content from a local storage device as a 
function of a dynamic factor (in this example, Whether the 
user is Watching a locally-stored on-demand content), and 
on-demand rental conditions, including Whether the on 
demand content needs to be securely erased, in accordance 
With one embodiment of the invention. In this illustrative 
process, on-demand rental conditions are used by the on 
demand client as deletion criteria for determining Whether to 



US 2007/0079342 A1 

delete a locally stored on-demand content. In such an 
approach, other rental conditions are used to otherwise 
control access to the programs. 

[0060] Note that typically, freeing storage in a computer 
system does not necessarily remove the data (and thus leaves 
it accessible). For example, in a Unix-based computer 
system, the system function free( ) simply removes pointers 
to the stored data, but leaves the data intact until the space 
is later overWritten by another process Writing to a neWly 
malloco( ) ’ed block that overlaps the previously freed 
portion of memory. 

[0061] Process 600 starts at step 602. At step 604, the 
on-demand client determines Whether the user is actively 
Watching an on-demand content that has been stored in the 
local storage device. If the user is actively Watching the 
on-demand content, the process repeats step 604 until the 
user is no longer Watching the on-demand content. In some 
embodiments, the on-demand client may, based on some 
on-demand rental conditions (e.g., an outstanding balance 
overdue on a user’s account), delete a locally-stored on 
demand content, or prevent a user from vieWing locally 
stored on-demand content, even When the user is actively 
engaged in Watching a program. This is not shoWn in process 
600 to avoid overcomplicating the draWing. 

[0062] If the user is not actively Watching, or once the user 
is no longer actively Watching, the on-demand content, 
process 600 moves to step 606 Where the on-demand client 
determines Whether the on-demand content meets the on 
demand rental conditions that Would indicate Whether the 
on-demand content should be deleted from the local storage 
device 134 in this circumstance. If the on-demand content 
does not meet the on-demand rental condition’s deletion 
criteria, process 600 returns to step 604. If the on-demand 
content meets the on-demand rental condition’s deletion 
criteria, then in step 608, the on-demand client determines 
Whether the on-demand content Was distribution controlled 
(e.g., Whether the copyrighted material Was subject to dis 
tribution limitations). 
[0063] If the on-demand content is distribution controlled, 
process 600 moves to step 610 Where the on-demand client 
securely erases the on-demand content from local storage 
device 134. This can occur by overWriting the on-demand 
content (e.g., Writing With multiple passes of various pat 
terns to reduce the probability of recovery of the content) or 
by corrupting key portions of the on-demand content (e.g., 
using quantization matrices, CRC checks, headers) to render 
the on-demand content more dif?cult to play. Secure erasure 
can also be as simple a technique as setting a “broadcast” 
?ag in the on-demand content to indicate that the content can 
no longer be distributed. Alternatively, a “never copy” ?ag 
can be set, or a “play once” ?ag can be reset, in digital rights 
management protocols such as IEEE 1394 5C. More infor 
mation on IEEE 1394 5C can be found in “Digital Trans 
mission Content Protection Speci?cation Revision 1.4 
(Informational Version),” Feb. 28, 2005, DTLA, WWW.dtcp 
.com, Which is incorporated herein by reference in its 
entirety. 
[0064] If the on-demand content is not distribution con 
trolled or, alternatively, after step 610, process 600 moves to 
step 612 Where the on-demand client deletes the on-demand 
content from the local storage device, making that portion of 
the local storage device available for other system activities. 
Process 600 then ends at step 614. 
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[0065] FIG. 7 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
keys and other constraint criteria in accordance With one 
embodiment of the present invention. Process 700 starts at 
step 702. At step 704, the on-demand client sends a request 
for playback of an on-demand content to remote on-demand 
server 150. At step 706, the on-demand client receives an 
encrypted content stream of the on-demand content and 
constraint criteria for the on-demand content from remote 
on-demand server 150. The constraint criteria include one or 
more keys and other constraint criteria (e.g., rental condi 
tions or dynamic factors) for the on-demand content. At step 
708, the on-demand client stores the encrypted content 
stream for the on-demand content in storage device 134. At 
step 710, the on-demand client receives a request to initiate 
playback of the on-demand content from storage device 134 
via user input device 120. Note that this request may have 
been implicit in the request of step 704 or it may precede it. 

[0066] At step 712, the on-demand client determines 
Whether to prevent the playback of the on-demand content 
based on criteria other than the security-key speci?c con 
straint criteria. If playback of the on-demand content is 
prevented, process 700 moves to step 714 Where processing 
circuitry informs the user, via a suitable display, of the nature 
of the restriction (e.g., nonpayment of a bill, expiration of 
the rental period, unavailability of the on-demand content) 
and the process ends at step 726. The user may also be 
offered an opportunity to enable the playback of the on 
demand content (e.g., to pay an outstanding bill using a 
credit card, to purchase an extension on the rental period). 
Although not shoWn, if the user enables the playback of the 
on-demand content, process 700 then moves to step 716. 

[0067] If playback of the on-demand content is not pre 
vented at step 712, then at step 716, the on-demand client 
retrieves the encrypted content stream for the on-demand 
content from storage device 134. At step 718, it decrypts the 
encrypted content stream based on the keys from the con 
straint criteria. At step 720, it renders the decrypted content 
stream to display device 140. 

[0068] At step 722, the on-demand client again checks the 
criteria other than the security-key speci?c constraint criteria 
and determines Whether to delete and/or prevent access to 
the content stream from storage device 134. If the content 
stream is to be deleted from, and/or access is to be prevented 
from, storage device 134 at step 722, the on-demand client 
corrupts or overWrites the content stream in storage device 
134 (step 724) and process 700 ends at step 726. If the 
content stream is to be maintained in, and retrievable from, 
storage device 134 at step 722, process 700 ends at step 726. 

[0069] FIG. 8 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
a time period in accordance With one embodiment of the 
invention. Process 800 starts at step 802. At step 804, the 
on-demand client sends a request for playback of an on 
demand content to remote on-demand server 150. At step 
806, the on-demand client receives from remote on-demand 
server 150 a content stream for the on-demand content and 
as a rental condition, a time period for deleting and/or 
controlling access to the program. At step 808, the on 
demand client stores the content stream for the on-demand 
content and the time period in storage device 134. At step 
810, the on-demand client automatically deletes and/or 
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prevents access to the content stream from storage device 
134 after the speci?c time period. The process ends at step 
812. 

[0070] FIG. 9 is a How chart ofan illustrative process for 
managing locally-stored on-demand content as a function of 
a maximum amount of on-demand content vieWing time in 
accordance With one embodiment of the present invention. 
Process 900 starts at step 902. At step 904, the on-demand 
client sends a request for playback of an on-demand content 
to remote on-demand server 150. At step 906, the on 
demand client receives from remote on-demand server 150 
a content stream for the on-demand content and a rental 
condition specifying a total vieWing time for the on-demand 
content. At step 908, the on-demand client stores the content 
stream for the on-demand content and the condition in 
storage device 134. At step 910, the on-demand client 
receives a request to initiate playback of the on-demand 
content from storage device 134 via user input device 120. 
Note that this request may have been implicit in the request 
of step 904, or it may precede it. At step 912, the on-demand 
client retrieves the content stream for the on-demand content 
from storage device 134. At step 913, the on-demand client 
transmits the content stream to display device 140 for 
display. 

[0071] At step 916, the on-demand client determines, as a 
function of the vieWing time speci?ed in the rental condi 
tions, Whether the amount of time spent vieWing the on 
demand content is greater than or equal to a maximum 
vieWing time T (e.g., T is four hours or another suitable 
time). If the vieWing time is less than the maximum vieWing 
time, process 900 moves to step 918 Where the on-demand 
client determines Whether playback of the on-demand con 
tent has terminated. If playback of the content has not 
terminated, process 900 returns to step 913. Although not 
shoWn, While the on-demand client performs steps 916 and 
918, if playback of the on-demand content has not termi 
nated, it continues to send the content stream to display 
device 140 for display. If playback of the content has 
terminated at step 918, process 900 returns to step 910 Where 
the on-demand client receives subsequent requests to initiate 
the playback of the content. 

[0072] If the vieWing time is greater than or equal to the 
maximum vieWing time in step 916, process 900 moves to 
step 920 Where the on-demand client automatically deletes 
and/or prevents access to the content stream from storage 
device 134. The process ends at step 922. 

[0073] FIG. 10 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
a maximum number of on-demand content vieWings in 
accordance With one embodiment of the present invention. 
Process 1000 starts at step 1002. At step 1004, the on 
demand client sends a request for playback of an on-demand 
content to remote on-demand server 150. At step 1006, the 
on-demand client receives from remote on-demand server 
150 a content stream for the on-demand content and a rental 
condition specifying a maximum number of vieWings for the 
on-demand content. At step 1008, the on-demand client 
stores the content stream for the on-demand content and the 
rental condition in storage device 134. At step 1010, the 
on-demand client receives a request to initiate playback of 
the on-demand content from storage device 134 via user 
input device 120. Note that this request may have come prior 
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to step 1004. At step 1012, the on-demand client retrieves 
the content stream for the on-demand content from storage 
device 134. At step 1014, the on-demand client sends the 
content stream to display device 140 for display. Note that 
here and in related embodiments, step 1014 may include 
sending only a portion of the on-demand content to the 
display. 

[0074] At step 1016, the on-demand client determines 
Whether the number of vieWings of the on-demand content 
is equal to a maximum number of vieWings N speci?ed in 
the rental condition. If the number of vieWings is less than 
the maximum number of vieWings, process 1000 returns to 
step 1010 Where the on-demand client receives subsequent 
requests to initiate the playback of the content. If the number 
of vieWings is equal to the maximum number of vieWings, 
process 1000 moves to step 1018 Where the on-demand 
client automatically deletes and/or prevents access to the 
content stream from storage device 134. The process ends at 
step 1020. 

[0075] FIG. 11 is a How chart of an illustrative process for 
managing locally-stored on-demand content as a function of 
a maximum number of on-demand contents that are alloWed 
to be concurrently stored in the local storage device, in 
accordance With one embodiment of the invention. Process 
1100 starts at step 1102. At step 1104, the on-demand client 
sends a request for playback of an on-demand content, 
received from user input device 120, to remote on-demand 
server 150. At step 1106, the on-demand client receives from 
remote on-demand server 150 a rental condition indicating 
a maximum number S of contents C that may be stored by 
storage device 134. At step 1108, the on-demand client 
determines Whether the number of on-demand contents C 
stored in storage device 134 is equal to the maximum 
number of on-demand contents S (e.g., four). 

[0076] In this embodiment, the on-demand client main 
tains the counter C that indicates the number of on-demand 
contents currently stored in storage device 134. If the 
number of on-demand contents stored in storage device 134 
is equal to the maximum number of on-demand contents, 
process 1100 moves to step 1110 Where the on-demand 
client informs the user through a suitable display that the 
maximum number of on-demand contents are stored in 
storage device 134, and provides the user With an option to 
select one of the on-demand contents currently stored in 
storage device 134 for deletion. At step 1112, the on-demand 
client deletes the selected on-demand content from storage 
device 134 and decrements counter C by one (represented in 
FIG. 11 by the folloWing programming code syntax: “C——”). 
In another embodiment, the user may have the option to 
select more than one on-demand content currently stored in 
storage device 134 for removal at step 1110. In such an 
embodiment, counter C is decremented to re?ect the number 
of on-demand contents removed from storage device 134. In 
yet another embodiment, the on-demand client may auto 
matically delete one of the on-demand contents stored in 
storage device 134. After step 1112, process 1100 returns to 
step 1108. 

[0077] If the number of on-demand contents C stored in 
storage device 134 is less than the maximum number of 
on-demand contents S at step 1108, process 1100 moves to 
step 1114 Where the on-demand client receives a content 
stream for the on-demand content from remote on-demand 








