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(57) ABSTRACT 
A modular computer storage system and method is provided 
for managing and directing data archiving functions, Which 
is scaleable and comprehends various storage media as Well 
as diverse operating systems on a plurality of client devices. 
A client component is associated With one or more client 
devices for generating archival request. A ?le processor 
directs one or more storage devices, through one or more 
media components, Which control the actual physical level 
backup on various storage devices. Each media component 
creates a library indexing system for locating stored data. A 
management component coordinates the archival functions 
between the various client components and the ?le proces 
sor, including setting scheduling policies, aging policies, 
index pruning policies, drive cleaning policies, con?gura 
tion information, and keeping track of running and Waiting 
jobs. The management component also keeps the scheduling 
information for a timetable of backups of the client devices 
and allocates storage space. The modular computer storage 
system may also Work in conjunction With a Storage Area. 
NetWork (SAN) to provide for the computing devices both 
?le storage and backup functions through a netWork, such as 
a Local Area NetWork (LAN). Computing devices may be 
different types of machines running different operating sys 
tems and the backup media may also be diverse. The SAN 
acts as a virtual media device for centralizing a netWork ?le 
system for the computing devices proving for shared data as 
Well as transparent storage for each computing device. 
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MODULAR BACKUP AND RETRIEVAL SYSTEM 
USED IN CONJUNCTION WITH A STORAGE 

AREA NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application Ser. No. 60/ 143,743, ?led Jul. 14, 
1999, pending. 

INCORPORATION BY REFERENCE 

[0002] This application hereby incorporates by reference, 
in its entirety, US. Provisional Patent Application Ser. No. 
60/179,345, ?led Jan. 31, 2000, and US. Provisional Patent 
Application Ser. No. 60/143,744, ?led Jul. 14, 1999, both 
pending. 

BACKGROUND 

[0003] 1. Technical Field 

[0004] The present invention is directed toWards backup 
systems for computer netWorks. In particular, the present 
invention is directed toWards the implementation of a dis 
tributed, hierarchical backup system With a storage area 
netWork (SAN) system. 

[0005] 2. RelatedArt 

[0006] Conventional backup devices commonly employ a 
monolithic backup and retrieval system servicing a single 
server With attached storage devices. These systems usually 
control all aspects of a data backup or retrieval, including 
timing the backup, directing the ?les to be backed up, 
directing the mode of the archival request, and directing the 
storage process itself through attached library media. Fur 
ther, these backup and retrieval systems are not scalable, and 
often direct only one type of backup and retrieval system, 
such as a netWork backup or a single machine backup. 

[0007] Due to the monolithic structure of these backup and 
retrieval systems, a slight change in the operation of any one 
of the several functional aspects of the backup and retrieval 
system requires a large amount of effort to upgrade or 
change the backup and retrieval system, including in some 
situations, reinstalling the backup and retrieval system in its 
entirety. 

[0008] Also, the operation of a backup and retrieval sys 
tem across a netWork containing several different types of 
hardWare and operating systems presents signi?cant chal 
lenges to an enterprise scale backup including maintaining 
data coherency, bridging ?le system protocols, and accessi 
bility issues across multiple hardWare and operating system 
con?gurations. 
[0009] Other currently available backup solutions do not 
address scalability issues, hierarchy issues, and the problems 
inherent in the storage of different ?les in a netWork ?le 
system. Many other problems and disadvantages of the prior 
art Will become apparent to one skilled in the art after 
comparing such prior art With the present invention as 
described herein. 

SUMMARY OF THE INVENTION 

[0010] A ?le processor manages data transmission in a 
computer storage system. The ?le processor operates as a 
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part of a computing system and may be implemented as 
programs running on a computational device. A manage 
ment component module and at least one client component 
Work in conjunction With the ?le processor for archival 
purposes such as archival requests. The client component 
may be implemented as a program running on a computing 
device. Archival requests include storing data such as a 
computer ?le in a location different then the original location 
of the data. Archival requests may also include retrieval of 
stored data and may include restoring data to a previous state 
such as retrieving earlier versions of a ?le. The computer 
storage system may be comprised of a media component and 
a client component that manage functions associated With a 
backup of a computer storage system. 

[0011] Another aspect of the invention includes a modular 
netWork storage system in Which a ?le processor directs the 
functions associated With the archival of data over a net 
Work. A plurality of backup devices, each having space for 
the archival of data are directed by a plurality of media 
components. Each media component is a part of a computing 
device and is communicatively coupled to one or more of the 
plurality of the backup devices and the ?le processor for 
controlling archival functions of the backup devices in 
accordance With the direction from the ?le processor. A 
plurality of client components each generate archival type 
requests to the ?le processor Which then provide direction to 
the plurality of media components for directing the archival 
functions in accordance With the archival type requests. 

[0012] The modular netWork storage system may include 
a management component that is communicatively coupled 
to the ?le processor and the plurality of client devices for 
coordinating archival functions Where the management 
component is a part of a computing device such as a program 
running on a computer. The modular netWork storage system 
may include a plurality of client devices Where each client 
component is communicatively coupled to one or more of 
the plurality of client devices and the ?le processor for 
communicating the archival type requests from the client 
devices to the ?le processor. At least tWo of the plurality of 
client devices may run different operating systems. A net 
Work storage media may be communicatively coupled to 
tWo or more of the plurality of client devices over the 
netWork as Well as the plurality of backup devices and at 
least one client device may include a local storage media, 
Wherein the archival functions include reading data from 
either the netWork storage media or the local storage media 
and then Writing the data to one of the plurality of backup 
devices. 

[0013] A method of the present invention includes pro 
viding a ?le processor, Which is communicatively coupled to 
at least one client component and a plurality of media 
components; providing a plurality of backup devices, each 
backup device has physical storage space for performing 
archival functions; coupling the plurality of media compo 
nents communicatively With the plurality of backup devices, 
and With a ?le processor, Wherein each of the media com 
ponents control the archival functions of one or more backup 
devices; generating an archival type request, by the client 
component to the ?le processor; and directing, by the ?le 
processor through the plurality of media components, the 
backup devices to perform an archival function, in accor 
dance With the archival type request. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] FIG. 1 is a schematic block diagram of a modular 
backup and retrieval system built in accordance With prin 
ciples according to the present invention. 

[0015] FIG. 2 is a schematic block diagram of a modular 
backup system Working in conjunction With a storage area 
netWork (SAN) system according to principles of the present 
invention. 

[0016] FIG. 3 is schematic block diagram of the interac 
tion of the library media of FIG. 2 With the SAN system. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 is a schematic block diagram of a modular 
backup system. A modular backup system 100 comprises 
three components, a management component 110, one or 
more client components 120, and one or more media com 
ponents 130. 

[0018] Typically, these three components, the manage 
ment component 110, the client component 120, and the 
media component 130, may reside on several different 
machines. For example, the management component 110, 
the client component 120, and the media component 130 
may all reside on a single computing device. Or, the man 
agement component 110 and one of the media components 
130 may reside on a single computing device With the client 
component 120 residing on a different computing device. Or, 
the management component 110 and one of the client 
components 120 may reside on a single computing device 
With the media component 130 residing on a different 
computing device. Or, the media component 130 and the 
client component 120 may reside on the same computing 
device With the management component 110 residing on a 
different computing device. Or, the management component 
110, the client component 120, and the media component 
130 may all reside on different computing devices. 

[0019] As shoWn in FIG. 1, the management component 
110 is coupled to the client components 120 and the media 
components 130. The media components 130 are also 
coupled to the client components 120. 

[0020] These components of the management component 
110, the client component 120, and the media component 
130 are typically software programs running on the respec 
tive computing devices. Although the computing devices 
may not be the same devices, communication should exist 
betWeen these components, as is demonstrated. 

[0021] The client component 120 controls the actions and 
parameters of a backup or retrieval for a particular client 
computing device. A client computing device is the com 
puting device in need of backup and retrieval assistance. The 
client components 120 each reside on a client computing 
device, or are in active communication With the client 
computing device. The particular client component 120 
provides, for a particular client computing device, commu 
nication With a management director component 110 regard 
ing such parameters as backup schedules, types of ?les in the 
backup schedule, the method of backup or retrieval, and 
other broad scope backup and retrieval management func 
tions for the client computing device. The particular client 
component 120 communicates With a particular media com 
ponent 130 responsible for the actual backup or retrieval 
function. 
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[0022] The media component 130 controls the actions and 
parameters of the actual physical level backup or retrieval at 
the library media containing the archived data. Each media 
component 130 is responsible for one or more physical 
backup media devices. As shoWn in FIG. 1, the media 
component 130 may be responsible for a single backup 
device 140, or for a plurality of backup devices 150 through 
160. The particular media component 130 directs the data 
that is the subject of an archival type request to or from, as 
the case may be, the particular backup devices 140, 150, or 
160 that it is responsible for. In the case of a retrieval type 
archival request, the particular media component 130 directs 
the retrieved data to a requesting client component 120. 

[0023] The particular media component 130 also creates a 
library index for the data contained on the particular backup 
devices 140, 150, or 160 for Which it is responsible for 
operating. Additionally, the particular media component 130 
indexes the location of the archived data and ?les on the 
particular associated backup media devices 140, 150, or 160 
that it is responsible for operating, and alloWs the manage 
ment component 110 and the client component 120 access to 
certain information about the index entries. The media 
component 130 uses this library index to quickly and easily 
locate a particular backed up ?le or other piece of data on the 
physical devices at its disposal. 

[0024] The particular media component 130 either resides 
on a computing device physically responsible for the oper 
ating the library media Which the particular media compo 
nent is responsible for, or it must be in active communication 
With that computing device. The media component also 
communicates With the management component 110, since 
the management component is responsible for the allocation 
of physical media for backup and retrieval purposes. 

[0025] The backup devices 140, 150, and 160 can com 
prise many di?ferent types of media, such as massively 
parallel fast access magnetic media, tape jukebox media, or 
optical jukebox media devices. The determination of Which 
backup device is to be implemented is determined by several 
parameters. These include time related frequency of 
accesses, importance of the backup ?le or data and urgency 
of its retrieval, or hoW long ago the backup Was made. 

[0026] The management component 110 directs many 
aspects of the backup and retrieval functions. These aspects 
include scheduling policies, aging policies, index pruning 
policies, drive cleaning policies, con?guration information, 
keeping track of all running and Waiting jobs, allocation of 
drives, type of backup (i.e. full, incremental, or differential), 
tracking different applications running on each client, and 
tracking media. The management component 110 may con 
tain the scheduling information for a timetable of backups 
for the computing devices. Any number of computing 
devices might be involved, and the computing devices may 
be interconnected. 

[0027] FIG. 2 is a schematic block diagram of a modular 
backup system Working in conjunction With a storage area 
netWork (SAN) system 250. A computing device 200 con 
tains and operates a management component 202, Which is 
responsible for the coordination of backup, storage, 
retrieval, and restoration of ?les and data on a computer 
netWork system 290. The management component 202 coor 
dinates the aspects of these functions With a client compo 
nent 212, running on another computing device 210, and a 
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client component 222 running on yet another computing 
device 220. The computing device 220 also has an attached 
data storage device 214, to Which it can store data and ?les 
locally. 

[0028] The computing devices 210, 220, and 230 are 
connected to the SAN system 250 via a connection 264, such 
as a direct ?ber channel connection, or a SCSI connection. 
HoWever, it should be realiZed that any type of netWork 
connection is possible. 

[0029] The SAN system 250 environment comprises the 
connection media 264, routers, and associated hubs for the 
actual data communication functions of the netWork, and a 
?le processor 252. The elements of the SAN system 250 not 
explicitly numbered are implied in a remainder of the SAN 
system 250. 

[0030] Another computing device 230 contains another 
client component 232. HoWever, the computing device 230 
is connected, through a netWork 270, to a ?le processor 252 
for interaction With the SAN system 250 through another 
netWork 265. This netWork could be any type of netWork, 
such as a LAN operating under a TCP/IP protocol. 

[0031] The client components 232, 222, or 212 coordinate 
and direct local backup and retrieval functions on the 
computing devices 230, 220, and 210, respectively. The 
management component 202 coordinates and directs the 
overall netWork backup of the computer netWork 290. 

[0032] The computing devices 210, 220, and 230 can all 
be different architectures of machines running different 
operating systems. HardWare systems could include those 
made by SUN, Hewlett/Packard, Intel based families of 
processors, and machines based on the RS6000 and PoW 
erPC families of processors, to name a feW. Operating 
systems can include the many ?avors of UNIX and UNIX 
like operating systems, such as HP/UX, Solaris, AIX, and 
Linux, to name a feW, as Well as WindoWs NT by Microsoft. 

[0033] The ?le processor 252 of the SAN system 250 
contains a client component 262 and a media component 
260. Storage media 257, 258, and 259 are communicatively 
coupled to the ?le processor 252 for storage of netWork ?les 
from the computing devices 210, 220, and 230. These 
storage devices can be magnetic media for fast retrieval, tape 
media for longer term storage, or optical media for much 
longer term storage. 

[0034] The overall SAN system 250 acts as a block access 
device to the computing devices 210, 220, and 230. Thus, 
the overall SAN system 250 acts as a virtual media device 
and centraliZes the netWork ?le system from the computing 
devices 210, 220, and 230. As such, true dynamic sharing of 
the data and ?les through the SAN system 250 is possible. 
These data and ?les are available to the computing devices 
210, 220, and 230. The computing devices 210, 220, and 230 
present their netWork ?le and data requests to the ?le 
processor 252 over the SAN netWork media 264 remainder 
of the SAN system 250 as they Would any other storage 
media available to that computing device. The ?le processor 
252, Working in accordance With its softWare, interprets the 
data and ?le requests from the external computing devices. 
The ?le processor 252 then performs the ?le or data request 
based on the information it is given, and responds accord 
ingly to the ?le or data request. The netWork ?le system is 
maintained and operated on solely by the ?le processor 252 
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of the SAN system 250. All accesses, Writes, reads, and 
requests for information on any ?les and/or data under the 
netWork ?le system is handled by the SAN system 250, and 
in particular the ?le processor 252. 

[0035] The ?le processor 252 keeps track of all the stored 
?les and/or data stored on the media devices 257, 258, and 
259. The ?le processor 252 maintains and presents a ?le 
system vieW of the stored data and/or ?les to the computing 
devices 210, 220, and 230 over the remainder of the SAN 
system 250 and the SAN netWork media 264. The comput 
ing devices 210, 220, and 230, When accessing or inquiring 
about portions of the netWork ?le system, perform these 
functions by requesting them through the ?le processor 252 
of the SAN system 250. 

[0036] The SAN system 250 alloWs access to the ?les 
and/or data stored in its storage media, and actually performs 
all the function of a ?le system to the attached computing 
devices 210, 220, and 230. Opening, closing, reading, and 
Writing of data to ?les and of ?les themselves actually look 
and perform like a normal ?le system to the attached 
computing devices 210, 220, and 230. These actions are 
transparent to the computing devices. As such, the SAN 
system 250 acts and performs as a ?le system to the rest of 
the computing devices connected to the ?le processor 252. 
Also, from the perspective of the computing devices, each 
computing device can access and vieW the data and/or ?les 
stored by the ?le processor 252 of the SAN system 250 as 
part of a large, monolithic ?le system. 

[0037] A client component 262 and a media component 
260 can be part of the SAN system 250. These components 
Work in conjunction With other components present in the 
netWork environment, including the ?le processor 252 itself, 
to make up a netWork backup and retrieval system for the 
computer netWork 290. 

[0038] In an embodiment of the present invention, the ?le 
processor 252 Works in conjunction With the management 
component 202, the media component 260, and the client 
component 262 for archival type requests, such as those 
concerned With backup, retrieval, and restoration purposes. 
The media component 260 acts in conjunction With the 
management component 202 and/or the client component 
262 in a backup and retrieval operation With regards to the 
netWork ?les as stored on the SAN 250. 

[0039] The management component 202 could, for 
example, initiate a full backup of the netWork ?le system as 
stored and managed on the SAN system 250. This could be 
initiated through the netWork link 270 directly to the client 
component 262, bypassing the SAN link 264. 

[0040] Or, the management component 202 could initiate 
the action through any of the computing devices 210, 220, 
or 230. This initiation may take place either in a direct 
request to the SAN system 250 or indirectly to the compo 
nents 260 and 262 through such methods such as data 
encapsulation and data bridging. Or, the initiation could be 
a special ?le memory request to the SAN system 250, Which 
the ?le processor 252 interprets to be a particular backup and 
retrieval instruction. 

[0041] It may also be possible that the client component 
262 requests the backup itself, independently of the media 
component 260. In either event the client component 262 
Would manage the functions associated during the backup 
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With the host system, in this case the SAN system 250, such 
as determining the actual ?les or data to backup, the level of 
backup, and other such client machine speci?c determina 
tions. The data and/or ?les that need to be backed up Would 
be made available from the network ?le storage media 257, 
258, and 259, Wherein the client component 262 turns 
control over to the media component 260. The media 
component 260 Would then direct the physical storage of the 
data and/or ?les on the netWork ?le system from the storage 
media 257, 258, or 259, as the case may be, and onto the 
library storage media 275. The media component 260 could 
then perform the indexing functions on the archived data 
and/or ?les. 

[0042] It should be noted that the backup could take 
several forms. A backup could target data and ?les on a 
sector or block Write basis, or could be used in a ?le basis. 

[0043] In the case of an incremental backup, for example, 
only those blocks or ?les that have been altered Would be 
stored for backup and retrieval purposes. In the case of a 
differential backup, only those changed blocks as contained 
Within an altered ?le Would be stored. Or, other criteria, such 
as ?le siZe, can be used to determine a hybrid backup 
strategy Wherein both ?les and blocks are saved, depending 
on the criteria employed and the state of the data and/or ?les 
as they exist on the SAN system. 

[0044] In a restore-type archival operation, a similar 
method Would be employed. Either the media component 
260 or the client component 262 may request a restore. In 
either case, the client component 262 Would then perform 
the managerial tasks associated With the request, as 
described earlier. Control Would then pass to the media 
component 260 to physically perform the extraction of the 
stored or archived data and/or ?les from the library media 
275. The client component 262 Would then forWard the 
retrieved data and/or ?les to the requesting device. 

[0045] Should the requesting device be the SAN system 
itself, the client component 262 Would forWard the retrieved 
data to the SAN system 250, Wherein the SAN system 250 
could Write the data out to the appropriate storage media 
257, 258, or 259. 

[0046] Or, the client component 262 could forWard the 
retrieved data and/or ?les to the management component 
202, Wherein the management component 202 routes the 
requested data and/or ?les to the particular computing 
device. 

[0047] Altemately, the computing device 220 running the 
client component 222 may request a restore or other archival 
request for its attached memory media device 214 through 
the client component 222. The media component 260 could 
be contacted either as a special media access request to the 
SAN system 250, or it could access the media component 
260 through such methods as data encapsulation over the 
SAN netWork 264. Once contacted, if the request Was for 
retrieval or a restore, the media component 260 Would 
collect the appropriate data and/or ?les and relay the 
retrieved data and/or ?les to the computing device 220 
through a communication With the SAN system 250. This 
return communication could be in the form of a SAN 
communication of a netWork type ?le or data, or it could 
employ the use of data encapsulation or data bridging for the 
transmittal of the retrieved information. 
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[0048] If the request from the client component 222 is for 
archiving a ?le, block, or set of either of the tWo, the media 
component 260 could acknoWledge the request either 
directly through a SAN type message from the SAN system 
250, or by encapsulating the response in a SAN type 
message. The client component 222 running on the com 
puting device 220 Would then direct the appropriate data or 
?les from the memory media 214 to the media component 
260. This again may take place either through a special 
access protocol recogniZable by the SAN system 250 and 
redirected to the media component 260, or through encap 
sulating the data sent over the SAN link 264 from the 
computing device as a SAN-formatted message directed to 
the media component 260. It should be noted that the 
management component 202 running on a different com 
puting device could also initiate a backup and retrieval 
request by the client component 222 through the netWork 
270. 

[0049] Turning noW the computing device 230, the com 
puting device 230 is running a client component 232 that 
manages its archiving needs. The computing device 230 is 
not in direct contact With the media component 260 oper 
ating on the library storage media 275. A request for an 
archival action such as retrieval, a restoration, or a backup 
is made by the client component 232. This request can be 
initiated either by the management component 202 or by the 
client component 232 itself. The client component 232 then 
coordinates and determines the scope of the backup and 
retrieval request, and accordingly acts to notify the media 
component 260. This may be accomplished either by a direct 
request to the SAN system 250 over the SAN link 264 acting 
as a request for a local backup and retrieval request, in Which 
the SAN system 250 coordinates the backup and retrieval 
request. Or, this may be accomplished by the routing of a 
message directly for the media component 260 through use 
of data encapsulation via the SAN system 250. 

[0050] If the request is a request for a backup, the client 
component 232 could then communicate the ?les and/or data 
to be archived to the media component 260 in a similar 
manner. The media component 260 Would then perform the 
requested backup to the media library 275. 

[0051] If the request is one for a retrieval or restoration, 
the media component 260 Would extract the requested data 
from the media library 275 and route the data back to the 
client component 232 Which Would be responsible for the 
placement of the data on the computing system 230. This 
outbound messaging may be accomplished either by direct 
communication through the SAN system 250, or may be by 
indirect methods, such as data encapsulation from the media 
component 260 or the use of data bridging techniques. 

[0052] FIG. 3 is schematic block diagram of the interac 
tion of the library media of FIG. 2 With the SAN system. As 
shoWn, a library media 310 controlled by a media compo 
nent 320 may comprise a number of different storage media, 
or may just comprise one. In FIG. 3, the library media 310 
comprises a fast, alterable random access device 312, a fast, 
non-alterable random access device 314, a serial device 316, 
a sloW, alterable random access device 318, and a sloW, 
non-alterable random access device 319. 

[0053] An example of the fast, alterable random access 
device 312 includes various magnetic media, such as a disc 
drive, that could include multiple Writing surfaces. An 
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example of the fast, non alterable random access device 314 
includes a multi disc optical system. An example of the sloW, 
alterable random access device 318 includes jukeboxes 
containing disc drive cartridges. An example of the sloW, 
non-alterable random access device 314 includes jukeboxes 
containing optical discs. An example of the serial device 316 
could include a magnetic tape cartridge jukebox. 

[0054] The media component 320 Would control the place 
ment of ?les, sectors, and other backup and retrieval infor 
mation on the appropriate library media. This placement 
could be controlled according to the parameters of the 
backup, such as proximity in date, or Whether the archived 
data is alterable in the archived form. Other parameters to 
consider could be the relative frequency of requests to the 
data or to importance of the data as determined by a client 
component or a management component directing those 
parameters. 

[0055] Thus, in the case of differential backups, portions 
of the archived ?le may reside across several different 
media. Older portions may be contained in the device 314, 
While neWer updated versions of that block may be con 
tained in the device 312. Portions that have not changed may 
still be in other library devices. 

[0056] In vieW of the above detailed description of the 
present invention and associated draWings, other modi?ca 
tions and variations Will noW become apparent to those 
skilled in the art. It should also be apparent that such other 
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modi?cations and variations may be effected Without depart 
ing from the spirit and scope of the present invention as set 
forth in this speci?cation. 

1.-6. (canceled) 
7. A modular netWork storage system comprising: 

a ?le processor for directing functions associated With the 
archival of data over a netWork, the ?le processor being 
a part of a computing device; 

a plurality of backup devices, each backup device having 
storage space for the archival of data; 

a plurality of media components, each media component 
being part of a computing device and being commu 
nicatively coupled to one or more of the plurality of the 
backup devices and the ?le processor for controlling 
the archival functions of the backup devices in accor 
dance With the direction from the ?le processor; 

a plurality of client components for generating archival 
type requests; and 

Wherein the ?le processor, in response to the archival type 
requests, provides direction to the plurality of media 
components for directing the archival functions in 
accordance With the archival type requests. 

8.-20. (canceled) 


