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(57) ABSTRACT 

Consumer con?gurable mobile communications solution 
enabling policy-enforcement services allowing authorized 
users to de?ne, manage and enforce restrictions for voice, 
data, and mobile Web services of a secondary mobile device. 
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CONSUMER CONFIGURABLE MOBILE 
COMMUNICATION SOLUTION 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims bene?t of US. Provisional 
Application No. 60/714,287 entitled “CONSUMER CON 
FIGURABLE MOBILE COMMUNICATION SOLUTION 
” and ?led Sep. 7, 2005; US. Provisional Application No. 
60/725,281 entitled “CONSUMER CONFIGURABLE 
MOBILE COMMUNICATION SOLUTION” and ?led Oct. 
12, 2005; and US. Provisional Application No. 60/735,837 
entitled “CONSUMER CONFIGURABLE MOBILE COM 
MUNICATION SOLUTION” and ?led Nov. 14, 2005; and 
US. Provisional Application ?led under attorney docket 
number 82053-0l08(4) entitled “CONSUMER CONFIG 
URABLE MOBILE COMMUNICATION SOLUTION” 
and ?led Sep. 7, 2006, Which are hereby incorporated by 
reference. 

BACKGROUND OF THE INVENTION 

[0002] 
[0003] The present invention relates to a system and 
method for a consumer con?gurable mobile communication 
solution, and more particularly, to a system and method for 
con?guring the usage criteria of one or more mobile com 
munication devices by user. 

[0004] 2. Discussion of the Related Art 

1. Field of the Invention 

[0005] Mobile communication devices have become 
prevalent in business and home use. Despite the abundance 
of devices, hoWever, there are feW Ways of individually 
restricting the usage of each device or a group of devices 
Within a master account. Typically it is left up to the 
individual carrying the device to use it as requested by a 
supervisor (e.g., a manager or parent) supplying the device. 

[0006] Current methods of restricting mobile device usage 
include prepaid mobile plans or restricted handsets. A pre 
paid plan limits hoW often an individual can use a device; 
hoWever, it does not restrict, for example, When or to Whom 
a call is made, from Whom a call is received, or What Web 
or multimedia use is acceptable. The limits of a prepaid plan 
are also typically de?ned by a phone company, not the 
person oWning or managing the phone. Furthermore, prepaid 
plans are typically managed as a single device, as opposed 
to a group plan Where multiple devices Would be obtained 
and managed under one account. Accordingly, each device 
is managed as a single account With its oWn bill and control 
over the device is limited to the user of the device’s 
Willingness to abide by rules set out by that user’s supervi 
sor. 

[0007] Restricted handsets may also be used to limit 
mobile use. HoWever, feW such handsets are available on the 
market. Handsets that are currently available are typically 
geared toWard very young users, Which has earned them the 
commonly used title of “kiddie phones.” Restricted handsets 
typically only alloW a user to dial, and in some con?gura 
tions receive calls from, speci?c phone numbers entered into 
the devices con?guration. For example, a parent Would 
typically enter speci?c phone numbers into the handset’s 
passWord protected “phonebook.” The child Would then be 
able to dial only those numbers available in the phonebook. 
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Such devices may not even have a dialing pad With Which to 
call a speci?c number not available in the device’s phone 
book. Such a device Would clearly have limited appeal to an 
adult and much less to a child as he or she groWs older and 
becomes increasingly subject to the peer pressure of ado 
lescence. 

[0008] Additionally, there are no options to con?gure the 
device to alloW calls to certain numbers on speci?ed days or 
timeframes, or to limit calls to a speci?ed talk time, for 
example. Furthermore, as the changes are made directly to 
the device, the phone must be present for any modi?cations 
to the phonebook. 

[0009] Restricted handsets are also typically sold as tem 
porary or “pay as you go” devices. As such, the device is 
typically not associated With a contract or account, thus 
limiting a supervisor’s ability to revieW the time usage of the 
device. Time is simply added to the device through the 
purchase of re?ll cards or other time purchase mechanisms. 

[0010] These and other de?ciencies exist With conven 
tional mobile communication systems and methods of 
operation. Therefore, a solution to these and other problems 
is needed, providing a user con?gurable system and method 
speci?cally designed to con?gure usage restrictions of one 
or more mobile communication devices. 

SUMMARY OF THE INVENTION 

[0011] Accordingly, the present invention is directed to a 
consumer con?gurable mobile communication solution pro 
viding the ability to con?gure device usage restrictions for 
one or more mobile communications devices. 

[0012] The present invention provides a system and 
method for con?guring mobile services for one or more 
mobile devices, such as cell phones, pagers, and Wireless 
e-mail devices, for example, by a primary user of a mobile 
communications account containing the user devices. 
According to the present invention, one or more individuals 
Would be identi?ed as the primary users of the account, such 
as a parent in a family plan, or a manager in an enterprise 
plan, for example. According to an embodiment of the 
present invention, a primary user may con?gure usage 
restrictions, such as the time of day a device may be used, 
the phone numbers a device may call, the services that may 
be accessed, or geographical limitations, among others, for 
the one or more secondary user devices by accessing a 
con?guration interface. In a further embodiment, groups 
may be con?gured With usage restrictions, Wherein devices 
may be assigned to the group inheriting the group’s restric 
tions. The con?guration interface may be a graphical inter 
face via a netWork connection, a menu interface providing 
selections available via a telephone, or any other interface 
alloWing con?guration of the secondary user devices. Fur 
thermore, con?guration is dynamic alloWing a primary user 
to make changes to a secondary user’s device at anytime of 
day or night Without the need for a device to be present. 

[0013] Additional features and advantages of the inven 
tion Will be set forth in the description that folloWs, and in 
part Will be apparent from the description, or may be learned 
by practice of the invention. The objectives and other 
advantages of the invention Will be realiZed and attained by 
the structure particularly pointed out in the Written descrip 
tion hereof, as Well as the appended draWings and appen 
dices. 
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[0014] It is to be understood that both the foregoing 
general description and the following detailed description 
are exemplary and explanatory. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The accompanying draWings, Which are included 
to provide further understanding of the invention and are 
incorporated in and constitute a part of this speci?cation, 
illustrate embodiments of the invention and together With 
the description serve to explain the principles of the inven 
tion. In the draWings: 

[0016] FIG. 1 shoWs a component vieW of a consumer 
con?gurable mobile communications system, according to 
an embodiment of the present invention; 

[0017] FIG. 2A shoWs a detailed vieW of a system pro 
viding a consumer con?gurable mobile communications 
system, according to an embodiment of the present inven 
tion; 
[0018] FIG. 2B shoWs a detailed vieW of a system pro 
viding a consumer con?gurable mobile communications 
system including media provisioning, according to an 
embodiment of the present invention; 

[0019] FIG. 3 shoWs a process How diagram for con?g 
uring a mobile communications user account, according to 
an embodiment of the present invention; 

[0020] FIG. 4 shoWs a detailed ?oW diagram for con?g 
uring restrictions for a secondary user account, according to 
an embodiment of the present invention; 

[0021] FIG. 5 is a How diagram shoWing restriction pre 
cedence according to an embodiment of the present inven 
tion. 

DETAILED DESCRIPTION OF VARIOUS 
EMBODIMENTS 

[0022] Reference Will noW be made in detail to various 
embodiments of the present invention, examples of Which 
are illustrated in the accompanying draWings. 

[0023] FIG. 1 shoWs a component vieW of a consumer 
con?gurable mobile communications system, according to 
an embodiment of the present invention. Turning to FIG. 1, 
the con?gurable mobile communications system includes a 
patrol module 110, a control module 120, and a media 
module 130. According to one embodiment, the patrol 
module 110, control module 120, and media module 130 are 
servers con?gured to provide the functionality of the present 
invention. In further embodiments, the servers may be 
contained Within a single physical computer server or dis 
tributed across a netWork. 

[0024] The patrol module 110 provides a user interface, 
such as a Web interface, to alloW a primary user to access and 
con?gure device restrictions for secondary users associated 
With a group account including primary and secondary user 
devices. The patrol module 110 also provides a service 
management system (SMS) for forWarding con?guration 
data to a control module 120 for updating service control 
point (SCP) devices used to enforce the user service policies 
over a signaling netWork 140, and thus determining hoW a 
call should be handled for a particular device. The patrol 
module 110 also maintains a master record for all con?gu 

Mar. 29, 2007 

ration data for the user con?gurable mobile communications 
service provided by the present invention. The patrol module 
110 also provisions other operation support systems (OSS) 
and netWork elements (NE), such as providing information 
to a home location register (HLR) and updating billing 
information, for example. The patrol module 110 is also 
responsible for generating reports and usage reports, such as 
call detail records, ratings, and various other reports. Fur 
thermore, patrol module 110 provides administration capa 
bilities, such as system administration, setting of privileges, 
and the adding of accounts, among others. 

[0025] Control module 120 interconnects With and 
receives service management information from patrol mod 
ule 110. Control module 120 provides SCP functionality, 
thus enforcing call control through the signaling netWork 
140 based on the service management information received 
from patrol module 110. Call control may include alloWing 
or blocking calls, or routing special requests to service nodes 
(SN) or through an intelligent peripheral (IP). 

[0026] Protocols used for call control enforcement may 
differ in various embodiments depending on the type of 
mobile netWork used. For example, in pre-Intelligent Net 
Work (IN) mobile netWorks, call control may be imple 
mented via ISDN User Part (ISUP) protocol or Release Line 
Trunking (RLT) over an SS7 netWork. For CDMA mobile 
netWorks, call control may be implemented via Wireless 
Intelligent NetWork (WIN) protocols over an SS7 netWork. 
In GSM mobile networks, call control may be implemented 
via CustomiZed Applications for Mobile netWorks Enhanced 
Logic (CAMEL) over an SS7 netWork. Call control for IP 
and next generation mobile netWorks using IP Multimedia 
Subsystem (IMS) may be implemented via Session Initia 
tion Protocol (SIP) over an IP netWork. In older IP netWorks, 
H.323 may also be used. Call control for other converged 
netWorks may be implemented via OSA/Parlay over an IP 
netWork. It Will be clear to one skilled in the art that as 
technology changes, other protocols may be used. HoWever, 
the service speci?cation of the present invention is indepen 
dent of the underlying call control protocols in use. 

[0027] Media module 130 interconnects With patrol mod 
ule 110 and provides interactive voice response (IVR) 
service or other information services, such as text or multi 
media messages, to a mobile device using the services 
provided by the present invention on the signaling netWork 
140, thus creating an intelligent peripheral. The media 
module 130 provides device or account information to alert 
the user of the device of restriction issues or other service 
information. For example, in one embodiment, IVR services 
announce loW credit, restricted time or number information, 
among other noti?cations. According to various embodi 
ments, information or service announcements provided 
through the media module 130 may be sent to a primary or 
secondary user’s device, or both. In a further embodiment, 
an IVR self-care service may be provided to a device to 
alloW the user to interact With the service, thus enabling 
various maintenance services. 

[0028] FIG. 2A shoWs a detailed vieW of a system pro 
viding a user con?gurable mobile communications system, 
according to an embodiment of the present invention. Sys 
tem 20, as shoWn in FIG. 2A, includes a patrol module 220 
and control module 260. A primary user may interconnect 
With patrol module 220 via any communications device 
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con?gured to access patrol module 220, such as mobile 
phone 212 or computer 214, through a network connection. 
Through this connection a primary user is able to con?gure 
secondary devices included in their mobile communications 
account or add secondary devices to their account. In a 
further embodiment, the primary user may add one or more 
devices to the primary user’s account. 

[0029] In a further embodiment, a primary user’s con?gu 
ration activity is logged to assist a customer service repre 
sentative in With any future intervention. For example, 
Whenever a primary user logs in the date, time, and login 
name are recorded. Whenever a primary user makes changes 
to the con?guration, the date and time, login name, function 
performed (e.g., added time period, deleted contact, etc) is 
logged. 
[0030] According to an embodiment of the present inven 
tion, a customer service representative may also intercon 
nect With patrol module 220 via any communications device 
con?gured to manage a primary user’s account, including 
secondary devices associated With the account, such as 
customer service access point 280. According to the embodi 
ment shoWn in FIG. 2A, customer service access point 280 
interconnects With the patrol module 220 through customer 
service applications server 242. Customer service access 
point 280 alloWs the customer service representative to 
assist a primary user With any issues that may occur With the 
primary user’s account. Customer service applications 
server 242 provides customer service applications through 
the customer service access point 280, Which may be used 
to modify a user’s account or data. In a further embodiment, 
the customer service representative may add one or more 
devices to the primary user’s account. 

[0031] In a further embodiment, the present invention logs 
changes made through a customer service representative. 
For example, Whenever an account is created, deleted, or 
modi?ed the date, time, login name, and account holder 
information, such as the primary user’s mobile number are 
logged. Whenever a secondary user is added to or deleted 
from an account the date, time, login name, account holder 
information, and secondary user information, such as the 
secondary user’s mobile are logged. Whenever a customer 
service representative makes changes to a primary user’s 
con?guration, the date, time, login name, and function 
performed (e.g., added time period, deleted contact, etc) are 
logged. 

[0032] According to an embodiment of the present inven 
tion, con?guration of the secondary devices includes iden 
tifying What phone numbers and other services may be 
accessed, What time speci?ed phone numbers and other 
services may be accessed. In a further embodiment, a 
customer console is provided by the patrol module 220 for 
the use of the primary user. This interface alloWs authoriZed 
users to manage the restrictions of the secondary users 
Within an account. The customer console is intended for 
primary users, Who are authoriZed to manage the settings for 
all users Within the account. HoWever, in a further embodi 
ment, secondary users may also have access to the customer 
console in a read-only mode. 

[0033] The customer console interface alloWs authoriZed 
personnel to perform the account management operations, 
such as assign nicknames to the different secondary users; 
manage time-based restrictions, such as specifying When a 
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secondary user is able to use a particular service; manage 
usage-based restrictions, such as specifying hoW much 
usage a secondary user is able to use a particular service; 
manage alloWed and disalloWed parties, such as specifying 
Who can alWays be called (“White-list”) and Who can never 
be called (“blacklist”); assigning restrictions to the different 
secondary users; designate Whether a subscriber is a primary 
user or secondary user; and creation and manage noti?ca 
tions. 

[0034] In a further embodiment, group and hierarchical 
management is also provided. In such an embodiment, one 
or more groups are con?gured With speci?c rights and 
restrictions and secondary user may be assigned to a par 
ticular group, thus inheriting the rights and restrictions of the 
group. 

[0035] In a further embodiment, geographical limitations 
may also be available to limit a secondary device’s func 
tionality When it is located in speci?ed locations. For 
example, a primary user may con?gure a secondary user’s 
device to limit the locations from Which or to Which a call 
may be placed. According to various embodiments, such 
limitations may be made based on an area code or the 
physical location of the device based on GPS data provided 
by the device. 

[0036] In further embodiments of the present invention, a 
primary user may also restrict Web, e-mail, and messaging 
functionalities in a similar manner. For example, Web access 
may be restricted to speci?ed times or to speci?ed content or 
Web address designations entered by the primary user. 
E-mail and messaging may be limited to speci?ed times, as 
Well as a speci?ed list of addresses 

[0037] According to another embodiment of the present 
invention, an administrative console is also provided by the 
customer service application server 242 through the cus 
tomer service console 280 for use by a customer service 
representative Working for a service provider. This interface 
alloWs authoriZed personnel to perform various administra 
tive operations, such as the management of customer logins, 
including neW user access and passWord assignment; the 
management of primary accounts, including adding, delet 
ing, or modifying an account; and the management of 
secondary users Within a primary account, such as adding or 
deleting a secondary user. 

[0038] The administrative console and customer console 
may be accessed via a variety of mechanisms. For example, 
Web server 222 may provide a customer console and cus 
tomer service applications server 242 may provide an 
administrative console. In one embodiment, accessing the 
management consoles is via Web-based GUIs. In such an 
embodiment, the consoles are designed as Web portlets 
intended for inclusion into a carrier’s Web portal. This 
alloWs the user interface to be made available to users Within 
the existing electronic self-care provided by the carrier for 
other services. The Web por‘tlet may offer assistance in the 
form of user tips, bubble help, or context-sensitive help in 
order to assist the user in con?guring the account settings. 

[0039] According to one embodiment, the primary user 
may use the Web interface to assign a name to each second 
ary user; assign restrictions to each secondary user, such as 
create and manage White-lists, create and manage blacklists, 
create and manage time periods, and create and manage 



US 2007/0073874 A1 

usage limits; create contact list for use in White-lists and 
black-lists, and create time period list for use When manag 
ing restricted time periods. 

[0040] According to a further embodiment, a customer 
service representative may use a Web interface to add, delete 
and manage accounts; add, delete and manage secondary 
users Within an account; access to a customer console to 

assist a primary user. 

[0041] Returning to FIG. 2A, the patrol module 220 
provides an instance of the consumer console via Web server 
222 and may be accessed by a graphical user interface With 
user device 212 or 214. Communication betWeen patrol 
module 220 and user device 212 or 214 is monitored by 
?reWall 218 to protect patrol module 220 from destructive 
communications inadvertently or intentionally sent via user 
device 212 or 214. According to the embodiment shoWn in 
FIG. 2A, after passing through ?reWall 218, communication 
from user devices 212 or 214 enters the patrol module 220 
through Web server 222. 

[0042] According to an embodiment of the present inven 
tion, the primary user may con?gure time and usage restric 
tions, or make unrestricted designations. Time period restric 
tions restrict secondary users from using services Within 
particular time periods. Each service can be restricted inde 
pendently. By default, a subscriber has no time restrictions 
de?ned When ?rst created. There is no limit to the number 
of time restrictions that may be set. 

[0043] According to an embodiment of the present inven 
tion, a time range is speci?ed by identifying the start and end 
time for the period. Nicknames may be assigned to these 
time ranges (e.g., “school hours”) to simplify con?guration. 
Time ranges are restricted Within a given day, to alloW for 
repeating time ranges across the Weekdays, Weekends, or all 
days. Time ranges that span days (e.g., from Monday 8:00 
pm to Tue 7:00 am) are input as tWo time intervals. 

[0044] Time ranges apply to a particular day, or grouping 
of days. The user may select from Day of Week (i.e., Sunday, 
Monday, etc), Weekday, Weekend or All. In one embodi 
ment, calls that start during alloWed time periods are auto 
matically terminated if they cross into a restricted time 
period. In a further embodiment, noti?cations may be set to 
Warn a user of a pending termination. For example, a 
?ve-minute Warning may be given ?ve minutes before 
entering a restricted time period. In a further embodiment, 
all times are interpreted as the local time Zone of Where the 
subscriber’s home netWork location. The time speci?cations 
take into account daylight savings adjustments. HoWever, it 
is acceptable that calls in progress When the daylight savings 
adjustment occurs may consider only the restrictions in 
place at the time of the call. (i.e., it does not have to account 
for daylight savings during the life of the call). 

[0045] In further embodiments, secondary users may be 
restricted to using services Within a speci?ed usage alloW 
ance. These usage limits are de?ned on a per-service basis. 
Each service may use different limit units. For example, 
voice calls are limited in terms of minutes of phone use; text 
messages and e-mail are limited in terms of the number of 
messages. Usage limits may be completely independent of 
the calling plan minutes. In one embodiment, usage limits 
may be modi?ed as needed by the primary user Without 
restriction. This means that a primary user may add, subtract 
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or Zero out usage limits to impact a secondary user’s usage. 
Changing usage limits does not affect the periodic limits 
(allowance). 
[0046] As each service is used, the usage alloWance is 
decremented based on usage. Warning messages are played 
When the usage reaches loW thresholds. In general, usage 
limits are not adjusted Whenever a call is disalloWed. The 
folloWing table shoWs hoW the usage limits are treated for 
successful calls, according to an embodiment of the present 
invention: 

Adjustment 
Event/Restriction Type Specifcation 

Outgoing call While the “unrestricted” indicator is enabled Unaffected 
Outgoing call to a Whitelist number Unaffected 
Outgoing call to an unlisted number Decremented 
Incoming call While the “unrestricted” indicator is enabled Unaffected 
Incoming call to a Whitelist number Unaffected 
Incoming call to an unlisted number Decremented 

[0047] An embodiment of the present invention also pro 
vides an auto-replenishment function. In such an embodi 
ment, a secondary user may be assigned a per-service 
attribute de?ning What the initial value is, as Well as hoW 
often the value is reset. Reset intervals are de?ned monthly 
on an anniversary date (e.g., 200 minutes every 15th of the 
month), or Weekly on a particular day of the Week (e.g., 50 
minutes every Sunday). 

[0048] Each secondary user is assigned a usage limit 
de?ned on a reset interval (either Weekly or monthly). If a 
neW reset interval is reached, and there is still a balance in 
the usage alloWance, there is a question as hoW to deal With 
this balance. Is it discarded (i.e., “use or lose”) or is carried 
over into the next interval (“rollover”). For ?exibility, an 
embodiment of the present invention may also provide a 
rollover facility. In one embodiment the rollover facility 
provides the folloWing: 

Field Value Comment 

Reset interval Either Weekly or When values are reset 
monthly 

Reset anniversary For monthly resets Anniversary of When 
date of month values reset 
For Weekly resets 
day of Week 

Initial Value Value assigned at the 
start of each reset interval 

Rollover maximum Amount of remaining 
value balance that is added to 

next interval. Anything 
over this maximum value 
is lost. 
To disalloW rollovers, set 
this value to Zero (0). 

[0049] In further embodiments of the present invention, a 
primary user may restrict usage to speci?ed contacts. A 
blacklist is a list or register of people Who, for one reason or 
another, are being denied contact. Names and numbers on 
the blacklist are not alloWed to be contacted. Similarly, some 
numbers may be designed as alWays reachable. These num 
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bers may be used for emergency contacts, including the 
primary user, for example. Names and numbers on the 
white-list are always allowed to be contacted, even during 
restricted times, or when the usage limits are exceeded. In 
one embodiment, calls to/from a white-listed number do not 
decrement the usage allowance. In a further embodiment, 
the present invention would always allow white-listed calls 
and block blacklisted calls, whether they are outgoing and 
incoming calls. In a further embodiment, numbers not 
present on either the white-list or blacklist are allowed, but 
subject to other restriction de?nitions (e.g., time periods, 
usage limits, etc). Contacts (i.e., phone numbers) cannot be 
listed on both the white-list and the blacklist simultaneously. 

[0050] In a further embodiment, nicknames may be 
assigned to mobile phone numbers in a contact list (e.g., 
"Mom,”“Dad,”“Grandma”) to simplify populating the 
blacklist and white-lists. A de?ned contact need not be 
present in either the blacklist or the white-list. 

[0051] According to further embodiments, an “unre 
stricted” setting will override all settings for a particular 
secondary user without having to change any of the current 
restrictions and allowing the primary user to re-enable them 
at a subsequent time. In a further embodiment, usage limits 
are unaffected if the subscriber is designated as unrestricted. 

[0052] The order in which restrictions are implemented 
may result in some settings overriding other restrictions. The 
following order of evaluation is used in one embodiment to 
determine whether services are allowed or blocked. 

Priority Restriction Comment 

1. Unrestricted Subscribers who are classi?ed as unrestricted 
subscriber are treated as if they have no restrictions. 
designation 

2. White list Numbers listed in the white list may be 
designation reached even if it is a restricted period, or 

usage limits have been exceeded. 
3. Black list Numbers listed in the blacklist are never 

designation reachable. 
4. Time 
5. Usage 
6. Content ?lter For data services only 

[0053] Returning to FIG. 2A, con?guration information 
provided by the user through the user interface is then passed 
through ?rewall 224 to applications server 226. Applications 
server 226 provides the applications and services associated 
with the patrol module 220, including device con?guration, 
reporting, billing, and system administration. Applications 
server 226 interconnects with patrol database 228. Patrol 
database 228 maintains a master record of all con?guration 
information for the patrol module 220 and provides data to 
the applications server 226, server management systems 
module 232, and customer service application server 242. 

[0054] Data transferred between patrol database 228 and 
service management module 232 moves through ?rewall 
230. Data transferred between patrol database 228 and the 
customer service applications server 242 moves through 
?rewall 240. Firewalls 230 and 240 protect patrol database 
228 from malicious or corrupt information passed by the 
service management module 232 or customer service appli 
cations server 242 to protect the security and integrity of 
these elements of the patrol module 220. 
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[0055] Service management module 232 provides service 
management system functionality and is responsible for 
updating the service control point (“SCP”) 262 located 
within control module 260. Service management module 
232 provides network control information to SCP 262 based 
upon the con?guration data provided through the customer 
console or the administrative console. In turn, the SCP 262 
provides service delivery and network control for the 
devices managed by the primary user and used over com 
munications network 280. Accordingly, the user devices 
function according to the con?guration data maintained in 
the SCP 262 of the control module 260. 

[0056] In the embodiment shown in FIG. 2A, the SCP is 
the network element that receives the triggers from the 
switch. Patrol module 220 and services management module 
260 enforce the con?guration as de?ned by the primary user 
for managing the usage of secondary user devices managed 
by the primary user. The functional responsibilities for an 
SCP according to an embodiment of the present invention 
are summarized below: 

Title De?nition Comment 

Network SS7 Point Code in Provides SS7 signaling, 
Attachment the carriers triggers and event 

network interfaces 
Trigger Receives TCAP 
Processing messages that are 

triggers at certain 
decision points 
in the call ?ow. 

Event Sends “events” Initiated by a message 
Processing to notify the switch from the Policy Component. 

that a call state 

should be changed. 
Signaling SS7 error SS7 fault tolerance, 
Error processing fail over, etc. to 
Recovery achieve required 

level of availability 
Message Error recovery due Message level 
Error to loss of protocol re-connection, 
Recovery or other problems retransmission and 

in the message re-establishment of 
traffic or inter- context 

face to the 
Policy Component 

Signaling Command and control Monitoring, restart, 
Component of the Signaling shutdown, recon?gure, 
Management component itself etc. as requested by 

the operations staff 
Active High-level context The Policy Component 
Subscriber for each of the maintains historical 
State active connections. or “not active” 
Management May involve some state. 

DB interaction. 
Logging and Post to audit, Audit records are 
recording activity and stored in the 

debug logs database, others 
written locally. 

[0057] Returning to FIG. 2A, provisioning module 250 
updates the information stored on the home location register 
(“HLR”) database 252 for each account. The HLR database 
252 maintains subscriber information, such as address, 
account status, and user preferences, for a mobile commu 
nications system. 

[0058] FIG. 2B, shows a detailed view of a system pro 
viding a consumer con?gurable mobile communications 
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system With media provisioning, according to an embodi 
ment of the present invention. In FIG. 2B, provisioning 
module 250 interconnects With and provides information to 
media module 270. Media module 270 receives information 
from the provisioning module 250 alloWing the media 
module 270 to interact With customer devices and provide a 
variety of account and device information. 

[0059] According to one embodiment of the present inven 
tion, media module 270 includes an Interactive Voice 
Response (“IVR”) server 272 acting as an intelligent periph 
eral. Various embodiments of the IVR server 272 support 
IVR features, DTMF processing, automatic speech recog 
nition (“ASR”), and speech to text/text to speech capabili 
ties, among others. According to one embodiment, IVR 
features supported by the IVR server 272 include self-care 
functionality alloWing a user to access device accessible 
maintenance services. Announcements to user devices, such 
as loW credit, restricted times or numbers, may also be 
provided through the media module 270. In further embodi 
ments, the primary user is able to obtain or set the current 
balance for any secondary account or set or remove an 

unrestricted ?ag for any secondary account. 

[0060] In further embodiments an ASR interface is pro 
vided to alloW users to access the management interfaces 
using existing phones. The IVR plays back menu choices 
over the phones, and customers can con?gure the applica 
tion by speaking responses over the phone. The ASR inter 
face implements the same management options as the IVR 
interface, but adds speech as the primary user interface 
rather than touch tones. 

[0061] In further embodiments, announcements are pro 
vided by media module 270. Announcements are audio 
recordings that are played back during voice calls to inform 
the affected user of the actions being taken according to a 
device’s current con?guration. In one embodiment, the 
secondary user is the only device to receive such announce 
ments. 

[0062] Postpaid and prepaid account may be handled 
differently. For example, in an embodiment providing post 
paid accounts, the managed minutes are associated With the 
account. When a postpaid threshold is reached (i.e., exceed 
the total free minutes), a recording indicating that the free 
minutes has been exceed is played, but the call is alloWed to 
continue. In an embodiment including prepaid accounts, if a 
call is Within the limits of the account settings, but the 
prepaid account runs out of minutes, nothing is done. The 
prepaid platform is responsible for detecting this condition 
and terminating the call. In effect, the present invention is 
not concerned With changes in the prepaid calling balance. 

[0063] In a further embodiment, a noti?cation is transmit 
ted to a subscriber to inform them of a signi?cant event. This 
noti?cation occurs outside of the actual call. For example, a 
loW usage alloWance, a Zero usage alloWance, loW total 
usage limit, a blocked outgoing call, or a blocked incoming 
call may result in a noti?cation. Noti?cations may be 
transmitted to a user-de?ned contact point. Contact points 
can be an SMS mobile phone number or an email address. 

[0064] While it is possible to notify the primary user of 
each of these events as soon as it is detected, it is probably 
more appropriate/more convenient to provide a summary 
noti?cation at the end of each day. In a further embodiment, 
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the same information is made available in the audit logs. 
This may be provided to the primary user via the Web portal. 

[0065] In further embodiments, each attempted call or 
session may be recorded on a per-user basis. These are saved 
to a database and made available to primary users. This 
alloWs the user to vieW a detailed history of calls per user. 
In the case of blocked calls, these may be the only source of 
data, because most sWitches are not con?gured to generate 
CDRs When a call is blocked. In such embodiments, a usage 
record may contain the calling number, the called number or 
destination URL, the start time, the end time, the type of 
service {Voice, SMS, MMS, GPRS, WAP, etc.), the call 
termination status {Normal, Denied Time Period, Denied 
Zero Balance, Denied Blacklist, Denied Content, Termi 
nated Time Period, Terminated Zero Balance, etc.) 

[0066] In operation, a primary user may login to their 
account through a computer device, such as a phone 212 or 
computer 214. Once logged in, a primary user may vieW and 
con?gure the list of the secondary users associated With the 
primary users account, vieW and con?gure blocked time 
periods by adding, deleting, or modifying time periods for 
all secondary users Within the account, vieW and con?gure 
a master contacts list by adding, deleting or modifying the 
information contained in the master contacts list, and vieW 
and con?gure restrictions for speci?c secondary users. For 
example, a primary user may vieW current restrictions 
placed on a speci?c device, as Well as con?gure or modify 
the restrictions on that device. Such restrictions may include 
time or location limits placed on the device, a blocked time 
list, an alWays alloW list, or a never alloW list. 

[0067] In a further embodiment, secondary users may be 
provided With limited access to make modi?cations to call 
lists, for example. In such an embodiment, a salesperson 
may add a neW sales contact to their contact list. According 
to a further embodiment, the neW contact information Would 
need to be associated With a project code. In turn, the 
salesperson’s manager Would manage the speci?c restric 
tions associated With that project code. 

[0068] In another embodiment of the present invention, 
geographic limitations may also be con?gured. For example, 
a device may be con?gured to place or receive calls only 
Within a speci?ed area code or country code. In a further 
embodiment, a device may be con?gured to place or receive 
calls only While the device is Within a speci?ed area or 
country code. In another embodiment, a device may be 
con?gured to place or receive calls only While the device is 
Within a speci?ed geographic area as de?ned by GPS 
coordinates. 

[0069] Time period de?nitions may also be set on various 
restrictions assigned to a speci?c device. For example, a 
time period of a Week or a month may be designated for 
various restrictions, such as call or messaging time. Accord 
ingly, a primary user may designate a speci?c number of 
minutes alloWed for calls during that speci?ed time period. 
The primary user may also designate the anniversary date, or 
day Within the selected time period that the restriction is 
reset. For example, a primary user may designate 15 minutes 
of call or messaging time for use per Week and the allotted 
minutes are to be reset on Sunday. In a further example, a 
primary user may allot 60 minutes of call or messaging time 
for use per month Wherein the reset date Would be the ?rst 
of the every month. A primary user may also designate 
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rollover limits to allow a speci?ed number of unused min 
utes to be added to the following months allotment of 
minutes. 

[0070] In a further embodiment, a customer service rep 
resentative, such as an employee or other designated indi 
vidual or automated mechanism from the Wireless operator 
providing access to the con?guration system of the present 
invention, may create a neW account or modify an existing 
account for a primary user. According to one embodiment of 
the present invention, a secondary user may only be added 
by the customer service representative. According to one 
embodiment, the customer service representative may login 
in to an account management system. Once in the account 
management system, the customer service representative 
may locate an existing account or add a neW account. Once 

an account is available, the customer service representative 
may edit or delete information associated With the account, 
such as a primary user’s address, phone number, or e-mail 
address, for example. The customer service representative 
may also add or modify the list of secondary users identi?ed 
With the account. Once a secondary user is added to the 
account, the primary user may modify the restrictions to that 
secondary user as described above. 

[0071] FIG. 3 shoWs a process How diagram for con?g 
uring a mobile communications device, according to an 
embodiment of the present invention. In FIG. 3, a primary 
user con?gures a device Within a mobile communications 
account beginning in step 310 by accessing a user interface 
presented by the mobile communications system. In step 
320, a device is selected from available devices. In step 330, 
con?guration information is entered for the selected device. 
According to an embodiment of the present invention, 
con?guration information may include, for example, phone 
numbers that the device may alWays call or never call, phone 
numbers With speci?c times that the selected device may call 
or receive calls from, the time of day or time of Week the 
selected device may be used to make or receive calls from 
speci?c numbers, or access to additional services, such as 
text messaging or Internet access. 

[0072] After con?guration information is entered, the con 
?guration information is saved in step 340. Once the infor 
mation is saved in step 340 con?guration or control data is 
created and updated in step 350. After the control data has 
been updated, the user device functions according to the 
con?guration information entered by the primary user for 
that device. 

[0073] FIG. 4 shoWs a detailed ?oW diagram for con?g 
uring restrictions, according to an embodiment of the 
present invention. Con?guration begins With a primary user 
logging in at step 400. At step 410, a secondary user list is 
provided identifying the secondary users Within the account. 
At step 420, a blocked time periods list is provided Where the 
primary user may add, delete, or modify time periods that 
may be applicable to one or more secondary users. At step 
430, a contacts list is provided Where the primary user may 
add, delete, or modify contact information that may be 
applicable to restrictions that may be applicable to one or 
more secondary users. 

[0074] From the list of secondary users provided at step 
410 a primary user may select a user for adding, modifying, 
or deleting restrictions at step 440. According to the embodi 
ment shoWn in FIG. 4, the step of adding, modifying, or 
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deleting restrictions may include a secondary user summary 
step 441, an edit secondary limits step 413, a blocked time 
list step 445, an alWays all list step 417, and a never alloW 
list step 449. At secondary user summary step 441, the 
primary user may revieW the current setting applied to a 
selected secondary user. At step 441, the primary user may 
also add, delete, or modify any of the available settings by 
selecting a particular setting for modi?cation. At edit sec 
ondary limits step 413, the primary user may add, delete, or 
modify the number of alloWed minutes of use for the 
selected secondary user. A time frame, such as one Week or 
one month may also be designated, as Well as a day of the 
Week or month to indicate When the number of minutes 
should be reset. 

[0075] At blocked time list step 415, the primary user may 
add, delete, or modify time periods in Which the secondary 
user may not user their device for speci?ed contacts. 
According to one embodiment, time periods are selected 
from the list of blocked time periods created at step 420. 

[0076] At alWays alloW list step 417, the primary user may 
add, delete, or modify a list of contacts that may alWays be 
called. According to one embodiment, contacts are selected 
from the list of contacts created at step 430. 

[0077] At never alloW list step 419, the primary user may 
add, delete, or modify a list of contacts that may never be 
called. According to one embodiment, contacts are selected 
form the list of contacts created at step 430. 

[0078] FIG. 5 is a How diagram shoWing restriction pre 
cedence according to an embodiment of the present inven 
tion. The restriction precedence shoWn in FIG. 5 indicates 
the order in Which restriction checks are made by a device 
con?gured according to an embodiment of the present 
invention. The restriction check begins at step 500 When a 
request for permission is made. At step 510, the con?gura 
tion is checked to determine if the current con?guration is 
set to an unrestricted state. If the device is currently set to an 
unrestricted state the process moves to step 560 Where the 
request is accepted. If the device is not currently set to an 
unrestricted state, the process moves to step 520. 

[0079] At step 520, the White or alWays alloWed list is 
checked to determine if the request indicates a contact 
identi?ed Within the list. If the requested contact is identi?ed 
on the White list, the process moves to step 560 Where the 
request is accepted. If the contact is not identi?ed on the 
White list, the process moves to step 530. 

[0080] At step 530, the black or alWays deny list is 
checked to determine if the request indicates a contact 
identi?ed Within the list. If the requested contact is identi?ed 
on the black list, the process moves to step 570 Where the 
request is denied. If the contact is not identi?ed on the black 
list, the process moves to step 540. 

[0081] At step 540, the restricted time periods list is 
checked to determine if the request is being made during a 
valid time period. If the request is not being made during a 
valid time period, the process moves to step 570 Where the 
request is denied. If the request is being made during a valid 
time period, the process moves to step 550. 

[0082] At step 550, the remaining allotment of minutes is 
checked to determine if the device has a suf?cient quota of 
time remaining. If there is a suf?cient amount of time 
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remaining, the process moves to step 560 Where the request 
is accepted. If there is not a suf?cient amount of time 
remaining, the process moves to step 570 Where the request 
is rejected. 

[0083] While various netWork and technology-based 
examples have been provided, the present invention is 
intended to be a netWork- and technology-agnostic applica 
tion and is operable in a mobile carrier’s netWork indepen 
dent of the technology deployed. It Will be apparent to those 
skilled in the art that various modi?cations and variations 
can be made in the present invention Without departing from 
the spirit or scope of the invention. Thus, it is intended that 
the present invention cover the modi?cations and variations 
of this invention provided that they come Within the scope 
of any claims and their equivalents. 

What is claimed is: 
1. A consumer con?gurable mobile communications sys 

tem comprising: 

a patrol module for receiving con?guration information 
from a primary user, storing the con?guration informa 
tion, and for forwarding con?guration data based on the 
con?guration information received from the primary 
user; and 

a control module interconnected With the patrol module 
for receiving the con?guration. 

2. The system of claim 1, Wherein the patrol module 
further comprises: 

a Web server for presenting an interface for the primary 
user and for receiving the con?guration information; 

an applications server interconnected With the Web server 
for managing the con?guration information; and 

a database for storing the con?guration information. 
3. The system of claim 1, Wherein the patrol module 

further comprises a service management module for gener 
ating con?guration data based on the con?guration infor 
mation and for interconnecting With the control module and 
forWarding the con?guration data to the control module. 

4. The system of claim 3, Wherein the control module 
further comprises a service control point con?gured to 
manage netWork traf?c according to the con?guration data. 

5. The system of claim 1, Wherein the patrol module 
further comprises a provisioning module. 

6. The system of claim 5, Wherein the provisioning 
module interconnects With a home location register and 
provides data based on the con?guration information to the 
home location register. 

7. The system of claim 5, further comprising a media 
module for providing notices and alerts to a mobile device 
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user, Wherein the provisioning module interconnects With 
the media module forWards notice and alert information 
based on the status of the mobile device user’s con?guration 
information. 

8. The system of claim 1, Wherein the patrol module 
further comprises a customer service application module for 
interconnecting With a customer service device. 

9. The system of claim 8, Wherein the customer service 
application module provides an administrative console. 

10. The system of claim 2, Wherein the Web server 
provides a customer console. 

11. A method for con?guring a consumer con?gurable 
mobile communications device, comprising the steps of: 

presenting a user interface; 

receiving con?guration information; 
saving the con?guration information 

creating con?guration data; and 

updating a netWork control point With the con?guration 
data. 

12. A method for processing restriction precedence of a 
mobile communications request, comprising the steps of: 

receiving a permission request for a speci?ed contact; 

checking for an unrestricted con?guration; 

checking for the contact’s inclusion in a White list; 

checking for the contact’s inclusion in a black list; 

checking the time of the permission request to be Within 
a valid time period; and 

checking that a minimum quota threshold is met. 
13. The method of claim 12, Wherein if the step for 

checking for an unrestricted con?guration is true accept the 
request. 

14. The method of claim 12, Wherein if the step for 
checking for the contact’s inclusion in a White list is true 
accept the request. 

15. The method of claim 12, Wherein if the step for 
checking for the contact’s inclusion in a black list is true 
reject the request. 

16. The method of claim 12, Wherein if the step of 
checking the time of the permission request to be Within a 
valid time period is not true reject the request. 

17. The method of claim 12, Wherein if the step of 
checking that a minimum quota threshold is met accept the 
request, otherWise reject the request. 


