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(57) ABSTRACT 

Speci?c identi?cation for identifying an individual and ?rst 
record information associated With the speci?c identi?cation 
are obtained. The speci?c identi?cation is substituted With 
unique generic identi?cation to disassociate the speci?c 
identi?cation from the record information. The unique 
generic identi?cation and the ?rst record information are 
forWarded. The unique generic identi?cation is received. 
The unique generic identi?cation is substituted With the 
speci?c identi?cation. 
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SYSTEM FOR ENABLING DATA PROCESSING 
WHILE MAINTAINING CONFIDENTIALITY 

[0001] This application is a continuation of pending US. 
patent application Ser. No. 10/667,407, ?led Sep. 23, 2003, 
Which is a continuation ofU.S. Pat. No. 6,654,724, issued on 
Nov. 25, 2003, the disclosures of Which are expressly 
incorporated herein by reference in their entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to a system for pro 
cessing pharmaceutical data. More particularly, the present 
invention pertains to a system that maintains the con?den 
tiality of a patient’s identity information associated With the 
pharmaceutical data being processed. HoWever, the data 
being processed is not limited to pharmaceutical information 
That is, the present invention has applications in numerous 
?elds, such as laW, ?nance or any other ?eld that requires 
con?dentiality. 

[0004] 2. Discussion of Background Information 

[0005] Up until noW, the issue of medical record con? 
dentiality has not been adequately addressed. In order for 
health care providers to offer the highest level of patient 
care, it is essential to enlist the trust of patients, speci?cally 
With regard to the issue of protecting the con?dentiality of 
any medical information provided in con?dence by patients 
to health care providers. This Would include prescription 
medication information provided to pharmacists. 

[0006] Pharmacy-based medication compliance programs 
remind patients When their prescription, as Written by their 
doctor, needs to be re?lled and provide patients With infor 
mation about medication usage, potential side effects, and 
precautions. Typically, such programs are implemented by 
providing patients With mailed communications from their 
local pharmacists at speci?c intervals during their prescrip 
tion therapies (e.g., prior to re?lls coming due). Such 
pharmacy-based medication compliance programs have 
proven to be successful at increasing the rate that patients 
adhere to their physicians’ prescribed instructions across 
multiple therapeutic categories. Some programs have dem 
onstrated increases in compliance on the order of 50% or 
greater. 

[0007] Due to the large volume of prescriptions being 
?lled noWadays, pharmacists often need assistance in ful 
?lling administrative tasks, such as sending patient remind 
ers, so the pharmacists have more time to devote to serving 
patients at the pharmacy. Thus, pharmacies frequently enlist 
the assistance of outside parties to implement compliance 
programs. 

[0008] Compliance programs help patients to folloW their 
physician’s instructions. Without compliance programs, 
only about half of all prescriptions Written each year are 
taken correctly. The other half are taken incorrectly, by 
patients Who are “non-compliant” With their doctor’s pre 
scribed instructions. The term non-compliant is a catch-all 
phrase referring to any deviation from a prescribed pharma 
ceutical regimen, including: over-dosing/taking medication 
too frequently, taking medication at incorrect times of the 
day, under-dosing and periodic drug holidays, sharing pre 
scribed medicines With others, mixing medicines inappro 
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priately With alcohol, tobacco, certain foods, and other 
prescribed or over-the-counter remedies, and failing to ?ll or 
re?ll prescriptions altogether. 

[0009] Taken in total, non-compliance in its many forms 
exacts a signi?cant toll in unnecessary health care costs, 
loWer quality of patient health, and even lost lives. Conser 
vative estimates from academic researchers, government 
agencies, and health care industry experts indicate that each 
year, non-compliance With prescribed pharmaceutical regi 
mens in the United States contributes to: between 6-10% of 
all hospital admissions; 125,000 deaths in the cardiovascular 
area alone; over 20 million lost Working hours; and betWeen 
$15-20 billion in avoidable health care costs. 

[0010] Canada has non-compliance issues similar to those 
in the United States, and the problem has been studied there 
as Well. In Canada, non-compliance With prescription medi 
cations is estimated to cost the health care system betWeen 
$7 and $9 billion each year in direct and indirect costs. This 
makes prescription non-compliance one of Canada’s largest 
and most expensive “disease” categories, equivalent to the 
total cost of coronary heart disease. 

[0011] The problem of non-compliance is particularly 
severe in pharmaceutical therapies for chronic, long-term 
conditions such as hypertension, asthma, epilepsy, and 
hypercholesterolemia. The predominant form of non-com 
pliant behavior in such long-term therapies is premature 
discontinuance (i.e., missed re?lls). In fact, several studies 
have shoWn that patient retention rates in long-term thera 
pies decline to 50% over the ?rst six to tWelve months of 
therapy, regardless of the illness or patient setting. 

[0012] Pharmacists are in perhaps the best position to help 
patients adhere to their doctor’s prescription instructions. 
Pharmacists are trained to ansWer questions about prescrip 
tions for their patients and they are alWays looking for Ways 
to better communicate With their patients. Systems presently 
exist to facilitate this communication using modern and 
cost-effective methods that support and reinforce the efforts 
of today’s busy pharmacists. HoWever, such systems require 
that con?dential prescription information be provided to the 
third parties that are implementing the services. 

[0013] As previously stated, medication compliance pro 
grams often involve the use of outside parties by pharmacies 
to assist in the program implementation. In order to imple 
ment such programs, pharmacies are frequently required to 
provide patient prescription records to third parties for data 
processing and analysis. While the con?dentiality of these 
records can be protected by contractual obligations betWeen 
the pharmacy and the third party, the perception that patient 
con?dentiality may be compromised could exist. Because of 
the signi?cant health care value of pharmacy-based medi 
cation compliance programs, a need exists for a solution that 
alloWs pharmacies to implement compliance programs With 
out any real or perceived violation of the con?dentiality of 
patient prescription records. 

SUMMARY OF THE INVENTION 

[0014] Hence, an object of the invention is to respond to 
the public debate surrounding prescription record con?den 
tiality issues. This object is achieved by alloWing pharma 
cies to utiliZe third party services to help them implement 
medication compliance services for their patients Without 
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ever providing con?dential patient-identi?able information 
to the third party. According to the present invention, 
patient-identi?able information contained in a patient pre 
scription record is automatically replaced With a unique 
patient identi?cation number, enabling pharmacies to gen 
erate an electronic ?le that can be provided to third party 
data processors to facilitate the use of medication compli 
ance programs. The patient-identi?able information is re 
united With the “patient-blinded” database ?les, used to 
generate communications from the pharmacist to the patient, 
Within the pharmacy environment. Thus, the present inven 
tion enables pharmacies to address the serious health care 
problem of medication non-compliance in a manner that 
preserves the con?dentiality of patients’ private medical 
records. 

[0015] A system is provided for processing data including 
speci?c identity information and substantive information. 
The system permits analysis of the substantive information 
to occur While maintaining the con?dentiality of the speci?c 
identity information. The system includes a server and a data 
processor. The server stores the data and transmits the data 
to a data processor. Before transmitting the data, the server 
replaces the speci?c identity information With unique 
generic identi?cation information. The data processor 
imports the data, including the substituted generic identi? 
cation information, and analyZes the substantive information 
to obtain results. The data processor then exports the results 
along With the associated generic identi?cation information 
back to the server. Upon receiving the results, the server 
supplements the generic identi?cation information With the 
corresponding speci?c identity information so that the 
results are associated With the speci?c identity information 
corresponding to the substantive information that is the 
source of the results. The unique identi?cation information 
may be a name and an address. A local system that supplies 
the data to the server may also be provided. Moreover, the 
results may be intervention types and timing and the server 
may receive the results and add the name and address to the 
results so that correspondence can be generated in accor 
dance With the intervention types and timing for that name. 
The individual identity information is forWarded to a ful 
?llment house in a preferred embodiment. 

[0016] According to another embodiment, a system is 
provided for processing data including speci?c identity 
information and substantive information. The system per 
mits analysis of the substantive information to occur at a 
remote site While maintaining the speci?c identity informa 
tion at a local site. The system includes a local server 
residing at the local site and an analyZing system. The local 
server stores the data and transmits the data to the remote 
site. The local server substitutes the speci?c identity infor 
mation With unique generic identi?cation information before 
transmitting. The analyZing system resides at the remote site 
and imports the data, including the substituted unique iden 
ti?cation information, from the local site. The analyZing site 
analyZes the substantive information to obtain results and 
exports the results along With the associated generic iden 
ti?cation information back to the local site. The generic 
identi?cation information is combined With the speci?c 
identity information at the local site so that the results are 
associated With the speci?c identity information correspond 
ing to the substantive information that is the source of the 
results. 
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[0017] The data may be transmitted via a T1 connection. 
Moreover, The speci?c identity information may include a 
patient’s name and address. 

[0018] According to another embodiment, a system is 
provided for processing data including speci?c identity 
information and substantive information. The system per 
mits analysis of the substantive information to occur at a 
remote site While maintaining con?dentiality of the speci?c 
identity information. The system includes a server residing 
at the remote site and an analyZing system. The server stores 
the data and transmits the data and substitutes the speci?c 
identity information With unique generic identi?cation infor 
mation before transmitting. The analyZing system also 
resides at the remote site and receives the transmitted data, 
including the substituted generic identi?cation information. 
The analyZing system analyZes the substantive information 
to obtain results that are exported, along With the associated 
unique identi?cation information, back to the server. The 
server supplements the generic identi?cation information 
With the speci?c identity information so that the results are 
matched With the speci?c identity information correspond 
ing to the substantive information that is the source of the 
results. 

[0019] According to another embodiment, a method is 
provided for processing data, including speci?c identity 
information and substantive information. The system per 
mits analysis of the substantive information to occur While 
maintaining the con?dentiality of the speci?c identity infor 
mation. The method includes storing the data; substituting 
the speci?c identity information With unique generic iden 
ti?cation information; and transmitting the data, including 
the substituted generic identi?cation information and the 
substantive information to a data processor. Subsequently, 
the data processor imports the data, including the substituted 
generic identi?cation information, and analyZes the substan 
tive information to obtain results; and exports the results 
along With the associated generic identi?cation information 
back to the server. Subsequently, the server associates the 
generic identi?cation information With the corresponding 
speci?c identity information so that the results are associated 
With the speci?c identity information corresponding to the 
substantive information that is the source of the results. 

[0020] The method may also include the server transmit 
ting the results to a ful?llment house. Moreover, the method 
may include the server processing the results and transmit 
ting correspondence in accordance With the results. Prefer 
ably, the server cleans the data before transmitting the data 
to the data processor. The server cleans the data by removing 
undesired predetermined information from the data before 
transmitting the data to the data processor. The server and 
the data processor can be located at the same site or at 
different sites. 

[0021] According to another embodiment, a method is 
provided for facilitating compliance While maintaining a 
patients con?dentiality Within a pharmaceutical system 
including a plurality of local systems, a local server, a 
remote compliance system, and a ful?llment system. The 
method includes transferring the patient’s identity informa 
tion along With the patients prescription information from 
the plurality of local systems to the local server; substituting 
the patient’s identity information With a unique generic ID 
at the local server; transferring the generic ID and prescrip 
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tion information to the remote compliance system; process 
ing the prescription information, associated With the generic 
ID, and exporting intervention information, the generic ID, 
and a letter library to the local server; supplementing the 
generic ID With the patient’ s identity information at the local 
server; merging the export ?le, letter library and patient 
information to obtain ful?llment information; and transfer 
ring the ful?llment information to the ful?llment system to 
generate correspondence to be sent to the patients. 

[0022] The supplementing may include storing the 
patient’s identity information and the generic ID in a table 
residing on the local server. The replacing may include 
locating the unique ID in the table to ?nd the corresponding 
patients identity information. Preferably, the local server and 
the remote compliance system are located at the same site. 

[0023] According to another embodiment, a computer data 
signal is provided. The signal enables data processing While 
maintaining con?dentiality and includes three states. Th ?rst 
state includes the substantive information and speci?c iden 
tity information. The second state includes the substantive 
information and a unique generic ID that anonymously 
represents the speci?c identity information. The third state 
includes analysis results of the substantive information, the 
generic ID, and the speci?c identity information represented 
by the generic ID. Consequently, analysis of the signal in the 
second state occurs Without knowledge of the speci?c iden 
tity information, thus maintaining con?dentiality of the 
speci?c identity information. 

[0024] According to another embodiment, a medical data 
analysis preparation system is provided for processing pre 
scription data including personal identity information and 
prescription information and for preventing access to the 
personal identity information by a data processor that ana 
lyZes the prescription information. The system includes a 
classi?cation component that classi?es records of the pre 
scription data into the personal identity information and the 
prescription information While maintaining association of 
the personal identity information With the prescription infor 
mation. The system also includes an anonymiZing compo 
nent that converts a predetermined record Within the per 
sonal identity information to unique generic identi?cation 
information associated With the prescription information. 
The system also includes a con?dential data stripping com 
ponent that removes all personal identity information from 
the prescription data other than the generic identi?cation 
information. The system also includes a transmitting com 
ponent that transmits the prescription information together 
With the associated generic identi?cation information to the 
data processor. The system also includes a receiving com 
ponent for receiving analysis results along With the associ 
ated generic identi?cation information from the data pro 
cessor. The system also includes an associating component 
that associates the generic identi?cation information With 
corresponding personal identity information and converts 
the predetermined record back into the personal identity 
information. The system also includes an output component 
that outputs the analysis results together With the associated 
personal identity information. Preferably, the system also 
includes an intervention action component that converts the 
analysis results into intervention types and timing associated 
With the personal identity information and generates prefor 
matted letters. 
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[0025] According to another embodiment, a system is 
provided for processing data including speci?c identity 
information and substantive information. The system per 
mits analysis of the substantive information to occur While 
maintaining the con?dentiality of the speci?c identity infor 
mation. The system includes a server that stores the data and 
transmits the data. The server substitutes the speci?c identity 
information With unique generic identi?cation information 
before transmitting. When the server receives results along 
With the associated generic identi?cation information, the 
server associates the generic identi?cation information With 
the corresponding speci?c identity information so that the 
results are associated With the speci?c identity information 
related to the substantive information that is the source of the 
results. The server may reside at a pharmacy. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] The invention is explained in greater detail beloW 
With reference to the noted plurality of draWings by Way of 
non-limiting examples of preferred embodiments of the 
present invention, in Which like reference numerals repre 
sent similar parts throughout the several vieWs of the draW 
ings, and Wherein: 

[0027] FIG. 1 shoWs an exemplary overall system in 
accordance With an aspect of the invention; 

[0028] FIG. 2 shoWs an exemplary ?oW diagram of logic 
that executes on an on-site server to prepare data for 

transmission to a processing center, according to an aspect 
of the present invention; 

[0029] FIG. 3 shoW an exemplary ?oW diagram of logic 
that executes on an on-site server after processing by the 
processing center, according to an aspect of the present 
invention; 
[0030] FIG. 4 shoW an exemplary ?oW diagram of logic 
that executes on a data processing server at the processing 
center during data importing, according to an aspect of the 
present invention; and 

[0031] FIG. 5 shoW an exemplary ?oW diagram of addi 
tional logic that executes on the data processing server 
during data exporting, according to an aspect of the present 
invention. 

DETAILED DESCRIPTION OF THE PRESENT 
INVENTION 

[0032] Although the present invention has applications in 
numerous ?elds, such as laW, ?nance or any other ?eld that 
requires con?dentiality, the system Will be described With 
respect to medicine, particularly a compliance program 
Within a pharmacy environment. 

[0033] FIG. 1 shoWs an exemplary hardWare architecture 
according to the present invention. Initially, a central main 
frame computer 10 obtains data from branch of?ces BO. The 
mainframe is located at a pharmacy’s central of?ce and the 
branch of?ces represent the various stores Within the phar 
macy chain. The mainframe computer 10 typically periodi 
cally polls the branch of?ces to obtain the data, but any 
knoWn manner for importing data may be employed. For 
example, the branch of?ce computers may call into the 
mainframe computer 10 on a predetermined schedule, or 
upon the occurrence of predetermined events (e.g., a ?xed 
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number of data records are created). In a preferred embodi 
ment the polling occurs weekly and the mainframe is an 
IBM. However, any mainframe or high-capacity computer 
(minicomputer, distributed system, or cluster) having an 
Internet protocol (e.g., TCP/IP stack) enabling ?le transfer 
(e.g., File Transfer Protocol (FTP)) capability can be uti 
liZed. Alternatively, the polling can occur at other intervals, 
such as daily or monthly. The mainframe 10 obtains the data 
via FTP in any known manner. 

[0034] The mainframe 10 forwards the data to an on-site 
server 12, also located at the central of?ce. The on-site 
server 12 is preferably a computer running at least one 
Pentium class processors. A second processor may be pro 
vided for redundancy. Moreover, the on-site server 12 runs 
an operating system, such as Microsoft Windows NT 4.0, in 
a mirror, i.e., on its own disk drive. Preferably, the on-site 
server also includes a RAID-5 or any similar array for data 
storage, access speed, and redundancy and a remote control 
board, such as a Compaq Remote Insight Board. The remote 
control board allows remote systems to control the on-site 
server 12 by permitting con?guration and administrative 
interaction over Internet or WAN protocols. Finally, the 
server should be connected to a router. In a preferred 
embodiment, a Bay Networks ARN is employed. The router 
should have a serial interface. 

[0035] The on-site server 12 processes the received data, 
categorizes patient identity data and prescription data, and 
substitutes certain patient identity information with a unique 
generic identi?cation (ID), while removing other patient 
identity data from any prescription data transmitted. Details 
of the processing and substitution will be described below 
with respect to FIG. 2. The data, including the substituted 
unique generic ID, is then transferred to a data processing 
server 14 at a data processing center, preferably but not 
necessarily located remotely from the central o?ice. The 
data processing server 14 has similar requirements to the 
on-site server 12, except that the data processing server 14 
does not require a remote control board. For example, the 
server should also be connected to a router, such as a Bay 
Networks ARN having a serial interface. 

[0036] It should be noted that an embodiment of the 
invention having restricted functionality includes only the 
on-site server and hardware and software structures therein, 
while more extended embodiments include the signals 
exchanged, the data processing center and/or ful?llment 
house as well. 

[0037] Encryption can be provided for the data transfer. In 
a preferred embodiment, virtual private network technology 
is utiliZed to transmit the data. Typically, and in this case, 
virtual private networks (V PNs) “tunnel” their own protocol 
and packets within standard Internet IP packets. VPNware’s 
VSU-lO is preferably employed. The VSU-lO increases 
throughput and provides hardware encryption. A VSU-lO 
should be connected to both the transmitting and receiving 
computer. 

[0038] Once the data is received at the data processing 
server 14, the data is processed. A detailed description of 
exemplary processing is provided below with respect to 
FIGS. 4 and 5. After the data is processed, results are 
exported back to the on-site server 12. For example, the data 
processing server 14 may initiate the export, or the pro 
cessed results may reside on the data processing server 14 
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until the on-site server 12 polls the data processing server. 
According to a preferred embodiment, all transfers between 
the on-site server 12 and the data processing server 14 are 
via T-l lines. However, any transmission link may be 
substituted for the T-l line, but preferable a wide band link 
(e.g., XDSL, frame relay, X.ll, cable modem, etc.) is used. 
Moreover, the data may be transferred via tape transfer, 
modem or FTP. It should be noted that any of the transfers 
previously or subsequently described can be via any of those 
formats or any other known format for transferring data. 

[0039] Once the results are received, the on-site server 12 
replaces the unique generic ID with the original personal or 
patient identity information and forwards the results, along 
with the original identity information and intervention infor 
mation, to a ful?llment house 16. The ful?llment house 16 
receives the exported results via FTP from the on-site server 
12. Preferably, the ful?llment house 16 also receives a 
pharmacy ?le that contains the address, phone number, 
pharmacy ID, and head pharmacists name for each phar 
macy in the compliance program. Each patient export record 
is linked to a pharmacy record enabling the ful?llment house 
16 to merge the two ?les together so that every export record 
has a pharmacy address, phone number, and pharmacist 
associated with it. The link is created by cross referencing 
the pharmacy ID in the pharmacy ?le with the pharmacy ID 
in the exported results. Finally the ful?llment house 16 
generates correspondence in accordance with the results 
from the data processing server 14. 

[0040] Exemplary data being transferred to the on-site 
server 12 from the mainframe 10 is shown in Table l and 
includes: a national drug code (NDC); the patient’s name, 
address, phone number, date of birth (DOB), gender, and 
weight; insurance information; the pharmacist; the phar 
macy ?lling the prescription; the prescription number; the 
type of illness; and information about the prescription itself. 
Not all of that information is necessarily transferred, but 
rather the preceding is a list of preferred data ?elds. Of 
course other information can be included. In a preferred 

embodiment, the NDC, patients name and address, phar 
macy, and prescription number are required. 

TABLE 1 

Prescription Data Fields 

Personal Identity 
Fields Substantive Information Fields 

Name NDC Re?lls prescribed 
Address DOB Re?lls remaining 
Phone Number Gender Re?ll No. 

Weight Date Dispensed 
Insurance Info Quantity dispensed 
Pharmacist Price 
Pharmacy Paid 
Prescription No. Co-pay 
Illness No. days dispensed 
Prescription Notes Dosing Instr. 

[0041] The prescription information may include the num 
ber of re?lls prescribed, the number of re?lls remaining the 
re?ll number, the date the prescription was dispensed, the 
quantity dispensed, the price of the prescription, the amount 
the patient paid for the prescription, the co-payment amount, 
the number of days supply dispensed, and dosing instruc 
tions. In a preferred embodiment the number of re?lls 
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prescribed, the number of re?lls remaining, the re?ll num 
ber, the date dispensed, the quantity dispensed, and the days 
supply dispensed are required ?elds. Of course other infor 
mation can be included. Referring noW to FIG. 2, an 
exemplary process that executes on the on-site server 12, 
before processing by the data processing server 14, is noW 
described. 

[0042] A database program is required to be operating on 
the on-site server 12. According to a preferred embodiment, 
the database program is Microsoft SQL version 6.5 or 
higher, but any database Would su?ice. In order to load the 
received data into the database, a Bulk Copy Program (BCP) 
utility, available from Microsoft Corporation, can be run. 
Alternatively, the data may be received in the speci?ed 
SQL-type format, or the data can be entered manually. Thus, 
after the data is received from the mainframe 10, the data is 
placed into the database at step S10. 

[0043] At step S12 the records are sorted by ?rst name, 
last name, address, city, and state. After sorting, duplicates 
are deleted. A duplicate is any person having the same ?rst 
name, last name, and address. The records are sorted and the 
duplicates are deleted in order to determine Whether the 
record represents a neW patient. Thus, at step S14 the records 
are compared With a master ID table containing all patients 
previously processed to determine Whether the patient is 
neW. 

[0044] If the patient is not in the master ID table the 
patient’s record is cleaned at step S16. Cleaning the record 
includes searching for undesirable Words, such as profanity, 
and searching for stray characters. The ?elds searched are 
the name ?elds and the address ?elds. Stray characters are 
deleted from a ?eld. If an undesirable Word is found, the data 
in the ?eld is replaced With blank characters. According to 
a preferred embodiment, some undesirable Words are: 
mother, father daughter, etc. These Words result When a 
prescription is ?lled by the mother, father, daughter, etc. of 
the patient. Numbers are also deleted from selected ?elds, 
i.e., ?elds other than street address and Zip code. The cleaned 
?elds and the original ?elds are saved. 

[0045] The record, including the cleaned ?elds, is inserted 
into the master ID table at step S18. At this time, a neW 
unique ID is generated and is inserted into the record. A 
preferred method of generating unique IDs is to select the 
next sequential number. Alternatively, the unique ID could 
comprise the patient’s initials folloWed by a three digit 
number, also generated sequentially. For example, John 
Smith Would be assigned to J S001. If another John Smith, or 
a Jean Smythe is encountered, the unique ID Would be J S002 
and JS003, respectively. 

[0046] Another Way to generate the unique ID Would be to 
employ random numbers. According to this system, random 
numbers are generated and assigned to each patient. After 
each random number is generated, the random number is 
veri?ed to insure that it is unique. That is, the neW random 
number is compared With all previous IDs to guarantee that 
the neW random number is a unique ID. 

[0047] Subsequently, at step S19 all of the address ?elds 
are analyZed to determine Whether all ?elds are present. That 
is, step S19 identi?es records that may not have correctly 
formatted data, for purposes of reporting to the pharmacy 
chain or other data oWner or originator those records that 
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should be corrected. If any of the address ?elds are blank, a 
?ag is set indicating that the mailing address is invalid. 

[0048] After the address is validated, at step S20 an 
anonymous ?le is created including all of the prescription 
information and the corresponding generic ID. All personal 
information, such as the patient’s name and address, are not 
included in this neW anonymous ?le. Consequently, anyone 
vieWing this neW anonymous ?le should not be able to 
identify the patient that originated the record. 
[0049] The address validity ?ag is then inserted into a neW 
“correction” ?le that contains the indication and the generic 
ID at step S22. Alternatively, the ?ag can be inserted into a 
?eld Within the individual record. Thus, if all of the ?elds are 
present an indication that the mailing address is valid is 
inserted into the ?eld or separate “correction” ?le. Finally, at 
step S24 the ?le containing the records having the substi 
tuted generic ID and the mailing address validity indication 
(either in a ?eld Within the ?le or in a separate ?le) are 
transmitted to the processing center and the program termi 
nates execution. 

[0050] Referring to FIG. 3 an exemplary process that 
executes on the on-site server 12, after processing by the 
data processing server 14, is noW described. Initially at step 
S30 data is received from the data processing center. The 
data includes several ?elds that indicate What type of inter 
vention is necessary and the content of the letter the patient 
is to receive. An exemplary intervention type is reminding 
the patient that the prescription is expected to run out in the 
near future and that the patient should be re?lling the 
prescription soon. The data arrives in a ?xed length text ?le. 
Thus, the ?at text ?les are moved into a SQL table using the 
BCP utility. The BCP utility uses the default export format 
?le to load the text data into a SQL database table at step 
S32. 

[0051] After creating the export table, at step S34 the ID 
table is searched using the generic IDs as search keys. When 
each generic ID is found, the corresponding identity infor 
mation is identi?ed and input into the export table at step 
S36. Preferably, the identity information includes the 
patient’s ?rst name, the patient’ s last name, and the patient’ s 
address. The process repeats until each generic ID in the 
export table is associated With its corresponding identity 
information. 

[0052] Once the export table contains all the necessary 
identity information, a neW text ?le is created at step S38. 
The neW ?le contains all of the information from the export 
table including the identity information and the intervention 
information. Finally, at step S40 the neW ?le is transmitted 
to the ful?llment house 16 so that the appropriate corre 
spondence can be generated and mailed. Preferably, the 
ful?llment house 16 veri?es the addresses, prints the letters, 
insert the letters into envelopes, and adds any additional 
inserts that may be required. Ultimately, the letter is mailed. 

[0053] Alternatives to mailing the correspondence include 
faxing, and/or emailing the correspondence, and/or tele 
phoning the patient, and/or paging the patient. If an alternate 
is utiliZed in lieu of or in addition to mail, the appropriate 
information must be included in the initial data sent to the 
on-site server 12. Obviously the additional information 
includes at least the patient’s facsimile telephone number, 
and/or the patient’s email address, and/or the patient’s 
telephone number, and/ or the patients pager telephone num 
ber. 



US 2007/0073811 A1 

[0054] Referring noW to FIGS. 4 and 5, exemplary pro 
cesses that execute on the data processing server 14 are noW 

described. The following describes one type of data analysis 
that can be performed on the prescription data (e.g., on the 
matched substantive information and generic or anonymous 
identity information). 

[0055] Initially, at step S50 data is received from the 
on-site server 12. The data may be transferred via tape 
transfer, modem or FTP. The data arrives in a ?xed length 
text ?le. Thus, the ?at text ?les are moved into an SQL 
format using the BCP utility. The BCP utility uses the default 
import format ?le to load the text data into a SQL database 
table. 

[0056] Next, at step S52 a pre-processor is run against the 
data to check prescription dispense dates and currency 
values to see if they are in valid formats. For example, the 
currency values must be integer, i.e., Without decimal points 
and the dates should be in a knoWn format, such as day, 
month, year. 

[0057] At step S54 the data is checked to see if it complies 
With simple rules. Simple rules include analyses such as 
con?rming Whether a drug is in a compliance program, 
checking Whether the pharmacy that issued prescription is a 
valid pharmacy, checking the duration of a prescription, and 
checking Whether any re?lls have been prescribed for the 
prescription. 

[0058] A drug is in the compliance program if it is a 
selected drug. In other Words, not all drugs need a compli 
ance program. A pharmacy may be invalid if the pharmacy 
has ceased doing business. Such a pharmacy may have been 
entered due to a data entry error. The duration of the 
prescription is monitored to make sure that the prescription 
is not extremely short or long. For example, it may take ten 
days to receive the ?rst intervention, thus making any 
prescription for less than ten days irrelevant to the compli 
ance program. Similar reasoning applies to prescriptions 
Without any re?lls. In a preferred embodiment, all prescrip 
tions are ignored if the prescription is for less than tWenty 
one (21) days and longer than one hundred eighty (180) 
days. Records having errors are moved into the error table 
that can be exported to a text ?le using the BCP utility. 

[0059] At step S56 it is determined Whether the prescrip 
tion record is for a neW prescription or for a re?ll of an 
existing prescription. If the record is for a re?ll of a 
prescription knoWn to the system, at step S58 the re?ll table 
and prescription table are updated With the re?ll information 
and the next re?ll due date is calculated. For example, the 
number of re?lls remaining is reduced by one. 

[0060] If the record is for a re?ll of a prescription 
unknoWn to the system, at step S60 the NDC and pharmacy 
status are validated. It is also determined Whether the patient 
is knoWn to the system. If the patient is not knoWn to the 
system, at step S62 patient information is added to a patient 
table. Exemplary information includes the gender and age of 
the patient, as Well as the date the patient is ?rst registered 
into the system and the Zip code of the patients address. 

[0061] If at step S60 it is determined that the patient is 
already an existing patient, the prescription is processed at 
step S64. Processing includes checking Whether the neW 
prescription is a substitute for an existing prescription. If the 
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neW prescription is a substitute, the prior prescription is 
suspended so that no more interventions Will be sent based 
on the old prescription. 

[0062] After steps S62 and S64, at step S66 the patient is 
assigned to a group and a protocol. Groups are based on at 
least the speci?c drug and may also be based on a combi 
nation of drug, age, gender, and geographic location. If the 
patient is an existing patient, at this step it is con?rmed that 
the patient is in the same group When the neW prescription 
is for the same drug as the previous prescription. 

[0063] After the group is assigned, the patients are seg 
mented into control group and non-control group. Patients in 
a control group receive no interventions and are used as a 

baseline to measure the effectiveness of the program. A 
patient is randomly assigned to a control group based on a 
ratio determined by the drug type. For example, drug A 
patients may have ten percent (10%) assigned to the control 
group, While drug B patients may have ?fteen percent (15%) 
assigned to the control group. After the control group 
assignment, the non-control patients are assigned to a pro 
tocol. A protocol is the de?nition of the series of interven 
tions the patient is to receive and is predetermined. There 
can be any number of protocols assigned to a group. If the 
patient is an existing patient, at this step it is con?rmed that 
the patient has been assigned the same protocol, When the 
neW prescription is for the same drug, as the previous 
prescription. 

[0064] Subsequent to steps S66, all prescription records 
are inserted into a prescription table at step S68, and the re?ll 
table is prepared to accept future re?lls at step S70. Prepa 
ration of the re?ll table includes, for example, determining 
Whether the prescription is a ?rst time pick up. If it is a ?rst 
time pick up, the re?lls number is set to Zero. Then, the due 
date re?ll number one is calculated, thus indicating When a 
reminder should be triggered. In addition, it is monitored 
Whether the re?ll has been picked up. The monitoring is 
performed by revieWing subsequent data transmissions. If 
the re?ll is not picked up, another reminder may be sent. 
After step S70 the import process is complete. 

[0065] In FIG. 5, at step S101 the export ?le that Will be 
sent back to the on-site server and ultimately the ful?llment 
house is consolidated. At this time, information is stored in 
a pre-export table. The information excluded includes dor 
mant pharmacies, dormant NDCs, completed prescriptions, 
prescriptions determined to have a bad address, patients Who 
have elected not to participate in the program, patients in the 
control croup, and prescriptions that have been suspended. 
The prescriptions are linked to their associated re?ll infor 
mation stored in the re?ll table. The export table is populated 
one batch at a time from the information in the pre-export 
table. Steps S102-S106 describe exemplary batches. 

[0066] At step S102 the ?rst batch is processed. The ?rst 
batch includes all drugs that can be grouped With other drugs 
in a reminder letter. The prescriptions are due to be ?lled 
Within the next 30 days. Thus, any prescription satisfying 
this criteria Will have a record added to the export table. The 
record contains all the information necessary for the ful?ll 
ment house 16 to generate an intervention. 

[0067] At step S103 the second batch is processed. The 
second batch includes all prescriptions that are past due for 
a re?ll. A system parameter determines hoW many days late 
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a re?ll must be before an intervention is generated. The 
parameter varies by drug. The intervention is a reminder that 
the re?ll is overdue and hoW important it is to continue 
therapy as the doctor prescribed. 

[0068] Custom reminders are processed next at step S104. 
A custom reminder is generated X days before a re?ll is due, 
With X varying from drug to drug. The reminder reinforces 
the importance of continuing therapy and that the current 
supply of drugs is due to be re?lled soon. If the re?ll due is 
the last re?ll for the prescription, a reminder is added to visit 
the doctor to get a neW prescription. 

[0069] At step S105 neW prescriptions are processed. 
After a patient picks up the prescription, an enrollment kit is 
mailed. The enrollment kit provides general information 
about the program, gives the patient a chance to decline 
participation, and provides information about the drug. 

[0070] If the protocol requires a telephone call as an 
intervention, an export record is created at step S106. The 
export record is ?agged as a telephone intervention. 

[0071] After all of the batches are processed, at step S107 
all of the information is consolidated into a text ?le using the 
BCP utility. The ?nal ?le includes interventions dictated by 
the protocol for each prescription that Was assigned during 
the import process. The ?nal ?le is exported to the ful?ll 
ment house 16 via the on-site server 12 at step S108. 

[0072] Because an object of the invention is to preserve 
patient con?dentiality, access to the on-site server and to the 
data stored on the on-site server is restricted by a login 
routine. Three levels of security are required in a preferred 
embodiment, although more or feWer levels can be provided. 
The ?rst level is for the local operator, the second level is for 
the remote operator, and the third level is for the data 
administrator. The local operator has authority to control the 
overall function and operation of the system, but does not 
have access to the data. The remote operator Will often Wish 
to administer the system from a remote site via the VPN and 
has the same access privileges. Only the data administrator 
has the ability to access the data. All access to the system or 
the data is recorded in system access logs. Additionally, any 
access to the data is recorded in database access logs. 

[0073] Although the preceding description refers to the 
data processing center as being remote from the on-site 
server, the data processing center can also be located at the 
same site as the on-site server. Furthermore, the data pro 
cessing can occur on the on-site server, such as With tWo 
different storage devices having different levels of access to 
preserve the con?dentiality. As long as con?dentiality is 
maintained, the present invention is applicable. In addition, 
although the ful?llment house is described as a separate 
entity, the on-site server can perform all of the functions of 
the ful?llment house transmitting all form letters that need 
to be sent in the form of a letter library, obviating the need 
for the ful?llment house. Thus, the server can merge the 
patient’s identity information With the form letters and send 
the letters themselves. Such a con?guration is still Within the 
purvieW of the present invention. 

[0074] Similarly, although the description refers to for 
matting the data manually, the procedure can be automated. 
For example, the system can detect When neW data has 
arrived. According to this scenario, the arrival of the data 
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triggers the Whole import process such that the resulting ?les 
are automatically transmitted. 

[0075] It is noted that the foregoing examples have been 
provided merely for the purpose of explanation and are in no 
Way to be construed as limiting of the present invention. 
While the present invention has been described With refer 
ence to a preferred embodiment, it is understood that the 
Words Which have been used herein are Words of description 
and illustration, rather than Words of limitation. Changes 
may be made, Within the purvieW of the appended claims, as 
presently stated and as amended, Without departing from the 
scope and spirit of the present invention in its aspects. 

[0076] Although the present invention has been described 
herein With reference to particular means, materials and 
embodiments, the present invention is not intended to be 
limited to the particulars disclosed herein; rather, the present 
invention extends to all functionally equivalent structures, 
methods and uses, such as are Within the scope of the 
appended claims. 

What is claimed: 
1. A data processing method, comprising: 

obtaining speci?c identi?cation for identifying an indi 
vidual and ?rst record information associated With the 
speci?c identi?cation; 

substituting the speci?c identi?cation With unique generic 
identi?cation to disassociate the speci?c identi?cation 
from the record information; 

forWarding the unique generic identi?cation and the ?rst 
record information; 

receiving the unique generic identi?cation, and 

substituting the unique generic identi?cation With the 
speci?c identi?cation. 

2. The data processing method of claim 1, 

Wherein the forWarded ?rst record information is pro 
cessed remotely. 

3. The data processing method of claim 2, further com 
prising: 

receiving second record information comprising results of 
the remote processing, and 

associating the substituted speci?c identi?cation With the 
received second record information. 

4. The data processing method of claim 3, 

Wherein the ?rst record information is processed remotely 
Without the speci?c identi?cation so that individual 
con?dentiality is maintained. 

5. The data processing method of claim 3, in Which the 
speci?c identi?cation comprises a name. 

6. The data processing method of claim 3, in Which the 
speci?c identi?cation comprises an address. 

7. The data processing method of claim 3, in Which the 
results of the remote processing comprise intervention types 
and timing. 

8. The data processing method of claim 5, in Which the 
name is added to the results of the remote processing 

9. The data processing method of claim 5, in Which the 
address is added to the results of the remote processing. 
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10. The data processing method of claim 1, 

wherein analysis of the ?rst record information occurs at 
a remote site While the speci?c identi?cation is main 
tained at a local site. 

11. The data processing method of claim 3, further com 
prising: 

transmitting the results of the remote processing to a 
ful?llment house. 

12. The data processing method of claim 3, further 
comprising: 

transmitting correspondence in accordance With the 
results of the remote processing. 

13. The data processing method of claim 1, further 
comprising: 

cleaning the ?rst record information before transmitting 
the ?rst record information. 

14. The data processing method of claim 3, 

Wherein the individual is a patient; and 

Wherein the ?rst record information and the second record 
information comprise pharmaceutical information for 
the patient. 

15. The data processing method of claim 3, 

Wherein the individual is a patient; and 

Wherein the ?rst record information and the second record 
information comprise prescription information. 

16. The data processing method of claim 15, further 
comprising: 

receiving intervention information based on the for 
Warded ?rst record information. 

17. The data processing method of claim 15, 

Wherein the ?rst record information is forWarded to a 
compliance system and processed at the compliance 
system to obtain compliance information, and 
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Wherein the results of the remote processing comprise the 
compliance information. 

18. The data processing method of claim 17, further 
comprising: 

merging the compliance information and the speci?c 
identi?cation information to obtain ful?llment infor 
mation. 

19. The data processing method of claim 17, further 
comprising: 

converting the compliance information into intervention 
types and timing associated With the speci?c identi? 
cation information and generating preformatted letters. 

20. A computer readable medium for storing a program 
that perform a data processing method, the computer read 
able medium comprising: 

an information obtaining code segment that obtains spe 
ci?c identi?cation for identifying an individual and 
record information associated With the speci?c identi 
?cation; 

a ?rst substituting code segment that substitutes the 
speci?c identi?cation With unique generic identi?ca 
tion to disassociate the speci?c identi?cation from the 
record information; 

a forWarding code segment that forWards the unique 
generic identi?cation and the record information; 

a receiving code segment that receives the unique generic 
identi?cation, and 

a second substituting code segment that substitutes the 
unique generic identi?cation With the speci?c identi? 
cation. 


