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(57) ABSTRACT 

A scalable system and method for redundant timing. A clock 
CTO is set to count a time To. One more time increments ei 
are de?ned for other clocks CTi, each to count a times 
Ti=Ti_l+eJ-. After the earliest time that a timer CTJ- completes 
counting its time, an event E is caused to occur and an event 
F is caused to occur With regard to at least one of the timers 
CTk, k being an integer from j+l to N. 
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REDUNDANT TIMER SYSTEM AND METHOD 

FIELD OF THE INVENTION 

[0001] The ?eld of the invention is timing, in particular the 
establishment and operation of redundant backup timers. 

BACKGROUND OF THE INVENTION 

[0002] Reliable timing is an essential component of many 
applications. Prepaid telephone systems use timing to 
enforce call length. Authentication systems may use timers 
to ensure that authentication is completed Within a ?xed time 
or may require a user to re-authenticate after a certain 
amount of time has passed. Application servers may use 
timers to provide redundant services, accessing backup 
resources once a timeout has been reached. 

[0003] All of these applications may fail if the timer relied 
on fails. Typically, applications that use timers use a single 
timer. Should that timer fail the application Will not perform 
correctly. In the prepaid telephone system example given 
above, this may mean that hours Worth of free telephone 
calls are made. With no timer to trigger the disconnect of a 
call, sWitches may leave the call active for Well beyond the 
amount of time purchased. Similarly, security may suffer if 
a timer fails. An application that requires a user to re 
authenticate after a certain time may alloW access Well past 
that time, increasing the chance that the trusted user has 
Walked aWay and been replaced by an unauthoriZed user. A 
timer failure may result in lost pro?ts or user dissatisfaction 
if an application fails to access alternative resources because 
it is not noti?ed that it has Waited too long for the primary 
resource. 

[0004] Given that timing failures may result in great 
expense, Weakened security, user dissatisfaction, lost pro?ts, 
and other serious problems, it is essential to provide failure 
resistant timing. What is needed is a scalable method of 
employing multiple timers. Multiple timers Would add 
needed redundancy and Would protect against timer failures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] FIG. 1 is a How chart of an embodiment of the 
present invention. 

[0006] FIG. 2 is a diagram of a prepaid telephone system 
employing the present invention. 

[0007] FIG. 3 is a diagram of a system using the present 
invention to enforce an authentication scheme. 

DETAILED DESCRIPTION 

[0008] In accordance With an embodiment of the present 
invention, multiple timers may be employed to ensure 
reliable timing for time-sensitive applications. An applica 
tion may need to count a time a time To. To do so, the 
application may set a number of timers. The ?rst timer CTO 
may be con?gured to count the time T. A number of backup 
timers, CTi, may then each be con?gured to count a time 
Ti=Ti_l+ei, Where none, some or all of the time increments 
ei may be equal to each other. If the timer CTO counts doWn 
its time successfully, it can cause a prescribed event (e.g., 
start an application, stop an application, send a message, 
cause a message to be sent, etc.) and can cause a message to 
be sent to the rest of the timers to stop counting. If, on the 
other hand, timer CTO is incapacitated for some reason or it 
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cannot cause the prescribed event, then the next timer CT 1 
can cause the prescribed event and send one or more 

messages to the rest of the timers. LikeWise, if that timer is 
also incapacitated, then timer CT2 can perform these func 
tions. In this Way, the successive timers act as backups to 
earlier timers. 

[0009] The magnitude time intervals ei may be de?ned to 
satisfy the requirements of any particular implementation 
and should be made large enough to account for the time 
required to notify other timers that a timer has completed 
counting its time. For example, if in a particular con?gura 
tion it takes 100 ms to notify CT2 that timer CTl has 
completed timing, then e2 may be set to 110 ms or some 
other time designed to account for the delay betWeen 
completion and noti?cation. The magnitude of ei should be 
relatively small compared to the time period being counted, 
preferably at least an order of magnitude smaller. 

[0010] When a timer successfully counts its time T, the 
timer may cause an event by any suitable means, including 
sending a message (e.g., to an application), causing a 
message to be sent or executing a set of instructions itself. 
It can also “turn off’ the rest of the timers, e.g., stop the 
counting of the other timers, stop the other timers from 
performing a prescribed action upon expiry of their count 
times, etc. This may be accomplished by sending the other 
timers a “stop counting” message, a message that causes the 
other timers to be terminated (e.g., as executing applications, 
threads or processes), a message that causes the other timers 
to not perform a prescribed event at the expiry of their 
respective time countings, etc., by causing such a message 
to be sent. Alternatively, a timer that successfully counts its 
time may cause actions taken by the other timers to cause a 
given effect at the expiry of their respective times to be 
ignored, e.g., by instructing an application to ignore mes 
sages from the other timers. 

[0011] FIG. 1 shoWs a ?owchart of an individual timer in 
accordance With an embodiment of the present invention. An 
application requiring timing services may set such a timer as 
Well as any number of other such timers, 10. Once a timer 
is set it begins counting a time, T, Which may be speci?ed 
by the setting application, 11. The timer may count time until 
it reaches the time speci?ed, 12. Once counting is complete 
the timer may check to see if it has received a message 
indicating that another timer has already completed count 
ing, 13. If it has received such a message, the timer may stop 
Without taking further action, 14. If the timer has not 
received such a message, it may cause an event to occur, 15. 
The timer may then prevent other timers from causing 
events, possibly by sending them a message or through some 
other means, 16. 

[0012] The redundant backup timers in accordance With 
the present invention can be used in a Wide range of useful 
applications. The folloWing examples are meant to illustrate, 
but not to limit, the scope of the claimed invention. 

Prepaid Telephone Call Timing 

[0013] In accordance With an embodiment of the present 
invention, redundant timers may be employed to ensure 
reliable timing of prepaid telephone calls, as depicted in 
FIG. 2. Atelecommunication carrier’s telephone sWitch, 20, 
may set up and manage telephone calls. Users may place 
calls for a time equal to the amount of time they have 



US 2007/0070820 A1 

purchased, 22. The switch, 20, may then allow calls for up 
to the purchased time by establishing a timer for each such 
call. If the time counted by the call timer expires before the 
caller hangs up, then sWitch 20 can terminate the call. 
Otherwise, telecommunications services may be provided to 
the caller With no compensation to the carrier. 

[0014] In some cases, the timer could fail. For example, 
the timer could freeZe at a given time count, the sWitch could 
fail to receive a message from the timer that the counted time 
has expired, etc. In this case, the sWitch may permit the call 
to continue long after it should be terminated, based upon 
the funds available in the caller’s prepaid account. 

[0015] In accordance With an embodiment of the present 
invention, the sWitch (or any suitable component of the 
system) may set a number of timers, 25, 27, 29. These timers 
may be implemented on the sWitch (e.g., as different threads 
of the same process, as separate running applications, etc.) 
or on one or more other hardWare devices, 24, 26, 28. The 
hardWare devices 24, 25 and 26 can be coupled to the sWitch 
20 through any suitable netWork 23. The ?rst timer, 25, may 
be con?gured to count the amount of time the user has 
purchased. Each of the other timers may be con?gured to 
count a time larger than the timer before it by some time 
increment e. These time increments may be selected to 
account for the time required to notify a timer that another 
timer has completed, including netWork latency, 23, pro 
cessing time, and other factors. In another embodiment, at 
least one timer is on the sWitch and at least one other is on 
a separate hardWare device. 

[0016] When the ?rst timer to count its time completes, it 
may cause the sWitch to terminate the call, e.g., by send a 
message to the sWitch, 20, notifying it that the call has 
reached its limit and should be disconnected. The sWitch 
may then disconnect the call. The timer may also send 
messages to the other timers preventing them from sending 
a message to the sWitch. 

[0017] The present invention can be used in connection 
With any telecommunications event (e.g., telephone call, 
transmission of messages, etc.) For example, When the 
timers are meant to time a telecommunications event, the 
expiry of a time T can cause a billing record to be generated 
for a call, cause the call to be interrupted, cause the call to 
be forWarded to an Interactive Voice Response (IVR) system 
to give the caller the opportunity to add funds to a prepaid 
account, etc. 

Authentication 

[0018] In accordance With another embodiment of the 
present invention, backup timing may be used to enforce 
application timeouts (e.g., to strengthen authentication, to 
conserve computing resources, etc.) as depicted in FIG. 3. 
End user 33 attempting to access an application 31 may be 
required to authenticate himself, using passWords, tokens, or 
other means of authentication. To ensure that a user does not 

remain authenticated inde?nitely, application 31 may set a 
time limit after Which users must authenticate again or it 
may set a time period of inactivity after Which authentication 
is required, or in some other suitable Way enforce an 
authentication policy through a timeout. 

[0019] Application 31 may then set a number of timers 32, 
35 and 38 to count the relevant time. The timers 33, 35 and 
38 may be implemented using the application server 30 or 
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they may be distributed across any number of other hard 
Ware devices, 30, 35 and 37, or both. The timers 32, 35 and 
38 may be set at the time of authentication or after the 
occurrence of some event, such as a predetermined time of 
user inactivity. The ?rst timer, 32, may be con?gured to 
count the time that the user has remaining before the timeout 
is to be enforced. Each additional timer 35 and 38 may be 
con?gured to count more time than the timer before it by 
some time increment or increments. The timers 35 and 38 
may each be con?gured With an ei selected to account for the 
time required to notify a timer that another has completed, 
including netWork latency processing time, and other fac 
tors. 

[0020] Once a timer has completed counting its time, it 
may notify application 31, Which can take any appropriate 
action, such as returning to a previous state, shutting out the 
user, resetting data posted to an online form, etc. Once the 
completed timer noti?es application 31 that it has completed 
counting, it may also prevent the other timers from notifying 
application 31 should they complete counting, e.g., by 
sending a message to the other timers, by sending a message 
to the application (Which may then either ignore subsequent 
reports from the other clocks or itself send the timer can 
cellation messages), etc. 

[0021] A timer may include a processor coupled to a 
memory, Where the memory stores a set of timer instructions 
adapted to be executed by the processor. The processor can 
be an Application Speci?c Integrated Circuit (ASIC) that 
embodies at least part of the method of the present invention 
in its hardWare and ?rmWare. An example of an ASIC is a 
signal processor. Alternatively, the processor can be a gen 
eral purpose multiprocessor, such as the Intel Pentium IV. 
Memory can be any device suitable for storing electronic 
information, such as a hard disk, RAM, ROM, ?ash 
memory, a CD, etc. 

[0022] Memory can store timer instructions adapted to be 
executed by the processor to perform at least a part of the 
method in accordance With an embodiment of the present 
invention. For example, timer instructions can be executed 
on the processor to de?ne one or more time increments ei, 
i an integer from 1 to N and set a timer CTO to count a time 
TO. Additional timers CTi can be set to count times Ti=Ti_ 
1+ei. 

[0023] After the earliest time that a timer CTJ- completes 
counting its time, j being an integer from 0 to N, an event E 
can be caused. For example, a message can be sent to a 
recipient indicating that timer CTJ- has completed counting 
its time T]; an active telephone call can be terminated (e.g., 
the expired time can represent the depletion of a prepaid 
account balance); an application can be caused to timeout; a 
program, process or thread can be caused to be initiated; etc. 

[0024] Also, an event F can be caused With regard to at 
least one later timer, i.e., a timer in the group of timers CTk, 
k being an integer from j+l to N. For example, one, several 
or all such later timers can be caused to be turned off, e.g., 
by sending or causing to be sent a cancelation message to 
such timers. Similarly, an application can be caused to 
ignore messages from such later timers, e.g., indicating that 
their respective times Tk have expired. 

[0025] Memory may be distributed separately and apart 
from any operating system of timers, i.e., as softWare for 
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establishing such a system. Such software may be distrib 
uted, for example, on CD, or be doWnloadable from memory 
coupled through a processor to a network. 

[0026] The system of timers in accordance With an 
embodiment of the present invention forms a useful system 
for elfectuating events meant to occur at the expiry of a 
given time. 

[0027] The embodiments discussed above are not exhaus 
tive of the possible embodiments of the present invention. 
They serve only to illustrate possible uses of the present 
invention. Any application that requires timing may bene?t 
from the present invention Which provides a scalable and 
redundant timing architecture. 

What is claimed is: 
1. A method of backup timing comprising: 

a. de?ning one or more time increments ei, i an integer 
from 1 to N; 

b. setting a timer CTO to count a time TO; 

c. setting one or more timers CTi, i an integer from 1 to 
N, to count a time Ti=Ti_l+ei; 

d. after the earliest time that a timer CTJ- completes 
counting its time, j being an integer from 0 to N, 

i. causing an event E; and 

ii. causing an event F With regard to at least one timer 
in the group of timers CTk, k being an integer from 
j+1 to N. 

2. The method of claim 1, Wherein event E includes 
causing the termination of an active telephone call. 

3. The method of claim 1, Wherein event E includes 
causing an application to timeout. 

4. The method of claim 1, Wherein event F includes 
preventing at least one timer in the group of timers CTk, k 
being an integer from j+l to N from completing its count Tk. 

5. The method of claim 1, Wherein event F includes 
sending to at least one timer in the group of timers CTk, k 
being an integer from j+l to N a message canceling said 
timer CTk. 

6. The method of claim 1, Wherein event F includes 
causing an application program to ignore a message from at 
least one timer in the group of timers CTk, k being an integer 
from j+l to N, said message being indicative that said timer 
CTk has completed counting its time Tk. 

7. The method of claim 1, Wherein event E includes 
causing a message to be sent indicating that a time Tj has 
expired. 

8. The method of claim 1, Wherein event E includes 
initiating the execution of a set of instructions on a computer 
processor. 
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9. The method of claim 1, Wherein event E includes 
causing the creation of a billing record for a telecommuni 
cations event. 

10. The method of claim 1, Wherein event E includes 
causing the modi?cation of a prepaid telecommunications 
services account balance. 

11. A system of N+l timers, N an integer, Wherein a timer 
CTO is set to count a time T0 and N timers CTi are set to count 
times Ti=Ti_l+ei; Where i is an integer from 1 to N and ei are 
time increments suf?ciently large to cause an event F With 
regard to at least one timer in the group of timers CTk, k 
being an integer from j+l to N. 

12. The system of claim 11, Wherein event F includes 
preventing at least one timer in the group of timers CTk, k 
being an integer from j+l to N from completing its count Tk. 

13. The system of claim 11, Wherein event F includes 
causing an application program to ignore a message from at 
least one timer in the group of timers CTk, k being an integer 
from j+l to N, said message being indicative that said timer 
CTk has completed counting its time Tk. 

14. The system of claim 11, Wherein event E includes 
causing a message to be sent indicating that a time Tj has 
expired. 

15. The system of claim 11, Wherein event E includes 
causing the termination of an active telephone call. 

16. The system of claim 11, Wherein event E includes 
causing an application to timeout. 

17. The system of claim 11, Wherein event E includes 
initiating the execution of a set of instructions on a computer 
processor. 

18. A medium storing instructions adapted to be executed 
on a processor to perform steps including: 

a. de?ning one or more time increments ei, i an integer 
from 1 to N; 

b. setting a timer CTO to count a time TO; 

c. setting one or more timers CTi, i said integer from 1 to 
N, to count a time Ti=Ti_l+ei; 

d. after the earliest time that a timer CTJ- completes 
counting its time, j being an integer from 0 to N, 

i. causing an event E; and 

ii. causing an event F With regard to at least one timer 
in the group of timers CTk, k being an integer from 
j+1 to N. 

19. The medium of claim 18, Wherein event E is causing 
a message to be sent indicating that a time Tj has expired. 

20. The medium of claim 18, Wherein event F includes 
sending to at least one timer in the group of timers CTk, k 
being an integer from j+l to N a message canceling said 
timer CTk. 


