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REMOTE UNBLOCKING WITH A SECURITY 
AGENT 

BACKGROUND OF THE INVENTION 

[0001] Computers are used to perform a Wide assortment 
of tasks. Often computers are connected together as a group 
of computers knoWn as a network. 

[0002] Referring to FIG. 1, a netWork Workgroup is made 
up of a ?rst client (10), a second client (12), With a 
connection (18) at one location, for example, an Ethernet 
connection. Using a router (20), a connection is made to a 
remote netWork via a hub (22). Connected to the hub (22) are 
a ?rst remote client (24) and a second remote client (26). The 
entire netWorked Workgroup is able to connect to a Wide area 
netWork (32), e.g., the Internet, via the router (20). Con 
necting to the netWork via remote access is increasing in 
popularity as users seek to use computers aWay from the 
central netWork Workgroup. In such cases, a remote client 
may be connected to the central netWork Workgroup via a 
telephone line and a communication device knoWn as a 
modem. 

[0003] Managing dispersed serial connections and modem 
pools for large numbers of local and remote users creates the 
need for signi?cant administrative support and careful atten 
tion to security and authorization. One method of security is 
to use public key technology although one skilled in the art 
can appreciate that other security methods may be used. 

[0004] The basic concept involved in public key technol 
ogy is a mathematical concept that can be used to relate 
certain pairs of large numbers (called keys) in a special Way. 
If one of the keys is used to encrypt a message, the other key 
can be used to decrypt the message, and vice versa. Funda 
mental to this scheme is that only these tWo keys (called a 
key pair) are related in this Way. So, in other Words, if a 
message is encrypted With one key, the message can be 
decrypted only by the matching key in the pair. One key is 
called a private key and the other is called a public key. The 
private key is knoWn only by the end user; the public key is 
published as Widely as the end user desires. 

[0005] Following is an example of hoW a private message 
is sent from a sender to a recipient. The recipient’s public 
key is used to encrypt the message, Which is then sent to the 
recipient, and the recipient uses his/her private key to 
decrypt the message. The sender knoWs that only the recipi 
ent can read the message because the message can only be 
decrypted using the recipient’s private key. One concern 
With this arrangement is that the sender does not knoW 
Whether the recipient’s true public key is being used to 
encrypt the message. To overcome this concern, a certi?cate 
is employed. 

[0006] A certi?cate binds a public key to an identity (and 
possibly other information about that identity). The sender 
and recipient share a trusted third party (e. g. a mutual friend, 
an organizational administrator, or a government agency). If 
the recipient goes to that trusted third party and proves 
his/her identity and presents his/her public key, that third 
party bundles and “signs”, or veri?es the authenticity of the 
public key along With the recipient’s identity and any other 
appropriate information. This bundle of information is 
called a certi?cate, and the process of obtaining one is called 
certi?cate issuance. 
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[0007] A notable property of certi?cates is that public key 
tampering can be readily detected. The certi?cate is signed 
by the trusted third party (called a certi?cate authority, or 
CA), so that the sender is able to tell if the certi?cate has 
been tampered. The sender can tell because the CA is not 
recogniZed or the certi?cation is improperly signed. Also, 
the sender can look at the certi?cate and verify that the 
certi?cate Was, in fact, signed by the intended trusted third 
party. This mechanism assures that the recipient’s public key 
really belongs to the recipient, at least to the level that trust 
exists in the certi?cate authority. 

[0008] When a document is digitally signed, a mathemati 
cal value or “hash” is computed from all of the information 
that makes up this document. Then, the signer encrypts this 
hash using his private key. The signer attaches this encrypted 
hash along With his certi?cate, Which also includes his 
public-key, to the original document. 

[0009] When the authenticity of the document is to be 
veri?ed, the veri?er ?rst veri?es the authenticity of the 
signer’s certi?cate, decrypt the signed hash using the sign 
er’s public key and then compare the signer’s hash With a 
neW hash of the original document. If the hashes match, then 
this document is the same one that the signer signed. 

[0010] Computer security systems often include the use of 
security devices, such as memory sticks, security tokens, 
smart cards, etc. to store security information such as private 
keys, certi?cates, etc. for authentication purposes. A 
memory stick is a digital data storage device designed to be 
a standard storage and transfer media. Security tokens are 
typically electronic devices that include computer circuitry, 
built-in cryptographic functionality, a visual display, and 
battery. Some security tokens may also contain a keypad and 
a built in clock. Security tokens may range in siZe from 
credit card siZe to key-ring-attachment siZe. Smart cards are 
plastic, credit card siZed, and tamper-resistant cards that 
include electronics components that serve as non-volatile 
memory, a microprocessor (a type of small computer), 
cryptographic components, and a random number generator. 

[0011] The basic functionality of a computer is dictated by 
the type of operating system it uses. Various operating 
systems exist in the market place, including SolarisTM from 
Sun Microsystems Inc., Palo Alto, Calif., MacOS® from 
Apple Computer, Inc., Cupertino, Calif., WindoWs® 2000 
and WindoWs NT®, from Microsoft Corporation, Redmond, 
Wash., and Linux. The different types of operating systems 
Will be referred to herein as “platforms”. Prior to the 
popularity of the Internet, softWare developers Wrote pro 
grams speci?cally designed for individual platforms. Thus, 
a program Written for one platform could not be run on 
another. HoWever, the advent of the Internet made cross 
platform compatibility a necessity. 

[0012] The JavaTM programming language Was developed 
by Sun Microsystems, Inc. to address the problem of cross 
platform compatibility. The JavaTM programming language 
Was designed to be simple for the programmer to use, yet 
able to run securely over a netWork and Work on a Wide 
range of platforms. A discussion of the JavaTM language 
itself is beyond the scope of this document. 

[0013] Java-enabled Web broWsers or similar computer 
applications such as Netscape® Navigator and Microsoft® 
Internet Explorer can execute a class of Java programs 
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called applets to provide customized end user interface. 
Applets are like Java applications except that they automati 
cally provide certain netWork communication capabilities 
and execute on the client machine in a protected environ 
ment for security precautions. Applets are Written so that at 
run time, the applet may request additional privileges from 
the user of the Java-enabled Web broWser. If the request is 
granted by the user, the applet may operate outside of this 
secure environment. 

[0014] Lightweight Directory Access Protocol (LDAP) is 
the Internet standard for directory lookups, just as the 
Simple Mail Transfer Protocol (SMTP) is the Internet stan 
dard for delivering e-mail and the Hypertext Transfer Pro 
tocol (HTTP) is the Internet standard for delivering docu 
ments. Technically, LDAP is de?ned as an on-the-Wire bit 
protocol (similar to HTTP) that runs over Transmission 
Control Protocol/Internet Protocol (TCP/IP). LDAP creates 
a standard Way for applications to request and manage 
directory information. 

[0015] LDAP is an electronic communications protocol 
for enabling anyone to locate organizations, individuals, and 
other resources such as ?les and devices in a network, e.g., 
on the Internet or an Intranet. An LDAP-compliant directory 
leverages a single, master directory that oWns all end user, 
group, and access control information. The directory is 
hierarchical, not relational, and is optimiZed for reading, 
reliability, and scalability. This directory becomes a special 
iZed, central repository that contains information about 
objects and provides end user, group, and access control 
information to all applications on the netWork. For example, 
text, photos, links to Web pages, binary data, and public key 
certi?cates may be stored in a directory and retrieved from 
a directory. The directory may be used to support a public 
key infrastructure (PKI). Typical use of PKI is in secure 
document distribution signing, and veri?cation (such as 
encrypting, decrypting, and authenticating origin). The 
directory may also be used to provide the security manage 
ment system With an end user list or end user identi?cation 
for all end users in a Widely spanning enterprise. 

SUMMARY OF INVENTION 

[0016] In general, in one aspect, the present invention 
involves an apparatus to unblock a security device issued to 
an end user comprising, an unblocking service for estab 
lishing a secure gateWay, a client-side applet for securely 
transferring information among the unblocking service, the 
end user, and the security device, and an agent-side applet 
for securely transferring information betWeen the unblock 
ing service and a security agent. An Unblock AuthoriZation 
Code (UAC) is securely transferred from the agent-side 
applet and the client-side applet to the unblocking service. 
An Unblock Code (UBC) is securely transferred from the 
unblocking service to the client-side applet. An client-side 
applet is set to check at a con?gurable frequency for 
determining that the UAC is generated. The client-side 
applet uses the UBC to unblock the security device. 

[0017] In general, in one aspect, the present invention 
involves a method of unblocking a security device issued to 
an end user by a security agent, comprising establishing a 
secure gateWay by an unblocking service. Information is 
transferred among the unblocking service, the end user, and 
the security device by a client-side applet in a secure 
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manner. Information is transferred betWeen the unblocking 
service and the security agent by an agent-side applet in a 
secure manner. An end user identi?er and a passWord pair is 
presented by the end user for the client-side applet to 
connect to the unblocking service. An authentication process 
is performed for every transfer betWeen the client-side 
applet and the unblocking service. The UAC is securely 
transferred from the agent-side applet to the unblocking 
service. The UAC is supplied to the end user by the security 
agent. In turn, the end user applies the UAC to the client-side 
applet. The UAC is securely transferred from the client-side 
applet to the unblocking service. The UAC transferred by 
the client-side applet and the agent-side applet are veri?ed to 
match through the unblocking service. The UBC is securely 
transferred from the unblocking service to the client-side 
applet. The security device is unblocked by the client-side 
applet using the UBC. The client-side applet checks at a 
con?gurable frequency to determine if the UAC is gener 
ated. The end user identi?er and a security device identi?er 
are correlated prior to acceptance of the UAC. The UBC is 
provided by the unblocking service to the client-side applet 
after correlation of the end user identi?er, the passWord pair, 
and the security device identi?er. 

[0018] In general, in one aspect, the present invention 
involves a method of unblocking a security device issued to 
an end user using a security agent, comprising gathering 
information from the end user and the security device, 
verifying the information gathered from the end user and the 
security device, contacting the security agent by the end 
user, supplying end user information to the security agent, 
verifying identity of the end user by the security agent using 
an identity veri?cation mechanism, generating the UAC by 
an agent-side applet, transferring the UAC to an unblocking 
service, storing the UAC against a security device record in 
a directory service, transferring the UAC to an unblocking 
service by the agent-side applet, storing the UAC against a 
security device record in a directory service, supplying the 
UAC from the security agent to the end user, applying the 
UAC to the client-side applet by the end user, delivering the 
UAC securely from the client-side applet to the unblocking 
service, verifying the UAC transferred by the client-side 
applet and the agent-side applet match through the unblock 
ing service requesting the UBC from the directory service, 
unblocking the security device by transferring the UBC from 
the directory service to the client-side applet, gathering 
information from the end user using the client-side applet, 
gathering information from the security device using the 
client-side applet, generating a neW UBC by the client-side 
applet, setting the security device to the neW UBC, deliv 
ering the neW UBC to the directory service, and verifying 
the security device is not already permanently blocked. 

[0019] In general, in one aspect, the present invention 
involves a computer system adapted to unblock a security 
device issued to an end user, comprising a processor, a 
memory, and softWare instructions. The softWare instruc 
tions enable the computer under control of the processor, to 
establish a secure gateWay by an unblocking service, transfer 
information among the unblocking service, the end user, and 
the security device by a client-side applet in a secure 
manner, transfer information betWeen the unblocking ser 
vice and a security agent by an agent-side applet in a secure 
manner, transfer the UAC securely from the agent-side 
applet and the client-side applet to the unblocking service, 
transfer the UBC securely from the unblocking service to the 
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client-side applet, and unblock the security device by the 
client-side applet using the UBC. 

[0020] In general, in one aspect, the present invention 
involves an apparatus for unblocking a security device 
issued to an end user using a security device, comprising 
means for establishing a secure gateWay by an unblocking 
service, means for transferring information among the 
unblocking service, the end user, and the security device by 
a client-side applet in a secure manner, means for transfer 
ring information betWeen the unblocking service and a 
security agent by an agent-side applet in a secure manner, 
means for transferring the UAC securely from the agent-side 
applet and the client-side applet to the unblocking service, 
means for transferring the UBC securely from the unblock 
ing service to the client-side applet, and means for unblock 
ing the security device by the client-side applet using the 
UBC. 

[0021] Other aspects and advantages of the invention Will 
be apparent from the folloWing description and the appended 
claims. 

BRIEF DESCRIPTION OF DRAWINGS 

[0022] FIG. 1 illustrates a netWork Workgroup environ 
ment. 

[0023] FIG. 2 illustrates a typical computer With compo 
nents. 

[0024] FIG. 3 illustrates a computer screenshot of the SSP 
end user management Web page in accordance With an 
embodiment of the present invention. 

[0025] FIG. 4 illustrates a computer screenshot of the 
manage my smart card Web page in accordance With an 
embodiment of the present invention. 

[0026] FIG. 5 illustrates a block diagram of a system in 
accordance With an embodiment of the present invention. 

[0027] FIG. 6 is a How chart describing a process in 
accordance With an embodiment of the present invention. 

[0028] FIG. 7 illustrates a computer screenshot of an end 
user Web broWser displaying contact information in accor 
dance With an embodiment of the present invention. 

[0029] FIG. 8 illustrates a computer screenshot of an end 
user Web broWser displaying contact information With the 
UAC entered in accordance With an embodiment of the 
present invention. 

[0030] FIG. 9 is a How chart describing a process in 
accordance With an embodiment of the present invention. 

[0031] FIG. 10 illustrates a computer screenshot of an 
administrator Web page in accordance With an embodiment 
of the present invention. 

[0032] FIG. 11 illustrates a computer screenshot of a 
security agent Web broWser displaying end user information 
in accordance With an embodiment of the present invention. 

[0033] FIG. 12 illustrates a computer screenshot of a 
security agent Web broWser displaying the UAC in accor 
dance With an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0034] Speci?c embodiments of the invention Will noW be 
described in detail With reference to the accompanying 
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?gures. Like elements in the various ?gures are denoted by 
like reference numerals for consistency. 

[0035] The invention described here may be implemented 
on virtually any type of computer regardless of the platform 
being used. For example, as shoWn in FIG. 2, a computer 
(40) in accordance With an embodiment of the present 
invention has a processor (42), associated memory (44), and 
numerous other elements and functionalities typical to 
today’s computers (not shoWn). The computer (40) has 
associated thereWith input means such as a keyboard (46), a 
mouse (48), and a security device reader, such as a card 
reader (50), although in an accessible environment these 
input means may take other forms. The computer (40) is also 
associated With an output device such as a display (52), 
Which may also take a different form in an accessible 
environment. Finally, computer (40) is connected to a Wide 
area netWork (32) such as the Internet. 

[0036] Schlumberger Smart Port (SSP) is a security sys 
tem typically deployed on a computer or computer netWork. 
As commonly implemented, the SSP is based on security 
devices, e.g., smart cards, security tokens, etc. to provide 
strong end user authentication for communication betWeen 
various entities, such as betWeen businesses, and betWeen 
businesses and clients, and betWeen businesses and employ 
ees. SSP is commonly used for electronic commerce autho 
riZation on multiple types of netWorks, e.g., Internet, Intra 
net, and extranet, etc. Strong end user authentication is an 
authentication technique that permits entities to provide 
evidence that they knoW a particular secret Without revealing 
the secret. SSP also supports a user name and passWord level 
of security. 

[0037] The relevant levels of end user access for SSP are 
classi?ed as a registered end user, a smart-card-enabled end 
user, and a security agent. The registered end user is any user 
registered to access SSP With a user-directory account. The 
smart card-enabled end user provides the highest level of 
security for the end user classi?ed With this designation. The 
smart card-enabled end user is also considered a registered 
end user. The security agent (or security of?cer) has suffi 
cient access to perform administrative tasks Within SSP, 
such as unblocking an end user smart card, etc. 

[0038] The smart card issued to the smart card-enabled 
end user may be used to store the end user’s personal digital 
credentials (a public and private key pair, certi?cate, etc.). 
The smart card also enables the end user to manage personal 
information via a Web broWser interface such as a SSP user 
management Web site. The personal information may 
include a personal identi?cation number (PIN) that is asso 
ciated With the smart card and/or end user. The PIN is 
required in all signi?cant operations involving the smart 
card. For example, the PIN is required if the end user logs 
onto SSP using the smart card. Changes made to the end 
user’s personal information at one location via the SSP user 
management Web site apply to all similar locations through 
out the system. 

[0039] Typical initialization of a smart card for use With 
SSP involves possession of a smart card, a reference number 
and full authorization code, a device With Which to read 
smart cards or other security devices (e.g., a smart card 
reader), and appropriate softWare installed on a computer at 
the location of the end user. The smart card is prepared for 
use in coordination With entities commonly knoWn as a 
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Registration Authority (RA), a Local Registration Authority, 
and a Certi?cate Authority (CA). 

[0040] Upon ?rst accessing the SSP end user management 
Web site, the end user is presented With a series of options 
through a Web page on the Web broWser. Referring to FIG. 
3, the end user may login to the smart port (62), create an 
account (66), ?nd out What a smart port is (68), or read the 
help and glossary documents (70). After logging onto smart 
port, a Web page on the Web broWser displays a “Manage My 
Smart Card” Web page (72) as shoWn in FIG. 4. One option 
on this Web page is to “unblock my card’s PIN” (74). The 
smart card can become blocked When a user attempts to 
unlock the card With the Wrong PIN too many times. To 
unblock the smart card, a security agent is required to 
reactivate the smart card. 

[0041] In one or more embodiments of the present inven 
tion, an end user unable to physically visit a security agent 
is able to have a smart card unblocked. Using a remote 
unblocking security agent application (“application”), a 
security agent is able to interact With the user remotely and 
the smart card so the security agent can verify the end user’s 
identity and then securely unblock the smart card from a 
remote location, such as a Workstation over the Internet, 
doWn the hallWay, etc. 

[0042] Referring to FIG. 5, the application (80) includes 
three main components, but relies on several others. The ?rst 
component is a client-side Applet (82). The second element 
is an agent-side Applet (84). The third element is an 
unblocking service (86). To ensure security, a neW authen 
tication process is performed for every interaction betWeen 
the client-side Applet and the unblocking service. 

[0043] The client-side Applet interacts With an end user, 
an end user Web broWser, an end user smart card, a directory 
service (e.g., LDAP), and an unblocking service. The end 
user accesses the application through the main menu of the 
“Manage My Smart Card” Web page (72) of the SSP user 
management Web site as shoWn in FIG. 4. The Web site 
includes an option to unblock a smart card PIN (74). 

[0044] Referring to FIG. 6, the client-side Applet is 
accessed by the end user by selecting the option to unblock 
the smart card (74) on the Web site (Step 110). In fact, once 
the option is selected, the client-side Applet is loaded. (Step 
112). Next, the client-side Applet gathers an end user 
identi?er (e.g., e-mail address, unique identi?er, serial num 
ber, distinguished name, social security number, etc.) and 
the SSP passWord directly from the end user on the client 
computer (Step 120). The client-side Applet also gathers a 
smart card identi?er (e.g., serial number, device number, 
etc.) directly from the end user’s smart card (Step 122). The 
serial number is gathered via an interface to a smart card 
middleWare component that is installed on the client com 
puter. This middleWare component, in turn, makes a con 
nection to the smart card reader holding the smart card and 
returns the smart card serial number to the client-side 
Applet. Additionally, an initial “unblock” attempt Without a 
proper UnBlock Code (UBC) is performed to verify the 
smart card is not permanently blocked (Step 123). Just like 
a smart card can be blocked When the PIN number is entered 
incorrectly too often, the smart card can become perma 
nently blocked When the UBC is entered incorrectly too 
many times. If the “unblock” attempt results in a determi 
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nation that the smart card is permanently blocked, a message 
indicating such is displayed, and the smart card is unable to 
be unblocked. 

[0045] Once the client-side Applet has gathered the smart 
card serial number, the user e-mail address, and the SSP 
passWord, the information is veri?ed to be correct (Step 
124). If the information is correct, the smart card serial 
number is displayed on the client computer along With 
instructions informing the end user to telephone or otherWise 
contact the security agent (Step 126). FIG. 7 shoWs an 
example of the instructions displayed on the client computer 
shoWing contact information for the security agent (160). 
The end user is also prompted on the client computer that 
additional information, such as the user e-mail address 
(162), the smart card serial number (164), etc. may be 
requested by the security agent. 
[0046] As the user contacts the security agent (Step 128), 
the client-side Applet begins checking the unblocking ser 
vice to see if the unblock operation has been approved (Step 
130) as shoWn in FIG. 6. The client-side Applet periodically 
checks for the existence of an Unblock AuthoriZation Code 
(UAC), indicating that the unblock operation has been 
approved, at a con?gurable frequency. One purpose for the 
periodic checks being performed is to assist end users that 
cannot be continuously online and contact the agent simul 
taneously. 
[0047] As a result, prior to the end user receiving the 
UAC, an input ?eld to enter the UAC (166) and a continue 
button (168) are disabled and grayed-out to prevent access 
to the ?eld until the unblock operation has been approved 
and the UAC exists as shoWn in FIG. 7. Referring back to 
FIG. 6, once the security agent authoriZes the unblock 
request, the client-side Applet activates the previously dis 
abled continue button (Step 132). If the UAC exists, the end 
user may immediately proceed With the unblocking process. 

[0048] When the end user selects the continue button (Step 
134), the UAC provided by the security agent over the 
telephone or other means may be entered into the input ?eld 
to enter the UAC (Step 136). An example of the client-side 
Applet on the end user Web broWser shoWing the activated 
continue button (170) and a end user-entered UAC (172) is 
shoWn in FIG. 8. Referring back to FIG. 6, the client-side 
Applet securely veri?es the end user-entered UAC through 
the unblocking service (Step 138) and requests the UBC 
from a directory service, e.g., LDAP (Step 140). Once the 
directory service provides the UBC to the client-side Applet 
(Step 142), the client-side Applet unblocks the previously 
blocked smart card (Step 144) and alloWs the end user to 
enter a neW, knoWn PIN (Step 146). At this point, the smart 
card is successfully unblocked, the user is noti?ed by e-mail 
of the unblock status (Step 148), a message that the smart 
card is successfully unblocked is displayed to the end user 
Web broWser (Step 150), and the user is able to use the card 
normally. 
[0049] The agent-side Applet interacts With a security 
agent, a security agent Web broWser, a directory service (e. g., 
an LDAP server), and the unblocking service. The agent 
side Applet is responsible for verifying that the remote user 
identi?ed With a given e-mail address exists and Was pre 
viously assigned a smart card With a given smart card serial 
number. The agent-side Applet interacts in a secure manner 
With the unblocking service to transfer the necessary infor 
mation to the security agent. 
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[0050] Referring to FIG. 9, the end user contacts the 
security agent (Step 206). Next, the security agent accesses 
the remote unblocking security agent application (Step 200) 
through an administrator Web page (220) of the SSP user 
management Web site as shoWn in FIG. 10. The adminis 
trator Web page includes an option to unblock an end user 
smart card (224). Upon requesting the unblock function by 
selecting the option to unblock an end user smart card (224) 
(Step 202 in FIG. 9), the agent-side Applet is loaded (Step 
204 in FIG. 9. Next, the security agent enters the e-mail 
address and serial number of the smart card of the blocked 
end user from information supplied by the blocked end user 
(Step 208 in FIG. 9). Using this information, the agent-side 
Applet provides instructions to the security agent computer 
to alloW veri?cation of the identity of the end user by the 
security agent using a variety of identity veri?cation mecha 
nisms (Step 210 in FIG. 9). In one or more embodiments of 
the present invention, the security agent Web broWser may 
shoW information about the end user including a ?rst and last 
name (230), an address (232), a phone number (234), etc. 
displayed on the security agent Web broWser (236) as shoWn 
in FIG. 11. Using this information (but not these speci?c 
pieces of information), the security agent is able to ask a 
variety of identity veri?cation mechanisms directed to the 
end user, e.g., Wife’s name, child’s name, schedule, super 
visor, shared secret, phone number, etc. and elicits ansWers 
from the end user in an effort to verify the remote user is not 
an imposter (Step 212 in FIG. 9). These questions are draWn 
from a variety of sources and may include non-technical 
questions or any other question at the discretion of the 
security agent. 

[0051] Once the security agent is satis?ed that the end user 
is not an imposter and indeed, the end user speci?ed With the 
provided e-mail address, the security agent selects a generate 
UAC button (238 in FIG. 11) on the agent-side Applet that 
causes the agent-side Applet to generate the UAC (Step 214 
in FIG. 9). A neW UAC (240 in FIG. 12) is delivered by a 
secure manner to the unblocking service via the Internet for 
storage against a smart card record of the end user in a 
directory service, e.g., SSP User Directory (Step 216 in FIG. 
9), and displayed on the security agent Web broWser (242 in 
FIG. 12) to the security agent (Step 218 in FIG. 9). To 
complete the unblocking operation for the agent-side applet, 
the security agent selects the done button (242 in FIG. 12) 
(Step 220 in FIG. 9). Among other responsibilities, the 
unblocking service is responsible for establishing a secure 
gateWay to the end user and smart card information. 

[0052] In order for the client-side Applet to connect, a 
valid e-mail address and passWord pair is presented by the 
end user. The UAC is not accepted by the unblocking service 
unless the provided remote user e-mail address and smart 
card serial number are indeed already correlated. LikeWise, 
the UBC is not provided by the unblocking service to the 
client-side Applet unless the provided e-mail address, pass 
Word, and smart card serial number are already correlated. 
Once the smart card is successfully unblocked, the client 
side Applet generates a neW UBC, sets the smart card UBC 
to this neW value, and delivers the neW UBC to a directory 
service, e.g., the unblocking service, for use the next time 
the smart card is blocked. 

[0053] Advantages of the present invention may include 
one or more of the folloWing. A security device may be 
unblocked Without physically meeting a security agent face 
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to-face. A reliable and secure authentication process is 
maintained While still alloWing remote users the conve 
nience of unblocking a security device remotely. A security 
agent has the ability to use a variety of identity veri?cation 
mechanisms to discover imposters. An end user is alloWed 
to have a security device unblocking Without requiring more 
than one active phone line. The application facilitates trusted 
netWork connections for remote users. LoWers costs to 
maintain a secure netWork. FeWer security agents are 
required to service unblocking requests. In lieu of presetting 
the smart card PIN, this unblocking mechanism may be 
useful Where the card is delivered Without a knoWn PIN, or 
deliberately in a blocked state. The process of unblocking 
With the security agent is then a mechanism for verifying 
that the recipient of the smart card is indeed the intended 
recipient before the smart card is unblocked and ready for 
use. Those skilled in the art Will appreciate that the present 
invention may have further advantages. 

[0054] While the invention has been described With 
respect to a limited number of embodiments, those skilled in 
the art Will appreciate that other embodiments can be 
devised Which do not depart from the scope of the invention 
as disclosed herein. Accordingly, the scope of the invention 
should be limited only by the attached claims. 

1. An apparatus to unblock a security device issued to an 
end user, comprising: 

a client-side transfer agent for securely transferring infor 
mation among an unblocking service, the end user, and 
the security device; 

an agent-side transfer agent for securely transferring 
information betWeen the unblocking service and a 
security agents; 

an Unblock Authorization Code (UAC) generated after 
veri?cation by the security agent and securely trans 
ferred from the agent-side transfer agent to the 
unblocking service, Wherein veri?cation comprises 
verifying the end user is assigned the security device 
While the end user is in possession of the security 
device; 

an Unblock Code (UBC) securely transferred from the 
unblocking service to the client-side transfer agent, 
Wherein the client-side transfer agent uses the UBC to 
unblock the security device; and 

the unblocking service for establishing a secure gateWay 
and storing the UAC and UBC. 

2. The apparatus of claim 1, Wherein the security agent 
unblocks the security device from a remote location. 

3. The apparatus of claim 1, Wherein an end user identi?er 
and a passWord is presented by the end user for the client 
side transfer agent to connect to the unblocking service. 

4. The apparatus of claim 1, Wherein the secure gateWay 
is con?gured to perform an authentication process for every 
transfer betWeen the client-side transfer agent and the 
unblocking service. 

5. The apparatus of claim 1, Wherein the end user is 
remote. 

6. The apparatus of claim 1, Wherein the security device 
is at least one selected from a group consisting of a smart 
card and a security token, 
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wherein the smart card comprises microprocessor, non 
volatile memory, cryptographic components, and a 
random number generator, and 

Wherein the security token comprises computer circuitry, 
built-in cryptographic functionality, a visual display, 
and battery. 

7. The apparatus of claim 1, Wherein the apparatus is 
accessible via a Web interface. 

8. The apparatus of claim 3, Wherein the end user iden 
ti?er is an e-mail address. 

9. (canceled) 
10. The apparatus of claims 1, Wherein the client-side 

transfer agent is con?gured to check periodically at a 
con?gurable frequency for the UAC. 

11. The apparatus of claims 1, Wherein the UAC is 
accepted upon correlation of an end user identi?er and a 
security device identi?er, Wherein the unblocking service 
transfers the UBC to the client-side transfer agent after 
acceptance of the UAC by the unblocking service. 

12. The apparatus of claim 11, Wherein the security device 
identi?er is a serial number. 

13. The apparatus of claim 11, Wherein the end user 
identi?er is an e-mail address. 

14. The apparatus of claims 1, Wherein the UBC is 
provided by the unblocking service to the client-side transfer 
agent after correlation of an end user identi?er, a passWord 
and a security device identi?er. 

15. The apparatus of claim 14, Wherein the security device 
identi?er is a serial number. 

16. The apparatus of claim 14, Wherein the end user 
identi?er is an e-mail address. 

17. (canceled) 
18. A method of unblocking a security device issued to an 

end user, comprising: 

establishing a secure gateWay by an unblocking service; 

transferring information among the unblocking service, 
the end user, and the security device in a secure 
manner; 

transferring information betWeen the unblocking service 
and the security agent in a secure manner; 

generating an Unblock Authorization Code (UAC) after 
veri?cation by a security agent, Wherein veri?cation 
comprises verifying the end user is assigned the secu 
rity device While the end user is in possession of the 
security device; 

transferring the UAC securely from an agent-side transfer 
agent to the unblocking service; 

supplying the UAC to the end user by the security agent; 

applying the UAC to a client-side transfer agent by the 
end user; 

transferring the UAC securely from the client-side trans 
fer agent to the unblocking service; 

verifying the UAC transferred by the client-side transfer 
agent and the agent-side transfer agent match; 

transferring an Unblock Code (UBC) securely from the 
unblocking service to the client-side transfer agent; and 

unblocking the security device using the UBC, 
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Wherein the unblocking service stores the UAC and the 
UBC, and 

Wherein the security agent and the agent-side transfer 
agent are unable to access the UBC. 

19. The method of claim 18, Wherein the security agent 
unblocks the security device from a remote location. 

20. The method of claim 18, Wherein the end user is 
remote. 

21. The method of claim 18, Wherein the security device 
is at least one selected from a group consisting of a smart 
card and a security token, 

Wherein the smart card comprises microprocessor, non 
volatile memory, cryptographic components, and a 
random number generator, and 

Wherein the security token comprises computer circuitry, 
built-in cryptographic functionality, a visual display, 
and battery. 

22. The method of claim 18, further comprising: 

presenting an end user identi?er and a passWord by the 
end user for the client-side transfer agent to connect to 
the unblocking service. 

23. The method of claim 18, further comprising: 

performing an authentication process for every transfer 
betWeen the client-side transfer agent and the unblock 
ing service. 

24. (canceled) 
25. The method of claim 18, further comprising: 

checking at a con?gurable frequency to determine 
Whether the UAC is generated. 

26. The method of claim 18, further comprising: corre 
lating an end user identi?er and security device identi?er 
prior to acceptance of the UAC, Wherein the unblocking 
service transfers the UBC to the client-side transfer agent 
after acceptance of the UAC by the unblocking service. 

27. The method of claim 18, further comprising: 

providing the UBC by the unblocking service to the 
client-side transfer agent after correlation of an end 
user identi?er, a passWord, and a security device iden 
ti?er. 

28. A method of unblocking a security device issued to an 
end user, comprising: 

establishing a secure gateWay by an unblocking service; 

transferring information among the unblocking service, 
the end user, and the security device in a secure 

manner; 

transferring information betWeen the unblocking service 
and the security agent in a secure manner; 

presenting an end user identi?er and a passWord by the 
end user for a client-side transfer agent to connect to the 
unblocking service; 

performing an authentication process for every transfer 
betWeen the client-side transfer agent and the unblock 
ing service; 

generating an Unblock Authorization Code (UAC) after 
veri?cation by a security agent, Wherein veri?cation 
comprises verifying the end user is assigned the secu 
rity device While the end user is in possession of the 
security device; 
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transferring the UAC securely from an agent-side transfer 
agent to the unblocking service; 

supplying the UAC to the end user by the security agent; 

applying the UAC to the client-side transfer agent by the 
end user; 

transferring the UAC securely from the client-side trans 
fer agent to the unblocking service; 

verifying the UAC transferred by the client-side transfer 
agent and the agent-side transfer agent match through 
the unblocking service; 

transferring an Unblock Code (UBC) securely from the 
unblocking service to the client-side transfer agent; 

unblocking the security device using the UBC; 

checking at a con?gurable frequency to determine 
Whether the UAC is generated by the client- side applet; 

correlating the end user identi?er and a security device 
identi?er prior to acceptance of the UAC; and 

providing the UBC by the unblocking service to the 
client-side transfer agent after correlation of the end 
user identi?er, the passWord, and the security device 
identi?er, 

Wherein the unblocking service stores the UAC and the 
UBC. 

29. A method of unblocking a security device issued to an 
end user, comprising: 

gathering information from the end user and the security 
device; 

verifying the information gathered from the end user and 
the security device; 

contacting the security agent by the end user; 

supplying end user information verbally to the security 
agent; 

verifying identity of the end user by the security agent 
using an identity veri?cation mechanism; 

generating an Unblock Authorization Code (UAC) after 
veri?cation by the security agent, Wherein veri?cation 
comprises verifying the end user is assigned the secu 
rity device While the end user is in possession of the 
security device; 

delivering the UAC to an unblocking service; 

storing the UAC against a security device record in a 
directory service; 

supplying the UAC from the security agent to the end 
user; 

applying the UAC to a client-side transfer agent by the 
end user; 

delivering the UAC securely from the client-side transfer 
agent to the unblocking service; 

verifying the UAC of the client-side transfer agent and an 
agent-side transfer agent match through the unblocking 
service; 

requesting an Unblock Code (UBC) from the directory 
service; 

Mar. 22, 2007 

unblocking the security device by transferring the UBC 
from the directory service to the client-side transfer 
agent; 

Wherein the unblocking service stores the UAC and the 
UBC. 

30. The method of claim 29, Wherein the security device 
identi?er is a serial number. 

31. The method of claim 29, Wherein the end user 
identi?er is an e-mail address. 

32. The method of claim 29, further comprising: 

gathering information from the end user using the client 
side transfer agent; and 

gathering information from the security device using the 
client-side transfer agent. 

33. The method of claim 29, further comprising: 

generating a neW UBC; 

setting the security device to the neW UBC; and 

delivering the neW UBC to the directory service. 
34. The method of claim 29, further comprising: 

verifying the security device is not already permanently 
blocked. 

35. A method of unblocking a security device issued to an 
end user, comprising: 

gathering information from the end user and the security 
device; 

verifying the information gathered from the end user and 
the security device; 

contacting the security agent by the end user; 

supplying end user information to the security agent; 

verifying identity of the end user by the security agent 
using an identity veri?cation mechanism; 

generating an Unblock Authorization Code (UAC) after 
veri?cation by the security agent, Wherein veri?cation 
comprises verifying the end user is assigned the secu 
rity device While the end user is in possession of the 
security device; 

transferring the UAC to an unblocking service; 

storing the UAC against a security device record in a 
directory service; 

supplying the UAC from the security agent to the end 
user; 

applying the UAC to a client-side transfer agent by the 
end user; 

delivering the UAC securely from the client-side transfer 
agent to the unblocking service; 

verifying the UAC transferred by the client-side transfer 
agent an agent-side transfer agent match through the 
unblocking service; 

requesting an Unblock Code (UBC) from the directory 
service; 

unblocking the security device by transferring the UBC 
from the directory service to the client-side transfer 
agent; 




