
US 20070061379Al 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2007/0061379 A1 

Wong et al. (43) Pub. Date: Mar. 15, 2007 

(54) METHOD AND APPARATUS FOR Publication Classi?cation 
SEQUENCING TRANSACTIONS GLOBALLY 
IN A DISTRIBUTED DATABASE CLUSTER (51) Int- Cl 

G06F 17/30 (2006.01) 
('76) Inventors: Frankie Wong’ Pickering (CA); Xiong (52) US. Cl. ............................................................ .. 707/201 

Yu, North York (CA); Elaine Wang, (57) ABSTRACT 
Aurora (CA) 

A system and method for receiving and tracking a plurality 
Correspondence Address; of transactions and distributing the transactions to at least 
Gowling La?eur Henderson LLP tWo replication queues over a network. The system and 
suite 1600 method comprise a global queue for storing a number of the 
1 First Canadain Place received transactions in a ?rst predetermined order. The 
100 King street West system and method also comprise a sequencer coupled to the 
Toronto, ON M5X 1G5 (C A) global queue for creating a copy of each of the transactions 

for each of said at least tWo replication queues and for 
distributing in a second predetermined order each said copy 

(21) Appl~ NQ; 11/221,752 to each of said at least tWo replication queues respectively, 
said copy containing one or more of the received transac 

(22) Filed: Sep. 9, 2005 tions. 

1 

Application Server r --------------- - -/ —1 | 5 

i L3 I i 1;; 
a i a " 

Momtor : %‘ Replication : Database 
Director 1 Server 5 Server 

' Controllers , Queue : 

Application Server 5 i 
i ‘ Replication : Database 
; Queue Server 7 Server 

Monitor : i 
i i l 

7 i : | 

Director : Queues Queue 5 

Backup 5 
Controller 5 

l 

Appl'cat'on Server Replication I > Database 

Server 5 Server 

‘6 l ' _’ i M t I ' L77‘ om OI‘ : i 

i : Queues i 8 / D- : | Lrectul' : : 

: " 9 l 



Patent Application Publication Mar. 15, 2007 Sheet 1 0f 11 US 2007/0061379 A1 

i 2:“; m ............................................... :u 

m KL w 
n n “93: " $550 “ Q 

m m SE52 

6Com m 8Com 

ommbm?? _ co?mozgom Stow c2323?‘ 

m hozcbcoO m @325 

m @2520 8825 
m “8.502 

Baum m 820m 328MB - n. couwozmom 

m 6Com c2821?‘ 

" 26:0 

m 228260 _ 

5Com m 530m W» m 8825 
omg?m? Alml coumozmom T 1 \ n 8562 

V‘ m 1m m 

w u _ 

B _| I ' 2| |||| 1;‘ ||||||||||||||||||||||||||||||||||| I |.__ 5Com c2623“? 



Patent Application Publication Mar. 15, 2007 Sheet 2 0f 11 US 2007/0061379 A1 

19 

Figure 1B 

11 



2 2:5 8 

US 2007/0061379 A1 

M M 

mpozom ommn?mw 8 82mm“ on 8 3283mm; 

Patent Application Publication Mar. 15, 2007 Sheet 3 0f 11 

628300 

5:82am“ 







Patent Application Publication Mar. 15, 2007 Sheet 6 0f 11 US 2007/0061379 Al 

N ob-wwm 

: 

om mm 

w 0:622 

m 2552 

am 

N 2252 

om 

M 2332 





ill]! 
9 XP 52mm we a 

US 2007/0061379 A1 

2mm HHHMWG u2=EEoO 2 26.6 ‘m0 05:0 

. was“ 5 23% E90 5 5. 2% E86 5. E 22w 

5 x25: N: BF 8. 

E 

r 

330 

F: > 
26:0 .320 E X._. 2804 0: 

Q X._' 28950 now 

For 

:22. 56 m P F 

Patent Application Publication Mar. 15, 2007 Sheet 8 0f 11 



Patent Application Publication Mar. 15, 2007 Sheet 9 0f 11 US 2007/0061379 A1 

m 05%; 

aurewa up w. 

0:050 ‘not m8 

A I 

ausw 

3N 5.18m 

v28. 955mm 

‘ 8N 

xh 8800995 E 283 SN 

:Bmm X... m-mmho mow 



Patent Application Publication Mar. 15, 2007 Sheet 10 0f 11 US 2007/0061379 A1 

5982 8858 33592 8*. » % » ER 95m NS. 3982 Eng. mo {m2 6e 

menu 5. Ems‘ 8m % a 



Patent Application Publication Mar. 15, 2007 Sheet 11 0f 11 US 2007/0061379 Al 

F “vb-NE 

_ S 520m 5.83% 

,v i in @3282 :23 5 2oz 



US 2007/0061379 A1 

METHOD AND APPARATUS FOR SEQUENCING 
TRANSACTIONS GLOBALLY IN A DISTRIBUTED 

DATABASE CLUSTER 

FIELD OF THE INVENTION 

[0001] This invention relates generally to the sequencing 
and processing of transactions Within a cluster of replicated 
databases. 

BACKGROUND OF THE INVENTION 

[0002] A database has become the core component of most 
computer application softWare noWadays. Typically appli 
cation softWare makes use of a single or multiple databases 
as repositories of data (content) required by the application 
to function properly. The application’s operational e?iciency 
and availability is greatly dependent on the performance and 
availability of these database(s), Which can be measured by 
tWo metrics: (1) request response time; and (2) transaction 
throughput. 
[0003] There are several techniques for improving appli 
cation e?iciency based on these tWo metrics: (1) Vertical 
scale up of computer hardWare supporting the applicationi 
this is achieved by adding to or replacing existing hardWare 
With faster central processing units (CPUs), random access 
memory (RAM), disk adapters/ controllers, and network; and 
(2) Horizontal scale out (clustering) of computer hardWare 
supporting the applicationithis approach refers to connect 
ing additional computing hardWare to the existing con?gu 
ration by interconnecting them With a fast netWork. 
Although both approaches can address the need of reducing 
request response time and increase transaction throughput, 
the scale out approach can offer higher e?iciency at loWer 
costs, thus driving most neW implementations into clustering 
architecture. 

[0004] The clustering of applications can be achieved 
readily by running the application softWare on multiple, 
interconnected application servers that facilitate the execu 
tion of the application softWare and provide hardWare redun 
dancy for high availability, With the application softWare 
actively processing requests concurrently. HoWever current 
database clustering technologies cannot provide the level of 
availability and redundancy in a similar active-active con 
?guration. Consequently database servers are primarily con 
?gured as active-standby, meaning that one of the computer 
systems in the cluster does not process application request 
until a failover occurs. Active-standby con?guration Wastes 
system resources, extends the WindoWs of unavailability and 
increases the chance of data loss. 

[0005] To cluster multiple database servers in an active 
active con?guration, one technical challenge is to resolve 
update con?ict. An update con?ict refers to tWo or more 
database servers updating the same record in the databases 
that they manage. Since data in these databases must be 
consistent among them in order to scale out for performance 
and achieve high availability, the con?ict must be resolved. 
Currently there are two different schemes of con?ict reso 
lution: (1) time based resolution; and (2) location based 
resolution. HoWever, neither con?ict resolution schemes can 
be enforced Without some heuristic decision to be made by 
human intervention. It is not possible to determine these 
heuristic decision rules unless there is a thorough under 
standing of the application softWare business rules and their 
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implications. Consequently, most clustered database con 
?gurations adopt the active-standby model, and fail to 
achieve high performance and availability at the same time. 
There is a need for providing a database management system 
that uses an active-active con?guration and substantially 
reduces the possibility of update con?icts that may occur 
When tWo or more databases attempt to update a record at the 
same time. 

[0006] The systems and methods disclosed herein provide 
a system for globally managing transaction requests to one 
or more database servers and to obviate or mitigate at least 
some of the above presented disadvantages. 

SUMMARY OF THE INVENTION 

[0007] To cluster multiple database servers in an active 
active con?guration, one technical challenge is to resolve 
update con?ict. An update con?ict refers to tWo or more 
database servers updating the same record in the databases 
that they manage. Since data in these databases must be 
consistent among them in order to scale out for performance 
and achieve high availability, the con?ict must be resolved. 
Currently there are two different schemes of con?ict reso 
lution: (1) time based resolution; and (2) location based 
resolution. HoWever, neither con?ict resolution schemes can 
be enforced Without some heuristic decision to be made by 
human intervention. Consequently, most clustered database 
con?gurations adopt the active-standby model, and fail to 
achieve high performance and availability at the same time. 
Contrary to current database con?gurations there is provided 
a system and method for receiving and tracking a plurality 
of transactions and distributing the transactions to at least 
tWo replication queues over a netWork. The system and 
method comprise a global queue for storing a number of the 
received transactions in a ?rst predetermined order. The 
system and method also comprise a sequencer coupled to the 
global queue for creating a copy of each of the transactions 
for each of said at least tWo replication queues and for 
distributing in a second predetermined order each said copy 
to each of said at least tWo replication queues respectively, 
said copy containing one or more of the received transac 
tions. 

[0008] One aspect provided is a system for receiving and 
tracking a plurality of transactions and distributing the 
transactions to at least tWo replication queues over a net 
Work, the system comprising: a global queue for storing a 
number of the received transactions in a ?rst predetermined 
order; and a sequencer coupled to the global queue for 
creating a copy of each of the transactions for each of said 
at least tWo replication queues and for distributing in a 
second predetermined order each said copy to each of said 
at least tWo replication queues respectively, said copy con 
taining one or more of the received transactions. 

[0009] A further aspect provided is a system for receiving 
a plurality of transactions from at least one application 
server, distributing the transactions to at least tWo replication 
queues and applying the transactions to a plurality of data 
bases comprising: a director coupled to each of said at least 
one application server for capturing a plurality of database 
calls therefrom as the plurality of transactions; and a con 
troller for receiving each of the plurality of transactions, the 
controller con?gured for storing the transactions Within a 
global queue in a predetermined order, for generating a copy 
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of each said transaction for each of said at least tWo 
replication queues, and for transmitting in the predetermined 
order each said copy to each of said at least tWo replication 
queues respectively. 

[0010] A still further aspect provided is a method for 
receiving and tracking a plurality of transactions and dis 
tributing the transactions to at least tWo replication queues 
over a network, the method comprising: storing a number of 
the received transactions in a ?rst predetermined order in a 
global queue; creating a copy of each of the transactions for 
each of said at least tWo replication queues; and distributing 
in a second predetermined order each said copy to each of 
said at least tWo replication queues respectively, said copy 
containing one or more of the received transactions. 

[0011] A still further aspect provided is a system for 
receiving and tracking a plurality of transactions and dis 
tributing the transactions to at least tWo replication queues 
over a netWork, the system comprising: means for storing a 
number of the received transactions in a ?rst predetermined 
order; and means for creating a copy of each of the trans 
actions for each of said at least tWo replication queues and 
for distributing in a second predetermined order each said 
copy to each of said at least tWo replication queues respec 
tively, said copy containing one or more of the received 
transactions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] Exemplary embodiments of the invention Will noW 
be described in conjunction With the folloWing draWings, by 
Way of example only, in Which: 

[0013] FIG. 1A is a block diagram of a system for 
sequencing transactions; 

[0014] FIG. 1B is a block diagram of a transaction repli 
cator of the system of FIG. 1A; 

[0015] FIGS. 1C, 1D and 1E shoW an example operation 
of receiving and processing transactions for the system of 
FIG. 1A; 

[0016] FIG. 2 is a block diagram of a director of the 
system of FIG. 1A; 

[0017] FIG. 3 is a block diagram of a monitor of the 
system of FIG. 1A; 

[0018] FIG. 4 is an example operation of the transaction 
replicator of FIG. 1B; 

[0019] FIG. 5 is an example operation of a global trans 
action queue and a replication queue of FIG. 1B; 

[0020] FIG. 6 is an example operation of the transaction 
replicator of FIG. 1B for resolving gating and indoubt 
transactions; and 

[0021] FIG. 7 is an example operation of a replication 
server of FIG. 1B. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0022] A method and apparatus for sequencing transac 
tions in a database cluster is described for use With computer 
programs or software applications Whose functions are 
designed primarily to replicate update transactions to one or 
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more databases such that data in these databases are approxi 
mately synchronized for read and Write access. 

[0023] Referring to FIG. 1A, shoWn is a system 10 com 
prising a plurality of application servers 7 for interacting 
With one or more database servers 4 and one or more 

databases 5 via a transaction replicator 1. It is understood 
that in tWo-tier applications, each of the application 7 
instances represents a client computer. For three-tiered 
applications, each of the application 7 instances represents 
an application server that is coupled to one or more users 

(not shoWn). Accordingly, it is recogniZed that the transac 
tion replicator 1 can receive transactions from applications 
7, application servers 7, or a combination thereof. 

[0024] Referring to FIGS 1A and 1B, the transaction 
replicator 1 of the system 10, receives transaction requests 
from the application servers 7 and provides sequenced and 
replicated transactions using a controller 2 to one or more 
replication servers 3, Which apply the transactions to the 
databases 5. By providing sequencing of transactions in tWo 
or more tiered application architectures, the transaction 
replicator 1 helps to prevent the transaction requests from 
interfering With each other and facilitates the integrity of the 
databases 5. For example, a transaction refers to a single 
logical operation from a user application 7 and typically 
include requests to read, insert, update and delete records 
Within a predetermined database 5. 

[0025] Referring again to FIG. 1A, the controller 2 can be 
the central command center of the transaction replicator 1 
that can run for example on the application servers 7, the 
database servers 4 or dedicated hardWare. The controller 2 
may be coupled to a backup controller 9 that is set up to take 
over the command When the primary controller 2 fails. The 
backup controller 9 is approximately synchronized With the 
primary controller such that there exists transaction integ 
rity. It is recogniZed that the controller 2 and associated 
transaction replicator 1 can also be con?gured for use as a 
node in a peer-to-peer netWork, as further described beloW. 

[0026] Referring again to FIG. 1A, When a backup and a 
primary controller are utiliZed, a replica global transaction 
queue is utiliZed. The backup controller 9 takes over control 
of transaction replicator 1 upon the failure of the primary 
controller 2. Preferably, the primary and backup controllers 
are installed at different sites and a redundant WAN is 
recommended betWeen the tWo sites. 

[0027] As is shoWn in FIG. 1B, the controller 2 receives 
input transactions 11 from a user application 7 and provides 
sequenced transactions 19 via the replication servers 3, the 
sequenced transactions 19 are then ready for commitment to 
the database servers 4. The controller 2 comprises a resent 
transaction queue 18 (resent TX queue), an indoubt trans 
action queue 17 (indoubt TX queue), a global transaction 
sequencer 12 (global TX sequencer), a global TX queue 13 
(global TX queue) and at least one global disk queue 14. The 
global queue 13 (and other queues if desired) can be 
con?gured as searchable a ?rst-in-?rst out pipe (FIFO) or as 
a ?rst-in-any-out (FIAO), as desired. For example, a FIFO 
queue 13 could be used When the contents of the replication 
queues 15 are intended for databases 5, and a FIAO queue 
13 could be used When the contents of the replication queues 
15 are intended for consumption by unstructured data pro 
cessing environments (not shoWn). Further, it is recogniZed 
that the global disk queue 14 can be con?gured for an 
indexed and randomly accessible data set. 



US 2007/0061379 A1 

[0028] The transaction replicator 1 maintains the globally 
sequenced transactions in tWo different types of queues: the 
global TX queue 13 and one or more replication queues 15 
equal to that of the database server 4 instances. These queues 
are created using computer memory With spill over area on 
disks such as the global disk queue 14 and one or more 
replication disk queues 16. The disk queues serve a number 
of purposes including: persist transactions to avoid transac 
tion loss during failure of a component in the cluster; act as 
a very large transaction storage (from gigabytes to terabytes) 
that computer memory cannot reasonably provide (typically 
less than 64 gigabytes). Further, the indoubt TX queue 17 is 
only used When indoubt transactions are detected after a 
certain system failures. Transactions found in this queue 
have an unknoWn transaction state and require either human 
intervention or pre-programmed resolution methods to 
resolve. 

[0029] For example, in the event of a temporary commu 
nication failure resulting in lost response from the global TX 
sequencer 12 to a transaction ID request, the application 
resends the request Which is then placed in the resent TX 
queue 18. Under this circumstance, there can be tWo or more 
transactions With different Transaction ID in the global TX 
queue 13 and duplicated transactions are removed subse 
quently. 

[0030] In normal operation, the controller 2 uses the 
global TX queue 13 to track the status of each of the input 
transactions and to send the committed transaction for 
replication in sequence. Referring to FIGS. 1C, 1D, and 1E, 
shoWn is an example operation of the system 10 for receiv 
ing and processing a neW transaction. For example, upon 
receiving a neW transaction, the sequencer 12 assigns a neW 
transaction ID to the received transaction. The transaction 
ID is a globally unique sequence number for each transac 
tion Within a replication group. In FIG. 1C, the sequence ID 
for the neWly received transaction is “K”. Once the control 
ler 2 receives the transaction, the transaction and its ID are 
transferred to the global TX queue 20 if there is space 
available. Otherwise, if the global TX queue 13 is above a 
predetermined threshold and is full, for example, as shoWn 
in FIG. 1C, the transaction K and its ID are stored in the 
global disk queue 14 (FIG. 1D). 

[0031] Before accepting any neW transactions in the global 
TX queue, the sequencer distributes the committed transac 
tions from the global TX queue 13 to a ?rst replication server 
20 and a second (or more) replication server 23 for execution 
against the databases. As Will be discussed, the transfer of 
the transactions to the replication servers can be triggered 
When at least one of the folloWing tWo criteria occurs: 1) a 
predetermined transfer time interval and 2) a predetermined 
threshold for the total number of transactions Within the 
global TX queue 13 is met. HoWever, each replication server 
20, 23 has a respective replication queue 21, 24 and applies 
the sequenced transactions, obtained from the global queue 
13, at its oWn rate. 

[0032] For example, When a sloWer database server is 
unable to process the transactions at the rate the transactions 
are distributed by the controller 2, the transactions in the 
corresponding replication queue are spilled over to the 
replication disk queues. As shoWn in FIGS. 1C and 1D, 
transaction F is transferred from the global TX queue 13 to 
the ?rst and second replication servers 20, 23. The ?rst 

Mar. 15, 2007 

replication server 20 has a ?rst replication queue 21 and a 
?rst replication disk queue 22 and the second replication 
server 23 has a second replication queue 22 and a second 
replication disk queue 25. The replication queues are an 
ordered repository of update transactions stored in computer 
memory for executing transactions on a predetermined data 
base. In this case, since the second replication queue 24 is 
above a predetermined threshold (full, for example) trans 
action F is transferred to the second replication disk queue 
25. Referring to FIG. 1D and FIG. 1E, once space opens up 
in the second replication queue 24 as transaction I is applied 
to its database server, the unprocessed transaction F in the 
second replication disk queue 25 is moved to the second 
replication queue 24 for execution of the transaction request 
against the data Within its respective database. In the case 
Where both the replication disk queue and the replication 
queues are above a preselected threshold (for example, full), 
an alert is sent by the sequencer 12 and the database is 
marked unusable until the queues become empty. 

[0033] The core functions of the controller 2 can be 
summarized as registering one or more directors 8 and 
associating them With their respective replication groups; 
controlling the replication servers’ activities; maintaining 
the global TX queue 13 that holds all the update transactions 
sent from the directors 8; synchronizing the global TX queue 
13 With the backup controller 9(Where applicable); manag 
ing all replication groups de?ned; distributing committed 
transactions to the replication servers 3; tracking the opera 
tional status of each database server 4 Within a replication 
group; providing system status to a monitor 6; and recov 
ering from various system failures. 

[0034] The registry function of the controller 2 occurs 
When applications are enabled on a neW application server 7 
to access databases 5 in a replication group. Here, the 
director 8 on the neW application server contacts the con 
troller 2 and registers itself to the replication group. Advan 
tageously, this provides dynamic provisioning of application 
servers to scale up system capacity on demand. The regis 
tration is performed on the ?rst database call made by an 
application. Subsequently the director 8 communicates With 
the controller 2 for transaction and server status tracking. 

[0035] The replication server control function alloWs the 
controller 2 to start the replication servers 3 and monitors 
their state. For example, When an administrator requests to 
pause replication to a speci?c database 5, the controller then 
instructs the replication server to stop applying transactions 
until an administrator or an automated process requests it. 

[0036] The replication group management function alloWs 
the controller 2 to manage one or more groups of databases 
5 that require transaction synchronization and data consis 
tency among them. The number of replication groups that 
can be managed and controlled by the controller 2 is 
dependent upon the processing poWer of the computer that 
the controller is operating on and the sum of the transaction 
rates of all the replication groups. 

Director 

[0037] Referring to FIG. 2, shoWn is a block diagram of 
the director 8 of the system 10 of FIG. 1A. The director can 
be installed on the application server 7 or the client com 
puter. The director 8 is for initiating a sequence of operations 
to track the progress of a transaction. The director 8 com 
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prises a ?rst 27, a second 28, a third 29 and a fourth 30 
functional module. According to an embodiment of the 
system 10, the director 8 Wraps around a vendor supplied 
JDBC driver. As discussed earlier, the director 8 is typically 
installed on the application server 7 in a 3-tier architecture, 
and on the client computer in a 2-tier architecture. As a 
Wrapper, the director 8 can act like an ordinary J DBC driver 
to the applications 7, for example. Further, the system 10 can 
also support any of the following associated With the trans 
action requests, such as but not limited to: 

[0038] l. a database access driver/protocol based on 
SQL for a relational database 5 (ODBC, OLE/DB, 
ADONET, RDBMS native clients, etc. . .); 

[0039] 2. messages sent over message queues of the 
network; 

[0040] 3. XML (and other structured de?nition lan 
guages) based transactions; and 

[0041] 4. other data access drivers as desired. 

[0042] As an example, the ?rst module 27 captures all 
JDBC calls 26, determines transaction type and boundary, 
and analyZes the SQLs in the transaction. Once determined 
to be an update transaction, the director 8 initiates a 
sequence of operations to track the progress of the transac 
tion until it ends With a commit or rollback. Both DDL and 
DML are captured for replication to other databases in the 
same replication group. 

[0043] The second module 28 collects a plurality of dif 
ferent statistical elements on transactions and SQL state 
ments for analyZing application execution and performance 
characteristics. The statistics can be exported as comma 
delimited text ?le for importing into a spreadsheet. 

[0044] In addition to intercepting and analyZing transac 
tions and SQL statements, the director’s third module 29, 
manages database connections for the applications 7. In the 
event that one of the databases 5 should fail, the director 8 
reroutes transactions to one or more of the remaining 
databases. Whenever feasible, the director 8 also attempts to 
re-execute the transactions to minimiZe in ?ight transaction 
loss. Accordingly, the director 8 has the ability to instruct the 
controller 2 as to Which database 5 is the primary database 
for satisfying the request of the respective application 7. 

[0045] Depending on a database’s Workload and the rela 
tive poWer settings of the database servers 4 in a replication 
group, the director 8 routes read transactions to the least 
busy database server 4 for processing. This also applies 
When a database server 4 failure has resulted in transaction 
redirection. 

[0046] Similarly, if the replication of transactions to a 
database server 4 becomes too sloW for any reason such that 
the transactions start to build up and spill over to the 
replication disk queue 16, the director 8 redirects all the read 
transactions to the least busy database server 4. Once the 
disk queue becomes empty, the director 8 subsequently 
alloWs read access to that database. Accordingly, the ?ll/ 
usage status of the replication disk queues in the replication 
group can be obtained or otherWise received by the director 
8 for use in management of through-put rate of transactions 
applied to the respective databases 5. 

[0047] For example, When the director 8 or replication 
servers 3 fails to communicate With the database servers 4, 
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they report the failure to the controller 2 Which then may 
redistribute transactions or take other appropriate actions to 
alloW continuous operation of the transaction replicator 1. 
When one of the database servers 4 cannot be accessed, the 
controller 2 instructs the replication server 3 to stop applying 
transactions to it and relays the database lock doWn status to 
a monitor 6. The transactions start to accumulate Within the 
queues until the database server 3 is repaired and the 
administrator or an automated process instructs to resume 

replication via the monitor 6. The monitor 6 may also 
provide other predetermined administrative commands (for 
example: create database alias, update parameters, changing 
Workload balancing setting). 

Monitor 

[0048] Referring again to FIG. 1A, the monitor 6 alloWs a 
user to vieW and monitor the status of the controllers 2, the 
replication servers 3, and the databases 5. Preferably, the 
monitor 6 is a Web application that is installed on an 
application or application server 7 and on the same netWork 
as the controllers 2. 

[0049] Referring to FIG. 3, shoWn is a diagrammatic vieW 
of the system monitor 6 for use With the transaction repli 
cator 1. The system monitor 6 receives input data 32 from 
both primary and backup controllers 2, 9 (Where applicable), 
replication servers 3, the database servers 4 and relevant 
databases 5 Within a replication group. This information is 
used to display an overall system status on a display screen 
31. 

[0050] For example, depending on Whether the controller 
is functioning or a failure has occurred, the relevant status of 
the controller 2 is shoWn. Second, the status of each of the 
replication servers 3 Within a desired replication group is 
shoWn. A detailed description of the transaction rate, the 
number of transactions Within each replication queue 15, the 
number transactions Within each replication disk queue 16 is 
further shoWn. The monitor 6 further receives data regarding 
the databases 5 and displays the status of each database 5 
and the number of committed transactions. 

[0051] The administrator can analyZe the above informa 
tion and choose to manually reroute the transactions. For 
example, When it is seen that there exists many transactions 
Within the replication disk queue 16 of a particular replica 
tion server 3 or that the transaction rate of a replication 
server 3 is sloW, the administrator may send output data in 
the form of a request 33 to distribute the transactions for a 
speci?ed amount of time to a different database server Within 
the replication group. 

[0052] Referring to FIG. 4, shoWn is a How diagram 
overvieW of the method 100 for initialiZing and processing 
transactions according to the invention. The global TX 
sequencer 12 also referred to as the sequencer hereafter and 
as shoWn in FIG. 1B, is the control logic of the transaction 
replicator 1. 

[0053] When the controller 2 is started, it initialiZes itself 
by reading from con?guration and property ?les the param 
eters to be used in the current session 101. The global TX 
Queue 13, indoubt TX queue 17 and resent TX queue 18 
shoWn in FIG. 1B, are created and emptied in preparation for 
use. Before accepting any neW transactions, the sequencer 
12 examines the global disk queue 14 to determine if any 
transactions are left behind from previous session. For 
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example, if a transaction is found on the global disk queue 
14, it implies at least one database in the cluster is out of 
synchronization With the others and the database must be 
applied With these transactions before it can be accessed by 
applications. Transactions on the global disk queue 14 are 
read into the global TX queue 13 in preparation for applying 
to the database(s) 5. The sequencer 12 then starts additional 
servers called replication servers 3 that create and manage 
the replication queues 15. After initialiZation is complete, 
the sequencer 12 is ready to accept transactions from the 
application servers 7. 

[0054] The sequencer 12 examines the incoming transac 
tion to determine Whether it is a neW transaction or one that 
has already been recorded in the global TX queue 102. For 
a neW transaction, the sequencer 12 assigns a Transaction ID 
103 and records the transaction together With this ID in the 
global TX queue 13. If the neW transactions ID is generated 
as a result of lost ID 104, the transaction and the ID are 
stored in the resent TX queue 109 for use in identifying 
duplicated transactions. The sequencer 12 checks the usage 
of the global TX queue 105 to determine if the maximum 
number of transactions in memory has already been 
exceeded. The sequencer 12 stores the transaction ID in the 
global TX queue 13 if the memory is not full 106. Other 
Wise, the sequencer 12 stores the transaction ID in the global 
disk queue 107. The sequencer 12 then returns the ID to the 
application 108 and the sequencer 12 is ready to process 
another request from the application. 

[0055] When a request from the application or application 
server 7, comes in With a transaction that has already 
obtained a transaction ID previously and recorded in the 
global TX queue 13, the sequencer 12 searches and retrieves 
the entry from either the global TX queue 13 or the disk 
queue 110. If this transaction has been committed to the 
database 111, the entry’s transaction status is set to “com 
mitted”112 by the sequencer 12, indicating that this trans 
action is ready for applying to the other databases 200. If the 
transaction has been rolled back 113, the entry’s transaction 
status is marked “for deletion”114 and as Will be described, 
subsequent processing 200 deletes the entry from the global 
TX queue. If the transaction failed With an indoubt status, 
the entry’s transaction status is set to “indoubt”115. An alert 
message is sent to indicate that database recovery may be 
required 116. Database access is suspended immediately 117 
until the indoubt transaction is resolved manually 300 or 
automatically 400. 

[0056] Referring to FIG. 5, shoWn is a How diagram of the 
method 200 for distributing transactions from the global TX 
queue 13 according to the invention. The global TX queue 
13 is used to maintain the proper sequencing and states of all 
update transactions at commit time. To apply the committed 
transactions to the other databases, the replication queue 5 is 
created by the sequencer 12 for each destination database. 
The sequencer 12 moves committed transactions from the 
global TX queue to the replication queue based on the 
folloWing tWo criteria: (1) a predetermined transaction 
queue threshold (Q threshold) and (2) a predetermined sleep 
time (transfer interval). 

[0057] For a system With sustained Workload, the Q 
Threshold is the sole determining criteria to move commit 
ted transactions to the replication queue 201. For a system 
With sporadic activities, both the Q Threshold and transfer 
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interval are used to make the transfer decision 201, 213. 
Transactions are transferred in batches to reduce communi 
cation overhead. When one or both criteria are met, the 
sequencer 12 prepares a batch of transactions to be moved 
from the global TX queue 13 to the replication queue 202. 
If the batch contains transactions, the sequencer 12 removes 
all the rolled back transactions from it because they are not 
to be applied to the other databases 204. The remaining 
transactions in the batch are sent to the replication queue for 
processing 205. If the batch does not contain any transaction 
203, the sequencer 12 searches the global TX queue for any 
unprocessed transactions (status is committing) 206. Since 
transactions are executed in a same order of occurrence, 
unprocessed transactions typically occur When a previous 
transaction has not completed, therefore delaying the pro 
cessing of subsequent transactions. A transaction that is 
being committed and has not yet returned its completion 
status is called gating transaction. A transaction that is being 
committed and returns a status of unknoWn is called indoubt 
transaction. Both types of transactions Will remain in the 
state of “committing” and block processing of subsequent 
committed transactions, resulting in the transaction batch 
being empty. The difference betWeen a gating transaction 
and an indoubt transaction is that gating transaction is 
transient, meaning that it Will eventually become committed, 
unless there is a system failure that causes it to remain in the 
“gating state” inde?nitely. Therefore When the sequencer 12 
?nds unprocessed transactions 207 it must differentiate the 
tWo types of “committing” transactions 208. For a gating 
transaction, the sequencer 12 sends out an alert 209 and 
enters the transaction recovery process 300. Otherwise, the 
sequencer 12 determines if the transaction is resent from the 
application 210, 211, and removes the resent transaction 
from the global TX queue 211. A resent transaction is a 
duplicated transaction in the global TX queue 13 and has not 
been moved to the replication queue 15. The sequencer 12 
then enters into a sleep because there is no transaction to be 
processed at the time 214. The sleep process is executed in 
its oWn thread such that it does not stop 200 from being 
executed at any time. It is a second entry point into the 
global queue siZe check at 201. When the sleep time is up, 
the sequencer 12 creates the transaction batch 202 for 
transfer to the replication queue 203, 204, 205. 

[0058] Referring to FIG. 6, shoWn is a How diagram 
illustrating the method 300 for providing manual recovery of 
transactions 116 as shoWn in FIG. 100. There are tWo 
scenarios under Which the sequencer 12 is unable to resolve 
gating transactions and indoubt transactions caused by cer 
tain types of failure and manual recovery may be needed. 
First, a gating transaction remains in the global TX queue 13 
for an extended period of time, stopping all subsequent 
committed transactions from being applied to the other 
databases. Second, a transaction status is unknoWn after 
some system component failure. The sequencer 12 ?rst 
identi?es the transactions causing need resolution 301 and 
send out an alert 302. Then the transaction can be manually 
analyZed to determine Whether the transaction has been 
committed or rolled back in the database 304 and Whether 
any manual action needs to be taken. If the transaction is 
found to have been rolled back in the database, the trans 
action entry is deleted manually from the global TX queue 
305. If the transaction has been committed to the database, 
it is manually marked “committed”306. In both cases the 
replication process can resume Without having to recover the 
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database 500. If the transaction is ?agged as indoubt in the 
database, it must be forced to commit or roll back at the 
database before performing 304, 305 and 306. 

[0059] Referring again to FIG. 6, the process 400 is 
entered When an indoubt transaction is detected 115 and 
automatic failover and recovery of a failed database is 
performed. Unlike gating transactions that may get resolved 
in the next moment, an indoubt transaction is permanent 
until the transaction is rolled back or committed by hand or 
by some heuristic rules supported by the database. If the 
resolution is done With heuristic rules, the indoubt transac 
tion Will have been resolved as “committed” or “rolled 
back” and Will not require database failover or recovery. 
Consequently the process 400 is only entered When an 
indoubt transaction cannot be heuristically resolved and an 
immediate database failover is desirable. Under the auto 
matic recovery process, the database is marked as “needing 
recovery”401, With an alert sent out 402 by the sequencer 
12. To help prevent further transaction loss, the sequencer 12 
stops the generation of neW transaction ID 403 and moves 
the indoubt transactions to the indoubt TX queue 404. While 
the database is marked “needing recovery” the sequencer 12 
replaces it With one of the available databases in the group 
405 and enables the transaction ID generation 406 such that 
normal global TX queue processing can continue 200. The 
sequencer 12 then executes a user de?ned recovery proce 
dure to recover the failed database 407. For example, if the 
database recovery fails, the recovery process is reentered 
408, 407. 

[0060] Referring to FIG. 7, shoWn is a How diagram 
illustrating the processing of committed transactions by the 
replication servers 3 and the management of transactions in 
the replication queue 15 according to the present invention. 
Replication queues 15 are managed by the replication serv 
ers 3 started by the sequencer 12. One of the replication 
servers 3 receives batches of transactions from the sequencer 
12. The process 500 is entered if a neW batch of committed 
transactions arrives or at any time When queued transactions 
are to be applied to the databases. 

[0061] If the process is entered because of neW transac 
tions 501, the batch of transactions are stored in the repli 
cation queue in memory 508, 509, or in replication disk 
queue 511 if the memory queue is full. Replication disk 
queue capacity is determined by the amount of disk space 
available. If the disk is above a predetermined threshold or 
is full for example 510, an alert is sent 512 by the sequencer 
12 and the database is marked unusable 513 because com 
mitted transactions cannot be queued up anymore. 

[0062] If the process is entered in an attempt to apply 
transactions in the replication queue to the databases, the 
replication server ?rst determines Whether there is any 
unprocessed transaction in the replication queue in memory 
502. If the memory queue is empty but unprocessed trans 
actions are found in the replication disk queue 503, they are 
moved from the disk queue to the memory queue in batches 
for execution 504, 505. Upon successful execution of all the 
transactions in the batch they are removed from the repli 
cation queue by the replication server and another batch of 
transactions are processed 501. If there are transactions in 
the replication disk queue 16, the processing continues until 
the disk queue is empty, at Which time the replication server 
3 Waits for more transactions from the global TX queue 501. 
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During execution of the transactions in the replication queue 
15, error may occur and the execution must be retried until 
the maximum number of retries is exceeded 507, then an 
alert is sent 512 With the database marked unusable 513. 
HoWever, even though a database is marked unusable, the 
system continues to serve the application requests. The 
marked database is inaccessible until the error condition is 
resolved. The replication server 3 stops When it is instructed 
by the sequencer during the apparatus shutdoWn process 
118, 119 and 120 shoWn in FIG. 4. 

[0063] It Will be evident to those skilled in the art that the 
system 10 and its corresponding components can take many 
forms, and that such forms are Within the scope of the 
invention as claimed. For example, the transaction replica 
tors 1 can be con?gured as a plurality of transaction repli 
cators 1 in a replicator peer-to-peer (P2P) netWork, in Which 
each database server 4 is assigned or otherWise coupled to at 
least one principal transaction replicator 1. The distributed 
nature of the replicator P2P netWork can increase robustness 
in case of failure by replicating data over multiple peers (i.e. 
transaction replicators 1), and by enabling peers to ?nd/ store 
the data of the transactions Without relying on a centraliZed 
index server. In the latter case, there may be no single point 
of failure in the system 10 When using the replicator P2P 
netWork. For example, the application or application servers 
7 can communicate With a selected one of the database 

servers 7, such that the replicator P2P netWork of transaction 
replicators 1 Would communicate With one another for load 
balancing and/or failure mode purposes. One example 
Would be one application server 7 sending the transaction 
request to one of the transaction replicators 1, Which Would 
then send the transaction request to another of the transac 
tion replicators 1 of the replicator P2P netWork, Which in 
turn Would replicate and then communicate the replicated 
copies of the transactions to the respective database servers 
4. 

[0064] Further, it is recogniZed that the applications/ap 
plication servers 7 could be con?gured in an application P2P 
netWork such that tWo or more application computers could 
share their resources such as storage hard drives, CD-ROM 
drives, and printers. Resources Would then accessible from 
every computer on the application P2P netWork. Because 
P2P computers have their oWn hard drives that are accessible 
by all computers, each computer can act as both a client and 
a server in the application P2P netWorks (e.g. both as an 
application 7 and as a database 4). P2P netWorks are 
typically used for connecting nodes via largely ad hoc 
connections. Such P2P netWorks are useful for many pur 
poses, such as but not limited to sharing content ?les, 
containing audio, video, data or anything in digital format is 
very common, and realtime data, such as Telephony traffic, 
is also passed using P2P technology. The term “P2P net 
Work” can also mean grid computing. A pure P2P ?le 
transfer netWork does not have the notion of clients or 
servers, but only equal peer nodes that simultaneously 
function as both “clients” and “servers” to the other nodes on 
the netWork. This model of netWork arrangement differs 
from the client-server model Where communication is usu 
ally to and from a central server or controller. It is recog 
niZed that there are three major types of P2P netWork, by 
Way of example only, namely: 



US 2007/0061379 A1 

[0065] 1) Pure P2P in Which peers act as clients and 
server, there is no central server, and there is no central 

router; 

[0066] 2) Hybrid P2P Which has a central server that 
keeps information on peers and responds to requests for 
that information, peers are responsible for hosting the 
information as the central server does not store ?les and 
for letting the central server knoW What ?les they Want 
to share and for downloading its shareable resources to 
peers that request it, and route terminals are used as 
addresses Which are referenced by a set of indices to 
obtain an absolute address; and 

[0067] 3) Mixed P2P Which has both pure and hybrid 
characteristics. Accordingly, it is recogniZed that in the 
application and replicator P2P netWorks the applica 
tions/application servers 7 and the transaction replica 
tors 1 can operate as both clients and servers, depend 
ing upon Whether they are the originator or receiver of 
the transaction request respectively. Further, it is rec 
ogniZed that both the application and replicator P2P 
netWorks can be used in the system 10 alone or in 
combination, as desired. 

[0068] in vieW of the above, the spirit and scope of the 
appended claims should: not be limited to the examples or 
the description of the preferred versions contained herein. 

We claim: 
1. A system for receiving and tracking a plurality of 

transactions and distributing the transactions to at least tWo 
replication queues over a netWork, the system comprising: 

a global queue for storing a number of the received 
transactions in a ?rst predetermined order; and 

a sequencer coupled to the global queue for creating a 
copy of each of the transactions for each of said at least 
tWo replication queues and for distributing in a second 
predetermined order each said copy to each of said at 
least tWo replication queues respectively, said copy 
containing one or more of the received transactions. 

2. The system according to claim 1, Wherein the prede 
termined orders are selected from the group comprising: the 
?rst predetermined order is the same as the second prede 
termined order; and the ?rst predetermined order is different 
from the second predetermined order. 

3. The system according to claim 2 in Which the sequencer 
distributes each said copy at a predetermined time interval. 

4. The system according to claim 2 in Which the sequencer 
distributes each said copy When the number of the transac 
tions Within the global queue exceeds a predetermined 
value. 

5. The system according to claim 2 in Which the sequencer 
distributes each said copy upon the earlier of: 

a predetermined time interval; and 

the number of the transactions Within the global queue 
exceeds a predetermined value. 

6. The system according to claim 5 in Which each of the 
transactions comprises an update transaction and a unique 
transaction id assigned by the sequencer. 

7. The system according to claim 6 further comprising a 
global disk queue in communication With the global queue 
for receiving and storing the transactions When the global 
queue is above a global threshold. 
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8. The system according to claim 7 Wherein each of said 
at least tWo replication queues have a corresponding repli 
cation disk queue for receiving and storing the transactions 
from the global queue When the corresponding replication 
queue is above a replication threshold. 

9. The system according to claim 8 in Which the global 
queue receives the transactions from the global disk queue 
and other than receives the transactions from said at least 
one application server When the global disk queue is other 
than empty. 

10. The system according to claim 5 further comprising an 
indoubt transaction queue in communication With the 
sequencer for storing the transactions identi?ed as having 
unknoWn status by a database server during system failures. 

11. The system according to claim 6 Wherein the update 
transaction comprises at least one of a read, insert, update or 
delete request for at least one database in communication 
With at least one of said at least tWo replication queues. 

12. The system according to claim 6 further comprising a 
resent transaction queue for storing the transactions When 
the transactions repeated the request for the transaction id. 

13. The system according to claim 2, Wherein the global 
queue is con?gured for receipt of the received transactions 
from a netWork entity selected from the group comprising: 
an application; and an application server. 

14. The system according to claim 2, Wherein the global 
queue is a searchable ?rst-in ?rst-out pipe. 

15. The system according to claim 14 further comprising 
the sequencer con?gured for assuring the order of transac 
tions in the global queue remain consistent With their 
execution order at a database server coupled to at least one 
of the replication queues. 

16. The system according to claim 14, Wherein the global 
disk queue is con?gured for storing an indexed and ran 
domly accessible data set. 

17. The system according to claim 2, Wherein the global 
queue and sequencer are hosted on a netWork entity selected 
from the group comprising: a central control server and a 
peer-to-peer node. 

18. A system for receiving a plurality of transactions from 
at least one application server, distributing the transactions 
to at least tWo replication queues and applying the transac 
tions to a plurality of databases comprising: 

a director coupled to each of said at least one application 
server for capturing a plurality of database calls there 
from as the plurality of transactions; and 

a controller for receiving each of the plurality of trans 
actions, the controller con?gured for storing the trans 
actions Within a global queue in a predetermined order, 
for generating a copy of each said transaction for each 
of said at least tWo replication queues, and for trans 
mitting in the predetermined order each said copy to 
each of said at least tWo replication queues respectively. 

19. The system according to claim 18 further comprising 
at least tWo replication servers including said at least tWo 
replication queues Wherein each of said at least tWo repli 
cation servers is coupled to each of the databases; Wherein 
the director routes each of the transactions to one or more of 
the databases relative to the Workload and transaction 
throughput. 

20. The system according to claim 19 further comprising 
a backup controller for receiving the transactions from said 
at least one application server upon failure of the controller, 
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the backup controller including a backup global queue 
Wherein the backup global queue is substantially synchro 
niZed With the controller and the backup global queue is a 
copy of the global queue. 

21. A method for receiving and tracking a plurality of 
transactions and distributing the transactions to at least tWo 
replication queues over a netWork, the method comprising: 

storing a number of the received transactions in a ?rst 
predetermined order in a global queue; 

creating a copy of each of the transactions for each of said 
at least tWo replication queues; and 

distributing in a second predetermined order each said 
copy to each of said at least tWo replication queues 
respectively, said copy containing one or more of the 
received transactions. 

22. The method according to claim 21 Wherein the step of 
distributing each said copy occurs at a predetermined time 
interval. 

23. The method according to claim 21 Wherein the step of 
distributing each said copy occurs When the number of the 
transactions Within the global queue exceeds a predeter 
mined number. 

24. The method according to claim 21 Wherein the step of 
distributing each said copy occurs upon the earlier of: a 
predetermined time interval; and the number of the trans 
actions Within the global queue exceeds a predetermined 
number. 

25. The method according to claim 24, Wherein each of 
the transactions comprises an update transaction and a 
unique transaction id assigned by the sequencer. 

26. The method according to claim 24 further comprising 
the step of receiving and storing the transactions Within a 
global disk queue When the global queue storage capacity 
reaches a global threshold. 

27. The method according to claim 21 further comprising 
the steps of: 

determining Whether the global disk queue is other than 
empty; and 

receiving the transaction from the global disk queue rather 
than receiving the transactions from said at least one 
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application server When the global disk queue is other 
than empty. 

28. The method according to claim 21 further comprising 
the step of storing the transactions Within an indoubt trans 
action queue during system failures. 

29. The method according to claim 25 Wherein the update 
transaction comprises at least one of a read, insert, update or 
delete request for at least one database in communication 
With at least one of said at least tWo replication queues. 

30. The method according to claim 24 further comprising 
the steps of: 

determining When at least one of said at least tWo repli 
cation queues are above a replication threshold, each of 
said at least tWo replication queues having a corre 
sponding replication disk queue; 

storing a number of the transactions Within said corre 
sponding replication disk queue based upon the deter 
mination; and 

sending an alert to notify When said at least tWo replica 
tion queues and said corresponding replication disk 
queue capacity reach a preselected threshold. 

31. The method according to claim 30 further comprising 
the step of: redirecting the transactions to at least one of said 
at least tWo replication queues being beloW said preselected 
threshold, based on receiving the alert. 

32. A system for receiving and tracking a plurality of 
transactions and distributing the transactions to at least tWo 
replication queues over a netWork, the system comprising: 

means for storing a number of the received transactions in 
a ?rst predetermined order; and 

means for creating a copy of each of the transactions for 
each of said at least tWo replication queues and for 
distributing in a second predetermined order each said 
copy to each of said at least tWo replication queues 
respectively, said copy containing one or more of the 
received transactions. 


