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(57) ABSTRACT 
A system and a method for operating a device that is not 
capable of independently maintaining a local time clock to 
enforce a time-based transaction policy that requires a 
reliable time reference. The device establishes a secure 
communications channel to one or more network-attached 

time sources and inquires of each of the network-attached 
time-sources as to the current time using the secure com 
munications channel. The device receives the current time 
from the network-attached time-sources and uses the 
received current times to estimate a current calendar time 
and to compute a reliability index associated With the 
estimated current calendar time. The device uses the esti 
mated current calendar time and reliability index to enforce 
the time-based transaction policy. 
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ENFORCING TIME-BASED TRANSACTION 
POLICIES ON DEVICES LACKING 

INDEPENDENT CLOCKS 

TECHNICAL FIELD 

[0001] The present invention relates generally to enforc 
ing time-based security policies and more particularly to the 
enforcement of time-based security policies on devices that 
lack independent clocks. 

BACKGROUND OF THE INVENTION 

[0002] Accurate completion of many computerized trans 
actions requires a measure of time. The quality and reliabil 
ity of that time is a factor in the reliability and accuracy of 
the transaction. In fact, certain transactions are so time 
dependent that Without an accurate measure of time, the 
transaction is not possible. 

[0003] For most computers, having an accurate measure of 
time is not a particularly dif?cult problem. Most computers 
have internal clocks that are poWered by a battery even if the 
computer has been turned off. Thus, at any time in the future, 
if the computer is asked to carry out a transaction that 
requires that it has an accurate clockiprovided that the 
battery has not failed, that the clock keeps good time, and 
that the originally provided time can be trustedithe com 
puter may carry out the time-based transaction. 

[0004] However, if for some reason a clock is not avail 
able, e.g., if the computer or computerized device does not 
have an independent clock, transactions that require that the 
computer has an accurate and reliable measure of time are 
not possible. Similarly, if the computer or computerized 
device is tasked With enforcing a security policy that 
requires that it knoWs the current time, it Would not be able 
to do so if it does not have an accurate and reliable measure 
of time. 

[0005] One example Where accurate and reliable time is 
required is the processing of digital certi?cates that have a 
limited life span. Examples of such certi?cates are X509 
certi?cates. An X509 certi?cate is a certi?cate issued by a 
trusted certi?cate authority indicating that the entity pre 
senting that certi?cate as part of a public key infrastructure 
scheme can be trusted to be the entity that it purports to be. 
For example, if Alice publishes her public key for Bob to use 
in establishing a secure communication With Alice, Bob 
must knoW that it is in fact Alice Who has published that 
public key and not an impostor. If Alice presents Bob With 
an X509 certi?cate from Trent and Bob trusts Trent, then 
Bob can rely on Alice’s public key being the correct key. To 
minimize the risks associated With such certi?cates, some 
certi?cate authorities limit the valid period for the certi?cate. 
For example, tWo ?elds of an X509 certi?cate de?ne valid 
not before and valid not after boundaries for the validity of 
the X509 certi?cate. Thus, if the recipient cannot compare 
the valid not before and valid not after boundaries against a 
trusted time, the recipient cannot decide Whether or not to 
trust the certi?cate. Furthermore, depending on the extent to 
Which the recipient trusts its oWn analysis of the validity of 
the certi?cate. 

[0006] Kerberos is another security protocol that makes 
heavy use of time-stamps. Kerberos is described in J. Kohl, 
C. Neuman. “RFC l5l0—The Kerberos NetWork Authen 
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tication Service (V 5)” September 1993. NetWork Working 
Group in IETF (http://WWWfaqs.org/rfcs/rfl5l0.html). In 
Kerberos timestamps are used as nonces (numbers used 
once) during a mutual authentication phase of the protocol. 
This use of timestamps requires that the clocks on all 
machines participating in the Kerberos netWork must be 
synchronized to Within a feW minutes. Typically, the syn 
chronization is done by installing an NTP (N TP is described 
in greater detail herein beloW) client on the various partici 
pating computers. The time clocks on the participating 
machines are then synchronized just like a regular PC 
synchronizes With an external time server. The reliability 
and accuracy of the current calendar time thus obtained by 
a participating computer is very important to the usefulness 
of the Kerberos protocol. Therefore, the lack of reliable time 
on devices that are not able to maintain independent calen 
dar time clocks Would present a challenge for the use of 
Kerberos on such devices. 

[0007] There are other transactions that cannot be carried 
out securely unless the computing device carrying out the 
transaction has an accurate and reliable measure of time. For 
example, many transactions require that a time-based log be 
maintained indicating When a particular transaction 
occurred. Such logging cannot be performed unless accurate 
and reliable time values are available. There are also trans 
actions that a device may not Want to perform unless the 
device has a reliable measure of time. 

[0008] Smart cards are one class of devices that cannot 
independently maintain a local time clock. Smart cards do 
not have internal poWer sources. Thus, When a smart card is 
not connected to an external device such as a smart card 

reader, it is unable to execute a clock function. Smart cards 
are devices that are used to increase the level of security 
available for computer-based activities. For example, smart 
cards may be used in the encryption and decryption of 
messages betWeen tWo entities, smart cards may be used for 
the authentication of users of a service, and smart cards may 
hold sensitive information about one or more actors in a 

transaction. 

[0009] Many smart cards are programmed With a time 
stamp of manufacturing, for example, by having it Written 
into the non-volatile memory of the smart card. HoWever, it 
is quite possible that a considerable arbitrary duration of 
time passes betWeen the manufacturing of a card and its 
subsequent issuance. Thus, the static time value stored at 
manufacturing is of little use in most transactions that 
require a measure of current time. Therefore, even though 
the smart card may determine relative time While it is 
poWered up, the smart card is not able to relate that relative 
time to actual calendar time Without some accurate and 
reliable reference time. 

[0010] Obtaining time is not the only problem. Obtaining 
accurate and reliable time is also important. For example, 
the very purpose of X509 certi?cates is to establish trust 
betWeen tWo entities. Thus, if current time on the receiving 
entity is required to properly process the X509 certi?cate, 
the reliability of the time measure is crucial. Therefore, it is 
desirable to obtain a measure of time on a device that cannot 
maintain its oWn clock using a mechanism that cannot be 
compromised. 

[0011] From the foregoing it Will be apparent that there is 
still a need for an improved method to obtain an accurate and 
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reliable measure of time on a device that cannot maintain an 
independent time clock thereby overcoming aforesaid de? 
ciencies in the ability to process transactions and security 
procedures that require an accurate and reliable measure of 
time on such devices including smart cards. 

SUMMARY OF THE INVENTION 

[0012] In a preferred embodiment, the invention provides 
a mechanism for enforcing a time-based transaction policy 
on a device that is not capable of independently maintaining 
a local time clock. The invention acquires time from one or 
more netWork-attached time sources and estimates the cur 
rent time based on the received time measurements and 
provides for the computation of a reliability index associated 
With the estimated current time. An embodiment of the 
invention makes use of the estimated current time and the 
associated reliability index to enforce a transaction policy 
for time-based transactions. 

[0013] Even devices lacking the capability to indepen 
dently maintain a local time clock, if using the invention, 
may be used to participate in time-based transactions that 
hitherto Would not be possible Without a reliable and accu 
rate measure of calendar time. 

[0014] The method according to the invention may include 
steps for establishing a communications channel to each of 
one or more netWork-attached time sources; using each of 
one or more communications channels to inquire from each 
of the one or more netWork-attached time-sources as to the 

current time; receiving the current time from the one or more 
netWork-attached time-sources; using the received current 
times from the one or more netWork attached time-sources 
to estimate a current time and to calculate a reliability index 
for the estimated current time; and using the estimated 
current time and the reliability index associated With the 
estimated current time to enforce a time-based transaction 
policy. 

[0015] In another aspect of the invention, a device not 
capable of independently maintaining a local time clock 
includes a memory having instructions for causing a CPU to 
perform the steps of the aforementioned method. 

[0016] Other aspects and advantages of the present inven 
tion Will become apparent from the folloWing detailed 
description, taken in conjunction With the accompanying 
draWings, illustrating by Way of example the principles of 
the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 is a schematic illustration of one possible 
operating environment in Which the present invention may 
be employed. 

[0018] FIG. 2 is a schematic illustration of an exemplary 
architecture of a computer system or other device, for 
example, a smart card, that lacks an independent time clock 
and is therefore a device on Which the invention may 
operate, 

[0019] FIG. 3 is a block diagram ofan exemplary softWare 
architecture that one may ?nd implemented on a clockless 
device according to the invention. 

[0020] FIG. 4 is a message sequence diagram illustrating 
one operation of the ?rst alternative embodiment of a 
time-agent according to the invention. 
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[0021] FIG. 5 is a timing sequence diagram illustrating the 
operation of a smart card and a dedicated time-server 
implementing a method for providing the smart card With a 
value of current calendar time using the symmetric keys. 

[0022] FIG. 6 is a time sequence diagram illustrating one 
possible process by Which a time-agent according to the 
invention may cause a smart card to use general-purpose 
time-servers to obtain a current value of calendar time. 

[0023] FIG. 7 is a time sequence diagram illustrating the 
embodiment of the invention in Which the time-agent 
according to the invention obtains time from the host 
computer to Which the smart card on Which the time-agent 
is executing is connected. 

[0024] FIG. 8 is a How chart illustrating an algorithm by 
Which the time agent and policy agent may obtain one time 
estimate for current calendar time by combining several 
different approaches for obtaining measurements for current 
calendar time from several sources and associating a reli 
ability index With that current calendar time estimate. 

[0025] FIG. 9 is a ?oW-chart illustrating one example of 
operations of one embodiment of the policy agent according 
to the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0026] In the folloWing detailed description, reference is 
made to the accompanying drawings that shoW, by Way of 
illustration, speci?c embodiments in Which the invention 
may be practiced. These embodiments are described in 
suf?cient detail to enable those skilled in the art to practice 
the invention. It is to be understood that the various embodi 
ments of the invention, although different, are not necessar 
ily mutually exclusive. For example, a particular feature, 
structure, or characteristic described herein in connection 
With one embodiment may be implemented Within other 
embodiments Without departing from the spirit and scope of 
the invention. In addition, it is to be understood that the 
location or arrangement of individual elements Within each 
disclosed embodiment may be modi?ed Without departing 
from the spirit and scope of the invention. The folloWing 
detailed description is, therefore, not to be taken in a limiting 
sense, and the scope of the present invention is de?ned only 
by the appended claims, appropriately interpreted, along 
With the full range of equivalents to Which the claims are 
entitled. In the draWings, like numerals refer to the same or 
similar functionality throughout the several vieWs. 

[0027] 
[0028] As shoWn in the draWings for purposes of illustra 
tion, the invention is embodied in a novel system and 
method for providing accurate and reliable measures of time 
on devices that cannot maintain independent time clocks. A 
system and method according to the invention provides a 
method in Which a device that cannot maintain an indepen 
dent clock, for example, because of the lack of a battery, 
obtains an accurate and reliable measure of time from an 
external source using a secure communications channel 
(hereinafter, devices that cannot maintain an independent 
time clock Will be referred to as clockless devices). A level 
of trust is associated by the clockless device based on the 
particular time source and the manner in Which the time Was 
obtained. The device uses that level of trust to determine 
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Which time-dependent transactions to complete (herein, 
time-dependent refers to requiring a measure of time) and to 
apply security policies for time-dependent transactions, 
including the processing of digital certi?cates. 

[0029] For the purpose of providing an example and 
description of one embodiment of the invention, the inven 
tion is primarily described herein as used With a smart card. 
A smart card is one example of a clockless device. Other 
examples include embedded processors that obtain their 
poWer from external sources. 

[0030] FIG. 1 is a schematic illustration of one possible 
operating environment 100 in Which the present invention 
may be employed. In the operating environment 100 a smart 
card device 101 may be used to provide secure communi 
cation With several remote entities 111, 113, 115. The smart 
card 101 is connected to a computer netWork 109, for 
example, the Internet. The smart card 101 may be connected 
to the computer netWork 109 via a personal computer 105 
that has attached thereto a card reader 103 for accepting a 
smart card. HoWever, the smart card 101 may be connected 
in a myriad of other Ways to the computer netWork 109, for 
example, via Wireless communication netWorks, smart card 
hubs, or directly to the computer netWork 109. The remote 
node 111 may be a computer system of some sort capable to 
implement some functionality that may either seek access to 
information on the smart card 101 or to Which a user may 
seek access. For example, the remote node 111 may be 
executing softWare to send messages that a user of the smart 
card 101 is seeking to obtain access to. The smart card 101 
may then provide some functionality to assist in the decryp 
tion and authentication of the computer 111. One aspect of 
that exchange may be the receipt of a digital certi?cate from 
the computer 111. 

[0031] Conventional smart cards based on ISO 7816 com 
munication standards use special reader device drivers to 
connect to host computers, and special middleWare so that 
other mainstream applications can interact With the smart 
card. This model hinders seamless integration With remote 
Internet applications. For example, the model limits the 
portability of smart card based solutions to only those hosts 
that have the required middleWare. Furthermore, the model 
imposes the additional burden on the remote applications 
that noW have to adhere to smart card speci?c protocols. 
Finally, this model relegates smart cards to being passive 
listeners; the smart cards cannot initiate connections to 
external servers, but instead Wait for commands from exter 
nal applications. 

[0032] Since smart cards do not have an internal battery to 
keep track of time, the time value has to be acquired from 
an external reliable time source. This fact about smart cards 
requires an end-to-end secure netWork connection With the 
remote source. One solution for providing the secure con 
nection is accomplished at the expense of modi?cation at the 
remote server and installation of middleWare softWare at the 
local host to Which the smart card is connected. Both these 
requirements limit the viability of such a solution. For 
example, a time-server could be modi?ed to pack encrypted 
data in APDU format that the conventional smart cards can 
then decrypt. HoWever, feW publicly available time-servers 
Would support APDU packing. 

[0033] Another alternative is to use standard communica 
tion protocol betWeen an unmodi?ed remote time-server and 
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the host middleWare, and then encrypted APDU betWeen 
host middleWare and the smart card. This protocol conver 
sion, hoWever, breaks the end-to-end security model. It 
assumes the host can be trusted. In today’s netWorked World 
Where viruses, Trojans, and malWare are freely available and 
distributed, this assumption to trust the host computer is no 
longer valid. PCs are notorious for their hardWare as Well as 
softWare vulnerabilities. It is fairly easy to compromise most 
applications running on a PC. Data, e.g. current date and 
time, sent to the smart card by such applications can, 
therefore, not be trusted. 

[0034] In one embodiment of the invention, a clockless 
device, e.g., a netWork smart card 101, is a device that is 
capable of providing end-to-end secure communication to a 
remote server on the netWork 109 Without requiring any 
modi?cations to the remote server, e.g., server 113 or server 
115, or to the host computer 105. NetWork smart cards and 
their use are described in greater detail in co-pending and 
co-assigned US. patent application Ser. No. l0/848,738, 
entitled, “SECURE NETWORKING USING A 
RESOURCE-CONSTRAINED DEVICE” of HongQian 
Karen Lu, Michael AndreW Montgomery, and Asad Mah 
boob Ali, the entire disclosure of Which is incorporated 
herein by reference. 

[0035] The scenario of FIG. 1 is presented here merely for 
the purpose of providing an example and must not be taken 
to limit the scope of the invention Whatsoever. Only the 
imagination of designers limits the myriad of possible 
deployment scenarios and uses for the invention. 

[0036] The scenario of FIG. 1 is useful to illustrate the 
invention. HoWever, the invention should not be limited to 
smart cards and the use of smart cards. FIG. 1 provides a 
useful illustration in that a smart card 101 is a secure device 
to Which a user must gain access for obtaining information 
stored thereon. 

[0037] FIG. 2 is a schematic illustration of an exemplary 
architecture of a computer system or other device, for 
example, a smart card, that lacks an independent time clock 
and is therefore is a device Which is suitable for implemen 
tations of the invention. The device 101, e.g., a smart card, 
has a central processing unit 203, a read-only memory 
(ROM) 205, a random access memory (RAM) 207, a 
non-volatile memory (NV M) 209, and a communications 
interface 211 for receiving input and placing output to a 
device, e.g., the card reader 103, to Which the smart card 
device 101 is connected. These various components are 
connected to one another, for example, by bus 213. During 
operation, the CPU 203 operates according to instructions in 
the various softWare modules stored in the ROM 205. 

[0038] FIG. 3 is a block diagram ofan exemplary softWare 
architecture 300 that one may ?nd implemented on a clock 
less device 101. The softWare architecture 300 includes 
several application programs 307, e.g., application programs 
301, 301', and 301". These interface With other computer 
systems or other computer hardWare through some commu 
nications interface softWare (not shoWn). In the case of smart 
cards, the application programs 301 Would typically be 
loaded into the non-volatile memory 209. HoWever, in other 
scenarios an application program may be permanently Writ 
ten onto the smart card at manufacture by having it stored on 
ROM 205. During execution of an application program, 
certain portions of the application program are loaded into 
the RAM 207. 
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[0039] In this example, several application programs 301 
are executed by the CPU 203 under the control of instruc 
tions of a system software 305. The system software 305 
may, for example, include a Javacard Virtual Machine as 
found on the Cyber?ex smart card family from Axalto Inc. 
or 

[0040] the interpreter of a smart card implementing a 
.NET CLI (Common Language Infrastructure) as found in 
the .NET smart card technology from Axalto Inc. (www.ax 
alto.com/infosec/NET_faq.asp). In alternative embodi 
ments, the application programs 301 are compiled into 
executable code and do not require further interpretation by 
the interpreter. However, in such embodiments, some oper 
ating system program that would take the place of the 
interpreter would manage the job control. 

[0041] According to one embodiment of the invention, the 
system software 305 contains a time agent 401 and a policy 
agent 403. The time agent 401 is a component that provides 
the current time value and a reliability index for that time 
value. The time-dependent functions of applications 301 
residing on the device 101 may not all have the same 
requirement for reliability of the time source and the granu 
larity of time. For example an X509 certi?cate parser may 
not require the time to be available in milli-second granu 
larity. Because an X509 parser checks for a validity period 
of X509 certi?cates that may have a spread of several years, 
even time that is accurate to minutes will suf?ce. However, 
some ?nancial applications may require a tighter degree of 
accuracy. The mapping between the level of service pro 
vided by the card and the degree of reliability of a time 
source is managed by the time policy on each smart card. If 
the smart card is used as part of a system which implements 
algorithms for maintaining data integrity in distributed sys 
tems through synchroniZed locking of data items a very 
accurate and precise time measure may be required. There 
fore, policies may be set to determine which time-dependent 
functions may be executed given a particular time value and 
reliability index. The policy agent 403 enforces these poli 
cies. The policy-agent component then interprets this reli 
ability index to de?ne a card-speci?c, or even application 
speci?c time policy. This allows greater ?exibility in 
developing applications that manage the risk associated with 
time-dependent smart card transactions. The policy agent 
403 and time agent 401 are both described in greater detail 
herein below. 

[0042] The application programs 301 may access func 
tions provided by the smart card system software 305, such 
as by issuing calls through an application program interface 
309, for example, the policy agent 403 and the time agent 
401. While the illustration of FIG. 3 illustrates the policy 
agent 403 as a layer between the application programs 301 
and the time agent 401, that is not a necessary arrangement. 
In one embodiment the policy agent 403 may call upon the 
time agent 401 to obtain current time measurements and 
subsequently enforce policies by requiring time-dependent 
applications 301 to make calls to the policy agent 403 in 
order to become authoriZed to proceed with a particular 
time-dependent function. However, in other embodiments 
the time-dependent applications 301 may call the time agent 
401 directly to obtain current time values and then call upon 
the policy agent to determine whether to proceed with a 
transaction. 
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[0043] Time Agent 401 

[0044] In one embodiment of the invention the time agent 
401 is a software module stored in the NVM 209 and 
containing instructions to cause the microprocessor 203 to 
obtain a new value for the current time from an external 
source using the I/O module 211 and connections to remote 
devices connected to the Internet 109. 

[0045] The time agent 401 may obtain values for current 
calendar time from multiple time sources using several 
different techniques. FIGS. 4 through 7 are ?ow charts 
illustrating examples of several such different approaches 
for obtaining calendar time. FIG. 8 is a ?ow chart illustrating 
an algorithm by which the time agent 401 and policy agent 
403 may estimate the current calendar time by combining 
several different approaches for obtaining measurements for 
current calendar time from several sources and associating a 
reliability index with that combined current calendar time 
estimate. 

[0046] The time agent 401 may obtain a value for current 
calendar time from a dedicated time-server using a TLS 
connection. FIG. 4 is a message sequence diagram illustrat 
ing one operation of the time-agent 401 according to the 
invention in which the time-agent 401 obtains a current 
measure of calendar time from a dedicated server 400 using 
a TLS connection. To be accurate, FIG. 4 illustrates the 
operation of the smart card 101, as directed by the time agent 
401, to cause a message ?ow with a remote dedicated 
time-server 400 over a TLS connection. 

[0047] For purposes of illustration, the dedicated time 
server is depicted as node 111, which is connected to the 
Internet 109. In practical implementation, there may be 
many dedicated time-servers deployed on the Internet 109 to 
provide services to time agents 401 operating on clockless 
devices 101. The dedicated time-server 400 is a server on the 
Internet, explicitly deployed by a service-provider institu 
tion to provide time to smart cards over a secure end-to-end 
connection. In the context of FIG. 1, the dedicated time 
server 400 may be one ofthe computers 111, 113, or 115, for 
example. The dedicated time-server 400 uses Network Time 
Protocol [NTP] (David L. Mills, “Network Time Protocol 
(Version 3) Speci?cation, Implementation and Analysis”, 
IETF Network Working Group, RFC 1305. Available from 
the IETF web site at, http://www.ietf.org/rfc/ 
rfcl305.txt?number=l305) to synchroniZe itself with other 
NTP time-servers on the Internet 109. The dedicated time 
server 111 then passes the time as Coordinated Universal 
Time [UTC] to smart cards 101 using a simple string format. 
The smart cards do not have to support the relatively 
complex NTP client stack. UTC is documented in RFC 3339 
(G. Klyne, C. Newman “RFC 3339iDate and Time on the 
Internet: Timestamps”, July 2002. Network Working Group 
of IETF). 

[0048] Step 405: The smart card 101 is powered up. The 
smart card 101 checks a dedicated ?le in its NVM 209 to 
lookup the URL of a dedicated time-server 400. 

[0049] Step 407: The smart card 101 sends a client-hello 
message to initiate a TLS connection to the dedicated 
time-server 400. The smart card is the client in the TLS 
connection. 

[0050] Step 409: The smart card 101 and the dedicated 
time-server 400 exchange TLS handshake messages. 
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[0051] Step 411: As part of this TLS handshake, the smart 
card 101 parses an X.509 certi?cate sent by the dedicated 
time-server 400. The certi?cate is assumed to be non 
expiring so the smart card 101 need not verify its validity 
period; the smart card 101 assumes that the certi?cate from 
dedicated time-server 400 does not expire. Parsing the 
X509 certi?cate allows the smart card 101 to con?rm that 
smart card 101 is indeed communicating with the particular 
dedicated time-server 400 the address of which has been 
stored in the NVM 209 of the smart card 101. 

[0052] Step 413: Once the identity of the dedicated time 
server 400 is con?rmed the smart card 101 and dedicated 
time-server 400 proceed with a handshake procedure con 
sisting of a sequence of messages (collapsed in FIG. 1 to 
Step 413). At the conclusion of these messages the TLS 
handshake phase is completed and the session keys are 
exchanged between the smart card 101 and the dedicated 
time-server 400. Both the dedicated time-server 400 and the 
smart card 101 can now communicate securely using the 
agreed upon session keys. Details of the TLS handshake are 
available from the TLS 1.0 Speci?cation from IETF and are 
documented in RFC 2246 (Network Working Group, 
Request for Comments: 2246, The TLS Protocol, January 
1999, http://www.ietf.org/rfc/rfc2246.txt). 

[0053] Step 415: The smart card 101 uses the session keys 
to encrypt a request for the current time and transmits that 
request to the dedicated time-server 400. 

[0054] Step 417: Having received the session keys and the 
encrypted request for the current time, the dedicated time 
server 400 responds by sending the value of the current 
calendar time to the smart card 101 in UTC format over the 
secure TLS connection. 

[0055] Step 419: The smart card 101 adjusts the time value 
for the latency time in the communication. The latency 
adjustment may be done using the half-round-trip formula: 

Where T is the adjusted time, T1 is the actual time value 
received in step 417, R0 is the relative time on smart card 
101 when time request was sent in step 415, and R1 is the 
relative time on smart card when UTC time was received in 
step 417. 

[0056] Step 421: The smart card 101 stores the current 
calendar time in memory. Typically, the smart card 101 
stores the adjusted calendar time from the server 400 in 
either RAM 207 to have the time available during the current 
powered-up session so that the adjusted calendar time is 
available to the algorithm in FIG. 8 as one of the time 
measurements T1817, T2821, T3825, or T4829. 

[0057] Having completed the procedure, the smart card 
101 has the adjusted current time value stored in one of the 
time measurements T1817, T2821, T3825, or T4829. While 
the card is powered on, the internal clock ticks keep track of 
changes to that time measurement. 

[0058] In an alternative approach, the smart card 101 
obtains a current value of calendar time from a dedicated 
server 500 by using symmetric keys that have been written 
to the smart card 101 at personalization time. In the context 
of FIG. 1, the dedicated time-server 500 may be one of the 
computers 111, 113, or 115, for example During personal 
ization time of the smart card 101, a key 502 is written to the 
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NVM 209. The key 502 has a symmetric counterpart key 
502' stored at the dedicated time-server 500. Symmetric 
keys is one form of shared secrets and may be the preferred 
shared secret for use in obtaining time from a dedicated 
server 500 using a shared secret. However, other shared 
secrets may be employed in alternative implementations. 

[0059] FIG. 5 is a timing sequence diagram illustrating the 
operation of a smart card 101 and a dedicated time-server 
500 implementing a method for providing the smart card 
101 with a value of current calendar time using the sym 
metric keys 502 and 502'. 

[0060] Step 501: As the smart card 101 is powered up the 
smart card 101 retrieves four pieces of information from a 
dedicated ?le in the NVM 209: 

a. The URL of the dedicated time-server 500. 

b. The identi?er for the encryption algorithm to be used for 
symmetric encryption of messages sent and received from 
the time-server 500, e.g., DES, 3-DES, AES, etc. 

c. An identi?er for a digest algorithm to compute MAC, e. g., 
SHA-l, MD5. 

d. The symmetric key 502. This key is shared with the 
corresponding dedicated time-server. 

[0061] Step 503: The smart card 101 encrypts a simple 
time request using the encryption algorithm and shared key 
retrieved from the NVM 209. 

[0062] Step 505: The smart card 101 transmits the 
encrypted message to the dedicated time-server 500 as an 
HTTP request over an HTTP connection. 

[0063] Step 507: The dedicated server 500 decrypts the 
time request using the corresponding decryption algorithm 
and the key 500'. If the message was received correctly, the 
dedicated time-server 500 encrypts the current time. 

[0064] Step 509: The dedicated time-server 500 transmits 
the encrypted current time to the smart card 101 in response 
to the HTTP request. Step 511: The smart card 101 decrypts 
the current time value received in step 509. 

[0065] Like in the Example illustrated in FIG. 4, the 
received time is adjusted for latency, step 419, stored in 
memory for use by the algorithm of FIG. 8, step 421. 

[0066] In another alternative method for obtaining a cur 
rent calendar time measurement, the smart card 101 obtains 
a current calendar time value from a general-purpose time 
server 600 over the Internet 109. Government, research, or 
even commercial organizations provide servers connected to 
the Internet 109 for providing time. One purpose is to 
provide computers connected on the Internet 109 a mecha 
nism by which to synchronize their clocks. The general 
purpose time-servers 600 provide time to network comput 
ers using a variety of protocols. Some of these protocols 
include: 

[0067] Network Time Protocol [NTP] is the most 
widely used protocol for synchronizing system time on 
a computer. It allows time to be synchronized to a very 
high degree of accuracy. Version 3 of the protocol is 
documented in RFC 1305 (Network Working Group, 
Network Time Protocol (Version 3) Speci?cation, 
Implementation and Analysis, March 1992: http://ww 
w.ietf.org/rfc/rfcl305.txt). Most time-servers provide 
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time through the NTP protocol on port 123, to Which an 
NTP client can connect. The NTP protocol allows use 
of multiple time-servers Where each server is desig 
nated as a Stratum l, Stratum 2, or higher number 
server. The higher the stratum designation of a server, 
the lesser the accuracy of time the time-server provides. 
Smart cards can obtain time using the NTP protocol 
provided they have an implementation of an NTP client 
stack. 

[0068] The Simple Network Time Protocol [SNTP] is a 
simpli?ed form of NTP Where only a single NTP server 
is used instead of averaging time from multiple servers. 
The SNTP protocol is documented in RFC 2030 (NET 
WORK WORKING GROUP, Simple Network Time 
Protocol (SNTP) Version 4 for IPv4, IPv6 and OSI, 
October 1996, http://WWW.ietf.org/rfc/rfc2030.txt 

[0069] The Daytime Protocol is Widely used by a vari 
ety of loW-end computers and embedded devices. The 
Daytime Protocol sends time using only the ASCII 
character set. The Daytime Protocol is documented in 
RFC 867 (NETWORK WORKING GROUP, Daytime 
Protocol, May 1 983, http://WWW.ietf.org/rfc/ 
rfc2030.txt.) An example time string from a NIST 
time-server is given beloW. See RFC 867 for explana 
tion of various ?elds of this string. The most important 
?elds that give date and time are underlined. An 
example of a Daytime Protocol response string is: 

[0070] 53494 05-05-04 22:30:03 50 0 0 303.9 UTC 
(NIST)* 

[0071] The Time Protocol returns a 32-bit unformatted 
binary number that represents the time in UTC seconds 
since Jan. 1, 1900. This protocol is documented in RFC 
868. 

[0072] Because Daytime Protocol and Time Protocol sim 
ply require a parser to extract current date and time values, 
these protocols are suitable for use in smart cards. The 
connection to the time-server can be over HTTP With a 
speci?c part. For example NIST maintains the folloWing 
servers that return time in Daytime Protocol over HTTP 
using port 14: 

[0073] http://time-nW.nist.gov:14/ 
[0074] http://132.163.4.101:14/ 
[0075] Some Internet servers report time in their oWn 
format. For example the US Naval Observatory provides 
time in UTC and all four US time Zones. The URL for this 
time-server is: 

[0076] http://tycho.usno.navy.mil/cgi-bin/timer.pl 
[0077] FIG. 6 is a time sequence diagram illustrating one 
possible process by Which a time-agent 401 may cause a 
smart card 101 to use a general-purpose time-server 600 to 
obtain a current value of calendar time. The smart card is 
preprogrammed With the URLs of various general-purpose 
time-servers. The URLs of the general-purpose time-servers 
may, for example, be preprogrammed in the NVM 209 into 
a general time-server URL ?le 602. 

[0078] Step 601: On poWer-up the time-agent 401 of the 
smart card 101 searches the general time-server URL ?le 
602 in the NVM 209 to get the URL of at least one 
general-purpose time-server 600. The general time-server 
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URL ?le 602 may also contain information about the trans 
port protocol (HTTP or HTTPS) and port number used in 
accessing the particular general time-servers. 

[0079] Step 603: The smart card 101 sends a request for 
the current time to a general purpose time-server, time 
server 600. 

[0080] Step 605: The time-server 600 sends UTC time 
back to the smart card 101. The UTC time is adjusted for 
transmission latency, for example, using the half-round-trip 
time logic described herein above, step 419. 

[0081] Depending on the capabilities of the general-pur 
pose time-servers 600, the request 603 and the response 605, 
may be either in HTTP or HTTPS. Most general-purpose 
time-servers use HTTP and not HTTPS to provide time. 
Since the time acquired using unencrypted HTTP connec 
tions may not be as reliable as the one from a dedicated 
server, the use of this time is governed by the time man 
agement policies de?ned for the smart card. 

[0082] Finally the adjusted time measurement obtained 
from the general purpose time server is stored in memory for 
use in the algorithm of FIG. 8, step 421. 

[0083] The methods described herein above for obtaining 
calendar time measurements may also be used to obtain 
calendar time measurements from sources that are not 

particularly deployed for the sole purpose of providing 
calendar time. For example, many Web sites provide a 
calendar time to give a measure of the currency of the 
information provided by the Web site. NeWs and Weather 
sites are examples of such Web sites. 

[0084] In another alternative embodiment, the time-agent 
401 provides instructions to the smart card 101 to obtain the 
time from the host computer to Which the smart card 101 is 
connected. Returning brie?y to FIG. 1, one Way of deploy 
ing a smart card 101 is to connect the smart card 101 via a 
reader 103 to a host computer 105. In this embodiment, the 
smart card 101 obtains the time from the host computer 105. 

[0085] FIG. 7 is a time sequence diagram illustrating the 
embodiment of the invention in Which the time-agent 401 
obtains time from the host computer 105. Although getting 
time from a host computer 105 is considered a breach of 
security for conventional APDU cards, a NetWork Smart 
Card can mitigate this risk to some degree by using a 
relatively secure application on the host 105, namely, a 
standard Web broWser 701. The Web broWser 701 can 
establish a secure connection over HTTPS With a Web server 

703 running on the smart card 101. The time value may be 
computed in the Web broWser 701 and transmitted to the Web 
server 703 of the smart card 101. Because a Web server 703 
does not initiate a connection, the Web server 703 Waits for 
a user to login to the smart card 101 via the Web broWser 
701. This initial connection can be used by the smart card 
101, under the direction of the time-agent 401, to request the 
current time from the Web broWser 701, before proceeding 
With the login. This additional roundtrip to obtain time is not 
visible to the user. FIG. 7 outlines the steps to achieve this. 

[0086] Step 705: Auser opens a standard Web broWser 701 
like Internet Explorer or MoZilla Firefox, and connects to the 
NetWork Smart Card 101 over an HTTPS connection. The 
smart card 101 is acting as a Web server, i.e., the smart card 
101 executes a softWare module that acts as a Web server, 
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here, Web server 703. Because the smart card 101 runs the 
Web server 703, the smart card 101 does not need to parse 
an X509 certi?cate, a task that Would have required prior 
knowledge of time. 

[0087] Step 707: Normally the Web server 703 on the 
smart card 101 sends back a login page to the Web broWser 
701 through Which a user can enter the PIN for authentica 
tion. HoWever, in case the smart card 101 requires a neW 
measure of the current time from the host device 105, the 
Web server 703, upon obtaining a login request, sends back 
a scout page to obtain the current time. The scout page has 
no visible content. Rather the scout page consists of a 
JavaScript code to obtain the time, a hidden form to send this 
time value back to the card, and some HTML to automati 
cally trigger the submission of this form. The scout page is 
illustrated beloW in Table l. 

[0088] Step 709: The Web broWser 701 executes the scout 
page, i.e., the JavaScript code, to retrieve the current UTC 
time from the system clock of the host computer 105. 

Step 711: The scout page automatically triggers the trans 
mission of the current UTC time to smart card 101. 

[0089] Because the host computer 105 and smart card 101 
are located very close to each other, typically there Would 
not be a need to adjust for latency. HoWever, in alternative 
deployments, a netWork smart card 101 may be located 
remote from the host device 105 from Which time is obtained 
in the manner illustrated in FIG. 7. In such a deployment, it 
may be necessary for the smart card 101 to execute a latency 
adjustment algorithm, e.g., the half round-trip algorithm 
described herein above. 

[0090] Like in the Example illustrated in FIG. 4, the 
received time may be stored in memory, step 421, for use by 
the algorithm of FIG. 8. 

[0091] Table 1 below contains sample code for the Java 
Script code of the scout page: 

TABLE 1 

Scout Page JavaScript code to Obtain Time on a 
Host 

<SCRIPT LANGUAGE=“JavaScript”> 
function sendTime( ) { 
var timeValue; 
curDate = neW Date( ); 
tirneValue= curDate.toUTCString( ); 
timeForrn.utcTime.value = timeValue; 

timeForrn.submit( ); OOQQM-BUJNH 
</SCRIPT> 

l0 <BODY OnLoad=“sendTime( )”> 
11 <FORM method=“post” naIne=“timeForrn” 
action=“../updateTirne”> 
l2 <INPUT type=“hidden” naIne=“utcTirne” 

[0092] line 1 is the start of JavaScript code section and line 
9 is the end/Line 2 de?nes a sendTime() function to get time 
and submit it to card, Line 5 converts a current local time 
into UTC time string format. Line 6 sets this UTC time to 
form element, and line 7 submits the form. Line 10 indicates 
that the sendTime( ) function should be called When page 
loads. Lines 11 to 13 de?ne a form With hidden ?eld, and its 
action URL. 
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[0093] In the embodiment illustrated in FIG. 7, the Web 
broWser 701 establishes a secure HTTPS connection to the 

Web server 703 of the smart card 101. The time value is 
transmitted to the smart card 101 Without degrading the user 
experience. Because the interrogation concerning calendar 
time is hidden from the user, the user is not even aWare that 
the additional roundtrip has occurred. This provides a rela 
tively secure Way of transmitting the calendar time value to 
the smart card 101. HoWever, this approach, because of the 
dif?culty in ensuring that the calendar time on the host 
device 105 is correct, should either be used When the other 
approaches are not available or in conjunction With the other 
approaches. The approach of obtaining the calendar time 
from the host device may not be alloWed to carry the same 
reliability value as the method of obtaining calendar time 
from a dedicated server or, even, a general purpose time 
server. 

[0094] FIG. 8 is a ?oW-chart illustrating one embodiment 
of the invention in Which the various methods described 
herein above in conjunction With FIGS. 4 through 7 for 
obtaining current calendar time from di?ferent time sources 
may be combined to obtain an estimate of the current 
calendar time and assign a reliability index to the estimated 
time. 

[0095] Step 801: Time agent 401 connects to a server 800 
and receives a time value T1817. This server 800 has an 
assigned reliability of R1819. 

[0096] Step 803: Time agent 401 connects to a server 802 
and gets a time value T2, 821. This server 802 has an 
assigned reliability of R2, 823. 

[0097] Step 805: Time agent 401 connects to a server 804 
and gets a time value T3, 825. This server 804 has an 
assigned reliability of R3, 827. 

[0098] Step 807: Time agent 401 connects local host 
computer 105 and gets a time value T4, 829. This host 
computer 105 has an assigned reliability of R4, 831. 

[0099] The various reliability values R1, R2, R3, and R4 
may be stored in the NVM 209. Each ofthe servers 800, 802, 
and 804 may be any combination of servers 400, 500, and 
600 of the examples provided herein above. For example, in 
one execution of the time-agent 401, the time-agent 401 may 
obtain all its time measurements from dedicated time 
servers using a TLS connection, e.g., time-server 400. In 
another example, the time-agent 401 obtains time solely 
from general purpose time-servers 600. In yet another 
example, the server 800 is a dedicated time-server, the server 
802 is a general purpose time-server, and the server 804 is 
Web site that not only provides time measurement values but 
also serves other purposes. There is no limit on the possible 
combinations that a time-agent 401 may employ. In an 
embodiment, the time-agent 401 may select the servers to 
inquire for current calendar time depending on the reliability 
index associated With the time measurement provided by the 
various servers that the smart card 101 is aWare of and the 
availability of the more desirable servers. 

[0100] Step 809: The time agent 401 noW uses these four 
values of time, T1, T2, T3, T4, and the assigned reliability, 
R1, R2, R3, R4, of their sources to determine an estimated 
time Te, 811. Various algorithms can be used to computer the 
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estimated time Te. In one embodiment of the invention a 
simple Weighed-average algorithm is used as follows: 

[0101] A more generalized form of this algorithm can be 
Written as: 

T e=(ET;R;)/ (2R0 

[0102] Where i is between 1 and N. 

[0103] Step 813: The time agent 401 uses the assigned 
reliability, R1, R2, R3, R4, of the time sources to compute 
reliability index, Ir 815. Various algorithms can be used to 
compute this reliability index. In one embodiment of the 
invention the index computation takes into account the 
reliability of each individual time source as Well as the total 
number of time sources checked. The greater the number of 
time sources, the greater the reliability index. Similarly, the 
higher the reliability of these sources, the greater the ?nal 
reliability index. For the example shoWn in FIG. 8, the 
reliability index is computed as: 

[0104] A more general form of this algorithm can be 
Written as: 

Ir=((ER;)/N)+2N 

[0105] Where i is between 1 and N. 

[0106] Steps 833 and 835: The estimated time Te, 811, and 
reliability index Ir, 815, are passed to the policy agent 403 
to help conduct time-based transactions, as described herein 
beloW in conjunction With FIG. 9. The higher the reliability 
index, the more reliable the estimated calendar time value. 

[0107] Policy-Agent 403 

[0108] In a preferred embodiment, policies for alloWing 
(or rejecting) transactions based on a reliability index of the 
current calendar time measure of the smart card 101 are 
enforced by a policy agent 403, illustrated in FIG. 3. The 
policy agent 403 is a softWare module having instructions 
that are executable by the CPU 203. Typically the policy 
agent 403 Would be stored in the NVM 209 and loaded into 
RAM 207 When executed by the CPU 203. In the embodi 
ment of FIG. 3, application programs 301 call upon the 
policy agent 403 Whenever the application programs 301 
Wish to perform a time-dependent function, e.g., parsing a 
digital certi?cate that has an expiration time. 

[0109] FIG. 9 is a ?oW-chart illustrating one example of 
operations of one embodiment of the policy agent 403. As a 
?rst step, the various policies relating to the processing of 
time-dependent transactions are de?ned, step 901. The 
policy de?nition step may be performed at manufacturing of 
the card 101, e.g., during a personalization step, or, in some 
deployments, may be set by a user. Since time can be passed 
to the smart card 101 through a diverse set of methods, as 
described herein above, each With a varying degree of 
reliability, the smart card 101 needs to tailor time-based 
services to re?ect the level of trust in the time value that the 
smart card 101 has in use at the time of any time-dependent 
transaction. This variation in the type of services offered by 
the smart card 101 to re?ect the degraded time value is 
called Time Degradation Policy. These policies are speci?ed 
by the card issuer to suit its needs. In part, they are driven 
by the risk the card issuer, or card holder, is Willing to take 
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While conducting time-critical transactions When the actual 
time value cannot be acquired from a reliable time source. 

[0110] When the smart card 101 is initialiZed during the 
manufacturing phase, current time is Written to the NVM 
209 of the smart card 101. This action gives a ?rm reference 
for all future time updatesino time value can be less than 
the initial time recorded at manufacturing. Because smart 
cards do not have an internal poWer source, the time value 
recorded in the NVM 209 becomes stale When the smart card 
101 is poWered o?‘. When the poWer is supplied again, the 
smart card has no idea Whether the delta betWeen current 
calendar time and the last time recorded in NVM 209 is only 
a feW minutes or years. Again, the Time Degradation Policy 
determines When a neW reference time value can be Written 
to the NVM 209 of the card. 

[0111] Returning noW to FIG. 8, in one embodiment of the 
invention, Whenever a time-dependent transaction is per 
formed by an application 301, step 903, the policy agent 403 
determines Whether the reliability index of the calendar time 
that the smart card 101 currently meets the requirements of 
the attempted transaction, step 905. 

[0112] In one embodiment of the invention, a smart card 
101 has three levels of the reliability index associated With 
the current measure for calendar time maintained by the 
smart card 101 depending on hoW the time Was originally 
acquired. In one embodiment of the invention, the time 
agent 401 implements the time-acquisition methods 
described herein above in conjunction With FIGS. 4 through 
7. Each such method has associated thereWith a reliability 
level as folloWs: 

[0113] Level I: Level I is the highest level of trust in the 
time value acquired from an external source. The smart card 
101 is set to this level When, on poWer-up, the smart card is 
able to connect to a dedicated time-server, e.g., using the 
methods discussed in conjunction With FIGS. 4 and 5. The 
connection can be over a secure HTTPS link, or an HTTP 

link With symmetric encryption using shared keys. In either 
case the smart card 101 places the highest level of trust in the 
time value obtained from the dedicated server. The neW 
value of the time is Written to NVM 209 of the card, and 
becomes the neW reference time. There is no degradation in 
the level of service provided by the card. 

[0114] Level II: The card is set to this level When time 
cannot be acquired from a dedicated time-server; eg when 
the dedicated server is doWn, or under a denial of service 
attack. When the dedicated server is under a denial of service 
attack, it is busy serving ?ctitious requests from malicious 
clients and does not have time to respond to the time 
requests from the smart card 101. The smart card 101 noW 
obtains time from three general-purpose time-servers on the 
Internet using unencrypted HTTP connection, as discussed 
in conjunction With FIG. 6, and from the local host device, 
as discussed in conjunction With FIG. 7. These four values 
for current calendar time are averaged to obtain a “current” 
time for use in transactions. Because this calendar time value 
may not be quite reliable, in one embodiment, it Would not 
be Written to the NVM 209 of the smart card 101. In other 
Words, there is no change in the last good reference time 
maintained by the smart card 101. The smart card 101 noW 
offers a reduced set of services. For example the maximum 
transaction limit is set to $100.00, and no change in PIN or 
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account settings is allowed. This limit may be further 
reduced in case it is not possible to acquire time from one of 
these four time sources. 

[0115] Level III: The reliability index associated With the 
current value for calendar time maintained by the smart card 
101 is set to level III When it is not possible to get the time 
from any external sourceithe dedicated server, the general 
purpose servers, or the host device. In this case the smart 
card 101 only has its oWn last reference time from its NVM. 
In such scenarios the card offers only the minimal set of 
services and that too contingent upon a prede?ned ceiling. 
For example, only $50 cumulative transactions can be done 
at this level. Another option can be to disalloW all transac 
tions once a given speci?ed number of consecutive trans 
actions are done at Level III. 

[0116] If the reliability index associated With the current 
time satis?es the requirements of the contemplated transac 
tion, step 907, e.g., the reliability index is Level II, and the 
transaction is beloW the transaction limit for Level II or the 
reliability index is Level I in Which case all transactions are 
alloWed. If the policy is met for the contemplated transac 
tion, it is alloWed to proceed, step 909. 

[0117] If the policy is not satis?ed, i.e., the reliability 
index associated With the current calendar time maintained 
by the smart card 101 does not meet the requirements for the 
transaction, in one embodiment, a neW attempt may be made 
to acquire a more reliable measure of time, step 911. If that 
attempt does not succeed in obtaining a more reliable time 
measure, or a time measure With a suf?ciently high reliabil 
ity index, step 913, the transaction is rejected, step 915. 
[0118] While the discussion above has been focused on the 
use of a time agent 401 and policy agent 403 for clockless 
devices that do not have batteries and consequently are not 
capable of maintaining an internal clock, the use of the time 
agent 401 and policy agent 403 as described herein may be 
useful on certain devices that do have batteries and maintain 
an internal clock. For example, any battery-poWered device 
Will eventually lose poWer if not recharged. Thus, much like 
a traditional smart card that has a current time stored into 
NVM at personalization or manufacturing, such devices 
could have the most recent knoWn good time burned into 
NVM and When the device realiZes that it is poWered up 
from a poWer failure, the device Would use the techniques 
described herein to obtain a neW current time. Furthermore, 
it is entirely possible that a device With an internal battery 
Would experience some time-drift, especially When not 
connected to an external poWer source; i.e., the current time 
that the device maintains may drift from actual calendar 
time. If that is a knoWn problem With a particular device, the 
device could be designed according to the techniques pre 
sented herein to recover a neW knoWn accurate and reliable 

time after a period of elapsed time, thereby ensuring that the 
current time maintained by the device is su?iciently accurate 
and reliable to proceed With transactions as de?ned by the 
policy agent 403. Furthermore, as described herein above, 
much time may elapse betWeen manufacturing of a clockless 
device and its deployment. It Would not be surprising if the 
device lost poWer during that period. Therefore, such a 
clockless device could use the techniques described herein 
to obtain an initial value for current time at the time the 
clockless device is deployed. 

[0119] Advances in smart card technology have made it 
possible to treat a smart card as a netWork peer. Such a smart 
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card can communicate securely With other computers using 
standard mainstream netWork communication protocols like 
TCP/IP and SSL/TLS. Because of this technological 
advance, smart cards may engage in time sensitive transac 
tions Without requiring any smart card speci?c host soft 
Ware, or modifying the remote servers. HoWever, in order for 
smart cards to engage in transaction that require a reliable 
and accurate measure of current calendar time, a reliable 
external source has to pass a reference time to the smart card. 
A system and method according to the invention provide a 
robust mechanism for smart cards to obtain current calendar 
time from external sources using standard Internet commu 
nication protocols and to associate a reliability index With 
such time values. In another aspect of the invention, a policy 
agent of a smart card enforces a policy of providing a diverse 
set of services, depending upon the reliability With Which the 
smart card Was able to acquire time thereby alloWing or 
rejecting time-dependent transactions depending on that 
reliability index. 

[0120] Because smart cards implementing the invention 
can acquire current time in a reliable Way, Internet time 
dependent applications and services can be migrated to such 
cards thereby increasing the reliability of verifying critical 
information such as X509 certi?cates, XML signatures, etc. 
Smart cards so enabled can engage in a neW range of 
applications hitherto not suitable for use in conjunction With 
smart cards, namely, transactions requiring reliable measure 
of calendar time. 

[0121] Although speci?c embodiments of the invention 
have been described and illustrated, the invention is not to 
be limited to the speci?c forms or arrangements of parts so 
described and illustrated. The invention is limited only by 
the claims. 

We claim: 
1. A method for operating a device, that is not capable of 

independently maintaining a local time clock, to enforce a 
time-based transaction policy that requires a reliable time 
reference, comprising: 

establishing a communications channel to each of one or 
more network-attached time sources; 

using the each of one or more communications channels 
to inquire from each of the one or more network 
attached time-sources as to the current time; 

receiving the current time from the one or more network 
attached time-sources; 

using the received current times from the one or more 
netWork attached time-sources to estimate a current 
time and to calculate a reliability index for the esti 
mated current time; and 

using the estimated current time and the reliability index 
associated With the estimated current time to enforce a 
time-based transaction policy. 

2. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 1, Wherein the communications channel 
is a secure communications channel. 

3. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
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a time-based transaction policy that requires a reliable time 
reference of claim 1, further comprising: 

correcting each received current time from the one or 
more netWork attached time-sources to adjust for trans 
mission latency betWeen the device that is not capable 
of independently maintaining a local time clock and the 
time-source. 

4. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 3, Wherein each of the received current 
time from the one or more netWork attached time-sources is 
adjusted using a round-trip adjusting formula. 

5. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 1, Wherein at least one of the netWork 
time sources is a dedicated time server deployed to provide 
time service to a class of devices to Which the device not 
capable of independently maintaining a local time clock 
belongs, the secure communications channel being a TLS 
channel and the step of establishing a secure channel com 
prises performing a TLS handshake. 

6. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 1, Wherein at least one of the netWork 
time sources is a dedicated time server deployed to provide 
time service to a class of devices to Which the device not 
capable of maintaining a local time clock belongs, the secure 
communications channel is established using pre-negotiated 
shared secret. 

7. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 6 Wherein the shared secret is one or more 
symmetric keys. 

8. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 6, comprising: 

programming the symmetric keys and shared secret into 
the device during a manufacturing phase. 

9. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 1, Wherein at least one of the netWork 
time sources is a general purpose time server. 

10. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 1, Wherein one of the netWork-time 
sources is a host computer to Which the device is connected, 
Wherein the method further comprises: 

operating a Web server on the device to receive an initial 
login request from a Web broWser operating on the host; 

in response to the login request from the host, operating 
the Web server to request the Web broWser to provide a 
current time over a secure communications channel; 

receiving from the host the current time; and 
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in response to receiving the current time from the host, 
transmitting a login page to the host. 

11. The method for operating a device, that is not capable 
of independently maintaining a local time clock, to enforce 
a time-based transaction policy that requires a reliable time 
reference of claim 1, further comprising: 

comparing the estimated current time to a last reliable 
time value stored on the device; and 

rejecting the estimated current time if the estimated 
current time is earlier than the last reliable time value. 

12. Amethod for operating a device, that is not capable of 
independently maintaining a local time clock, to enforce a 
transaction policy requiring a reliable time reference, com 
prising: 

establishing a secure communications channel to each of 
one or more netWork attached time sources using a 

procedure including establish a TLS channel to a dedi 
cated netWork server, using a symmetric key With a 
dedicated netWork server, obtaining a value of current 
time from a general purpose time servers, and obtaining 
a value of current time from a host computer to Which 
the device is connected; 

obtaining a current time value from each of the one or 
more netWork attached time sources; 

assigning a reliability index to the current time value 
received from each of the one or more time-sources; 

using the received current time value from each of the one 
or more netWork attached time sources and the reli 
ability index associated With each received current time 
value to estimate a current time value and to calculate 
a reliability index associated With that current time 
value; and 

using the estimated current time value and the calculated 
reliability index to permit or deny permission for 
certain time sensitive transactions. 

13. A method for operating a device With limited capa 
bility to independently maintaining a local time clock to 
enforce a transaction policy requiring a reliable time refer 
ence, comprising: 

detecting that the local time clock has failed; 

in response to detecting that the local time clock has 
failed: 

establishing a communications channel to each of one 
or more netWork attached time sources using a 
procedure including establish a TLS channel to a 
dedicated netWork server, using a symmetric key 
With a dedicated netWork server, obtaining a value of 
current time from at least one general purpose time 
servers, and obtaining a value of current time from a 
host computer to Which the device is connected; 

obtaining a current time value from each of the one or 
more netWork attached time sources; 

assigning a reliability index to the current time received 
from each of the one or more time-sources as a 

function of Which procedure Was used to obtain the 
current time from such time source; 

estimating a current time from the obtained current 
time value from each of the one or more netWork 
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attached time sources and calculating a reliability 
index associated With the estimated current time 
from the reliability index assigned to each of the 
received current time values; and 

using estimated current time and the calculated reliability 
index to permit or deny permission for certain time 
sensitive transactions. 

14. The method for operating a device With limited 
capability to independently maintaining a local time clock to 
enforce a security policy requiring a reliable time reference 
of claim 13, Wherein the step of detecting that the local time 
clock has failed comprises: 

detecting that the time clock has stopped operating due to 
a poWer failure. 

15. The method for operating a device With limited 
capability to independently maintaining a local time clock to 
enforce a security policy requiring a reliable time reference 
of claim 13, Wherein the step of detecting that the local time 
clock has failed comprises: 

detecting that the time clock has operated for a prescribed 
period of time since obtaining a reliable time value. 

16. A method of operating a device, that is not capable of 
independently maintaining a local time clock, to obtain an 
accurate and reliable measure of time comprising: 

establishing a communications channel to at least one 
time server Wherein the time-server is selected from the 
set having the members a dedicated time server, at least 
one general purpose time server, and a local host; 

inquiring the at least one time-server as to the current time 
using the communications channel; and 

receiving the current time from the at least one netWork 
attached time-server. 

17. The method of claim 16 Wherein one at least one time 
server is a local host, the method further comprising: 

operating a Web server on the device operable, in response 
to a login request from a Web broWser on the local host, 
to transmit a request for current calendar time from the 
Web broWser; and 

operating the Web broWser to respond to the request for 
local time by transmitting the current calendar time to 
the Web server. 

18. The method of claim 17 Wherein the request for 
current calendar time is a JavaScript page operable to cause 
the Web broWser to transmit the current calendar time to the 
device. 

19. The method of claim 16 Wherein the time server is a 
plurality of time servers, the method further comprising: 

receiving a current calendar time from each time server in 
the plurality of time servers and further comprising 
computing a Weighted average of the current calendar 
time received from each time server. 

20. A device, that is not capable of independently main 
taining a local time clock, that is capable of enforcing a 
time-based transaction policy that requires a reliable time 
reference, comprising: 
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a central processing unit; 

a memory connected to the central processing unit and 
comprising: 

a time-agent computer program having instructions to 
cause the central processing unit to: 

establish a communications channel to one or more 

network-attached time sources; 

inquire each of the one or more network-attached 
time-sources as to the current time using the 
communications channel; 

receive the current time from the one or more 

network-attached time-sources; and 

estimate the current time from the received current 
time from each of the one or more network 
attached time sources and to calculate a reliability 
index associated With the estimated current time 
and a reliability index associated With each of the 
one or more network-attached time sources; and 

a policy-agent computer program having instructions to 
cause the central processing unit to: 

use the estimated current time and the calculated 
reliability index to enforce the time-based trans 
action policy. 

21. The device of claim 20 Wherein the time-agent further 
comprises instructions to cause the CPU to correct the 
received current time from each one or more network 
attached time source to adjust for transmission latency 
betWeen the operating device and the time-source. 

22. The device of claim 21 Wherein the time-agent further 
comprises instructions to cause the CPU to adjust each of the 
one or more received current times using a round-trip 
adjusting formula. 

23. The device of claim 20 Wherein at least one of the one 
or more network-attached time source is a dedicated time 

server deployed to provide time service to a class of devices 
to Which the device not capable of independently maintain 
ing a local time clock belongs, the secure communications 
channel being a TLS channel and the instructions to estab 
lish a secure channel comprise instructions to perform a TLS 
handshake. 

24. The device of claim 20 Wherein at least one of the one 
or more network-attached time source is a dedicated time 

server deployed to provide time service to a class of devices 
to Which the device not capable of independently maintain 
ing a local time clock belongs, the secure communications 
channel being a TLS channel and the instructions to estab 
lish a secure channel comprise instructions using a shared 
secret. 

25. The device of claim 24 Wherein the shared secret is 
one or more symmetric keys. 


