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(57) ABSTRACT 
A system detects a transaction outcome by obtaining video 
data associated With a transaction area and analyzing the 
video data to obtain at least one video transaction parameter 
concerning transactions associated With the transaction area. 
The transaction area can be a video count of items indicated 
in the video data as detected by an automated item detection 
algorithm applied to the video data. The system obtains at 
least one expected transaction parameter concerning an 
expected transaction that occurs in the transaction area, such 
as a scan count of items scanned at a point of sale terminal. 
The system automatically compares the video transaction 
parameter(s) to the expected transaction parameter(s) to 
identify a transaction outcome that may indicate fraudulent 
activity such as sWeethearting in a retail environment. 

(51) 
(2006.01) 

301 
TRANSACTION AREA 

300] (VIDEO SEGMENT) 

s30 
TRANSACTION 3 

DATA TRANSACTION 
MONITOR 

328 
SUSPICIOUS 
TRANSACTION I 

m 
REVIEWER 



Patent Application Publication Mar. 15, 2007 Sheet 1 0f 13 US 2007/0057049 A9 

320 
VIDEO 
DATA 

w cART 

302-N 
M 302-1 
m 

UPC @ 

4 302-5 ; 3— 
302-2 ‘ 

3_6_ 
E 

302-4 

302-3 7 

301 
TRANSACTION AREA 330 V Y 

TRANSACTION Q 
DATA TRANSACTION 

MONITOR 

32a 
SUSPICIOUS 
TRANSACTION 

300'’ (VIDEO SEGMENT) 
§i3_0. 

REvIEwER 

FIG. 1 



Patent Application Publication Mar. 15, 2007 Sheet 2 of 13 US 2007/0057049 A9 

2 a 

\?deo Clip magi?” 

‘ 4 ‘ 

10 
Obtain Records 

Detect Items of Transacted 
Items 

Record of Video Record of 
Detections of Transacted Items 

Items (including (including Expected 
Video Count) Transaction Count) 

Yes No 

16 I I 
18 

Flag Transaction 
as Non - 

Suspicious 
Flag Tiansaction 
as Suspicious 

Set Suspicion 
Level 

FIG. 2 



Patent Application Publication Mar. 15, 2007 Sheet 3 0f 13 US 2007/0057049 A9 

40 45 

. Transaction 
Wdeo Clip Data 

v 48 50 
42 

Extract Images 01 D 1 base of 
‘some Item ExpecIed Items neamalmages 
Images from Image Library by SKU 

52 

Compare Actual 
vs. Expected Item 

Images 

56 

Does 
Actual Item Image 
match Expected 

No Yes 

I 60 
Incorporate Actual 
Item Images to 

Database of Valid 
Item Images 

58 

Flag Transaction 
as Suspicious 

62 

Flag Transaction 
as Non-Suspicious 

FIG. 3A 



Patent Application Publication Mar. 15, 2007 Sheet 4 0f 13 

FIG. 38 

III 

@I 

432 

Identify Objects in 
Image 8. Create 
Object Map 

I 
Apply Relevance 434 
Filters (e.go, skin 
detection, skin + 
object. no touch 
screen. etc.) 

Incorporate to 
Object Map into 
Motion Map 

436 

‘7 

Check for Motion across 
Region of Interest in 

Direction of Interest (e.g., 
motion across scanner 

area toward bagging area) 

442 

430 

NO 

Record \?deo 
Detection Event 

446 

450 

Advance to next 
frame of Video 

More Video 
Remaining? 

452 

Return Video 
Detection Events 

Direction of 
Interest 

Region of 
Interest 
(etgt, 

Scanner 
Area) 

US 2007/0057049 A9 

438 



Patent Application Publication Mar. 15, 2007 Sheet 5 0f 13 US 2007/0057049 A9 

70 

III 
Video Source 

@ 

72 

Identify Objects in 
Image 

74 

Isolate Operator 
Object 

Check for Object 76 
Introduction or Removal 
by Operator Object in 
Region of Interest 

80 

Increment Count 

Advance to next 
frame of Video 

More Wdeo 
Remaining? 

86 

Return Count 

FIG. 4 



Patent Application Publication Mar. 15, 2007 Sheet 6 0f 13 

Current 
Image 

90 

1 

Create Difference 
Binary Map of New 

Objects & 
Operator 

Object Map 

V 98 
Isolate Operator 
Object (e.g., by 

motion wlin ROI or 
overlapping "tag" 

region) 

96 

108 

Find Objects (or 
Object Ghost) 

within Immediate 
Region of Interest 

Object (or 
Object Ghost) 

in Region? 

No 
I 

110 

120 
Incorporate all 

regions outside the 
Operator Object 
into Background 

Update 

etum 0 
Introduction! 
emoval Even 

122 

92 

Object 

104 
Find Previous 

Operator Object 
Region not ‘ 

included in Current 
Operator Object 

" 10s 

Immediate 
Region of 
Interest 

112 

Isolate Object 
Image 

Previous 
Operator 

Compare Isolated 
Objects with the 
database of 

expected objects 

FIG. 5 

I 
Incorporate all 

regions outside the 
Operator Object 

Update 
into Background ‘ 

' etum 

Introduction I 
' emoval Even 

US 2007/0057049 A9 

102 

114 

116 

118 



Patent Application Publication Mar. 15, 2007 Sheet 7 0f 13 US 2007/0057049 A9 

250 252 

--------------- --> Input Image Base Image 

I 
Y 

254 

Segment to get the ‘ 
All Objects Binary 

284 l 
258 210 

25s 

Advance to the Employee Customer Employee obje Y_> Generate Employee 
nexlframe Object separation present ’? Label 

1 I 
256 

Customer obje 
present? 

v 

object present in the N 
revious frame 

272 

‘ 

Track the Customer 
object 

274 

23° s the Customer objec 
- ear the Counter regio 

he Customer obje 
stationary 7 Y—> Reset Customer FIag 

282 

Incorporate stationary 
object into Background <—Y 

N Base Image 

266 l 278 
v V 

Generate Customer Set Customer Present 
—> _ \‘ 

LabeI Flag 

FIG. 6 



Patent Application Publication Mar. 15, 2007 Sheet 8 0f 13 

200 202 
212 

--> Input lmage Base Image 

Select the ?rst 
object 

Difference to get 
All Objects Binary 214 

204 ls object only in 
Employee ROI 

210 

N Y 

Y—> Label Objects —-~ 218 
216 

. . ADD to the ls object only In 
the Customer R0 ‘’ Employee only 

Blnary Map 

208 
N 

220 
Go to next frame 

ls object only in 
I counter ROI Y 222 

_______________________________________________________ .J Y 

L! ADD to the 
N \—> Counter Only — 

Binary Map 
224 

s the object in 
both Employee 

< nd Counter R 

Y 

N 

228 

234 
Remove the S the object in ADD it) the 

selected object both Customer Y—> Customer Only —-— 
from the An '- nd Counter R binary map 

Objects Binary 
Map 

l 

232 

ADD to Employee 
Y—> and Customer W 

blnary map 

M 

FIG. 7 



Patent Application Publication Mar. 15, 2007 Sheet 9 0f 13 

Iii 
Video Soume 

@l 

Advance to next 
fra me of Vid eo 

LYes 

as Operator ' 

the Region of 
Interest in the 

- vious tram . 

Identify Objects in 
image 

i 
Isolate Operator 

Object 

i 

200 

202 

204 

Check if the Operator 
Object is in the Region of 

Interest 

206 

210 

'4 perator Obie 
is in the Region 

of Interest? 

208 

Frame 1 saved 1' 

214 

Is there a Key 

NO 

212 
Save previous 

frame as the Key 
Frame 1 

e No 

223 222 
Resell 

<— Delete Key <— Increment Count 4-Yes 
Frames 1 8 2 

22a 1 
N‘. 

Save current 
frame as the Key 

Frame 2 

V 

between Key 
Frame 1 and 2 

change 

Check for a change 
in the object area 

between Key frame 1 
and Key frame 2 

More \Adeo 
Remaining? 

224 

US 2007/0057049 A9 

216 

218 



Patent Application Publication Mar. 15, 2007 Sheet 10 0f 13 US 2007/0057049 A9 

| 254 Compare the Key frames 272 
2 

250 252 

using standard techniques 
“(girl-:32": 1 Emmy Base K622136118 like correlation, SSD, flow 

. aria sis etc. to re ister the a 
operator m Image ogeramr ROIIYand find the agmourtt of 

ROI) Wls'de ROI) translation that occurred 
L J between key frames 1 and 2 

256 264 
Create Difference Create Difference 
Binary Map of Binary Map of 
Objects 8. Objects 8r ' v 274 
Operator Operator 

Translation 
266 Amount 

Object & 
O perator 
Map 

259 y 276 
250 268 I 

Region Register the Key frame 

Isolate only obiects of Isolate only Objects 2fg':1:¢:"§bl?e?l;:ey 
within the ROI Interest within the ROI accnrdin g1 to the P 

(ROI) ' translation calculated 

1 278 
r 

262 
Registered 
Key frame 2 
Object Map 

Key frame 1 
Object Map 

Key frame 2 
Object Map 

280 
Compare the area of the 
Registered Key flame 2 
Object map with the area ‘ 

of the Key frame 1 
Object map 

5 there a change 
in the area 

FIG. 9 



Patent Application Publication Mar. 15, 2007 Sheet 11 0f 13 US 2007/0057049 A9 

400 
406 

III . m 
W150 Source Tra nsactron Data 

Source 

‘ 402 404 410 ‘ 

Compare the 408 
Advance video until Item Detected Item time Transaction 
detecting next Item Detection with the Item time 

involved in the transaction time Transaction Item data 
time data 

Flag Item as 415 
Suspicious and 

No—> Enter the Item in 
the Suspicious 

Items Log 

414 

Yes Item is _Non 
susprcrous 

r 
418 

More \?deo 
Remaining? 

No 
420 

Return Suspicious 
Item Log 

FIG. 10 



Patent Application Publication Mar. 15, 2007 Sheet 12 0f 13 US 2007/0057049 A9 

501 

Original Frame Operator Object 

Updated Background 
Image Di?'erence Binary 

502 

Qriginal Frame Operator Object 

Updated Background 
image Difference Binary 



Patent Application Publication Mar. 15, 2007 Sheet 13 0f 13 US 2007/0057049 A9 

Suspicious 
lnter-Transaction-Item 

lnterwl 

Tlmeline T 

T = Transaction Record of Item 

V = \?deo Detection of Item 

V 

More than one video item 
detection implies that one 
does not correspond to a 

transaction item 

FIG. 12 



US 2007/0057049 A9 

METHOD AND APPARATUS FOR DETECTING 
SUSPICIOUS ACTIVITY USING VIDEO ANALYSIS 

CONTINUATION IN PART AND PROVISIONAL 
CLAIMS TO PRIORITY 

[0001] 1: This application is a CONTINUATION-IN 
PART APPLICATION of earlier ?led co-pending entitled 
“METHOD AND APPARATUS FOR AUDITING TRANS 
ACTION ACTIVITY IN RETAIL AND OTHER ENVI 
RONMENTS USING VISUAL RECOGNITION”, having 
U.S. Ser. No. 11/157,127, Filed Jun. 20, 2005 (Attorney 
Docket Number STL05-02), Which in turn claims priority to 
“METHOD AND APPARATUS FOR AUDITING TRANS 
ACTION ACTIVITY IN RETAIL AND OTHER ENVI 
RONMENTS USING VISUAL RECOGNITION”, Filed 
Jun. 21, 2004, having U.S. Ser. No. 60/581,559 and 
“METHOD AND APPARATUS FOR DIGITAL 
ARCHIVING OF VIDEO”, Filed Nov. 15, 2004, US. Ser. 
No. 60/627,862. 

[0002] 2: This application further claims the bene?t of the 
?ling date of Provisional Patent Application entitled 
“METHOD AND APPARATUS FOR DETECTING ITEM 
PASS THROUGH & MISIDENTIFICATION”, having U.S. 
Ser. No. 60/666,081, Filed Mar. 29, 2005 (Attorney Docket 
STL05-01p). The entire disclosure, teachings and contents 
of this provisional application are hereby incorporated by 
reference herein. 

BACKGROUND 

[0003] Retail establishments commonly utiliZe point of 
sale or other transaction terminals, often referred to as cash 
registers, to alloW customers of those establishments to 
purchase items. As an example, in a conventional depart 
ment store, supermarket or other retail establishment, a 
customer collects items for purchase throughout the store 
and places them in a shopping cart, basket, or simply carries 
them to a point of sale terminal to purchase those items in 
a transaction. The point of sale terminal may be staffed With 
an operator such as a cashier Who is a person employed by 
the store to assist the customer in completing the transaction. 
In some cases, retail establishments have implemented self 
checkout point of sale terminals in Which the customer is the 
operator. In either case, the operator typically places items 
for purchase on a counter, conveyor belt or other item input 
area. The point of sale terminals include a scanning device 
such as a laser or optical scanner device that operates to 
identify a Uniform Product Code (UPC) label or bar code 
af?xed to each item that the customer desires to purchase. 
The laser scanner is usually a peripheral device coupled to 
a computer that is part of the POS terminal. To scan an item, 
the operator picks up each item, one by one, from the item 
input area and passes that item over a scanning area such as 
glass WindoW built into the counter or checkout area to alloW 
the laser scanner to detect the UPC code. Once the point of 
sale computer identi?es the UPC code on an item, the 
computer can perform a lookup in a database to determine 
the price and identity of the scanned item. Alternatively, in 
every case Where the operator can scan the item, the operator 
may likeWise enter the UPC or product identi?cation code 
into the terminal manually or through an automatic product 
identi?cation device such as an RFID reader. The term 
“scan” is de?ned generally to include all means of entering 
transaction items into a transaction terminal. LikeWise, the 
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term “scanner” is de?ned generally as any transaction ter 
minal, automated and/or manual, for recording transaction 
information. 

[0004] As the operator scans or enters each item for 
purchase, one by one, the point of sale terminal maintains an 
accumulated total purchase price for all of the items in the 
transaction. For each item that an operator successfully 
scans or enters, the point of sale terminal typically makes a 
beeping noise or tone to indicate to the operator that the item 
has been scanned by the point of sale terminal and in 
response, the operator places the item into an item output 
area such as a doWnstream conveyor belt or other area for 
retrieval of the items by the customer or for bagging of the 
items into a shopping bag. Once all items in the transaction 
are scanned in this manner, the operator indicates to the 
point of sale terminal that the scanning process is complete 
and the point of sale terminal displays a total purchase price 
to the customer Who then pays the store for the items 
purchased in that transaction. 

SUMMARY 

[0005] Conventional systems that provide for purchase of 
items using a scanner or other automated identi?cation of 
items via code suffer from a variety of de?ciencies. In 
particular, operation of such systems can be compromised 
either knoWingly or unknoWingly by an operator in a manner 
that alloWs a customer to receive possession of one or more 
items Without paying for them. In particular, such systems 
are susceptible to “pass-throughs”, also knoW as “sWeet 
hearting” in Which an operator purposefully or accidentally 
fails to scan an item as that item moves through the 
transaction area. In such cases, the POS system never detects 
the un-scanned item and the item is thus never totaled into 
the purchase price. In such cases, the customer effectively 
receives the item for free. Retail chains lose millions of 
dollars a year to operator error or fraudulent activity of this 
nature. 

[0006] In a non-fraudulent example, an operator may 
unknoWingly pass an item through the scanning area during 
a transaction and place the item into the item output area 
such as a doWnstream conveyor belt, but no scan of the item 
took place. Perhaps the operator Was not paying attention 
and did not notice (or did not care) that the scanner failed to 
beep during scanning of an item. 

[0007] As an example of sWeethearting that represents 
fraud on the retail establishment, an operator Who may be 
assisting a customer Who is personally knoWn to the operator 
(eg a friend or conspirator of the operator) intentionally 
causes the POS system to either not scan the item as the 
operator moves the item through the transaction area, such 
as by covering the UPC label With their hand or moving the 
UPC code out of range of the scanner. In such situations, the 
item is included With other items that may or may not have 
also been scanned, and the customer or operator continues 
along as if nothing Wrong happened. After the operator 
processes all items in the transaction, either via actual 
scanning Which is often done for the less expensive items to 
make the transaction look legitimate to anyone Who may be 
Watching, or via sWeethearting in Which case the item not 
scanned is grouped With items that appear to have be 
scanned, the customer pays the operator a purchase price 
re?ecting only the sum total of all scanned and entered 
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items. After paying, the customer removes all items, 
scanned/entered and un-scanned, from the store, having only 
paid for those items that Were scanned or entered. 

[0008] In another fraudulent example knoW as label 
switching, the operator causes the POS system to scan an 
item that is different that the item being passed through the 
scanning area during the transaction. In such cases, a cus 
tomer or operator may replace a UPC label of an original and 
often expensive item With a UPC label for another less 
expensive item. In such cases, a scan takes place but the 
Wrong item is identi?ed by the POS system. In this manner, 
the system Will scan the item for a price that is substantially 
loWer that the value of the item received by the customer. 

[0009] Security system designers have attempted to 
develop conventional techniques for detecting fraudulent or 
accidental operator error in use of POS terminals. The 
conventional systems in the ?eld of detection of pass 
through and sWeehearting provide for the detection of abnor 
mally long “scan-gaps”. A “scan-gap” is the amount of time 
betWeen consecutive scans at the point of sale terminal. 
When an item is passed through Without scanning, the 
scan-gap increases until the next scan. By comparing the 
scan-gaps betWeen scanned items of a transaction versus the 
average scan-gap for a given employee operator, the con 
ventional scan-gap method seeks to identify incidents When 
an item has bypassed the scanner Without being scanned. 

[0010] The conventional scan-gap detection method is 
Widely regarded to be impractical, as scan-gaps have been 
found to be a “noisy” measure at best. This is due to the fact 
that perfectly legitimate scan-gaps may vary Widely due to 
delays such as those caused by Weighing of produce, manual 
entry of unlabeled or un-scannable goods, and rescanning of 
items that did not get scanned on the ?rst pass. As a result, 
scan-gaps are not a dependable metric and therefore con 
ventional systems that attempt to use scan gaps as a method 
for detecting fraudulent activity are prone to problems. 

[0011] In contrast, the system disclosed herein uses video 
data analysis techniques as Will be explained to detect 
activity such as sWeethearting or pass-throughs. In particu 
lar, the system disclosed herein detects incidents of theft or 
loss of inventory at the cash register, POS or other transac 
tion terminal When an operator such as a customer or store 

employee passes one or more items around the scanner (or 
RFID reader) Without being scanned, or When the operator 
scans or manually enters an incorrect code into the transac 
tion terminal for an item. The system disclosed herein can 
also detect items Which may be mislabeled With an incorrect 
bar code to be misread by the scanner or entered as the 
Wrong item by the operator. Some embodiments utiliZe 
video analysis in conjunction With transaction scan data 
concerning items that Were actually scanned by the POS 
terminal. 

[0012] It is to be understood that point-of-sale terminals or 
cash registers that utiliZe scanning are only examples of 
transaction terminals and the system is not limited to detect 
ing fraud in only retail environments. Additionally, scanning 
is not limited to laser scanning With a ?xed scanner device, 
but can include handheld scanners, or Radio Frequency 
Identi?cation (RFID) readers. The system is even applicable 
in situations Where an operator manually enters a code or 
other item identi?cation via a keyboard into the transaction 
terminal. The system disclosed herein is generally appli 
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cable to any environment Where transaction data is available 
for comparison With video data associated With that trans 
action. 

[0013] As an example, a system that utiliZes RFID tags to 
identify items can bene?t from the system disclosed herein. 
As an example, toll booth collection systems provide video 
data of vehicles traveling through the toll booths and provide 
for operators such as people, or automated scanners such as 
RFID vehicle transceiver reading systems, to collect toll fees 
from vehicles traveling on a highWay. Fraud may occur is 
such systems, for example, if a vehicle is equipped With an 
improper transceiver (eg a truck is equipped With a car 
transceiver). Also, the terminal operator may refer to either 
store employee or customer, as in situations such as self 
checkout transaction terminals. 

[0014] More speci?cally, the system disclosed herein 
includes methods and apparatus for detecting a transaction 
outcome such as suspicious activity related to a transaction 
(e.g., purchase, refund, void, etc.) of items by a customer at 
a transaction terminal. The system obtains video data asso 
ciated With a transaction area. The video data may be 
obtained, for example, from an elevated camera focused on 
a cash register check out or other transaction area in a 
supermarket or other retail establishment. The system 
applies an automated machine video analysis algorithm that 
is disclosed as part of the system to analyZe at least a portion 
of the video data to obtain at least one video parameter 
concerning at least a portion of a transaction associated With 
the transaction area. As an example, the system can analyZe 
the video data to track (e.g. identify the presence of) items 
involved in the transaction in the transaction area. This 
process can automatically identify the presence of an item 
involved in the transaction from the video data analysis. This 
can be done, for example, by automatically detecting item 
activity in the transaction area and/or detecting operator 
activity in the transaction area. Detection of item presence 
can include detecting removal of an item from a region of 
interest in the transaction area and/ or detecting introduction 
of an item into a region of interest in the transaction area. 

[0015] In one con?guration, the video transaction param 
eter is reduced to a video count of hoW many items the video 
analysis algorithm identi?ed as having been processed by 
the operator in the transaction. As an example, an item is 
processed When an operator moves the item through the 
transaction area, Whether or not the item Was scanned or 
entered. Thus the video count can detect and count items that 
are both processed and scanned/entered and items that are 
processed, but not scanned/entered. 

[0016] In another con?guration, the video transaction 
parameter is a sequence of detection events produced from 
one or more detectors performing analysis of all or part of 
the video data. A detector is generally an automated image 
processing algorithm applied to a region of interest of the 
video data. For example, the video data may cover a large 
portion of the transaction area that includes the operator (e.g. 
store employee and/or customer), an item input region, a 
scan region, and an item output region. A detector can 
analyZe all or a portion of this area, such as just the input 
conveyor belt region of the video data of a point of sale 
terminal. An image isolation and comparison process can be 
applied to frames of the video data for one or more regions 
of interest to detect the presence of an item being introduced 
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or removed from this region of interest. When an item is 
detected in this manner, a detection event is produced 
indicating the presence of an item, time of detection, and 
other characteristics such as the size of the item. There may 
be more than one region of interest and the sequence of 
events may include many events from different detectors, or 
there may be a single detector producing a single set of 
events for just one region of interest. By analyzing the video 
data in this manner, the system is able to detect, from video 
analysis, the presence of individual items in the transaction. 
In some con?gurations, the system can determine hoW many 
items Were visually processed in the entire transaction. 

[0017] The system obtains at least one transaction param 
eter originated from the transaction terminal associated With 
the transaction area. The expected transaction parameter in 
one con?guration is a transaction count or other item pres 
ence indication obtained from the transaction data produced 
by the transaction terminal (e.g. point of sale terminal). As 
each item is scanned or otherWise identi?ed, data is sent 
from the scanner device to a processor in the transaction 
terminal. The system disclosed herein accesses this data (this 
can be done in various Ways, as Will be explained) either on 
a scan-by-scan basis, or as a collective set of data from a 
database, to determine the presence (and in some cases the 
identity) of a number of items processed by the transaction. 

[0018] Using the combination of video analysis in com 
parison With transaction data, the system can determine if 
the presence of the item identi?ed in the analysis of the 
video data has a corresponding presence in the transaction 
data, and if not, identi?es the suspicious activity. As an 
example, for each detector, the system can compare the set 
of detection events for that detector to at least a portion of 
the transaction data to identify at least one apparent discrep 
ancy in a number of items detected by that detector from a 
number of items indicated in the portion of transaction data. 
Transaction data such as transaction count (e.g. scan count) 
or transaction item identity thus represents the presence of 
an item or a number of items scanned (for an entire trans 
action), While the detection event data or video count from 
the video analysis represents the presence (or number) of 
items that the operator causes to move through the transac 
tion area. Many other embodiments are disclosed herein, 
details of Which are provided in the detailed description 
section. 

[0019] Other embodiments of the invention include any 
type of computerized device, Workstation, handheld or lap 
top computer, POS or transaction terminal, or the like 
con?gured With software and/or circuitry (e.g., a processor) 
to process any or all of the method operations disclosed 
herein. The system may include the video camera(s) for 
obtaining the video, or the system may be a standalone 
computer that receives as input video data and scan data 
collected from one or more POS terminals in one or more 

retail locations. In other Words, a computerized device or a 
processor that is programmed or con?gured to operate in any 
manner as explained herein is considered an embodiment of 
the invention. The system need not include the video camera 
and POS terminal, but instead may be an o?fsite computer 
system operated by a security service provider that receives 
the video and transaction data. 

[0020] The processing may be done in real-time as the 
video and transaction data are collected to identify fraudu 
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lent or suspicious activity that may have just occurred (and 
may include notifying a security of?cer Who can approach 
the operator and inspect the transaction items and receipt to 
determine if fraud has occurred), or alternatively, the pro 
cessing may be done at some point after video and transac 
tion data are collected for one or more transactions (i.e. may 
be post-processed). If post-processed, the identity of the 
operator can be maintained and tracked and a history of 
suspicious activities associated With that operator can be 
accumulated. During subsequent analysis of transactions for 
that operator (operators log into a POS terminal With a 
unique identity, and thus all transactions that the operator 
performs can be associated With that operator), the system 
disclosed herein can take into account the history for that 
operator to adjust a suspicion level assigned to the transac 
tion outcome. Thus, an initial suspicion outcome may not be 
?agged as fraudulent, but if a second, third, fourth transac 
tion outcome in a certain amount of time (eg over several 
hours, days, etc.) is detected for that same operator, the video 
associated With those transactions can be automatically 
identi?ed and forWarded for revieW by another means, such 
as human revieW to con?rm fraudulent activity is present. 

[0021] In one con?guration, transaction data is processed 
for many transactions from one or more POS terminals for 

one or more retails locations, and those transactions that are 
processed as explained herein that result in an indication of 
fraudulent or suspicious activity are ?agged and the video 
data for only those transactions can then be further revieWed 
using other techniques, such as human revieW, to con?rm the 
fraudulent or suspicious activity as initially identi?ed by the 
automated (i.e. non-human or machine-based) processing 
explained herein. Further variations and alternative embodi 
ments Will be explained more fully in the detailed descrip 
tion section beloW. 

[0022] Other embodiments of the invention that are dis 
closed herein include softWare programs to perform the 
steps and operations summarized above and disclosed in 
detail beloW. One such embodiment comprises a computer 
program product that has a computer-readable medium 
including computer program logic encoded thereon that, 
When performed in a computerized device having a coupling 
of a memory and a processor, programs the processor to 
perform the operations disclosed herein. Such arrangements 
are typically provided as softWare, code and/or other data 
(e.g., data structures) arranged or encoded on a computer 
readable medium such as an optical medium (e.g., CD 
ROM), ?oppy or hard disk or other a medium such as 
?rmWare or microcode in one or more ROM or RAM or 

PROM chips or as anApplication Speci?c Integrated Circuit 
(ASIC). The softWare or ?rmWare or other such con?gura 
tions can be installed onto a computerized device to cause 
the computerized device to perform the techniques 
explained herein as embodiments of the invention. 

[0023] It is to be understood that the system of the 
invention can be embodied strictly as a softWare program, as 
softWare and hardWare, or as hardWare alone such as Within 
a processor, or Within an operating system. Example 
embodiments of the invention may be implemented Within 
computer systems, processors, and computer program prod 
ucts and/or softWare applications manufactured by Stoplift, 
Inc. of Burlington, Mass., USA. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] The foregoing and other objects, features and 
advantages of the invention Will be apparent from the 
following more particular description of embodiments of the 
invention, as illustrated in the accompanying draWings and 
?gures in Which like reference characters refer to the same 
parts throughout the different vieWs. The draWings are not 
necessarily to scale, With emphasis instead being placed 
upon illustrating the embodiments, principles and concepts 
of the invention. 

[0025] FIG. 1 illustrates an example con?guration of a 
netWork environment that includes a video surveillance 
system and computer system con?gured With a transaction 
monitor con?gured as disclosed herein. 

[0026] FIG. 2 is a How chart of operation of one con?gu 
ration of processing of the transaction monitor to detect 
pass-through activity Within the transaction area. 

[0027] FIG. 3A is a How chart of processing that the 
transaction monitor performs in an example con?guration in 
Which misidenti?ed items are detected. 

[0028] FIG. 3B shoWs one method of detecting activity in 
a region of interest to indicate presence of an item. 

[0029] FIG. 4 shoWs processing that the transaction moni 
tor performs in one con?guration count items involved in a 
transaction using analysis of video data. 

[0030] FIG. 5 illustrates one method of processing that the 
transaction monitor can perform to provide object removal 
and introduction event detection. 

[0031] FIG. 6 is a How chart shoWing processing steps that 
the transaction monitor employs in one con?guration to 
provide customer and/or employee presence detection & 
tracking. 
[0032] FIG. 7 is a How chart of processing steps that shoW 
processing that the transaction monitor 32 performs to 
provide employee/customer object segmentation. 
[0033] FIG. 8 is a How chart of processing operations that 
the transaction monitor can perform to provide an area 
comparison method used by detectors When performing 
video analysis. 

[0034] FIG. 9 is a How chart of processing steps that the 
transaction monitor performs to provide key frame area 
comparison. 
[0035] FIG. 10 is a How chart of processing steps that 
describe transaction monitor processing that provides a 
passthrough item detection method. 

[0036] FIG. 11 illustrates example of frames of video data 
and that shoW the appearance of the transaction area before 
and after detection of an event. 

[0037] FIG. 12 is a timeline of events that demonstrates 
hoW the transaction manager can determine if there is more 
than one visual item detection present Within the same 
inter-transaction-item interval. 

DETAILED DESCRIPTION 

[0038] The system disclosed herein generally performs 
video counting or identi?cation of items involved With 
transactions, as captured in video data, and compares this 
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item identi?cation information With transaction data 
obtained from a transaction terminal such as a point-of-sale 
register to identify situations that are suspicious and may 
indicate fraudulent activity or operator error. By obtaining 
video data originating from at least one video camera that 
monitors a transaction area, the system can automatically 
(i.e. no human involvement needed) analyZe the video data 
to track items involved in a transaction in the transaction 
area. Using this information, the system can compare the 
video analysis of the tracked items to transaction data 
produced from a transaction terminal to identify suspicious 
activity. 
[0039] FIG. 1 is an illustration of an example environment 
300 suitable for use in explaining example embodiment 
disclosed herein. Example environment 300 depicts a retail 
establishment in Which customers 305 can purchase items 
307. A transaction terminal 34 such as a point-of-sale 
terminal or cash register is under control of an operator 308 
such as a store employee to alloW the customer 305 to 
purchase the items 307. The transaction terminal 34 includes 
a scanning device 36 that is able to detect and scan or 
otherWise read item identities 310, such as UPC barcode 
symbols or RFID tags af?xed to each item 307 When those 
items 307 are brought Within a predetermined proximity of 
the scanner device in the 36. 

[0040] In a typical operation of the environment 300, the 
customer 305 approaches the transaction area 301 With a set 
of items 307 to be purchased. The items 307 may be 
contained, for example, With a shopping cart 311 or other 
item carrier transported by the customer 305 to the transac 
tion area 301. Alternatively, the customer 305 may carry the 
individual items 307 to the transaction area 301. To make the 
purchase of the items 307, the customer 305 removes the 
items 307 from shopping cart 311 (or from their hands if 
carrying the items) and places the items into an item input 
region generally designated as region 302-1 Within the 
transaction area 301. The item input region 302-1 may be a 
conveyor belt, counter‘top or other surface area onto Which 
items to be purchased are placed prior to being detected and 
read by the scanner device 36 of the transaction terminal 34. 

[0041] The operator 308 such as a store employee interacts 
With the transaction terminal 34 by logging in or otherWise 
activating the transaction terminal 34. This process may 
involve the operator 308 providing a unique operator iden 
tity to the transaction terminal 34. During operation of the 
transaction terminal 34 by the operator 308, the body of the 
operator 308 generally remains Within an operator region 
302-4 of the transaction area 301. Once logged in, the 
operator 308 can begin selecting items for purchase 307 
Within the item input region 302-1, such as by picking up the 
individual items 307 by hand. The operator 308 passes each 
item 307 from the item input region 302-1 over the scanner 
device 36 generally located Within an item read region 
302-2. Assuming proper (i.e., non-fraudulent and non-error) 
operator operation, the operator 308 positions the item 307 
such that the item identities 310 af?xed to the item can be 
detected and scan or read by the scanner device 36. In 
response to the scanner device 36 detecting an item identity 
310 of the item 307 just scanned, the transaction terminal 34 
register has the item 307 as an item to be purchased and 
usually produces a noti?cation to the operator 308 such as a 
beeping noise or tone to indicate that the item 307 has been 
successfully identi?ed. In response to the noti?cation, the 
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operator 308 moves the item 307 into the item output region 
302-3 Which may be another countertop, downstream con 
veyor belt or the like that holds items 307 to have been 
successfully scanned or read by or entered into the transac 
tion terminal 34. 

[0042] The operator 308 repeats this process for each 
individual item 307 such that all items 307 to be purchased 
are moved from the item input region 302-1, over or through 
the item read region 302-2 (during Which scanning of the 
item takes place) and into the item output region 302-3. In 
some cases, items 307 may not contain an a?ixed item 
identity 310 such as fruit, vegetables or the like. In such 
cases, after removal of the item 307 from the item input 
region 302-1, the operator 308 manually enters the item 
identity into the transaction terminal 304 a keyboard or other 
manual input device to alloW the transaction terminal 34 to 
register the item 307. In this manner, after all items 307 have 
been identi?ed to the transaction terminal 34, the operator 
308 can indicate to the transaction terminal 34 that the 
transaction is complete and the transaction terminal 34 
calculates the total price of the items 307 to be purchased. 
The customer 305 then provides payment in that amount to 
the operator 308 and proceeds to remove the items 307 from 
the item output region 302-3 for transport out of the retail 
establishment. 

[0043] As illustrated in FIG. 1, the environment 300 
further includes a transaction monitor 32 con?gured in 
accordance With embodiments of the invention to detect 
suspicious activity related to a transaction. The environment 
300 also includes a video source 30 such as one or more 

overhead video cameras that capture video of the transaction 
area 301. Typically, the video source and Will 30 is mounted 
in an elevated position suf?ciently above the transaction area 
301 to cover and capture video from the various regions 302. 
The transaction monitor 32 in this example receives, as 
input, video data 320 from the video source 30 as Well as 
transaction data 34 from the transaction terminal 34. While 
the example environment 300 illustrates the transaction 
monitor 32 as receiving a transaction data 330 and video 
data 320 directly from the video source 30 and the transac 
tion terminal 34, is to be understood that the transaction 
monitor 32 may receive these inputs and either real-time or 
any later time after processing of items or entire transactions 
by operator 308 is complete. Additionally, it is not required 
that the transaction monitor 32 receive the transaction data 
330 and video data 320 directly from the video source 30 
and transaction terminal 34. In an alternative con?guration, 
these inputs can be received from a videotape machine (or 
from digital recorded media) or from the transaction data 
base maintained by another computer system besides the 
transaction terminal 34. The video source 30 may thus be a 
real-time source such as a camera, or a delayed source such 
as a recording device such as a VCR or DVR. The transac 
tion terminal 34 likeWise may provide real-time transaction 
data directly from a POS (e.g., cashier terminal or scanner) 
or the transaction data may be delayed data from a transac 
tion log database in Which POS data is stored. 

[0044] In operation of the system disclosed herein, the 
transaction monitor 32 operates to identify suspicious activ 
ity associated With the transaction area 301 such as sWeet 
hearting or pass-through activities, by comparing the video 
data 320 and corresponding transaction data 330 in order to 
identify and report suspicious activity. Generally, this entails 
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the transaction monitor 32 collecting video data 320 from 
the transaction area 301 including the transaction terminal 
34 in Which customers 305 purchase items 307 during a 
transaction. The video source 30 such as a camera is 

preferably mounted in an elevated position above the trans 
action area 301 to alloW video capture of regions 302 from 
above, though the system is not limited as such. 

[0045] Generally, the transaction monitor 32 applies auto 
mated (i.e. non-human) video analysis to at least a portion or 
segment of the overhead video data 320 to detect the 
presence of at least one item 307 associated With the 
transaction. The transaction monitor 32 compares the pres 
ence of the item associated With the transaction from the 
video data (automatically detected by image processing 
techniques as explained herein) to transaction data 330 
indicating items actually purchased by the customer at the 
transaction terminal (i.e. items 307 read or scanned by the 
terminal 34) to identify items in possession of the customer 
305 that Were not purchased at the transaction terminal (i.e. 
that Were passed through the transaction area 301 Without 
being scanned or entered into or read by the transaction 
terminal 34). The discrepancy betWeen the presence of one 
or more items identi?ed via automated processing of the 
video data 320 in comparison to items identi?ed Within the 
transaction data 330 indicates suspicious activity that the 
system disclosed herein can detect. The suspicious activity 
may be the result of operator error on behalf of the operator 
308, or actual fraudulent activity that may include sWeet 
hearting or pass-throughs. 

[0046] Depending upon the con?guration, the transaction 
monitor 32 can analyZe all or a portion of the video data 
captured from the transaction area to automatically detect 
items based, for example, on activity of objects that pass 
through the transaction area, activity of objects Within a 
speci?c region of interest Within the transaction area, activ 
ity of objects Within a plurality of speci?c regions of interest 
Within the transaction area, activity of objects entering into 
speci?c regions of interest Within the transaction area and/or 
activity of objects exiting the speci?c regions of interest 
Within transaction area. 

[0047] Analysis of all or a portion of the video data 
produces, in one con?guration, a set of detection events 
indicating detection of one or more items by at least one 
detector Within at least one region of interest 302 of at least 
one portion of the video data. Depending upon the embodi 
ment, the transaction monitor 32 can detect item detection 
from video analysis in only one region of interest 302, or in 
many regions 302. Notice in FIG. 1 that the transaction area 
301 is divided or enumerated into several regions 302-1 
through 302-N. Each of these areas or regions can be 
considered a region of interest 302 and the video data 320 
can capture activity in some, all or only one of these areas 
that may be indicative of an item involved in the transaction. 

[0048] The transaction monitor 32 applies a detector to 
perform image processing in a region of interest. The 
detector is generally an image processing algorithm that can 
detect the presence of an item in that region. Item presence 
can be detected, for example, by applying a detector pro 
cessing to the input item region 302. For each detector (one 
or more), the transaction monitor 32 compares the set of 
detection events for that detector to at least a portion of 
transaction data (i.e. the portion that contains transaction 
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information that coincides With the video data) to identify at 
least one apparent discrepancy in a number of items detected 
by that detector from a number of items indicated in the 
portion of the transaction data. The transaction monitor 32 
can identify an overall suspicion level for the transaction 
based on apparent discrepancies identi?ed by the detec 
tors(s). 
[0049] In some con?gurations, video processing or analy 
sis includes dividing the transaction area 301 into a plurality 
of regions (eg 302-1 and 302-3) through Which objects 
move in sequence during at least a portion of a transaction. 
The transaction monitor 32 can perform automated video 
detection of an item as the items move through the plurality 
of regions in a sequence to obtain a pattern represented by 
one or more video parameters. The pattern thus represents 
video events of items that moved through the regions during 
all or part of a transaction. The transaction monitor 32 can 
obtain transaction data 330 identifying items detected by the 
transaction terminal 34 during the portion of the transaction 
that corresponds to the video data that is analyZed, and can 
automatically comparing the video parameter to the trans 
action parameter by determining if the pattern representing 
video events of items from all or part of the transaction 
indicates a discrepancy from the transaction data identifying 
items detected by the transaction terminal during all or the 
same part of the transaction. If a discrepancy exists, the 
transaction monitor 32 identi?es the transaction outcome to 
be a suspicious transaction. 

[0050] By having different regions, sequences of different 
detection events can be used to identify existence of an item 
in the video data. In such cases, the transaction monitor 32 
can concurrently compare sets of detection events from 
detectors With the transaction data to identify a discrepancy 
in a number of items processed in the transaction area. For 
example, performing automated video detection of the items 
can include identifying a removal event in an item input 
region 302-1 that indicates the operator 308 has removed an 
item 307 from the item input region 302-1, and can also 
include identifying an introduction event in an item output 
area that indicates an operator has placed an item into the 
item output area. Thus a sequence of events such as removal, 
introduction, removal introduction, and so forth can be 
produced from the video analysis if multiple regions of 
video data are monitored. This sequence can be time syn 
chroniZed With transaction data indicating, for example, 
scans of items, so that a legitimate pattern appears as 
removal, scan, introduction, removal, scan, introduction and 
so forth, Whereas a suspicious pattern might appear as 
removal, scan, introduction, removal, introduction. Notice 
the second scan event is not present, indicating a potential 
fraudulent or otherWise suspicious activity. By applying an 
automated machine-based video analysis technique to detect 
a video event of an item associated With the transaction area, 
and by comparing this With transaction data indicating 
transaction events of items associated With the transaction 
area, the transaction monitor 32 can determining if the video 
event is not identi?ed as a transaction event in the transac 

tion data, and in response, can identify a speci?c segment 
328 of the video data that indicates Where the video event 
not identi?ed as a transaction event exists. 

[0051] As shoWn in FIG. 1, once suspicious activity is 
identi?ed, the transaction monitor 32 can identify and trans 
mit the speci?c segment of video data that indicates Where 
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the video event that is not identi?ed as a transaction event 
exists (i.e. in the video clip 328) to a revieWer to revieW the 
segment of video data 328 to revieW the suspicious activity 
of an operator With respect to purchase of items during the 
transaction. 

[0052] In one con?guration, the system disclosed herein 
provides an approach of actual counting of items or item 
detection events and is a more robust and accurate method 
of identifying incidents of items being passed through the 
transaction Without being scanned. The system is unaffected 
by scan delays and since the system can determine that more 
items Were part of a transaction than Were scanned, the 
system can serve as a very clear indicator that theft or error 

on behalf of the operator has occurred. 

[0053] Another kind of error, independent of item detec 
tion comparisons, is the misidenti?cation of items. This may 
be due to fraud such as “ticket or label sWitching” Where the 
barcode code or other item identity 310 may be overlaid With 
a bar code from lesser-priced item or “discounting” Where 
the operator 308 intentionally manually enters a code or item 
identity into the transaction terminal 34 for a lesser priced 
item. In one con?guration, the system disclosed herein 
provides an approach of isolating the item images for 
comparison directly from video of typically performed 
transactions. In such con?gurations, the transaction monitor 
32 can perform image comparison to determine if an image 
of an item associated a detection event (eg an event 
indicating presence of an item in video data) substantially 
matches a previously stored image of an item. If the images 
do not substantially match, the transaction monitor 32 can 
identify the transaction as potentially including a label 
sWitching event indicating potential suspicious activity. 
Because this approach alloWs the operator 308 to handle the 
item 307 normally, it does not require alteration of the 
manner in Which transactions are typically performed. The 
system also does not impact or sloW doWn the operator’s 
performance of the transaction. This is of particular impor 
tance to professional operators as they are assessed on their 
speed of performance. Because the operator is not asked to 
alter his or her behavior, the system can be put in place to 
detect dishonest employees Without their knoWledge that 
anything neW has been put in place. 

[0054] Discussed beloW are a series of How charts of 
various embodiments disclosed herein. It is to be understood 
that these are example embodiments provided to illustrate 
certain operations of certain con?gurations, and are not 
intended to cover all variations of the system disclosed 
herein. 

[0055] FIG. 2 is a How chart of operation of one con?gu 
ration of processing of the transaction monitor 32 to detect 
pass-through activity Within the transaction area. In this 
example con?guration, the transaction monitor 32 obtains 
video data originating from at least one video camera that 
monitors a transaction area 301. The video clip 2 from video 
data 320 for at least a portion of one transaction and the 
corresponding transaction data 8 (from transaction data 330 
in FIG. 1) for that transaction are analyZed to track items 307 
involved in the transaction in the transaction area 301. Any 
time span of video data 320 and corresponding transaction 
data 330 may be handled (i.e., a portion of or more than one 
transaction), but for the sake of clarity and simplicity, this 
example Will discuss one transaction being handled at a 
time. 




























