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(57) ABSTRACT 

A data copyright management system comprises a database 
for storing original data, a key control center for managing 
crypt keys, copyright management center for managing data 
copyrights, and a communication network for connecting 
these sections. Data supplied from the database to users is 
encrypted and distributed. The users decrypts the encrypted 
data by crypt keys obtained from the key control center or 
copyright management center. To supply data to users, there 
are the following tWo methods: a one-Way supplying of 
encrypted data to users by means of broadcasting or the like; 
and tWo-Way supplying of encrypted data to users corre 
sponding to users’ requests. A crypt key system used for 
encrypting data uses a secret-key cryptosystem, a public-key 
cryptosystem or a cryptosystem combining a secret-key and 
a public-key and further uses a copyright control program to 
control data copyrights. When a user stores, copies, or 
transfers data, the data is encrypted by a crypt key different 
from a crypt key used for supplying the data. The former 
crypt key is supplied from the key control center or from the 
copyright management center, or generated by the copyright 
control program. The present invention can be applied to a 
data copyright management system for using not only single 
data but also a plurality of data supplied from a single 
database or a plurality of data supplied from a plurality of 
databases. Further, an apparatus to be used by the user to 
perform data copyright management is proposed. 
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DATA COPYRIGHT MANAGEMENT SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This patent is a continuation of US. patent appli 
cation Ser. No. 09/476,334, titled “Data Copyright Manage 
ment System,” ?led Jan. 3, 2000 by Makoto Saito, Which is 
a continuation of US. patent application Ser. No. 08/536, 
747, titled “Data Copyright Management System,” ?led Sep. 
29, 1995 by Makoto Saito, now US. Pat. No. 6,069,952. All 
of the foregoing are assigned to the assignee of the present 
application. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to a system for man 
aging copyrights for using, storing, copying, editing, or 
transferring digital data, particularly in multimedia applica 
tions. 

[0004] 2. BackgroundArt 

[0005] In the information-oriented society of today, data 
base systems are becoming Wide spread in Which it is 
possible to use various types of data, stored independently in 
each computer in the past, by connecting computers via 
communication lines. 

[0006] In such a database system, the information handled 
up to this point has been conventionally coded information 
that can be processed by a computer, and that contains a 
relatively small amount of information and monochrome 
binary data, such as facsimile information at most. It is not 
possible to handle data containing a relatively large amount 
of information, such as data for natural pictures or anima 
tion. 

[0007] With the rapid progress of digital processing tech 
nique for various electric signals, a technique is under 
development for digital processing of picture signals other 
than binary data, handled only as analog signals in the past. 

[0008] By digitiZing the picture signal, it is possible to 
handle a picture signal, e.g., a television signal, by a 
computer. “Multimedia systems” is an emerging technology 
of the future capable of simultaneously handling the data 
handled by computers and digitiZed picture data. 

[0009] Because picture data contains an overWhelmingly 
large amount of information compared With character data 
and audio data, it is dif?cult to store or transfer or process the 
picture data by computer. For this reason, techniques for 
compressing or expanding picture data have been devel 
oped. Further, several standards for compression/expansion 
of picture data have been established. For example, the 
folloWing standards have been established as common stan 
dards: JPEG point Photographic image coding Experts 
Group) standards for still pictures, H.261 standards for video 
conferences, MPEG1 (Moving Picture image coding 
Experts Group 1) standards for picture accumulation, and 
MPEG2 standards for current television broadcasting and 
high de?nition television broadcasting. By using these neW 
techniques, it is noW possible to transmit digital picture data 
in real time. 

[0010] For analog data, Which has been Widely used in the 
past, the control of copyrights during processing has not 
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been an important issue because the quality of the analog 
data deteriorates each time the data is stored, copied, edited, 
or transferred, the editing of a copyright produced due to the 
above operation has not been a large problem. HoWever, the 
quality of digital data does not deteriorate When the data is 
repeatedly stored, copied, edited, or transferred. Therefore, 
the management and control of copyrights during processing 
of digital data is an important issue. 

[0011] Up to noW, there has been no adequate method for 
management and control of copyrights for digital data. It has 
been managed and controlled merely by copyright laW or by 
contracts. In copyright laW, only compensation for digital 
sound or picture recording devices has been prescribed. 

[0012] It is possible not only to refer to the content of a 
database, but also to effectively utiliZe the data obtained 
from the database by storing, copying, or editing the data, 
and also transferring the edited data to the database With the 
edited data registered as neW data. Further, it is possible to 
transfer edited data to other persons via a communication 
link or by a proper recording medium. 

[0013] In a conventional database system, only character 
data is handled. HoWever, in multimedia systems, sound 
data and picture data originally generated as analog data, are 
digitiZed and used as part of the database in addition to the 
other data in the database such as character data. 

[0014] Under such circumstances, it is an important ques 
tion to determine hoW to handle copyrights of the data in the 
database. HoWever, there are no means in the prior art for 
copyright management and control of such actions as copy 
ing, editing, transferring, etc. of data. 

[0015] The inventors of the present invention proposed a 
system for copyright management, Wherein a permit key is 
obtained from a key control center via a public telephone 
line in Japanese Patent Laid-Open No. 46419/ 1994 and 
Japanese Patent Laid-Open No. 141004/ 1994. Japanese 
Patent Laid-pen No. l329l6/l 994 to the same inventors also 
discusses an apparatus for copyright management and con 
trol. 

[0016] The database copyright management system of the 
prior applications use one or any combination of the copy 
right control program, the copyright information, and the 
copyright control message in addition to a permit key 
corresponding to a request. 

[0017] The copyright control message is displayed on a 
screen and advises or Warns the user if the data is utiliZed in 
a manner inconsistent With the user’s request permission. 
The copyright control program Watches and controls data 
use so that the data is not utiliZed beyond the conditions of 
the user’s request or permission. 

[0018] The copyright control program, the copyright 
information and the copyright control message are supplied 
together With a permit key in some cases, but they may be 
supplied With data in other cases. It is also possible to supply 
a part of them together With the permit key, and to supply the 
other part With the data. 

[0019] For the data, the permit key, the copyright control 
message, the copyright information, or the copyright control 
program, there are the folloWing three cases: they are 
transmitted in encrypted form and decrypted upon use; they 
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are transmitted in encrypted form and decrypted only When 
they are displayed; or they not encrypted at all. 

SUMMARY OF THE INVENTION 

[0020] The present invention provides a data copyright 
management system comprising a database for storing origi 
nal data, a key control center for managing a crypt key, a 
copyright management center for managing a data copyright 
A communication netWork is provided to connect the data 
base, the key control center, and the copyright management 
center, Wherein data from the database is encrypted and the 
user decrypts the data With a crypt key obtained from the key 
control center or the copyright management center. 

[0021] For supplying data to a user, there are the following 
tWo methods: a one-Way communication of encrypted data 
to the user such as by broadcasting; and a tWo-Way com 
munication of encrypted data to the user in accordance With 
the user’s request. 

[0022] Different schemes are available for a cryptographic 
system: a secret-key cryptosystem, a public-key cryptosys 
tem, or a system combining a secret-key and a public-key. A 
cryptographic system further uses a copyright control pro 
gram for managing data copyrights. 

[0023] When a user stores, copies, or transmits data, the 
data is encrypted by a crypt key, Which is obtained from the 
key control center or from the copyright management center, 
or generated by the copyright control program. 

[0024] The present invention can be applied to copyright 
control not only a single data value but also a plurality of 
data values from a single database or a plurality of data 
values supplied from a plurality of databases. Further, an 
apparatus is also proposed for performing data copyright 
management. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] FIG. 1 illustrates a data copyright management 
system for embodiments l, 2, and 3 of the present invention. 

[0026] FIG. 2 illustrates a data copyright management 
system of embodiment 4 of the present invention. 

[0027] FIG. 3 illustrates a data copyright management 
system for embodiments 5, 6, and 7 of the present invention. 

[0028] FIG. 4 illustrates a data copyright management 
system for embodiments 8, 9, l0 and 11 of the present 
invention. 

[0029] FIG. 5 illustrates a data copyright management 
system for embodiments l2 and 13 of the present invention. 

[0030] FIG. 6 is an illustration for data editing. 

[0031] FIG. 7 is an illustration shoWing a digital cash 
system. 

[0032] FIG. 8 illustrates a digital cash system for embodi 
ments l7 and 18 of the present invention. 

[0033] FIG. 9 illustrates a video conference system for 
embodiment 19 of the present invention. 

[0034] FIG. 10 illustrates an embodiment of a user termi 
nal used for the data copyright management system of the 
present invention. 
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DETAILED DESCRIPTION OF THE 
INVENTION 

[0035] The present invention is a database copyright man 
agement system described With respect to multimedia appli 
cations. In the folloWing description, numerous speci?c 
details are set forth to provide a more thorough description 
of the present invention. It Will be apparent, hoWever, to one 
skilled in the art, that the present invention may be practiced 
Without these speci?c details. In other instances, Well knoWn 
features have not been described in detail so as not to 
obscure the present invention. 

[0036] The cryptography system, in general, includes a 
secret-key cryptosystem and a public-key cryptosystem. The 
secret-key cryptosystem is a cryptosystem in Which the same 
crypt key is used for encryption and decryption. Although 
this cryptosystem requires relatively shorter time for encryp 
tion or decryption, once the secret-key is knoWn, the cryp 
tion can be cryptanalyZed. 

[0037] The public-key cryptosystem is a cryptosystem 
Which provides tWo keys: a key for encryption open to the 
public as a public-key and a key for decryption not open to 
the public. The key for encryption is referred to as a public 
key and the key for decryption is referred to as a private key. 
A party transferring information encrypts the information 
With a public-key of a receiving party and the receiving party 
decrypts the information With a private-key. While this 
cryptosystem requires relatively longer time for encryption 
or decryption, the private-key is hard to ?nd and it is very 
dif?cult to cryptanalyZe the cryption. 

[0038] In the cryptography, the encryption of a plaintext M 
With a crypt key K to obtain a cryptogram C is expressed as 

and the decryption of the cryptogram C With the crypto 
graphic key K to obtain the plaintext M is expressed as 

[0039] The cryptosystem used for the present invention 
uses a secret-key cryptosystem in Which the same secret-key 
Ks is used for encryption and decryption, and a public-key 
cryptosystem in Which a public-key Kb is used for encryp 
tion of a plaintext and a private-key Kv is used for decryp 
tion of a cryptogram. 

[0040] In Japanese Patent Application No. 64889/1994, 
the present inventors proposed a copyright management 
method for primary utiliZation of digital data such as display 
(including sound) or storage of the digital data in a database 
system including real-time transmission of a digital picture 
as Well as secondary utiliZation of the digital data such as 
copying, editing, or transferring of the digital data. 

[0041] The present invention applies the data copyright 
management method proposed in the Japanese Patent Appli 
cation No. 64889/1994 to provide a data copyright manage 
ment system. 

Embodiment l 

[0042] FIG. 1 shoWs the ?rst embodiment of the data 
copyright management system of the present invention. The 
?rst embodiment uses the secret-key system as a cryptosys 
tem. 
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[0043] The embodiment of FIG. 1 comprises database 1 in 
Which text data, binary data serving as a computer graphic 
display or a computer program, digital audio data, and 
digital picture data are stored in encrypted form, space 
satellite 2 such as a communications satellite or a broad 

casting satellite, data recorder 3 such as a CD-ROM or a 
?exible disk, communication netWork 8 such as a public 
telephone line offered by a communication enterprise or a 
CATV (cable TV) line offered by a cable television enter 
prise, primary user terminal 4, key control center 9 for 
managing a secret-key, and copyright management center 10 
for managing data copyrights. 

[0044] Reference numerals 5, 6, and 7 represent a second 
ary user terminal, a tertiary user terminal, and n-order user 
terminal respectively, and 11, 12, and 13 represent a sec 
ondary disk, tertiary disk, and n-order disk serving as a 
recording medium such as a ?exible disk or CD-ROM 
respectively. The symbol “n” represents an optional integer. 
When “n” is larger than 4, a corresponding user terminal and 
a corresponding disk are arranged betWeen tertiary user 
terminal 6 and the n-order user terminal 7 and betWeen the 
tertiary disk 12 and the n-order disk 13 respectively. 

[0045] In the above arrangement, database 1, key control 
center 9, copyright management center 10, primary user 
terminal 4, secondary user terminal 5, tertiary user terminal 
6, and n-order user terminal 7 are connected to communi 
cation netWork 8. 

[0046] In FIG. 1, the broken line indicates encrypted data 
How, the solid line indicates requests from each user termi 
nal, and the one-dot chain line indicates authorization infor 
mation corresponding to a utiliZation request and a secret 
key are transferred. 

[0047] When the user is entered in the system, a database 
utiliZation software is given to the user. The database 
utiliZation softWare includes not only normal communica 
tion softWare such as a data communication protocol but 
also a program for running a copyright control program. 

[0048] Original data M0 such as text data, binary data as 
a computer graphic display or computer program, digital 
audio data, or digital picture data stored in database 1 or data 
recording medium 3 is one-Way supplied to primary user 
terminal 4 via the satellite 2 or recording medium 3. In this 
case, the data is encrypted With a ?rst secret-key Ks1: 

[0049] Even if data is offered free of charge to public, it is 
necessary to encrypt the data in order to protect the copy 
right. 

[0050] Japanese Patent Application No. 64889/1994 dis 
closes that the data utiliZation includes not only displaying 
of data but also storing, editing, copying, and transferring of 
the data, and that a use permit key is prepared for one or 
several forms of use and its management is executed by the 
copyright control program. It is further described in the 
Japanese application that data is encrypted again by the 
copyright control program for storing, copying, editing and 
transferring of the data other than display and edit opera 
tions. Thus, the data is encrypted for distribution, and 
decrypting is performed only When for display or edit 
operations in a user terminal With a copyright handling 
capability. 
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[0051] This embodiment applies the method described 
above in the prior application. 

[0052] A primary user Who desires primary utiliZation of 
the encrypted data Cm0ks1 makes a request by sending the 
original data name or the original data number to key 
management center 9 via communication netWork 8 from 
primary user terminal 4. In this case, the primary user must 
present information Iu for primary user to key management 
center 9. 

[0053] Key management center 9 receiving the primary 
utiliZation request from primary user terminal 4 transfers the 
?rst secret-key Ks1 for decrypting the encrypted original 
data Cm0ks1 obtained from database 1 by the primary user 
and the second secret-key Ks2 for re-encrypting the 
decrypted original data M0 or edited data M1 from the 
original data, together With a copyright control program P 
via communication netWork 8 to primary user terminal 4. 

[0054] In primary user terminal 4 receiving the ?rst secret 
key Ks1 as a decryption key and the second secret-key Ks2 
as an encryption/decryption key, the encrypted original data 
Cm0ks1 is decrypted by using the copyright control program 
P and the ?rst secret-key Ks1 to use the decrypted original 
data M0 directly or data M1 as edited. 

[0055] When the data M, Which can be the original data 
M0 or edited data M1, is stored in a memory or a built-in 
hard disk drive of primary user terminal 4, only the primary 
user can use the data. HoWever, When the data M is copied 
to external recording medium 11 such as a ?exible disk or 
transmitted to secondary user terminal 5 via communication 
netWork 8, a copyright problem due to secondary utiliZation 
might occur. 

[0056] When the original data M0 obtained by a primary 
user is directly copied and supplied to a secondary user, the 
copyright of the primary user is not affected on the data M0 
because the original data M0 is not modi?ed at all. HoWever, 
When the primary user produces neW data M1 by editing the 
obtained data or by using other methods such as combining 
With other data, the copyright of the primary user, i.e., 
secondary exploitation right for secondary utiliZation of 
original data, is affected on the data M1. 

[0057] Similarly, When a secondary user produces neW 
data M2 by editing the original data M0 or edited data M1 
obtained from the primary user by methods such as com 
bining With other data, the copyright of the secondary user; 
i.e., secondary exploitation right on the secondary user is 
also effected. 

[0058] In this embodiment, in order to protect the copy 
rights, the data M is encrypted by the second secret-key Ks2 
using the copyright control program P When the data M is 
stored, copied, or transferred. Thereafter, in primary user 
terminal 4, the data M is decrypted and encrypted by the 
second secret-key Ks2: 

[0059] It is also possible to limit the number of repeated 
operations by the copyright control program. 

[0060] When the data M is copied to external recording 
medium 11 or transmitted via communication netWork 8, the 
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?rst secret-key Ks1 and the second secret-key Ks2 in 
primary user terminal 4 are disused by the copyright control 
program P. Therefore, in order to reuse the data M, the 
primary user needs to request for utilization of the data M to 
key control center 9 to reobtain the second secret-key Ks2. 

[0061] If the user receives the regrant of the second 
secret-key Ks2, that represents secondary utiliZation of data 
in Which the data M has been copied to external recording 
medium 11 or transmitted to secondary user terminal 5 via 
communication netWork 8. Therefore, the fact is registered 
in copyright management center 10 from key control center 
9 and subsequent secondary utiliZation comes possible. 

[0062] The data M is moved from primary user terminal 4 
to secondary user terminal 5 by external recording medium 
11 or communication netWork 8. When the data M is copied 
to external recording medium 11 or transmitted via commu 
nication netWork 8, it is encrypted by the second secret-key 
Ks2. 

[0063] When the data M is copied to external recording 
medium 11 and transmitted via communication netWork 8, 
the ?rst secret-key Ks1 and the second secret-key Ks2 in 
primary user terminal 4 are disused. In this case, uncrypted 
primary user information Iu1 is added to the encrypted data 
Cmks2 stored in primary user terminal 4 and When the 
encrypted data Cmks2 is transmitted to a secondary user, the 
primary user information Iu1 is also transferred. 

[0064] A secondary user Who desires secondary utilization 
of the encrypted data Cmks2 copied or transmitted from a 
primary user must present original data name or data number 
to copyright management center 10 via communication 
netWork 8 by secondary user terminal 5 and also present the 
secondary user information Iu2 to request secondary utili 
Zation of the data Cmks2 to the center 10. In this case, the 
secondary user further presents the uncrypted primary user 
information Iu1 added to the encrypted data Cmks2 in order 
to clarify the relationship With the primary user. 

[0065] Copyright management center 10 con?rms that the 
primary user has received a regrant of the second secret-key 
Ks2 for secondary utiliZation of the data, in accordance With 
the presented primary user information Iu1. Copyright man 
agement center 10, then, transfers the second secret-key Ks2 
serving as a decryption key and the third secret-key Ks3 
serving as an encryption/decryption key to secondary user 
terminal 5 via communication netWork 8. 

[0066] In secondary user terminal 5 receiving the second 
secret-key Ks2 and the third secret-key Ks3, the encrypted 
data Cmks2 is decrypted using the second secret-key Ks2 by 
the copyright control program P 

and is secondarily utiliZed for display or edit operations. 

[0067] In this embodiment, key control center 9 processes 
a primary utiliZation requests and copyright management 
center 10 processes a secondary utiliZation requests. While 
the data M supplied to a primary user is encrypted by the ?rst 
secret-key Ks1, the data M supplied to a secondary user is 
encrypted by the second secret-key Ks2. Further, the ?rst 
secret-key Ks1 and the second secret-key Ks2 are trans 
ferred to the primary user as crypt keys from key control 
center 9. 
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[0068] Therefore, if the secondary user, instead of the 
primary user, falsely makes a request for primary utiliZation 
to key control center 9, the ?rst secret-key Ks1 for decryp 
tion and the second secret-key Ks2 for encryption/decryp 
tion are transferred to the secondary user. HoWever, the 
secondary user cannot decrypt the encrypted data Cmks2 by 
using the ?rst secret-key Ks1 transferred as a decryption key. 

[0069] Therefore, it is impossible to falsely request for 
data utiliZation and as a result, not only the original copy 
right of data but also the copyright of the primary user on the 
data are protected. 

[0070] When storing, copying, or transferring of the data 
M other than displaying and displaying for editing is per 
formed in secondary user terminal 5, the data M is encrypted 
using the third secret-key Ks3 by the copyright control 
program P and thereafter, the data is decrypted and 
encrypted by the third secret-key Ks3: 

[0071] Further, it is free in principle that a secondary user 
displays and edits data to obtain the edited data M2. In this 
case, it is possible to limit the repetitions of the operation by 
the copyright control program P. 

[0072] When the data M is copied to external recording 
medium 12 or transmitted via communication netWork 8, the 
second secret-key Ks2 and the third secret-key Ks3 in 
secondary user terminal 5 are disused by the copyright 
control program P. Therefore, in order to reuse the data M, 
the secondary user makes a request for the utiliZation of the 
data to copyright management center 10 to reobtain the third 
secret-key Ks3. 

[0073] The fact that the secondary user receives a regrant 
of the third secret-key Ks3 represents secondary utiliZation 
of data in Which the data M has been copied to external 
recording medium 12 or transmitted to tertiary user terminal 
6 via communication netWork 8. Therefore, the fact is 
entered in copyright management center 10 and alloWs the 
secondary user for further data use. 

[0074] The data M is moved from secondary user terminal 
5 to tertiary user terminal 6 by external recording medium 12 
or by communication netWork 8. When the data M is copied 
to external recording medium 12 or transmitted via com 
munication netWork 8, it is encrypted by the third secret-key 
Ks3. 

[0075] When the data M is copied to external recording 
medium 12 or transmitted to tertiary user terminal 6 via 
communication netWork 8, the second secret-key Ks2 and 
the third secret-key Ks3 in secondary user terminal 5 are 
disused. In this case, the uncrypted secondary user informa 
tion Iu2 is added to the encrypted data Cmks3 stored in 
secondary user terminal 5, and When the encrypted data 
Cmks3 is transmitted to a tertiary user, the secondary user 
information Iu2 is also transferred. 

[0076] For adding user information to data, there are the 
folloWing tWo cases: every information is added to data 
Whenever it is copied or transmitted; and the history updated 
Whenever the data is copied or transmitted is stored in the 
copyright management center. 

[0077] A tertiary user Who desires tertiary utiliZation of the 
encrypted data Cmks3 copied or transmitted from the sec 
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ondary user must present original data name or number to 
copyright management center 10 from a tertiary user termi 
nal 6 via communication netWork 8 together With the tertiary 
user information Iu3 to request tertiary utilization of the 
data. In this case, the tertiary user further presents the 
uncrypted secondary user information Iu2 added to the 
encrypted data Cmks3 in order to shoW the relationship With 
the secondary user. 

[0078] Copyright management center 10 con?rms that the 
secondary user has received a regrant of the third secret-key 
Ks3 for tertiary utilization of the data, in accordance With the 
presented secondary user information Iu2. Copyright man 
agement center 10, then, transfers the third secret-key Ks3 
serving as a decryption key and the fourth secret-key Ks4 
serving as an encryption/decryption key to tertiary user 
terminal 6 via communication netWork 8. 

[0079] In tertiary user terminal 6 receiving the third secret 
key Ks3 and the fourth secret-key Ks4, the encrypted data 
Cmks3 is decrypted using the third secret-key Ks3 by the 
copyright control program P 

and is tertiarily utilized for operations such as display or 
edit. 

[0080] In this embodiment, the data M supplied to a 
primary user is encrypted by the ?rst secret-key Ks1 and the 
data M supplied to a secondary user is encrypted by the 
second secret-key Ks2, and the data M supplied to a tertiary 
user is encrypted by the third secret-key Ks3. 

[0081] Therefore, if the tertiary user, instead of the pri 
mary user, falsely sends a request for primary utilization to 
key control center 9, the ?rst secret-key Ks1 for decryption 
and the second secret-key Ks2 for encryption/decryption are 
transferred to the tertiary user. HoWever, it is impossible to 
decrypt the encrypted data Cmks3 by the ?rst secret-key Ks1 
transferred as a decryption key. Further, if the tertiary user, 
instead of the secondary user, falsely sends a request for 
secondary utilization to key control center 9, the second 
secret-key Ks2 and the third secret-key Ks3 are transferred 
to the tertiary user as a decryption key and an encryption/ 
decryption key respectively. HoWever, it is impossible to 
decrypt the encrypted data CmKs3 by the second secret-key 
Ks2 transferred as a decryption key. 

[0082] Therefore, it is impossible to falsely request data 
utilization. As a result, not only the original copyright of the 
data but also the copyrights of the primary and secondary 
users on the data are protected. 

[0083] The same procedure is applied to quaternary and 
subsequent utilization. 

[0084] In the above described embodiment, database 1, 
key control center 9, and copyright management center 10 
are separately arranged. HoWever, it is not alWays necessary 
to arrange them separately. It is also possible to arrange all 
of or tWo of them integrally. 

[0085] Further, it is also possible to send a request for a 
regrant of a secondary crypt key from the primary user to 
copyright management center 10 instead of to key control 
center 9 as described in the above embodiment. 
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Embodiment 2 

[0086] Though the structure of this embodiment is mostly 
the same as that of the embodiment l, a copyright control 
program and, if required, ?rst and second secret-keys are 
encrypted and supplied. 

[0087] Also in the case of this embodiment, similarly to 
the case of the ?rst embodiment, original data is encrypted 
and supplied in a one-Way communication to a user from a 
single database and the user selects desired data out of the 
original data. 

[0088] Because the system structure used for the second 
embodiment is the same as that of embodiment 1 shown in 
FIG. 1, description of the system structure is omitted. 

[0089] In this embodiment, the original data M0 stored in 
database 1 is supplied in a one-Way communication to 
primary user terminal 4 via the satellite 2, recording medium 
3, or communication netWork 8. The data M0 is encrypted 
by the ?rst secret-key Ks1: 

[0090] A primary user Who desires primary utilization of 
the supplied encrypted data Cm0ks1 sends a request for the 
primary utilization of the encrypted original data Cm0ks1 to 
key control center 9 by using primary user terminal 4 and 
presenting an original data name or an original data number 
via communication netWork 8. In this case, the primary user 
must present the primary user information Iu1 to key control 
center 9. 

[0091] The key management 9 receiving the request of the 
primary utilization of the encrypted original data Cm0ks1 
generates a secret-key Ksu1 unique to the primary user using 
the primary user information Iu1 and transfers it to copyright 
management center 10. 

[0092] Copyright management center 10 receives the 
secret-key Ksu1 and encrypts the copyright control program 
P by using the secret-key Ksu1 Which is unique to the 
primary user. 

Copyright management center 10 transfers the encrypted 
copyright control program Cpksu1 to key control center 9. 
The encrypted copyright control program Cpksu1 thus gen 
erated is unique to the primary user. 

[0093] Key control center 9 transfers the ?rst secret-key 
Ks1 for decryption and the second secret-key Ks2 for 
decryption/encryption to primary user terminal 4 via com 
munication netWork 8, together With the encrypted copyright 
control program Cpksu1 received from copyright manage 
ment center 10. 

[0094] In primary user terminal 4 receiving the encrypted 
copyright control program Cpksu1, ?rst secret-key Ks1, and 
second secret-key Ks2, database system softWare S previ 
ously distributed generates a primary user unique secret-key 
Ksu1 in accordance With the primary user information Iu1: 

[0095] An encrypted copyright control program Cpksu1 is 
decrypted by the generated primary user unique secret-key 
Ksu1: 
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the encrypted original data Cm0ks1 is decrypted by the ?rst 
secret-key Ks1 using the copyright control program P: 

and the decrypted original data M0 directly or edited data 
M1 is used. 

[0096] When the data M such as the original data M0 or 
edited data M1 is stored, copied, or transferred, it is 
encrypted by the copyright control program P using the 
secret-key Ks2, and thereafter the data M is decrypted and 
encrypted in primary user terminal 4 by the second secret 
key Ks2: 

[0097] When the data M is copied to external recording 
medium 11 or the data is transmitted via communication 
network 8, the ?rst secret-key Ks1 and the second secret-key 
Ks2 in primary user terminal 4 are disused by the copyright 
control program P. Therefore, When the primary user uses 
the data M again, the user sends a request for utilization of 
the data M to key control center 9 to reobtain the second 
secret-key Ks2. 

[0098] The fact that the primary user receives a regrant of 
the second secret-key Ks2 represents secondary utilization 
of data in Which the data M has been copied to external 
recording medium 11 or transmitted to secondary user 
terminal 5 via communication network 8. Therefore, this is 
entered in copyright management center 10 from key control 
center 9 and thereafter, secondary utilization of the data can 
be made. 

[0099] The data M is moved from primary user terminal 4 
to secondary user terminal 5 by external recording medium 
11 or by communication netWork 8. 

[0100] When the data M is copied to external recording 
medium 11 or transmitted via communication netWork 8, it 
is encrypted by the second secret-key Ks2. 

[0101] When the data M is copied to external recording 
medium 11 or transmitted via communication netWork 8, the 
?rst secret-key Ks1 and the second secret-key Ks2 in 
primary user terminal 4 are disused. In this case, the 
uncrypted information Iu1 on a primary user is added to the 
encrypted data Cmks2 stored in primary user terminal 4. 
Therefore, When the encrypted data Cmks2 is transmitted to 
a secondary user, the primary user information Iu1 is also 
transferred to the user. 

[0102] A secondary user Who desires secondary utilization 
of the encrypted data Cmks2 copied or transmitted from the 
primary user must designate a data name or number added 
to the original data to copyright management center 10 via 
communication netWork 8 by secondary user terminal 5 and 
also present a secondary user information Iu2 to request for 
the secondary utilization of the data to the center 10. In this 
case, the secondary user further presents the uncrypted 
primary user information Iu1 added to the encrypted data 
Cmks2 in order to clarify the relationship With the primary 
user. 

[0103] Copyright management center 10 con?rms that the 
primary user has received a regrant of the secondary secret 
key Ks2 for secondary-utilizing the data in accordance With 
the presented primary user information Iu1 and then, gen 
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erates a secret-key Ksu2 unique to the secondary user in 
accordance With the presented secondary user information 
Iu2. 

[0104] Copyright management center 10 encrypts the 
copyright control program P by the secondary user unique 
secret-key Ksu2 

and transfers the encrypted copyright control program 
Cpksu2, second secret-key Ks2 serving as a decryption key, 
and third secret-key Ks3 serving as an encryption/decryption 
key via communication netWork 8 to secondary user termi 
nal 5. 

[0105] Further, the information Iu1 for a primary user may 
be added to the encrypted copyright control program 
Cpksu2. 
[0106] In secondary user terminal 5 receiving the second 
secret-key Ks2 and the third secret-key Ks3, database uti 
lization softWare generates a secondary user unique secret 
key Ksu2 in accordance With the secondary user information 
Iu2 

and an encrypted copyright control program Cpksu2 by the 
generated secondary user unique secret-key Ksu2 

the encrypted original data Cmks2 is decrypted by the 
second secret-key Ks2 using the decrypted copyright control 
program P 

M=D(Ks2, Cmks2), 

and the decrypted data M directly or by editing it is used. 

[0107] Thus, by generating a crypt key unique to a user in 
accordance With the information of the user requests for 
utilization, and encrypting a copyright control program by 
the generated user unique crypt key, the security of a data 
copyright management system is improved. 

[0108] Further, by encrypting each secret-key to be sup 
plied to a user, using the user unique crypt key, the security 
of the data copyright management system can be further 
improved. 

Embodiment 3 

[0109] As still another method for solving the copyright 
problem caused When the data M is copied to external 
recording medium 11 or transmitted via communication 
netWork 8 in the system shoWn in FIG. 1, it is possible to 
limit the primary utilization request by a user of primary user 
terminal 4 to only for permits of displaying, storing and 
editing so that other utilization such as copying and trans 
ferring cannot be authorized except by separate requests, and 
disuse the ?rst secret-key Ks1 and the second secret-key Ks2 
in primary user terminal 4 When the data M is copied to 
external recording medium 11 or transmitted to secondary 
user terminal 5 via communication netWork 8. 

[0110] Thus, it is possible for copyright management 
center 10 to more securely control copy or transfer opera 
tions of the data M. 

Embodiment 4 

[0111] FIG. 2 shoWs a structure of embodiment 4 of the 
data copyright management system of the present invention. 
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In FIG. 1, encrypted data is one-Way supplied via the 
satellite 2, recording medium 3, or communication netWork 
8. In embodiment 2, however, encrypted data is supplied in 
a tWo-Way communication in accordance With a request 
from the primary user 4. 

[0112] This embodiment uses the public-key cryptosystem 
as a crypt key system. It is possible that embodiment 2 can 
be applied for a satellite broadcast, ground Wave broadcast, 
CATV broadcast or a recording medium other than a data 
base as data supply means provided With advertisement 
requiring no charge or encryption. 

[0113] In the system shoWn in FIG. 2 similarly to the 
system shoWn in FIG. 1, reference numeral 1 represents a 
database, 4 represents a primary user terminal, 5 represents 
a secondary user terminal, 6 represents a tertiary user 
terminal, and 7 represents an n-order user terminal. 

[0114] Reference numeral 14 represents a secondary copy 
right management center, 15 represents a tertiary copyright 
management center, 16 represents an n-order copyright 
management center, 8 represents a communication netWork 
such as a public telephone line offered by a communication 
enterprise or a CATV line offered by a cable television 
enterprise. 
[0115] In the above arrangement, database 1, primary user 
terminal 4, secondary user terminal 5, tertiary user terminal 
6, n-order user terminal 7, secondary copyright management 
center 14, tertiary copyright management center 15, and 
n-order copyright management center 16 are connected to 
communication netWork 8. They can also be connected to 
each other. 

[0116] In FIG. 2, the broken line represents a path for 
encrypted data, the solid line represents a path of requests 
from each user terminal, the one-dot chain line represents a 
path through Which authoriZation information sent from 
each database corresponding to a utiliZation request and a 
crypt key are transferred, and a tWo-dot chain line represents 
a path through Which copyright information is transferred 
from the database or each copyright management center 
database to a next-order copyright management center data 
base. 

[0117] Each user Who uses this system is previously 
entered in a database system and in this time, database 
utiliZation softWare is provided to the user. The database 
utiliZation softWare includes a program for decrypting an 
encrypted copyright control program in addition to normal 
communication softWare such as a data communication 
protocol. 
[0118] To use database 1, a primary user must prepare 
primary-user authentication data Au1, a ?rst public-key 
Kb1, a ?rst private-key Kv1 corresponding to the ?rst 
public-key Kb1, a second public-key Kb2, and a second 
private-key Kv2 corresponding to the second public-key 
Kb2, and accesses database 1 from primary user terminal 4 
via communication netWork 8. 

[0119] Database 1 receives the primary-user authentica 
tion data Au1, ?rst public-key Kb1 and second public-key 
Kb2 from the primary user, con?rms the primary-user 
authentication data Au1, and transfers the con?rmed pri 
mary-user authentication data Au1 to the secondary copy 
right management center 14 as the primary user information 
Iu1. 
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[0120] Database 1 prepares tWo secret-keys, i.e., the ?rst 
secret-key Ks1 and the second secret-key Ks2. The tWo 
secret-keys may be prepared by using key control center 9 
of embodiment 1 shown in FIG. 1. 

[0121] In the prepared ?rst secret-key Ks1 and second 
secret-key Ks2, the second secret-key Ks2 is also previously 
transferred to the copyright management center 14. 

[0122] As the result of the transfers, the primary user 
information Iu1 corresponding to primary utiliZation, origi 
nal copyright information Ic and the second secret-key Ks2 
are stored in the copyright management center 14. In this 
case, the original copyright information Ic is used for 
copyright royalties distribution. 

[0123] When a primary user Who desires data utiliZation 
accesses database 1 from primary user terminal 4, a data 
menu is transferred to him. In this case, information for 
charges may be displayed together With the data menu. 

[0124] When the data menu is transferred, the primary 
user retrieves in the data menu to select the data M. In this 
case, the original copyright information Ic of the selected 
data M is transmitted to the copyright management center 
14. 

[0125] The original data M0 is read out of database 1 in 
accordance With a request of a primary user. The original 
data M0 is then encrypted by the ?rst secret-key Ks1: 

[0126] The encrypted data Cm0ks1 is provided With the 
uncrypted original copyright information Ic. 

[0127] The ?rst secret-key Ks1 is encrypted by the ?rst 
public-key Kb1 and the second secret-key Ks2 is encrypted 
by the second public-key kb2: 

[0128] While the copyright control program P is also 
encrypted by the second public-key Ks2 

the copyright control program P may not be encrypted by the 
second secret-key Ks2, but it may be encrypted by any other 
proper crypt key. 

[0129] The encrypted original data Cm0ks1, encrypted 
copyright control program Cpks2, and tWo encrypted secret 
keys Cks1kb1 and Cks2kb2 are transferred to primary user 
terminal 4 via communication netWork 8, and the user is 
charged for the service, if necessary. 

[0130] It is possible to store the encrypted copyright 
control program Cpks2 in a storage device such as ROM in 
the user terminal 4 instead of being supplied from database 
1. 

[0131] The primary user receiving the encrypted original 
data Cm0ks1, tWo encrypted secret-keys Cks1kb1 and 
Cks2kb2, and encrypted copyright control program Cpks2 
from database 1 decrypts the encrypted ?rst secret-key 
Cks1kb1 by the database utiliZation softWare using the ?rst 
private-key Kv1 corresponding to the ?rst public-key Kb1: 



US 2007/0038575 A1 

and decrypts the encrypted second secret-key Cks2kb2 using 
the second private-key Kv2 corresponding to the second 
public-key Kb2: 

[0132] The primary user decrypts the encrypted copyright 
control program Cpks2 using the decrypted second secret 
key Ks2: 

[0133] Finally, the primary user decrypts the encrypted 
data Cm0ks1 by the decrypted copyright control program P 
using the decrypted ?rst secret-key Ks1: 

and uses the decrypted original data M0 or data M1 as 
edited. 

[0134] As described above, the ?rst private-key Kv1 and 
second private-key Kv2 are crypt keys prepared by the 
primary user, but the keys are not knoWn to others. There 
fore, even if a third party obtains the data M, it is impossible 
to use the encrypted data M by decrypting it. 

[0135] Thereafter, the data M such as the original data M0 
or the edited data M1 is encrypted and decrypted by the 
second secret-key Ks2 for operations such as store, copy, or 
transmit: 

[0136] The decrypted second secret-key Ks2 is thereafter 
used as a crypt key for encrypting/decrypting data for 
storing, copying, or transferring the data. 

[0137] The ?rst private key Kv1 and second private-key 
Kv2, the ?rst secret-key Ks1 and second secret-key Ks2, the 
data M, the copyright control program P, the original copy 
right information lc, and also the original copyright infor 
mation lc and secondary copyright information lc1 for 
information of the primary user and the date and time of edit 
operations by the primary user are stored in primary user 
terminal 4. 

[0138] It is further protected by attaching the copyright 
information lc1 to the data as copyright information label, 
and adding the digital signature. 

[0139] The encrypted data Cmks2 is encrypted before 
distribution. Since the copyright information label provides 
a clue to obtain the second secret-key Ks2 Which is the key 
for decryption, the second secret key Ks2 cannot be obtained 
When the copyright information label is removed from the 
encrypted data Cmks2. 

[0140] When the encrypted data Cmks2 is stored in pri 
mary user terminal 4, the second secret-key Ks2 is stored in 
the terminal 4. HoWever, When the encrypted data Cmks2 is 
not stored in primary user terminal 4 but is copied to the 
recording medium 11 or transmitted to secondary user 
terminal 5 via communication netWork 8, the second secret 
key Ks2 is disused in order to prevent subsequent utiliZation 
of the data in primary user terminal 4. 

[0141] In this case, it is possible to set a limit on the 
number of repeated operations such as copy or transfer of the 
data so that the second secret-key Ks2 is not disused Within 
limited repetitions of copying and transferring of the data. 
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[0142] A primary user Who is going to copy the data M to 
external recording medium 11 or transmit the data M via 
communication netWork 8 must prepare the second secret 
key Ks2 to encrypt the data M by this second secret-key Ks2 
before copying or transferring the data: 

[0143] The uncrypted original copyright information lc 
and primary-user copyright information lc1 are added to the 
encrypted data Cmks2. 

[0144] Before using a database, a secondary user, similar 
to the primary user, prepares authentication data Au2 to 
authenticate the secondary user, a third public-key Kb3 and 
a third private-key Kv3 corresponding to the third public 
key Kb3, a fourth public-key Kb4, and a fourth private-key 
Kv4 corresponding to the fourth public-key Kb4. 

[0145] A secondary user Who desires secondary utiliZation 
of the copied or transmitted encrypted data Cmks2 must 
designate original data name or number to the secondary 
copyright management center 14 to request secondary uti 
liZation to the center 14 from secondary user terminal 5 via 
communication netWork 8. In this case, the secondary user 
also transfers the third public-key Kb3 and the fourth 
public-key Kb4 as Well as the secondary user authentication 
data Au2, original copyright information lc and primary user 
copyright information lc1. 

[0146] The secondary copyright management center 14 
receives the secondary utilization request from the second 
ary user, con?rms the secondary-user authentication data 
Au2, and transfers con?rmed secondary-user authentication 
data Au2 to the tertiary copyright management center 15 as 
secondary user information. 

[0147] When the secondary copyright information lc1 of 
the primary user is transferred, the secondary copyright 
information lc1 is con?rmed by the secondary copyright 
center 14. The secondary copyright information lc1 is then 
transferred to the tertiary copyright management center 15. 

[0148] The secondary copyright management center 14 
prepares a third secret-key Ks3. The third secret-key Ks3 
can also be prepared by key control center 9 shoWn in 
embodiment l. 

[0149] The prepared third secret-key Ks3 is transferred to 
and stored in the tertiary copyright management center 15. 

[0150] As the result of the transfers, primary user copy 
right information lc1, primary user information lu1, original 
copyright information lc, secondary user information lu2, 
and third secret-key Ks3 are stored in the tertiary copyright 
management center 15. The primary user copyright infor 
mation lc1, and primary user information lu1 are used for 
copyright royalties distribution. 

[0151] Similarly, copyright information for secondary 
exploitation right lcn-1 of (n-1)-order user, primary user 
information lu1, original copyright information lc, n-order 
user information lun, and n-th secret-key Ksn are stored in 
n-order copyright management center 16. 

[0152] The primary user information lu1, original copy 
right information lc and second secret-key Ks2 are read out 
of the secondary copyright management center 14. The 
original copyright information lc is used for copyright 
royalties distribution. 



US 2007/0038575 A1 

[0153] The second secret-key Ks2 and third secret-key 
Ks3 are then encrypted by the third public-key Kb3 and 
fourth public-key Kb4 of the secondary user respectively: 

[0154] The copyright control program P is encrypted by 
the third secret-key Ks3 and the third secret-key Ks3 is 
encrypted by the fourth public-key Kb4: 

[0155] The encrypted copyright control program Cpks3, 
encrypted second secret-key Cks2kb3, and encrypted third 
secret-key Cks3kb4 are transferred to secondary user termi 
nal 5 via communication netWork 8. In this case, charging is 
performed, if necessary. 

[0156] The secondary user receives tWo encrypted secret 
keys Cks2kb3 and Cks3kb4 and the encrypted copyright 
control program Cpks3 from the secondary copyright man 
agement center 14, decrypts the encrypted second secret-key 
Cks2kb3 by the third private-key Kv3, and decrypts the 
encrypted third secret-key Cks3kb4 by the fourth private 
key Kv4 corresponding to the fourth public-key Kb4, using 
the database utiliZation softWare: 

[0157] The encrypted copyright control program Cpks3 is 
decrypted by the decrypted third secret-key Ks3: 

[0158] Then, the encrypted data Cmks2 is decrypted for 
the decrypted copyright control program P and the decrypted 
second secret-key Ks2: 

[0159] As described above, the third private-key Kv3 and 
the fourth private-key Kv4 are prepared by a secondary user, 
but they are not knoWn to others. Therefore, even if a third 
party obtains the encrypted data Cmks2, it is impossible to 
use the data by decrypting it. 

[0160] In the above described embodiment, database 1, 
secondary copyright management center 14, tertiary copy 
right management center 15, and n-order copyright manage 
ment center 16 are separately arranged in order to avoid the 
congestion of utiliZation requests. HoWever, if the conges 
tion of utiliZation requests is not a critical issue, it is possible 
to combine all or some of these functions into one. 

Embodiment 5 

[0161] FIG. 3 shoWs the system structure of embodiment 
5. In embodiment 5, original data is encrypted and supplied 
in a one-Way communication from a single database and a 
user selects necessary data out of the supplied original data 
to use it. This embodiment uses a secret-key cryptosystem as 
its crypt key system. 

[0162] In FIG. 3, reference numeral 1 represents a data 
base in Which text data, binary data serving as computer 
graphics display or computer program, digital audio data, 
and digital picture data are stored by being encrypted, 2 
represents a space satellite such as a communication satellite 
or a broadcasting satellite, 3 represents a data recording 
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medium such as a CD-ROM or a ?exible disk, 8 represents 
a communication netWork such as a public telephone line 
offered y a communication enterprise or a CATV line offered 
by a cable television enterprise, and 4 represents a primary 
user terminal. Reference numeral 17 represents a copyright 
management center for managing the copyright on data, and 
5, 6, and 7 represent a secondary user terminal, tertiary user 
terminal, and n-order user terminal, respectively. 

[0163] In the above arrangement, database 1, copyright 
management center 17, primary user terminal 4, secondary 
user terminal 5, tertiary user terminal 6 and n-order user 
terminal 7 can be connected With each other by communi 
cation netWork 8. 

[0164] Each user Who uses this system is previously 
entered in the database system, and When entered in the 
system, database utiliZation softWare is given to the user. 
This softWare includes a normal communication softWare 
program such as a data communication protocol. 

[0165] Though the softWare for using the database system 
can be stored in a hard disk in a user terminal, it may be 
stored in a mask ROM, EPROM, or EEPROM in the user 
terminal. 

[0166] In this system, a secret-key generation algorithm is 
stored in a user terminal in order to generate a secret-key 
from the user side. HoWever, because the secret-key gen 
eration algorithm is not alWays secret, it is also possible to 
store the algorithm in the database utilization software 
supplied to a user When the user is entered for database 
utiliZation in the database system. 

[0167] When original data is supplied free of charge 
because it is provided With advertisement, it may not be 
necessary to be encrypted. Even in this case, hoWever, a 
procedure for using a copyright is necessary because the 
data is provided With a copyright. 

[0168] In FIG. 3, the broken line represents a path of 
encrypted data, the solid line represents a path requested 
from each user terminal, and the one-dot chain line repre 
sents a path through Which a crypt key corresponding to a 
utiliZation request is transferred. 

[0169] The original data M0 stored in database 1 or the 
data recording medium 3 is supplied to primary user termi 
nal 4 through a cable transmission via communication 
netWork 8, by broadcast Waves via the satellite 2 or the like, 
or by recording medium 3. The data M0 is encrypted by the 
?rst secret-key Ks1: 

[0170] Similar to embodiments l to 4, in order to protect 
the copyright of the original data Cm0ks1, Which is 
encrypted to be supplied, When store, copy, or transfer 
operations, Which is utiliZation other than display or display 
for editing, are applied to the original data M0 in primary 
user terminal 4, the second secret-key Ks2 is used to encrypt 
the data: 

as disclosed in Japanese Patent Application No. 64889/1994 
Which is the prior application by the inventors of the present 
invention. In the subsequent utiliZation, the original data is 
encrypted/decrypted by the second secret-key Ks2. 












































