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(57) ABSTRACT 
Certain aspects of a method and system for transparent 
transmission control protocol (TCP) o?load With dynamic 
Zero copy sending are disclosed. Aspects of a method may 
include enabling direct memory access of data for a par 
ticular user application directly from a user bulfer to a bulfer 
in a single integrated circuit, for example, a network inter 
face card (NIC), Without copying the data to a kernel buffer, 
based on an occurrence of a number of memory page faults. 
At least one page in the user buffer comprising data for the 
particular user application to be transmitted may be marked 
as a copy-on-Write to prevent modi?cation of contents of the 
bulfer before receipt of at least one acknowledgement 
packet. 
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METHOD AND SYSTEM FOR TRANSPARENT TCP 
OFFLOAD WITH DYNAMIC ZERO COPY 

SENDING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS/INCORPORATION BY 

REFERENCE 

[0001] This patent application makes reference to, claims 
priority to and claims bene?t from US. Provisional Patent 
Application Ser. No. 60/700,544, ?led on Jul. 18, 2005. 

[0002] This application also makes reference to: 

[0003] US. application Ser. No. (Attorney Docket 
No. 17037US02) ?led on even date herewith; 

[0004] US. application Ser. No. (Attorney Docket 
No. 17546US02) ?led on even date hereWith; 

[0005] US. application Ser. No. (Attorney Docket 
No. 17547US02) ?led on even date hereWith; 

[0006] US. application Ser. No. (Attorney Docket 
No. 17553US02) ?led on even date hereWith; 

[0007] US. application Ser. No. (Attorney Docket 
No. 17554US02) ?led on even date hereWith; and 

[0008] US. application Ser. No. (Attorney Docket 
No. 17556US02) ?led on even date hereWith. 

[0009] Each of the above referenced applications is hereby 
incorporated herein by reference in their entirety. 

FIELD OF THE INVENTION 

[0010] Certain embodiments of the invention relate to 
processing of TCP data and related TCP information. More 
speci?cally, certain embodiments of the invention relate to 
a method and system for transparent TCP o?load With 
dynamic Zero copy sending. 

BACKGROUND OF THE INVENTION 

[0011] There are different approaches for reducing the 
processing poWer of TCP/IP stack processing. In a TCP 
O?‘load Engine (TOE), the ol?oading engine performs all or 
most of the TCP processing, presenting to the upper layer a 
stream of data. There may be various disadvantages to this 
approach. The TTOE is tightly coupled With the operating 
system and therefore requires solutions that are dependent 
on the operating system and may require changes in the 
operating system to support it. The TTOE may require a side 
by side stack solution, requiring some kind of manual 
con?guration, either by the application, for example, by 
explicitly specifying a socket address family for accelerated 
connections. The TTOE may also require some kind of 
manual con?guration by an IT administrator, for example, 
by explicitly specifying an IP subnet address for accelerated 
connections to select Which of the TCP ?oWs Will be 
o?loaded and the of?oad engine is very complex as it needs 
to implement TCP packet processing. 

[0012] Large segment of?oad (LSO)/transmit segment 
o?load (TSO) may be utiliZed to reduce the required host 
processing poWer by reducing the transmit packet process 
ing. In this approach the host sends to the NIC, bigger 
transmit units than the maximum transmission unit (MTU) 
and the NIC cuts them to segments according to the MTU. 
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Since part of the host processing is linear to the number of 
transmitted units, this reduces the required host processing 
poWer. While being e?icient in reducing the transmit packet 
processing, LSO does not help With receive packet process 
ing. In addition, for each single large transmit unit sent by 
the host, the host Would receive from the far end multiple 
ACKs, one for each MTU-siZed segment. The multiple 
ACKs require consumption of scarce and expensive band 
Width, thereby reducing throughput and ef?ciency. 

[0013] In large receive o?load (LRO), a stateless receive 
of?oad mechanism, the TCP ?oWs may be split to multiple 
hardWare queues, according to a hash function that guaran 
tees that a speci?c TCP How Would alWays be directed into 
the same hardWare queue. For each hardWare queue, the 
mechanism takes advantage of interrupt coalescing to scan 
the queue and aggregate subsequent packets on the queue 
belonging to the same TCP ?oW into a single large receive 
unit. 

[0014] While this mechanism does not require any addi 
tional hardWare from the NIC besides multiple hardWare 
queues, it may have various performance limitations. For 
example, if the number of ?oWs Were larger than the number 
of hardWare queues, multiple ?oWs Would fall into the same 
queue, resulting in no LRO aggregation for that queue. If the 
number of ?oWs is larger than tWice the number of hardWare 
queues, no LRO aggregation is performed on any of the 
?oWs. The aggregation may be limited to the amount of 
packets available to the host in one interrupt period. If the 
interrupt period is short, and the number of ?oWs is not 
small, the number of packets that are available to the host 
CPU for aggregation on each How may be small, resulting 
in limited or no LRO aggregation, even if the number of 
hardWare queues is large. The LRO aggregation may be 
performed on the host CPU, resulting in additional process 
ing. The driver may deliver to the TCP stack a linked list of 
buffers comprising of a header buffer folloWed by a series of 
data buffers, Which may require more processing than in the 
case Where all the data is contiguously delivered on one 
buffer. 

[0015] Accordingly, the computational poWer of the off 
load engine needs to be very high or at least the system needs 
a very large buffer to compensate for any additional delays 
due to the delayed processing of the out-of-order segments. 
When host memory is used for temporary storage of out 
of-order segments, additional system memory bandWidth 
may be consumed When the previously out-of-order seg 
ments are copied to respective buffers. The additional copy 
ing provides a challenge for present memory subsystems, 
and as a result, these memory subsystems are unable to 
support high rates such as 10 Gbps. 

[0016] In general, one challenge faced by TCP implement 
ers Wishing to design a ?oW-through NIC, is that TCP 
segments may arrive out-of-order With respect to the order 
placed in Which they Were transmitted. This may prevent or 
otherWise hinder the immediate processing of the TCP 
control data and prevent the placing of the data in a user 
buffer. Accordingly, an implementer may be faced With the 
option of dropping out-of-order TCP segments or storing the 
TCP segments locally on the NIC until all the missing 
segments have been received. Once all the TCP segments 
have been received, they may be reordered and processed 
accordingly. In instances Where the TCP segments are 
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dropped or otherwise discarded, the sending side may have 
to re-transmit all the dropped TCP segments and in some 
instances, may result in about a ?fty percent (50%) decrease 
in throughput or bandwidth utiliZation. 

[0017] There are different approaches for reducing the 
processing poWer of TCP/IP stack processing. In a TCP 
O?load Engine (TOE), the ol?oading engine performs all or 
most of the TCP processing, presenting to the upper layer a 
stream of data. There may be various disadvantages to this 
approach. The TOE is tightly coupled With the operating 
system and therefore requires solutions that are dependent 
on the operating system and may require changes in the 
operating system to support it. The TOE may require a side 
by side stack solution, requiring some kind of manual 
con?guration, either by the application, for example, by 
explicitly specifying a socket address family for accelerated 
connections. The TOE may also require some kind of 
manual con?guration by an IT administrator, for example, 
by explicitly specifying an IP subnet address for accelerated 
connections to select Which of the TCP ?oWs Will be 
o?loaded and the of?oad engine is very complex as it needs 
to implement TCP packet processing. 

[0018] Large segment ol?oad (LSO)/transmit segment 
o?load (TSO) may be utiliZed to reduce the required host 
processing poWer by reducing the transmit packet process 
ing. In this approach the host sends to the NIC, bigger 
transmit units than the maximum transmission unit (MTU) 
and the NIC cuts them to segments according to the MTU. 
Since part of the host processing is linear to the number of 
transmitted units, this reduces the required host processing 
poWer. While being efficient in reducing the transmit packet 
processing, LSO does not help With receive packet process 
ing. In addition, for each single large transmit unit sent by 
the host, the host Would receive from the far end multiple 
ACKs, one for each MTU-siZed segment. The multiple 
ACKs require consumption of scarce and expensive band 
Width, thereby reducing throughput and ef?ciency. 

[0019] During conventional TCP processing, each of the 
plurality of TCP segments received Would have to be 
individually processed by a host processor in the host 
system. TCP processing requires extensive CPU processing 
poWer in terms of both protocol processing and data place 
ment on the receiver side. Current processing systems and 
methods involve the transfer of TCP state to a dedicated 
hardWare such as a NIC, Where signi?cant changes to host 
TCP stack and/ or underlying hardWare are required. 

[0020] When the host processor has to perform a read/ 
Write operation, a data bulfer has to be allocated in the user 
space. Aread operation may be utiliZed to copy data from the 
?le into this allocated bulfer. A Write operation may be 
utiliZed to transmit the contents of the bulfer to a netWork. 
The OS kernel has to copy all data from the user space into 
the kernel space. Copy operations are CPU and memory 
bandWidth intensive, limiting system performance. 

[0021] The host processing poWer may be consumed by 
the copying of data betWeen user space and kernel space in 
the TCP/IP stack. Some solutions have been proposed to 
reduce the host processing poWer. For example, utiliZing 
remote direct memory access (RDMA) avoids memory copy 
in both transmit and receive directions. HoWever, this 
requires a neW application programming interface (API), a 
neW Wire protocol, and modi?cations to existing applica 
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tions at both sides of the Wire. A local DMA engine may be 
utiliZed to o?load memory copy in both transmit and receive 
directions. Although a local DMA engine may ol?oad copy 
ing operations from the CPU, it does not relieve the memory 
bandWidth required. The memory bandWidth may be a 
severe bottleneck in high speed netWorking applications as 
platforms are shifting to multiple CPU architectures, With 
multiple cores in each CPU architecture, all sharing the same 
memory. 

[0022] Further limitations and disadvantages of conven 
tional and traditional approaches Will become apparent to 
one of skill in the art, through comparison of such systems 
With some aspects of the present invention as set forth in the 
remainder of the present application With reference to the 
draWings. 

BRIEF SUMMARY OF THE INVENTION 

[0023] A method and/or system for transparent TCP olf 
load With dynamic Zero copy sending, substantially as 
shoWn in and/ or described in connection With at least one of 
the ?gures, as set forth more completely in the claims. 

[0024] These and other advantages, aspects and novel 
features of the present invention, as Well as details of an 
illustrated embodiment thereof, Will be more fully under 
stood from the folloWing description and draWings. 

BRIEF DESCRIPTION OF SEVERAL VIEWS OF 
THE DRAWINGS 

[0025] FIG. 1A is a block diagram of an exemplary system 
for transparent TCP o?load, in accordance With an embodi 
ment of the invention. 

[0026] FIG. 1B is a block diagram of another exemplary 
system for transparent TCP o?load, in accordance With an 
embodiment of the invention. 

[0027] FIG. 1C is an alternative embodiment of an exem 
plary system for transparent TCP o?load, in accordance With 
an embodiment of the invention. 

[0028] FIG. 1D is a block diagram of a system for han 
dling transparent TCP o?load, in accordance With an 
embodiment of the invention. 

[0029] FIG. 2 is a How diagram illustrating copying of 
data for a Write operation in a host CPU system that may be 
utiliZed in connection With an embodiment of the invention. 

[0030] FIG. 3 is a How diagram illustrating transparent 
TCP o?load With dynamic Zero copy sending, in accordance 
With an embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0031] Certain embodiments of the invention may be 
found in a method and system for transparent TCP o?load 
With dynamic Zero copy sending. Aspects of the method and 
system may comprise enabling direct memory access of data 
for a particular user application directly from a user bulfer 
to a bulfer in a single integrated circuit, for example, 
netWork interface card (NIC), Without copying the data to a 
kernel bulfer, based on an occurrence of a number of 
memory page faults. At least one page in the user bulfer 
comprising data for the particular user application to be 
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transmitted may be marked as a copy-on-Write to prevent 
modi?cation of contents of the buffer before receipt of at 
least one acknowledgement packet. After receiving an ACK, 
the copy-on-Write attribute may be removed in order to let 
the application re-use the buffer Without penalty. 

[0032] FIG. 1A is a block diagram ofan exemplary system 
for transparent TCP o?load, in accordance With an embodi 
ment of the invention. Accordingly, the system of FIG. 1A 
may be adapted to handle transparent TCP ol?oad of trans 
mission control protocol (TCP) datagrams or packets. Refer 
ring to FIG. 1A, the system may comprise, for example, a 
CPU 102, a memory controller 104, a host memory 106, a 
host interface 108, netWork subsystem 110 and an Ethernet 
112. The netWork subsystem 110 may comprise, for 
example, a transparent TCP-enabled Ethernet Controller 
(TTEEC) or a transparent TCP ol?oad engine (TTOE) 114. 
The netWork subsystem 110 may comprise, for example, a 
netWork interface card (NIC). The host interface 108 may 
be, for example, a peripheral component interconnect (PCI), 
PCI-X, PCI-Express, ISA, SCSI or other type of bus. The 
memory controller 106 may be coupled to the CPU 104, to 
the memory 106 and to the host interface 108. The host 
interface 108 may be coupled to the netWork subsystem 110 
via the TTEEC/TTOE 114. 

[0033] FIG. 1B is a block diagram of another exemplary 
system for transparent TCP o?load, in accordance With an 
embodiment of the invention. Referring to FIG. 1B, the 
system may comprise, for example, a CPU 102, a host 
memory 106, a dedicated memory 116 and a chip set 118. 
The chip set 118 may comprise, for example, the single 
integrated circuit or netWork subsystem 110 and the memory 
controller 104. The chip set 118 may be coupled to the CPU 
102, to the host memory 106, to the dedicated memory 116 
and to the Ethernet 112. The netWork subsystem 110 of the 
chip set 118 may be coupled to the Ethernet 112. The 
netWork subsystem 110 may comprise, for example, the 
TTEEC/TTOE 114 that may be coupled to the Ethernet 112. 
The netWork subsystem 110 may communicate to the Eth 
ernet 112 via a Wired and/or a Wireless connection, for 
example. The Wireless connection may be a Wireless local 
area netWork (WLAN) connection as supported by the IEEE 
802.11 standards, for example. The netWork subsystem 110 
may also comprise, for example, an on-chip memory 113. 
The dedicated memory 116 may provide buffers for context 
and/or data. 

[0034] The netWork subsystem 110 may comprise a pro 
cessor 111. Although illustrated, for example, as a CPU and 
an Ethernet, the present invention need not be so limited to 
such examples and may employ, for example, any type of 
processor and any type of data link layer or physical media, 
respectively. Accordingly, although illustrated as coupled to 
the Ethernet 112, the TTEEC or the TTOE 114 of FIG. 1A 
may be adapted for any type of data link layer or physical 
media. Furthermore, the present invention also contemplates 
different degrees of integration and separation betWeen the 
components illustrated in FIGS. 1A-B. For example, the 
TTEEC/TTOE 114 may be a separate integrated chip from 
the chip set 118 embedded on a motherboard or may be 
embedded in a NIC. Similarly, the processor 111 may be a 
separate integrated chip from the chip set 118 embedded on 
a motherboard or may be embedded in a NIC. In addition, 
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the dedicated memory 116 may be integrated With the chip 
set 118 or may be integrated With the netWork subsystem 110 
of FIG. 1B. 

[0035] FIG. 1C is an alternative embodiment of an exem 
plary system for transparent TCP o?load, in accordance With 
an embodiment of the invention. Referring to FIG. 1C, there 
is shoWn a host processor 124, a host memory/buffer 126, a 
softWare algorithm block 134 and a NIC block 128. The NIC 
block 128 may comprise a NIC processor 130, a processor 
such as a coalescer 131 and a reduced NIC memory/buffer 
block 132. The NIC block 128 may communicate With an 
external netWork via a Wired and/or a Wireless connection, 
for example. The Wireless connection may be a Wireless 
local area netWork (WLAN) connection as supported by the 
IEEE 802.11 standards, for example. The processor 131 may 
be a dedicated processor or hardWare state machine that may 
reside in the packet-receiving path. The host TCP stack may 
comprise softWare that enables management of the TCP 
protocol processing and may be part of an operating system, 
such as Microsoft WindoWs or Linux. 

[0036] In accordance With certain embodiments of the 
invention, providing a single aggregated TCP segment to the 
host for TCP processing signi?cantly reduces overhead 
processing by the host 124. Furthermore, since there is no 
transfer of TCP state information, dedicated hardWare such 
as a NIC 128 may assist With the processing of received TCP 
segments by coalescing or aggregating multiple received 
TCP segments so as to reduce per-packet processing over 
head. 

[0037] In conventional TCP processing systems, it is nec 
essary to knoW certain information about a TCP connection 
prior to arrival of a ?rst segment for that TCP connection. In 
accordance With various embodiments of the invention, it is 
not necessary to knoW about the TCP connection prior to 
arrival of the ?rst TCP segment since the TCP state or 
context information is still solely managed by the host TCP 
stack and there is no transfer of state information betWeen 
the hardWare stack and the softWare stack at any given time. 

[0038] FIG. 1D is a block diagram of a system for han 
dling transparent TCP o?load, in accordance With an 
embodiment of the invention. Referring to FIG. 1D, there is 
shoWn an incoming packet frame 141, a frame parser 143, an 
association block 149, a context fetch block 151, a plurality 
of on-chip cache blocks 147, a plurality of off-chip storage 
blocks 160, a plurality of on-chip storage blocks 162, a RX 
processing block 150, a frame buffer 154, a DMA engine 
163, a TCP code block 157, a host bus 165, and a plurality 
of host bulfers 167. The RX processing block 150 may 
comprise a coalescer 152. 

[0039] The frame parser 143 may comprise suitable logic, 
circuitry and/or code that may enable L2 Ethernet process 
ing including, for example, address ?ltering, frame validity 
and error detection of the incoming frames 141. Unlike an 
ordinary Ethernet controller, the next stage of processing 
may comprise, for example, L3 such as IP processing and L4 
such as TCP processing Within the frame parser 143. The 
TTEEC 114 may reduce the host CPU 102 utiliZation and 
memory bandWidth, for example, by processing tra?ic on 
coalesced TCP/IP ?oWs. The TTEEC 114 may detect, for 
example, the protocol to Which incoming packets belong 
based on the packet parsing information and tuple 145. If the 
protocol is TCP, then the TTEEC 114 may detect Whether the 
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packet corresponds to an o?loaded TCP ?oW, for example, 
a How for Which at least some TCP state information may be 
kept by the TTEEC 114. If the packet corresponds to an 
o?loaded connection, then the TTEEC 114 may direct data 
movement of the data payload portion of the frame. The 
destination of the payload data may be determined from the 
How state information in combination With direction infor 
mation Within the frame. The destination may be a host 
memory 106, for example. Finally, the TTEEC 114 may 
update its internal TCP and higher levels of How state, 
Without any coordination With the state of the connection on 
the host TCP stack, and may obtain the host bulfer address 
and length from its internal ?oW state. 

[0040] The receive system architecture may comprise, for 
example, a control path processing 140 and data movement 
engine 142. The system components above the control path 
as illustrated in upper portion of FIG. 1D, may be designed 
to deal With the various processing stages used to complete, 
for example, the L3/L4 or higher processing With maximal 
?exibility and ef?ciency and targeting Wire speed. The result 
of the stages of processing may comprise, for example, one 
or more packet identi?cation cards that may provide a 
control structure that may carry information associated With 
the frame payload data. This may have been generated inside 
the TTEEC 114 While processing the packet in the various 
blocks. A data path 142 may move the payload data portions 
or raW packets 155 of a frame along from, for example, an 
on-chip packet frame buffer 154 and upon control process 
ing completion, to a direct memory access (DMA) engine 
163 and subsequently to the host buffer 167 via the host bus 
165 that Was chosen via processing. The data path 142 to the 
DMA engine may comprise packet data are and optional 
headers 161. 

[0041] The receiving system may perform, for example, 
one or more of the folloWing: parsing the TCP/IP headers 
145; associating the frame With a TCP/IP How in the 
association block 149; fetching the TCP ?oW context in the 
context fetch block 151; processing the TCP/IP headers in 
the RX processing block 150; determining header/data 
boundaries and updating state 153; mapping the data to a 
host buffers; and transferring the data via a DMA engine 163 
into these host bulfers 167. The headers may be consumed 
on chip or transferred to the host bulfers 167 via the DMA 
engine 163. 

[0042] The packet frame buffer 154 may be an optional 
block in the receive system architecture. It may be utiliZed 
for the same purpose as, for example, a ?rst-in-?rst-out 
(FIFO) data structure is used in a conventional L2 NIC or for 
storing higher layer traf?c for additional processing. The 
packet frame buffer 154 in the receive system may not be 
limited to a single instance. As control path 140 processing 
is performed, the data path 142 may store the data betWeen 
data processing stages one or more times. 

[0043] In an exemplary embodiment of the invention, at 
least a portion of the coalescing operations described for the 
coalescer 111 in FIG. 1B and/or for the coalescer 131 in FIG. 
1C may be implemented in a coalescer 152 in the RX 
processing block 150 in FIG. 1D. In this instance, buffering 
or storage of TCP data may be performed by, for example, 
the frame buffer 154. Moreover, the How lookup table (FLT) 
utiliZed by the coalescer 152 may be implemented using the 
off-chip storage 160 and/or the on-chip storage 162, for 
example. 
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[0044] In an embodiment of the invention, a neW How may 
be detected at some point during the How lifetime. The How 
state is unknoWn When the neW How is detected and the ?rst 
packets are utiliZed to update the How state until the How is 
knoWn to be in-order. A device performing TTO may also 
support other o?load types, for example, TOE, RDMA, or 
iSCSI ol?oad. In this case, the FLT for TTO may be shared 
With the connection search for other o?load types With each 
entry in the FLT indicating the ol?oad type for that How. 
Packets that belong to ?oWs of other o?load types may not 
be candidates for TTO. Upon detecting a neW How, the How 
may be initiated With the basic initialiZation context. An 
entry in the FLT With a How ID may be created. 

[0045] In another embodiment of the invention, a plurality 
of segments of the same How may be aggregated in TTO up 
to a receive aggregation length (RAL), presenting to the host 
a bigger segment for processing. If aggregation is alloWed, 
the received packet may be placed in the host memory 126 
but Will not be delivered to the host. Instead, the host 
processor 124 may update the context of the How this packet 
belongs to. The neW incoming packet may either cause the 
packet to be delivered immediately alone if there Were no 
prior aggregated packets that Were not delivered or as a 
single packet that represents both that packet and the pre 
viously received packets. In another embodiment of the 
invention, the packet may not be delivered but may update 
the ?oW’s context. 

[0046] A termination event may occur and the packet may 
not be aggregated if at least one of the folloWing occurs at 
the TCP level: (1) the data is not in-order as derived from the 
received sequence number (SN) and the ?oW’s context; (2) 
at least one packet With TCP ?ags other than ACK ?ag, for 
example, a PUSH ?ag is detected; (3) at least one packet 
With selective acknowledgement (SACK) information is 
detected; or (4) if the ACK SN received is bigger than the 
delivered ACK SN, and requires stopping the aggregation. 
Similarly, a termination event may occur and the packet may 
not be aggregated if at least one of the folloWing occurs at 
the IP level: (1) the type of service (TOS) ?eld in the IP 
header is different than the TOS ?eld of the previous packets 
that Were aggregated; or (2) the received packet is an IP 
fragment. 

[0047] When aggregating a plurality of packets to a single 
packet, the aggregated packet’s header may contain the 
aggregated header of all the individual packets it contains. In 
an exemplary embodiment of the invention, a plurality of 
TCP rules for the aggregation may be as folloWs. For 
example, (1) the SN in the aggregated header is the SN of 
the ?rst or oldest packet; (2) the ACK SN is the SN of the 
last or youngest segment; (3) the length of the aggregated 
header is the sum of the lengths of all the aggregated 
packets; (4) the WindoW in the aggregated header is the 
WindoW received in the last or youngest aggregated packet; 
(5) the time stamp (TS) in the aggregated header is the TS 
received in the ?rst or oldest aggregated packet; (6) the 
TS-echo in the aggregated header is the TS-echo received in 
the ?rst or oldest aggregated packet; and (7) the checksum 
in the aggregated header is the accumulated checksum of all 
aggregated packets. 

[0048] In an exemplary embodiment of the invention, a 
plurality of IP ?eld aggregation rules may be provided. For 
example, (1) the TOS of the aggregated header may be that 
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of all the aggregated packets; (2) the time-to-live (TTL) of 
the aggregated header is the minimum of all incoming TTLs; 
(3) the length of the aggregated header is the sum of the 
lengths in the aggregated packets; (4) the fragment offset of 
the aggregated header may be Zero for aggregated packets; 
and (5) the packet ID of the aggregated header is the last ID 
received. 

[0049] The received packets may be aggregated until the 
received packet cannot be aggregated due to the occurrence 
of a termination event, or if a timeout has expired on that 
?ow, or if the aggregated packet exceeds RAL. The timeout 
may be implemented by setting a timeout to a value, timeout 
aggregation value, when the ?rst packet on a ?ow is placed 
without delivery. The following packets that are aggregated 
may not change the timeout. When the packets are delivered 
due to timeout expiration the timeout may be canceled and 
may be set again in the next ?rst packet that is not delivered. 
Notwithstanding, other embodiments of the invention may 
provide timeout implementation by periodically scanning all 
the ?ows. 

[0050] In an exemplary embodiment of the invention, the 
received ACK SN may be relevant to determine the rules to 
aggregate pure ACKs and to determine the rules to stop 
aggregation of packets with data due to the received ACK 
SN. The duplicated pure ACKs may never be aggregated. 
When duplicated pure ACKs are received, they may cause 
prior aggregated packets to be delivered and the pure ACK 
may be delivered immediately separately. The received ACK 
SN may also be utiliZed to stop the aggregation and deliver 
the pending aggregated packet to the host TCP/IP stack. 

[0051] In an exemplary embodiment of the invention, a 
plurality of rules may be provided for stopping the aggre 
gation according to the ACK SN. For example, (1) if the 
number of acknowledged (ACKed) bytes that are not yet 
delivered, taking into account the received segments and the 
prior segments that were not delivered exceeds a threshold, 
ReceiveAckedBytesAggretation, for example, in bytes; or 
(2) the time from the arrival of the ?rst packet that advanced 
the received ACK SN exceeds a threshold, TimeoutAckAg 
gregation, for example. For this purpose, a second timer per 
?ow may be required or other mechanisms, such as peri 
odically scanning the ?ows may be implemented. 

[0052] In another exemplary embodiment of the invention, 
the ?ows may be removed from the host memory if one of 
the following occurs: (1) a reset (RST) ?ag was detected in 
the receive side; (2) a ?nish (FIN) ?ag was detected in the 
receive side; (3) there was no receive activity on the ?ow for 
a prede?ned time TerminateNoActivityTime, for example; 
(4) a KeepAlive packet in the receive direction was not 
acknowledged. A least recently used (LRU) cache may be 
used instead of a timeout rule to remove the ?ows from the 
host memory. 

[0053] In another exemplary embodiment of the invention, 
the ?ows may be removed from the host memory if the ?ow 
was closed due to a retransmission timeout that requires 
information from the transmitter. In one exemplary embodi 
ment of the invention, retransmission timeout may comprise 
periodically scanning all the ?ows to determine if any ?ow 
is closed. The period for scanning may be low, for example, 
5 seconds. In each scan, if there is unacknowledged data that 
was transmitted by the NIC 128 the maximum transmitted 
sequence number (SN) may be recorded. Additionally, if 
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there is unacknowledged data that was transmitted by the 
peer side, the maximum received SN may be recorded. If in 
two consequent scans there is pending data on same ?ow of 
the same type with the recorded number unchanged, pending 
data that was not acknowledged for the entire scan period 
may be indicated. In this case the ?ow may be removed. 

[0054] FIG. 2 is a ?ow diagram illustrating copying of 
data for a write operation in a host CPU system, in accor 
dance with an embodiment of the invention. Referring to 
FIG. 2, there is shown various context switches, a user buffer 
264, a kernel buffer 262, a NIC memory 268, and copy 
operations to be performed for a write operation. In step 252, 
the write system call may cause a context switch from user 
mode to kernel mode. A copy may be performed to transfer 
the data into a kernel buffer 262. In step 254, the write 
system call may return, creating another context switch. 
Another copy may occur as the DMA engine may pass the 
data from the kernel buffer 262 to the NIC memory 268 
independently and asynchronously. The data duplication 
may not be necessary and may be eliminated to decrease 
overhead and increase performance. To eliminate overhead, 
some of the copying between the kernel buffer 262 and user 
buffers 264 may be eliminated. 

[0055] With the send Zero-copy approach, the data may be 
read immediately from the disk into the OS cache memory 
using direct memory access (DMA) hardware. Data to be 
transferred may be taken directly from system buffers, 
without context switching, and without trashing the cache. 
Thus, the usage of send Zero copy in server applications may 
signi?cantly reduce CPU load. 

[0056] The user buffer 264 may be posted to the NIC 128 
for DMA transfer and the user pages may be marked with a 
copy on write (COW) attribute, so that if the user attempts 
writing to them, the kernel may trap these writes. The page 
may be copied to a different location and the new page may 
be remapped to the user application. Zero copy may be 
implemented not only on SendFile operations, but rather on 
send operations, by detecting the application usage pattern 
and selecting Zero copy for applications that do not attempt 
writing to send bulfers immediately. 

[0057] FIG. 3 is a ?ow diagram illustrating transparent 
TCP o?load with dynamic Zero copy sending, in accordance 
with an embodiment of the invention. Referring to FIG. 3, 
there is shown a user application 302, a socket interface 304, 
an INET stack 305, a NIC driver 310, a host system interface 
312, a NIC 314, an Ethernet layer 316 and a remote peer 
318. The INET stack 305 may comprise a system call 306 
and a stack 308. 

[0058] The user application 302 may transmit a message 
to the remote peer 318. The message may comprise a send 
message in case of a synchronous API or an asynchronous 
write message (AIO_write) with a user space description of 
the user buffer 126 (FIG. 1C). The system call 306 may pin 
the user buffer 126 to skip copying the user data to a kernel 
buffer and allow the NIC 314 to write the user data directly 
from the user’s user buffer 126. In the case of a synchronous 
API, the system call 306 may prevent the user application 
302 from modifying the contents of the user buffer 126 until 
the sent data is acknowledged (ACKed) by the remote peer 
318. The system call 306 may enable marking a portion of 
a received data packets as copy-on-write (COW) to prevent 
the user application 302 from modifying the contents of the 
user buffer 126. 
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[0059] The system call 306 may enable generation of a 
buffer in the NIC 132 With suf?cient room for the headers 
that may be added by the lower network layers, and the 
physical translation of the user application’s 302 I/O vector. 
The system call 306 may enable registration of a destructor 
for the buffer in the NIC 132 so that it may unpin the pages 
When it may be time to free the user buffer 126. The system 
call 306 may further transmit the user buffer 126 to the stack 
308 for processing. The stack 308 may pass the user buffer 
126 to the NIC driver 310, Which in turn transmits the data 
to the NIC 314 and the remote peer 318. The remote peer 
318 may process the received TCP segment and transmit an 
ACK to the stack 308 for processing. When the data has 
been ACKed, the stack 308 may free the buffer in the NIC 
132 by instructing the destructor to unpin the pages. 

[0060] In the case of a synchronous API, the stack 308 
may instruct the destructor to unCOW the pages or disable 
the copy-on-Write protection. The stack 308 may complete 
the Zero copy operation. In the case of asynchronous I/O 
mode, the stack 308 may not be modi?ed for Zero copy send 
operation. The stack 308 may enable monitoring the number 
of page faults for a particular user application 302 based on 
enabling copy-on-Write (COW). If the number of page faults 
for a particular user application 302 based on enabling 
copy-on-Write exceeds a certain threshold, that particular 
user application 302 may not be chosen for Zero copying 
operation and the host stack 308 may mark the particular 
user application 302 to be Zero copy disabled. 

[0061] A primary difference betWeen a synchronous API 
mode and an asynchronous mode of operation is that When 
a send message returns, the user application 302 may be free 
to immediately modify the user buffer 126. This does not 
imply that the user application 302 accesses the user buffer 
126 immediately, but implies that the user application 302 
may be alloWed to access the user buffer 126, if necessary. 

[0062] Some user applications 302 may access the user 
buffer 126 immediately after the send operation is com 
pleted. In these cases, there may be no gain in not copying 
the data and marking the page as COW, because When the 
user tries to access the page, a fault may be generated and 
the page may be copied, Which costs more than copying 
Would have cost in the ?rst place. Therefore, the Zero copy 
on sendmsg( ) in these cases may not be e?icient. As a result, 
egress Zero copy may be supported, for example, on the 
send?le( ) API in an operating system. 
[0063] In accordance With an embodiment of the inven 
tion, a method and system for transparent TCP o?load With 
dynamic Zero copy sending may reduce memory copy in the 
transmit direction and may include detecting user applica 
tions 302 that do not access the user buffer 126 immediately 
after the send operation. These user applications 302 may 
bene?t from the dynamic Zero copy because they may avoid 
COW page faults compared to other user applications that 
may access the user buffer 126 immediately after the send 
operation. In another embodiment of the invention, Zero 
copy may be disabled for user applications Whose number of 
COW page faults exceeds a certain threshold. The dynamic 
Zero copy operation avoids the duplication of data betWeen 
the user buffer 126 and the kernel buffer. In addition, there 
may be feWer context sWitches, less CPU data cache pollu 
tion and no CPU checksum calculations. 

[0064] In another embodiment of the invention, a system 
for processing netWork information may comprise a host 
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processor 124 (FIG. 1C) that enables direct memory access 
of data for a particular user application 302 directly from a 
user buffer 126 to a buffer in a netWork interface card (N IC) 
132 Without the data being copied to a kernel bulfer based 
on an occurrence of a number of memory page faults. The 
host processor 124 may enable the direct memory access of 
data from the user buffer 126 to the buffer in the NIC 132 
Without data being copied to the kernel buffer, if the number 
of memory page faults is beloW a particular threshold. The 
host processor 124 may enable marking of at least one page 
in the user bulfer comprising data for the particular user 
application 302 to be transmitted as a copy-on-Write to 
prevent modi?cation of contents of the user buffer 126 
before receiving at least one acknoWledgement packet. The 
host processor 124 may enable generation of the memory 
page fault, if the particular user application 302 accesses the 
user buffer 126 before receiving at least one acknoWledge 
ment packet. 

[0065] The host processor 124 may enable pinning of the 
user buffer 126 to skip copying of data for the particular user 
application 302 to the kernel buffer. The host processor 124 
may enable unpinning of at least one page in the user buffer 
126 comprising data for the particular user application 302 
after receiving at least one acknoWledgement packet. The 
host processor 124 may enable unmarking of at least one 
page in the user buffer 126 comprising data for the particular 
user application 302 as a copy-on-Write after receiving at 
least one acknoWledgement packet. The host processor 124 
may disable the copying of data directly from the user buffer 
126 to the buffer in the NIC 132 Without the data being 
copied to kernel buffer, if the number of memory page faults 
is above a particular threshold. The host processor 124 may 
enable registration of a destructor for the buffer in the NIC 
132. The host processor 124 may enable deallocation of the 
buffer in the NIC 132 by accessing the destructor after 
receiving at least one acknoWledgement packet. 

[0066] Accordingly, the present invention may be realiZed 
in hardWare, softWare, or a combination of hardWare and 
softWare. The present invention may be realiZed in a cen 
traliZed fashion in at least one computer system, or in a 
distributed fashion Where different elements are spread 
across several interconnected computer systems. Any kind 
of computer system or other apparatus adapted for carrying 
out the methods described herein is suited. A typical com 
bination of hardWare and softWare may be a general-purpose 
computer system With a computer program that, When being 
loaded and executed, controls the computer system such that 
it carries out the methods described herein. 

[0067] The present invention may also be embedded in a 
computer program product, Which comprises all the features 
enabling the implementation of the methods described 
herein, and Which When loaded in a computer system is able 
to carry out these methods. Computer program in the present 
context means any expression, in any language, code or 
notation, of a set of instructions intended to cause a system 
having an information processing capability to perform a 
particular function either directly or after either or both of 
the folloWing: a) conversion to another language, code or 
notation; b) reproduction in a different material form. 

[0068] While the present invention has been described 
With reference to certain embodiments, it Will be understood 
by those skilled in the art that various changes may be made 
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and equivalents may be substituted Without departing from 
the scope of the present invention. In addition, many modi 
?cations may be made to adapt a particular situation or 
material to the teachings of the present invention Without 
departing from its scope. Therefore, it is intended that the 
present invention not be limited to the particular embodi 
ment disclosed, but that the present invention Will include all 
embodiments falling Within the scope of the appended 
claims. 

What is claimed is: 
1. A method for processing network information, the 

method comprising: 

enabling direct memory access of data, based on an 
occurrence of a number of memory page faults, for a 
particular user application from a user buffer to a buffer 
in a single integrated circuit Without said data being 
copied to a kernel buffer. 

2. The method according to claim 1, further comprising if 
said number of said number of memory page faults is less 
than a particular threshold, enabling direct memory access of 
said data from said user buffer to said buffer in said single 
integrated circuit Without said data being copied to said 
kernel buffer. 

3. The method according to claim 1, further comprising 
marking at least one page in said user buffer comprising said 
data for said particular user application to be transmitted as 
a copy-on-Write to prevent modi?cation of contents of said 
user buffer before receiving at least one acknoWledgement 
packet. 

4. The method according to claim 3, further comprising 
generating at least one of said number of memory page 
faults, if said particular user application accesses said user 
buffer before receiving said at least one acknoWledgement 
packet. 

5. The method according to claim 3, further comprising 
pinning said user buffer to skip copying of said data for said 
particular user application to said kernel buffer. 

6. The method according to claim 3, further comprising 
unpinning said at least one page in said user buffer com 
prising data for said particular user application after receiv 
ing said at least one acknoWledgement packet. 

7. The method according to claim 3, further comprising 
unmarking said at least one page in said user buffer com 
prising data for said particular user application as copy-on 
Write after receiving said at least one acknoWledgement 
packet. 

8. The method according to claim 1, further comprising if 
said number of said memory page faults is greater than a 
particular threshold, disabling said copying of said data 
directly from said user buffer to said buffer in said single 
integrated circuit Without said data being copied to said 
kernel buffer. 

9. The method according to claim 1, further comprising 
registering a destructor for said buffer in said single inte 
grated circuit. 

10. The method according to claim 9, further comprising 
deallocating said buffer in said single integrated circuit by 
accessing said destructor after receiving said at least one 
acknoWledgement packet. 
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11. A system for processing netWork information, the 
system comprising: 

a host processor that enables direct memory access of 
data, based on an occurrence of a number of memory 
page faults, for a particular user application directly 
from a user buffer to a buffer in a single integrated 
circuit Without said data being copied to a kernel buffer 
based on an occurrence of a number of memory page 
faults. 

12. The system according to claim 11, Wherein said host 
processor copies said data directly from said user buffer to 
said buffer in said single integrated circuit Without said data 
being copied to said kernel buffer, if said number of said 
number of memory page faults is less than a particular 
threshold. 

13. The system according to claim 11, Wherein said host 
processor enables marking of at least one page in said user 
buffer comprising said data for said particular user applica 
tion to be transmitted as a copy-on-Write to prevent modi 
?cation of contents of said marked at least one page in said 
user buffer before receiving at least one acknoWledgement 
packet. 

14. The system according to claim 13, Wherein said host 
processor enables generation of at least one of said memory 
page faults, if said particular user application accesses said 
user buffer before receiving said at least one acknoWledge 
ment packet. 

15. The system according to claim 13, Wherein said host 
processor enables pinning of said user buffer to skip copying 
of said data for said particular user application to said kernel 
buffer. 

16. The system according to claim 13, Wherein said host 
processor enables unpinning of said at least one page in said 
user buffer comprising data for said particular user applica 
tion after receiving said at least one acknoWledgement 
packet. 

17. The system according to claim 13, Wherein said host 
processor enables unmarking of said at least one page in said 
user buffer comprising data for said particular user applica 
tion as copy-on-Write after receiving said at least one 
acknoWledgement packet. 

18. The system according to claim 11, Wherein said host 
processor disables said copying of said data directly from 
said user buffer to said buffer in said single integrated circuit 
Without said data being copied to said kernel buffer, if said 
number of said memory page faults is greater than a par 
ticular threshold. 

19. The system according to claim 11, Wherein said host 
processor enables registration of a destructor for said buffer 
in said single integrated circuit. 

20. The system according to claim 19, Wherein said host 
processor enables deallocation of said buffer in said single 
integrated circuit by accessing said destructor after receiving 
said at least one acknoWledgement packet. 

21. The system according to claim 11, Wherein said single 
integrated circuit is a netWork interface card. 


