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(57) ABSTRACT 

A method and apparatus for third party control of a device 
have been disclosed. By utilizing a third party to control a 
device, vieW and control of a device may be separated. 
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METHOD AND APPARATUS FOR THIRD PARTY 
CONTROL OF A DEVICE 

FIELD OF THE INVENTION 

[0001] The present invention pertains to devices con 
nected to a network. More particularly, the present invention 
relates to a method and apparatus for third party control of 
a device or a group of devices. 

BACKGROUND OF THE INVENTION 

[0002] Controlling a device may be broadly grouped into 
local and remote control. Local control of a device may be 
possible by a mechanism ranging, for example, from a 
simple switch (eg a light switch) to a computer controlled 
device (eg a computer terminal). Such local control is often 
activated by a human in close proximity to the device. In 
such cases, the device must be able to support the human 
inputs and be capable of displaying a result or feedback to 
guide the user. Often the human input requires that the 
device be much more “complicated” than its basic function. 
For example, a vending machine dispenses product, how 
ever the user interface may require a keypad, a coin/bill 
changer, a user display (eg for coins deposited), etc. Thus 
the “view” of the vending machine and the “control” of the 
machine are tightly coupled, especially from the viewpoint 
of the user. That is, the user believes that they are directly in 
control of the vending machine. 

[0003] A remotely controlled device on the other hand, 
may have a “remote” user interface that still interfaces 
directly into the controlled device. Thus, the “remote” 
control is little more than an “extension cord” connected 
between the device and the user input device. The device 
must still process the user inputs. This remote control is 
tightly coupled to the device and thus may be “complicated” 
beyond its primary function. This presents a problem. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] The present invention is illustrated by way of 
example and not limitation in the ?gures of the accompa 
nying drawings, in which like references indicate similar 
elements and in which: 

[0005] FIG. 1 illustrates a network environment in which 
the method and apparatus of the present invention may be 
implemented; 
[0006] FIG. 2 is a block diagram of a computer system for 
implementing embodiments of the present invention; 

[0007] FIGS. 3, 4, and 5 illustrate various embodiments of 
the present invention; 

[0008] FIG. 6 is a ?owchart illustrating one embodiment 
of the present invention; 

[0009] FIG. 7 illustrates one embodiment where the ID 
and controlled device are separate; 

[0010] FIG. 8A shows one embodiment of the present 
invention; 
[0011] FIGS. 8A, 8B, 8C, 8D, and 8E illustrate various 
embodiments of signal ?ow for FIG. 8A; 

[0012] FIG. 9A shows one embodiment of the present 
invention; 
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[0013] FIG. 9B illustrates an embodiments of signal ?ow 
for FIG. 9A; 

[0014] FIG. 10A is a ?owchart illustrating another 
embodiment of the present invention; 

[0015] FIG. 10B shows signal ?ows for FIG. 10A; 

[0016] FIG. 11A illustrates another embodiment of the 
present invention; and 

[0017] FIG. 11B shows one embodiment of signal ?ows 
for FIG. 11A. 

DETAILED DESCRIPTION 

[0018] A Method and Apparatus for Third Party Control of 
a Device are described. 

[0019] The present invention by providing for third party 
control of a device, allows for viewer controller separation 
and authentication with validation. 

[0020] In the explanation below various terminology is 
used. These are understood by those of ordinary skill in the 
art. For the bene?t of the reader the following should be 
noted. To provide a concise illustration of the present 
invention the context of the description will often refer to 
connecting machines or devices to a network. One of 
ordinary skill in the art will appreciate that the Internet is but 
one example of a network and that the present invention may 
be practiced with other networks. 

[0021] FIG. 3 illustrates one embodiment of the present 
invention. Device #1302 is communicating via a unidirec 
tional link 304 information to device #2306. Device #2303 
is then communicating via a one way link 308 information 
to the network 310. The network 310 is then communicating 
via link 312 information to device #1302. 

[0022] Thus, for example, in one embodiment of FIG. 3, 
device #1 may be a vending machine. Link 304 may be an 
infrared beam to device #2306 a PDA. The PDA may then 
communicate via a wireless link 308 to a network 310 (eg 
the Internet). Finally the network 310 may communicate via 
312 a wired link to device #1. In this embodiment the 
information conveyed via the link 304 may be a vending 
machine identi?cation (ID) number. The user of device #2 
may see that the vending machine has four choices and may 
press 1,2,3 or 4, to make a selection. The PDA may then 
connect to the network 310, and send the vending machine 
ID and the choice. Not shown are the intermediate steps of 
possibly checking the user’s account for a suf?cient balance 
for the transaction. The network 310 may then send a signal 
via link 312 to the vending machine to dispense the user 
selection. 

[0023] Thus, in this example, the view of the vending 
machine has been separated from the control of the vending 
machine and only a one-way communication was estab 
lished between the controlled device to the controlling 
device. However, from the user’s standpoint, they may 
continue to believe that they are in direct control of the 
machine. 

[0024] The choices that a user of a controlling device, for 
example a PDA, may select from may be coming from a 
preloaded program on the controlling device which is pre 
sented to the user in response to a device ID. Alternatively, 
the controlled device may send the ID and/or data, which 
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allows the controlling device to use a generic interface, such 
as a web browser, for selecting choices. Another approach is 
where the PDA after receiving the information from the 
device will query a server at the network level to actually get 
the user interface to be displayed on the PDA. Other 
embodiments are also possible. 

[0025] In the embodiment illustrated in FIG. 4, there is a 
bi-directional communication capability between device 
#2406 and the network 410. This may allow the device 
#1402 to be “dumber” than the embodiment illustrated in 
FIG. 3. The communication via link 404 to device #2406 
may still be as simple as an ID or more complicated such as 
a selection choice. For example, continuing the example of 
the vending machine, the device #2406 (PDA) may now 
receive via the bi-directional link 408 from the network 410 
a menu selection of items available from device #1402 based 
on a lookup result from a database listing the contents in the 
vending machine based on the vending machine ID. The 
user may select an item and the network 410 would issue a 
command via link 412 to the vending machine (device 
#1402) to dispense the item. 

[0026] In the embodiment illustrated in FIG. 5, there is a 
bi-directional communication link between device #1502 
and the network 510. This may allow the device #1502 to be 
“queried” and respond to the network 510 with status, 
information, acknowledgements, etc. For example, continu 
ing the example of the vending machine, the device #2506 
(PDA) may receive an ID from device #1502. This may be 
conveyed via link 508 to the network 510 that may query 
device #1 via 512 as to the current contents actually in the 
vending machine. A reply via link 512 to the network 510 
may then be relayed to the user device (device #2506) via 
link 508. The user of device #2 may then have a more 
accurate view of device #1. The user may make a selection 
based on actual content information and network 510 could 
send a signal to device #1502 to perform an operation. An 
acknowledgment could be sent by device #1502 via link 512 
to the network 510 to complete the transaction (e.g. actually 
charging the user of device #2’s account once the item is 
dispensed). 
[0027] One of ordinary skill in the art will appreciate that 
other combinations are possible as well. For example, com 
munication between device #1 and a network may be 
bi-directional while communication from device #2 to the 
network may be unidirectional. What is to be appreciated is 
that the present invention allows viewer and controller 
separation. An important aspect is to understand that the 
communication between device #1 and device #2 is unidi 
rectional (from device #1 to device #2). 

[0028] FIG. 6 is a ?owchart illustrating one embodiment 
of the present invention. Here at 602 an ID from a 1st device 
is received by a 2”“1 device. At 606 the ID received by the 2”“1 
device is sent to a 3rd device. At 606 control of the 1st device 
is effected from the 2”“1 device though the 3rd device. 

[0029] FIG. 7 illustrates one embodiment of the present 
invention. In this more general embodiment, the device, 
emitting for example an ID, is separate from the device 
controlled. Here at 702 an ID from device #1 is sent via link 
707 to device #2706. Device #2706 communicates via link 
708 to device #3710 which in turn communicates via link 
712 with device #4714. In this embodiment device #2706 
controls device #4714. 
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[0030] One of ordinary skill in the art will understand that 
other combinations of communication links (unidirectional 
and bi-directional) for links 708 and 712 are possible for 
FIG. 7. 

[0031] FIG. 8A illustrates one embodiment of the present 
invention. For example, in this embodiment, a kiosk 802 
emits a beacon 804 sending an ID that is received by a PDA 
806. The user of the PDA 806 sends this ID or information 
based on this ID via a wireless link 808 to a network 810 
which communicates this information via link 812 to a kiosk 
user interface 814. The kiosk user interface 814 may then 
communicate via link 812, network 810, and link 816, a 
selection of choices on kiosk 802 (or it may communicate 
the choices directly to the PDA 806). Further information 
from the beacon 804 may or may not be sent to the PDA 806. 
The user may then make a selection of a movie. This gets 
communicated via 808 to the network 810, which may query 
the movie on demand server 820, for example, for a price. 
The price may be communicated back to the PDA 806 via 
808 for ?nal approval by the user and/or this information 
may be relayed from the movies on demand server 820 via 
818, the network 810, link 812 to the kiosk user interface 
814 which may via the links have the kiosk 802 display this 
information. The user may approve the purchase (not shown 
are possible ?nancial transactions) and then the movie on 
demand server 820 may send to the kiosk 802 via the 
network 810 and links 818, and 816 the movie for display. 

[0032] Other embodiments of the invention may have 
different signal ?ows for FIG. 8A and use different features. 
For example, a constant communication from the kiosk to 
the PDA may be a way for the PDA to detect that the kiosk 
is still in range and that the user holding the PDA is in 
viewing range. Various other embodiments showing signal 
?ows are illustrated in FIGS. 8B, 8C, 8D, and 8E. 

[0033] FIG. 8B illustrates a signal ?ow. Referring to FIG. 
8B, see signal ?ow 1, denoted as (1) in the text. 

[0034] Signal ?ow (1): Data is sent from the Kiosk 802 
to the PDA 806. The data is an ID (scheme://host/ 
deviceID) and may have other data about current state 
of the Kiosk 802. 

[0035] Signal ?ow (2): The PDA 806 sends information 
to the Kiosk UI 814 (de?ned by the host) after optional 
processing on the PDA 806 itself. The PDA 806 after 
receiving the information (via (1)) from the Kiosk 802 
may display a menu from a program preloaded on the 
PDA 806. 

[0036] Signal ?ow (3a-b): Based on the information 
received in (2) the Kiosk UI 814 may update the display 
of the Kiosk 802 (via 3a) (if the Kiosk 802 has a 
display) and may also update the PDA 806 with the 
event (3b). 

[0037] Signal ?ow (4): Based on the information 
received, the PDA 806 will update the PDA UI and may 
offer new choices like ordering a movie. The user by 
selecting a choice will send it (4) to the Kiosk UI 814. 

[0038] Signal ?ow (5): The Kiosk UI 814 will pass the 
choice (5) to a Movie on demand server 820 with the 
necessary information to establish a media connection 
(6) with the Kiosk 802. 
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[0039] Signal How (6): A media connection is estab 
lished (6) between the Movie on demand server 820 
and the Kiosk 802. 

[0040] In a variation of FIG. 8B, the PDA 806 may still 
receive regularly the event (1) to make sure that the Kiosk 
802 is still in proximity With the PDA 806, and therefore 
maintain the media connection (6) betWeen the Movie on 
demand server 820 and the Kiosk 802. 

[0041] Each component, the Kiosk 802, PDA 806, Kiosk 
UI 814, and the Movie in demand server 820 may be smart 
enough to process the information received With some 
preloaded program or some program loaded on demand 
(extra steps not shoWn here). 

[0042] FIG. 8C illustrates a signal ?oW Which has the 
same starting scenario as FIG. 8B With a difference begin 
ning at signal How (6): 

[0043] Signal How (6): The Movie on demand server 
820 provides more information to the Kiosk UI 814, 
such as movie status, promotions available, etc. 

[0044] Signal ?oW (711-19): The Kiosk UI 814 sends 
information to the Kiosk 802 (7a) and the PDA 806 
(7b) to update (if necessary) the UI of the PDA 806 and 
the Kiosk 802 to re?ect the information sent by the 
Movie on demand server 820. 

[0045] Signal How (8): The user may select a choice 
presented to him/her that Will send an event to the 
Kiosk UI 814 (8). 

[0046] Signal How (9): The Kiosk UI 814 passes the 
event (9) to the Movie on demand server 820 that Will 
trigger the establishment of a media connection 
betWeen the Kiosk 802 and the Movie on demand 
server 820. 

[0047] Signal How (10): The media path (10) is estab 
lished betWeen the Movie on demand server 820 and 
the Kiosk 802. 

[0048] The event passing may be passive (the event is 
passed Without modi?cation and value added service) or 
active (a program running on an available processing unit 
may ?lter and/or modify the event before passing it to the 
next component). 

[0049] The media path may be direct betWeen the Movie 
on demand server 820 and the Kiosk 802, but may also be 
done via a media gateWay associated With the Kiosk UI 814. 

[0050] FIG. 8D illustrates a signal ?oW Which has the 
same starting scenario as FIG. 8B With a difference begin 
ning at signal How (4): 

[0051] Signal How (4): The event (3b) sends informa 
tion about the Movie on demand server 820 and the 
Kiosk 802. The user by selecting a choice presented to 
him on the PDA 806 Will send the event (4) directly to 
the Movie on demand server 820 With the information 
about hoW to establish a media connection betWeen the 
Movie on demand server 820 and the Kiosk 802. 

[0052] Signal How (5): The media connection (5) 
betWeen the Movie on demand server 820 and the 
Kiosk 802 is established. 
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[0053] In another scenario, if the PDA 806 does not 
receive the signal (1), it may generate a event (6) (not shoWn 
on the diagram) that Will release the media connection (5) 
betWeen the Movie on demand server 820 and the Kiosk 
802. 

[0054] Another possible action is for the user to select a 
choice on the U1 of the PDA 806 to be sent to the Movie on 
demand server 820 to disconnect the media connection (5) 
betWeen the Movie on demand server 820 and the Kiosk 
802. 

[0055] FIG. 8E illustrates a signal ?oW Which has the same 
starting scenario as Figure 8B With a difference beginning at 
signal How (4): 

[0056] Signal How (4): While the PDA 806 is providing 
the information (via (4)) about the Kiosk 802 to the 
Movie on demand server 820, it also sends a query for 
more information to the Movie on demand server 820. 

[0057] Signal ?oW (511-19): The movie on demand server 
820 Will send an event (via (5a)) to the Kiosk 802 and 
to the PDA 806 (5b) in order to update the U1 on both 
devices (if it is needed). 

[0058] Signal How (6): Based on the information 
received and the U1 changes on the PDA 806, the user 
can select a choice that Will be sent (6) to the Movie on 
demand server 820. 

[0059] Signal How (7): A media connection (7) is then 
established betWeen the Movie on demand server 820 
and the Kiosk 802. 

[0060] Thus, it is to be understood that there are many 
embodiments possible. 

[0061] FIG. 9A illustrates one embodiment of the present 
invention and FIG. 9B shoWs signal ?oWs for FIG. 9A. For 
example, in this embodiment, a custom device 928 is shoWn 
controlled via management interface 906 (virtual link 999 
betWeen 928 and 906). Device 902 sends information via 
channel 904 to the management interface 906 (1) Manage 
ment interface 906 sends via channel 908 information based 
on the communication received via channel 904 and/ or user 
inputs on the management interface 906 (2). Communica 
tion via channel 908 is shoWn going to the NetWork 922 and, 
for purposes of illustration, is shoWn via dashed lines 
eventually being communicated to management interface 
server 910. Management interface server 910 may then 
communicate via channel 912 With device server 914 (3). 
Device server 914 may communicated With the management 
interface server 910 via channel 916 (4). The management 
interface server 910 may then communication via channel 
918 and the netWork 922 to the management interface 906 
(5). The user may select an option on the management 
interface 906 that is sent to the Management Interface server 
910 via the channel 908 (6). The selection is then forWarded 
(potentially modi?ed and/or ?ltered) to the Device server 
914 via the channel 912 (7). The device server 914 interfaces 
via channel 920 to the netWork 922. The netWork 922 
communicates via channel 924 to device 902 (8), and device 
902 communicates via channel 926 to control the custom 
device 928 (9). From the vieWpoint of the user of the 
management interface 906 it appears that they are directly 
controlling the custom device 928. This may be vieWed as a 
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virtual connection 999 between the management interface 
906 and the custom device 928. 

[0062] Referring again to FIG. 9, the following is an 
example of a possible embodiment and communication 
sequence. Device 902 may be a interfacing device connected 
via 924 to the network 922, such as an Internet connection, 
and via 926 interfacing to a washing machine in a Laun 
dromat. The interfacing device 902 is sending out an IR 
(Infrared) beacon 904 that is picked up by the management 
interface 906, a user’s PDA for example. The IR beacon may 
be sending out an identi?cation of the washing machine, for 
example, in a location format such as http://hosts/com 
pany_name/store_ID/washing_machine_ID format. The 
PDA, equipped with a wireless connection capability, may 
initiate a communication to a network when the user of the 
PDA hits a send button. Communication 908 to the man 
agement interface server 910 (a server for PDA manage 
ment) may send the ID along with other information, pos 
sibly from the PDA, such as a user identi?cation, etc., and 
may ask the PDA management server (910) for a registration 
request for access to the washing machine. The PDA man 
agement server (910) may communicate a request for man 
agement and registration to the device server 914 (a washing 
machine server identi?ed by the host as part of the ID sent 
by the washing machine). The washing machine server and 
the PDA server perform a negotiation via 912 and 916. This 
negotiation may include a variety of operations, such as 
checking and providing an interface to the washing machine 
to the PDA management server so that the PDA user sees a 
properly formatted display on their PDA screen of available 
options (eg type of wash cycles, costs, start/stop button, 
etc.). Once the negotiation is completed the PDA displays 
the management interface (to the washing machine). After 
the user of the PDA has the washing machine interface 
display, from that moment on the PDA can act on the device, 
the washing machine, as if the PDA was talking directly to 
it. However, because all the information for control is going 
through the network, modi?cations for control and interfac 
ing can be made at the network level rather than the local 
PDA or washing machine level. For example, the initial 
washing machine display on the PDA may have been in 
black and white. As color displays become available, the 
PDA server, could query the PDA to see if color is sup 
ported, and if so, then use a color interface on the PDA. 

[0063] One of ordinary skill in the art will realiZe that at 
the network level many other embodiments of the present 
invention are possible. For example, servers on the network 
could handle such things as language translations, currency 
exchange rates, etc. In this way a user from one country 
could be presented information in their native language, 
currency, etc., even if the machine they are controlling is 
located in another country they are visiting. It is also to be 
understood that other servers, such as billing or veri?cation 
servers, may be involved in the transaction either at the 
device server level or at the Management interface server 
level. 

[0064] FIG. 10A is a ?owchart illustrating another 
embodiment of the present invention and FIG. 10B shows 
signal ?ows for FIG. 10A. In this embodiment, an authen 
tication with a user validation is processed. At 1002 a device 
receives a session request. The device sends a security 
request to a server 1004 (signal ?ow 1). The server makes a 
request to a human input device (HID) for session key 
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building (2). At 1008 the user validates the key building 
request on the HID (3). The session key is built 1010, and 
using this key secure communications may proceed 1012 
(4) 
[0065] For example, a postal stamp vending machine may 
receive a request to dispense a roll of stamps. It may, based 
upon the siZe of the transaction, send a security request to a 
postal vending machine server interfaced to, for example, 
the Internet. The postal vending machine server may then 
make a request via the Internet, wireless network, etc. to the 
user’ s telephone for a session key building request. From the 
user’s perspective, this may be a request to proceed with the 
transaction by entering, for example, a password, credit card 
number, ID number, smartcard, biometric identi?cation, etc. 
This may be received by the server which will then generate 
a session key which may be used by the postal machine, the 
server, and/or the PDA for secure communications. 

[0066] FIG. 11A shows an embodiment of the present 
invention and FIG. 11B shows signal ?ows for FIG. 11A. 
Here, a device server 1108 has received a request to perform 
an action from the human input device (HID) 1112 via signal 
1110 through network 1106 (signal ?ow 1). The device 
server 1108 may then determine that the communication 
should be secured and will send via signal 1114 through the 
network 1106 a request to the HID 1112 for a password for 
session key building (2). The HID 1112 after receiving the 
user input may additionally encrypt the communication via 
1110 and 1106 back to the device server 1108 (3). The device 
server 1108 may then build a session key which may be used 
via the HID 1112 and the device 1102 for control via signals 
1116 an/or 1114 in controlling device 1102 (4) (5). 

[0067] One of ordinary skill in the art will appreciate that 
many variations of the present invention are possible. For 
example, for added security, if the user interface device, 
such as a PDA stops receiving a beacon from the controlled 
device, the connection and control capability to the device 
may be terminated. 

[0068] Thus the present invention allows for view con 
troller separation. Today a PDA/phone may communicate 
directly with a device, for example, a phone may commu 
nicate to a vending machine, the vending machine does the 
validation, sends the validation result to the PDA, the PDA 
then has access to the machine, and then the user is in 
control. The present invention, in one embodiment, by using 
a one-way “beacon” from the device for identi?cation, such 
as a bar code, a RFID (Radio Frequency ID), infrared signal, 
or as simple as a number on the device (which the user may 
enter manually, via a bar code scan, etc.), controls the device 
not directly from the user device to the controlled device, but 
from the user device through, for example, a network, which 
then controls the device. In this embodiment, the one way 
communication from the controlled device, allows for sepa 
ration of control of the device from a presentation on a 
controller. Embodiments of the present invention may be 
used to minimiZe the direct relationship between the 
machine and the user controlling device and shift this 
control to a network. Thus a direct relationship may be 
shifted in favor of a network relationship. This shift may be 
bene?cial. 

[0069] For example, the menu selection on a PDA for a 
vending machine may vary based on the country in which 
the machine is located, as well as a user language preference. 
















