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(57) ABSTRACT 

A method and apparatus is provided for validating a plurality 
of data, comprising transmitting one or more ?rst values for 
a variable from a ?rst source of values to a ?rst processor, 
transmitting one or more second values for the variable from 
a second source of values to the ?rst processor, transmitting 
one or more third values for the variable from the ?rst source 
of values for to the second processor, transmitting one or 
more fourth values for the variable from the second source 
to the ?rst processor, comparing the one or more ?rst values 
for the variable With the one or more third values for the 
variable, comparing the one or more second values for the 
variable With the one or more third values for the variable, 
and comparing the one or more second values for the 
variable With the one or more fourth values for the variable. 
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INERTIAL SENSOR SOFTWARE ARCHITECTURE 
SECURITY METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims the bene?t of US. Provi 
sional Ser. No. 60/703,651 ?led Jul. 29, 2005. 

TECHNICAL FIELD 

[0002] The present invention generally relates to control 
systems found on automobiles and other vehicles, and more 
particularly relates to methods and systems for ensuring the 
security of data processed Within a vehicle-based control 
system. 

BACKGROUND OF THE INVENTION 

[0003] Modern automobiles and other vehicles may 
include sophisticated on-board computer systems that moni 
tor the status and performance of various components of the 
vehicle (for example, the vehicle engine, transmission, 
brakes, suspension, and/ or other components of the vehicle). 
Many of these computer systems may also adjust or control 
one or more operating parameters of the vehicle in response 
to operator instructions, road or Weather conditions, oper 
ating status of the vehicle, and/or other factors. 

[0004] Various types of microcontroller or microproces 
sor-based controllers found on many conventional vehicles 
include supervisory control modules (SCMs), engine control 
modules (ECMs), controllers for various vehicle compo 
nents (for example, anti-lock brakes, electronically-con 
trolled transmissions, or other components), among other 
modules. Such controllers are typically implemented With 
any one of numerous types of microprocessors, microcon 
trollers or other control devices that appropriately receive 
data from one or more sensors or other sources, process the 

data to create suitable output signals, and provide the output 
signals to control actuators, dashboard indicators and/or 
other data responders as appropriate. The various compo 
nents of a vehicle-based control system typically inter 
communicate With each other and/or With sensors, actuators 
and the like across any one of numerous types of serial 
and/or parallel data links. Today, data processing compo 
nents Within a vehicle are commonly interlinked by a data 
communications netWork such as a Controller Area NetWork 
(CAN), an example of Which is described in ISO Standard 
11898-1 (2003). 

[0005] Because vehicles may noW process relatively large 
amounts of digital data during operation, it can be an 
engineering challenge to ensure that the data processed is 
accurate and reliable. As digital data is stored, processed, 
consumed and/ or shared betWeen or Within the various data 
processing components of a vehicle, for example, bit errors 
and the like can occur due to environmental factors, hard 
Ware faults, data transmission issues and other causes. As a 
result, various techniques have been developed to ensure the 
integrity of data processed and transferred Within the 
vehicle. HoWever, because there may be limited space in 
serial data messages, there is a need for a technique utiliZing 
less message space. 

[0006] It remains desirable to formulate systems and 
methods for ensuring data security Within vehicle control 
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systems. Other desirable features and characteristics Will 
become apparent from the subsequent detailed description 
and the appended claims, taken in conjunction With the 
accompanying draWings and the foregoing technical ?eld 
and background. 

SUMMARY OF THE INVENTION 

[0007] A method is provided for validating a plurality of 
data transmitted in a system. In one embodiment, and by 
Way of example only, the plurality of data is at least for one 
variable transmitted in the system, the system comprises a 
?rst processor, a second processor, a ?rst source of values 
for the variable, and a second source of values for the 
variable, and the method comprises the steps of transmitting 
one or more ?rst values for the variable from the ?rst source 
of values for the variable to the ?rst processor, transmitting 
one or more second values for the variable from the second 
source of values for the variable to the ?rst processor, 
transmitting one or more third values for the variable from 
the ?rst source of values for the variable to the second 
processor, transmitting one or more fourth values for the 
variable from the second source of values for the variable to 
the ?rst processor, comparing the one or more ?rst values for 
the variable With the one or more third values for the 
variable, comparing the one or more second values for the 
variable With the one or more third values for the variable, 
and comparing the one or more second values for the 
variable With the one or more fourth values for the variable. 

[0008] In another embodiment, and by Way of example 
only, the plurality of data includes at least a yaW rate 
variable, a lateral acceleration variable, and a longitudinal 
acceleration variable, transmitted in a system comprising a 
?rst processor, a second processor, a ?rst yaW sensor and a 
second yaW sensor for measuring values for the yaW rate 
variable, a ?rst lateral acceleration sensor and a second 
lateral acceleration sensor for measuring values for the 
lateral acceleration variable, and a longitudinal sensor for 
measuring values for the longitudinal variable, and the 
method comprises the steps of transmitting one or more ?rst 
yaW rate values from the ?rst yaW sensor to the ?rst 
processor, transmitting one or more second yaW rate values 
from the second yaW sensor to the ?rst processor, transmit 
ting one or more third yaW rate values from the ?rst yaW 
sensor to the second processor, transmitting one or more 
fourth yaW rate values from the second yaW sensor to the 
?rst processor, transmitting one or more ?rst lateral accel 
eration values from the ?rst lateral acceleration sensor to the 
?rst processor, transmitting one or more second lateral 
acceleration values from the second lateral acceleration 
sensor to the ?rst processor, transmitting one or more third 
lateral acceleration values from the ?rst lateral acceleration 
sensor to the second processor, transmitting one or more 
fourth lateral acceleration values from the second lateral 
acceleration sensor to the ?rst processor, transmitting one or 
more ?rst longitudinal values from the longitudinal sensor to 
the ?rst processor, transmitting one or more second longi 
tudinal values from the longitudinal sensor to the ?rst 
processor, comparing the one or more ?rst yaW rate values 
With the one or more third yaW rate values, comparing the 
one or more second yaW rate values With the one or more 

third yaW rate values, comparing the one or more second 
yaW rate values With the one or more fourth yaW rate values, 
comparing the one or more ?rst lateral acceleration values 
With the one or more third lateral acceleration values, 
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comparing the one or more second lateral acceleration 
values With the one or more third lateral acceleration values, 
comparing the one or more second lateral acceleration 
values With the one or more fourth lateral acceleration 
values, and comparing the one or more ?rst longitudinal 
values With the one or more second longitudinal values. 

[0009] In yet another embodiment, and by Way of example 
only, the method comprises transmitting one or more ?rst 
yaW rate values from the ?rst yaW sensor to the ?rst 
processor, transmitting one or more second yaW rate values 
from the second yaW sensor to the ?rst processor, transmit 
ting one or more third yaW rate values from the ?rst yaW 
sensor to the second processor, transmitting one or more 
fourth yaW rate values from the second yaW sensor to the 
second processor, transmitting one or more ?rst lateral 
acceleration values from the ?rst lateral acceleration sensor 
to the ?rst processor, transmitting one or more second lateral 
acceleration values from the second lateral acceleration 
sensor to the ?rst processor, transmitting one or more third 
lateral acceleration values from the ?rst lateral acceleration 
sensor to the second processor, transmitting one or more 
fourth lateral acceleration values from the second lateral 
acceleration sensor to the second processor, transmitting one 
or more ?rst longitudinal values from the longitudinal sensor 
to the ?rst processor, transmitting one or more second 
longitudinal values from the longitudinal sensor to the ?rst 
processor, comparing the one or more ?rst yaW rate values 
With the one or more third yaW rate values, comparing the 
one or more second yaW rate values With the one or more 

third yaW rate values, comparing the one or more second 
yaW rate values With the one or more fourth yaW rate values, 
comparing the one or more ?rst lateral acceleration values 
With the one or more second lateral acceleration values, 
comparing the one or more second lateral acceleration 
values With the one or more third lateral acceleration values, 
comparing the one or more second lateral acceleration 
values With the one or more fourth lateral acceleration 
values, and comparing the one or more ?rst longitudinal 
values With the one or more second longitudinal values. 

[0010] An apparatus is provided for validating a plurality 
of variable data. In one embodiment, and by Way of example 
only, the plurality of variable data includes at least a yaW rate 
variable, a lateral acceleration variable, and a longitudinal 
acceleration variable, transmitted in a system comprising a 
?rst processor, a second processor, a ?rst yaW sensor and a 
second yaW sensor for measuring values for the yaW rate 
variable, a ?rst lateral acceleration sensor and a second 
lateral acceleration sensor for measuring values for the 
lateral acceleration variable, and a longitudinal sensor for 
measuring values for the longitudinal variable, the apparatus 
comprising means for transmitting one or more ?rst yaW rate 
values from the ?rst yaW sensor to the ?rst processor, means 
for transmitting one or more second yaW rate values from the 
second yaW sensor to the ?rst processor, means for trans 
mitting one or more third yaW rate values from the ?rst yaW 
sensor to the second processor, means for transmitting one 
or more fourth yaW rate values from the second yaW sensor 
to the ?rst processor, means for transmitting one or more 
?rst lateral acceleration values from the ?rst lateral accel 
eration sensor to the ?rst processor, means for transmitting 
one or more second lateral acceleration values from the 
second lateral acceleration sensor to the ?rst processor, 
means for transmitting one or more third lateral acceleration 
values from the ?rst lateral acceleration sensor to the second 
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processor, means for transmitting one or more fourth lateral 
acceleration values from the second lateral acceleration 
sensor to the ?rst processor, means for transmitting one or 
more ?rst longitudinal values from the longitudinal sensor to 
the ?rst processor, means for transmitting one or more 
second longitudinal values from the longitudinal sensor to 
the ?rst processor, means for comparing the one or more ?rst 
yaW rate values With the one or more third yaW rate values, 
means for comparing the one or more second yaW rate 
values With the one or more third yaW rate values, means for 
comparing the one or more second yaW rate values With the 
one or more fourth yaW rate values, means for comparing the 
one or more ?rst lateral acceleration values With the one or 

more third lateral acceleration values, means for comparing 
the one or more second lateral acceleration values With the 
one or more third lateral acceleration values, means for 
comparing the one or more second lateral acceleration 
values With the one or more fourth lateral acceleration 
values, and means for comparing the one or more ?rst 
longitudinal values With the one or more second longitudinal 
values. 

DESCRIPTION OF THE DRAWINGS 

[0011] The present invention Will hereinafter be described 
in conjunction With the folloWing draWing ?gures, Wherein 
like numerals denote like elements, and 

[0012] FIG. 1 depicts an embodiment of a control system 
for processing and/or transmitting data in an automobile; 

[0013] FIG. 2 depicts an implementation of an embodi 
ment of a control system for processing and/or transmitting 
data in an automobile; 

[0014] FIG. 3 depicts an alternative implementation of an 
embodiment of a control system for processing and/or 
transmitting data in an automobile; 

[0015] FIG. 4 depicts a method of preserving data trans 
mitted in an automobile; 

[0016] FIG. 5 provides a more detailed depiction of one 
embodiment of the method of FIG. 4; 

[0017] FIG. 6 depicts an embodiment of an encoding step 
associated With the method of FIG. 4; 

[0018] FIG. 7 depicts an embodiment of a decoding step 
associated With the method of FIG. 4; 

[0019] FIG. 8 depicts an embodiment of a process for 
securing data in an automobile When dual-path sensors are 
not available or are otherWise not deployed; 

[0020] FIG. 9 depicts an alternative embodiment of the 
process of FIG. 8; 

[0021] FIG. 10 depicts an embodiment of one step of the 
processes of FIGS. 8-9, involving the creation of a plurality 
of messages; 

[0022] FIG. 11 depicts an alternate embodiment of the step 
of FIG. 10; 

[0023] FIG. 12 depicts another alternate embodiment of 
the step of FIG. 10; and 

[0024] FIG. 13 depicts another process for securing data in 
an automobile When dual-path sensors are not available or 
are otherWise not deployed. 
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DESCRIPTION OF AN EXEMPLARY 
EMBODIMENT 

[0025] The following detailed description is merely exem 
plary in nature and is not intended to limit the invention or 
the application and uses of the invention. Furthermore, there 
is no intention to be bound by any expressed or implied 
theory presented in the preceding technical ?eld, back 
ground, brief summary or the following detailed description. 

[0026] According to various exemplary embodiments, 
various methods and systems are presented for ensuring the 
integrity, security and/or reliability of data obtained, trans 
mitted and/or processed by a control system. With reference 
to the FIGS. 1-3, an exemplary control system 100 suitably 
includes any number of modules 102, 104 that exchange 
data via a data link 106. In various embodiments, link 106 
is a Controller Area NetWork (CAN) or other data netWork 
connection. Modules 102, 104 may be any one of numerous 
types of systems or devices having any one of numerous 
types of data processing hardWare, such as any one of 
numerous types of microprocessors or microcontrollers, 
such as a transmitter 102 and a receiver 104. 

[0027] Preferably one or more transmitters 102 suitably 
include any number of redundant processors, such as a main 
processor 108 and a sub-processor 110, interconnected by a 
conventional data connection 109 as appropriate. In various 
embodiments, connection 109 is a UART or other internal 
connection (e.g., a bus connection) Within transmitter 102. 
The processors 108 and/or 110 may be further con?gured to 
communicate With various numbers of sensors 112-120, 
actuators, indicators or other components as appropriate. 
Such connections may be provided over any type of serial, 
parallel, Wireless or other data communication medium such 
as a Serial Peripheral Interface (SPI) connection or the like. 

[0028] In various embodiments described beloW, sensors 
112-120 include various sensors such as primary and redun 
dant sensors for a ?rst variable, namely sensors 112 and 114 
(respectively), primary and redundant sensors for a second 
variable, namely sensors 116 and 118 (respectively), and/or 
a sensor for a third variable, namely sensor 120. In tWo 
preferred embodiments depicted in FIGS. 2 and 3, these 
sensors include primary and redundant yaW sensors 112, 114 
(respectively), primary and redundant lateral acceleration 
sensors 116, 118, and/or a longitudinal acceleration sensor 
120. Although this description emphasiZes inertial sensors 
for purposes of illustration, similar concepts could be 
applied to various other types of sensors, actuators, indica 
tors or other devices that are capable of transmitting or 
receiving data. 

[0029] In both of these embodiments, increased reliability 
is provided through the use of redundant sensors and data 
processing. In the embodiment of FIG. 2, sensor data from 
the primary yaW sensor 112 and the primary lateral accel 
eration sensor 116 can be obtained by both the main pro 
cessor 108 and the sub-processor 110 via a ?rst serial 
connection 122, While sensor data from the redundant yaW 
sensor 114, the redundant lateral acceleration sensor 118, 
and the longitudinal acceleration sensor 120 can be obtained 
by the main processor 108 via a second serial connection 
124. 

[0030] Alternatively, in the embodiment of FIG. 3, sensor 
data from the primary yaW sensor 112 and the primary lateral 
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acceleration sensor 116 can be obtained by the main pro 
cessor 108 via the ?rst serial connection 122, While sensor 
data from the redundant yaW sensor 114, the redundant 
lateral acceleration sensor 118, and the longitudinal accel 
eration sensor 120 can be obtained by both the main pro 
cessor 108 and the sub-processor 110 via the second serial 
connection 124. HoWever, it Will be appreciated that various 
combinations of data values from these and/ or other sources 
can be obtained by the main processor 108 and/or the 
sub-processor 110. 

[0031] In each of the embodiments of FIGS. 1-3, the main 
processor 108 and the sub-processor 110 are interconnected 
via the data connection 109, and one or more of the 
processors (preferably at least the main processor 108) 
communicates With the receiver 104 via the data link 106. In 
practice, data from any sensor 112-120 could be provided to 
any processor 108, 110 or other component through a single 
serial link, and/or through any number of additional links. 

[0032] The security of information may be preserved even 
as the data is transmitted from the transmitter 102 across link 
106 to the receiver 104 using a data preserving method 130, 
as set forth in FIGS. 4-7. FIG. 4 provides a general overvieW 
of the data preserving method 130. First, data 132 is supplied 
to the transmitter 102 in step 134. It Will be appreciated that 
the data 132 can be supplied to the transmitter 102 by means 
of any one of a number of different mechanisms, for 
example from the sensors 112-120 through the serial con 
nections 122, 124 as set forth in FIGS. 1-3 above, among 
various other potential mechanisms. Next, in step 136 the 
transmitter 102 encodes the data 132, generating a transmit 
tal message 138. 

[0033] Next, in step 140, the transmittal message 138 is 
transmitted along the link 106 to the receiver 104, Where it 
is received in the form a received message 139. It Will be 
appreciated that the receiver 104 can include any one of a 
number of different types of modules or other types of 
receivers. Next, in step 142 the receiver 104 decodes the 
received message 139, thereby generating decoded data 144. 
Next, in step 146, the decoded data 144 is used to generate 
a security assessment 148 of the information received by the 
receiver 104. 

[0034] As Will be described in greater detail beloW in 
connection With FIGS. 5 and 6, the encoding step 136 relates 
to a technique for encoding data Wherein a transmittal 
message 138 sent across link 106 includes a data component 
150 and a transmitted pre-transmittal checksum 152 deter 
mined from a redundant path. “Checksum” in this case, and 
referenced throughout this application, can refer to any sort 
of parity, cyclic redundancy code (CRC), digest, or other 
technique for representing the contents of the transmittal 
message 138. 

[0035] As Will be described in greater detail beloW in 
connection With FIGS. 5 and 7, the decoding step 142 
preferably includes making a copy of the received message 
139, calculating a post-transmittal checksum 154 of the 
received data component 151 of the received message 139, 
and comparing the post-transmittal checksum 154 With a 
received pre-transmittal checksum 181. 

[0036] FIG. 5 provides a more detailed depiction of vari 
ous steps of the data preserving method 130. After the data 
132 is supplied to the transmitter 102 in step 134, the 
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transmitter 102 then generates, in step 156, a control copy 
158 of the data 132 in a control path 157. In addition, in step 
160, the transmitter generates a dual path control copy 164 
of the data 132 in a redundant path 161. The dual path 
control copy 164 is formatted in step 166, thereby creating 
formatted data 168 for the redundant path 161. Then, in step 
172, the formatted data 168 of the redundant path 161 is used 
to calculate the above-referenced transmitted pre-transmittal 
checksum 152. Meanwhile, in step 174, the control copy 158 
of the data 132 is formatted, thereby creating formatted data 
176 in the control path 157. Next, in step 178, the transmit 
ted pre-transmittal checksum 152 from the redundant path 
161 is combined with the formatted data 176 from the 
control path 157, thereby generating the transmittal mes sage 
138. 

[0037] Next, in step 140, the transmittal message 138 is 
transmitted to the receiver 104, preferably via the link 106, 
where it takes the form of and/or is used to create the 
received message 139. Next, the receiver 104, in step 180, 
separates the received message 139 into a received data 
component 151 and the received pre-transmittal checksum 
181. The post-transmittal checksum 154 is calculated from 
the received data component 151 in step 182, and is then, in 
step 146, compared with the received pre-transmittal check 
sum 181, and the security assessment 148 is generated. As 
depicted in FIG. 5, steps 156, 160, 166, 172, 174, and 178 
collectively correspond with the encoding step 136 of the 
data preserving method 130, while steps 180 and 182 
correspond with the decoding step 142, as referenced in FIG. 
4. It will be appreciated that certain steps may differ in 
various embodiments, and/or that certain steps may occur 
simultaneously or in a different order. 

[0038] For example, FIG. 6 depicts another embodiment 
pertaining to the encoding step 136, and with reference 
thereto, will now be described. The control copy 158 and the 
dual path control copy 164 of the data 132 are compared in 
step 170, and if these values satisfy an allowed relationship 
(for example, if the values are similar enough after rounding 
and/ or other data manipulation), then the process continues. 
Otherwise, the process terminates. In step 174(a) and (b), the 
control copy 158 and the dual path control copy 164 are both 
formatted, preferably into CAN format or another suitable 
format for transmission on link 106. 

[0039] Next, in step 184, the formatted variables are 
compared. If these values are unequal, then the process 
terminates. Otherwise, in step 186, the formatted variables 
are added to one or more paired messages, such as a control 

message 188 and a redundant message 190. Preferably, in 
step 186, the formatted variable values from the control copy 
158 and the dual path control copy 164 are not combined 
together. Rather, preferably the formatted variable values 
from the control copy 158 are added to the control message 
188, and those from the dual path control copy 164 are added 
to the redundant message 190, in step 186. 

[0040] Next, in step 192, a check is conducted to deter 
mine if there are any additional variables for processing, of 
the speci?c variables that require such dual processing. If so, 
the process repeats, starting with step 170. Otherwise, the 
process proceeds to step 194, in which a control checksum 
196 is calculated from the control message 188. 

[0041] Meanwhile, in step 197, the transmitted pre-trans 
mittal checksum 152 is calculated from the redundant mes 
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sage 190. Next, in step 198, the control checksum 196 is 
compared with the pre-transmittal checksum 152. If these 
values are unequal, then the process terminates. Otherwise, 
in step 200, the data from the control message 188 is 
concatenated and combined with the pre-transmittal check 
sum 152 from the redundant message 190, thereby gener 
ating the transmittal message 138. As shown in FIG. 6, the 
transmittal message 138 preferably includes at least a trans 
mitted data component 150, and the transmitted pre-trans 
mittal checksum 152. The transmittal message 138 is trans 
mitted to the receiver 104 and takes the form of the received 
message 139, preferably via the link 106 (not shown in FIG. 
6). 
[0042] While the embodiment of FIG. 6 depicts variables 
requiring a redundant path, in various other embodiments 
there may be certain variables that do not require a redun 
dant path. In such embodiments, the variables requiring a 
redundant path will preferably be subject to each of the steps 
set forth in FIG. 6. Meanwhile, certain other variables not 
requiring a redundant path can skip various steps, such as the 
creation of a dual path control copy 164, and/or some or all 
of the steps 170, 174, and 184, and can proceed directly to 
step 186, in which such variables are added to the messages 
188 and 190 along with the variables requiring a redundant 
path. 
[0043] Turning now to FIG. 7, an embodiment for the 
decoding step 142 of the data preserving method 130 is 
shown. After receiving the received message 139, with the 
received data component 151 and the received pre-transmit 
tal checksum 181, the receiver 104 (not shown in FIG. 7), in 
step 202, generates a copy of the received data component 
151. Next, in step 182, the post-transmittal checksum 154 is 
calculated from the received data component 151. Next, in 
step 206, the post-transmittal checksum 154 is compared 
with the received pre-transmittal checksum 181. 

[0044] In embodiments where dual-path sensors are not 
available or are otherwise not deployed, a comparison or 
checksum may still be calculated based on another source of 
data other than original information. The concepts set forth 
above can still be applied in this case, however, using the 
concepts in check processes 220 and 320, and the imple 
mentations thereof, depicted in FIGS. 8-13 and described 
below. The check processes 220 and 320 are intended as 
illustrative examples of logical ?ow that illustrates broad 
concepts of the invention; they are not intended as literal 
software implementations, and may be modi?ed, enhanced, 
differently organiZed or abbreviated substantially in many 
alternate but equivalent embodiments. 

[0045] As depicted in FIG. 8, the check process 220 
preferably utiliZes at least a ?rst processor 222, a second 
processor 224, and a ?rst source 226 and a second source 
228 for information regarding one or more data variables. 
First, in step 230, one or more ?rst values 232 for the 
variable are transmitted from the ?rst source 226 to the ?rst 
processor 222. Next, in step 234, one or more second values 
236 for the variable are transmitted from the second source 
228 to the ?rst processor 222. Next, in step 238, one or more 
third values 240 for the variable are transmitted from the ?rst 
source 226 to the second processor 224. Next, in step 243, 
one or more fourth values 245 for the variable are transmit 
ted from the second source 228 to the ?rst processor 222. 

[0046] Next, in step 242, the one or more ?rst values 232 
for the variable are compared with the one or more third 



US 2007/0027603 A1 

values 240 for the variable, thereby generating a ?rst com 
parison 244 for the variable values. Preferably the ?rst 
comparison 244 is generated by subtracting these values 
from each other, and comparing the result to a dual stored 
calibrated value (Which may be cross-checked prior to the 
comparison), Which is determined based on main and sec 
ondary processor infrastructure (for example, by rounding, 
concatenation, or using another means). 

[0047] Next, in step 246, the one or more second values 
236 for the variable are compared With the one or more third 
values 240 for the variable, thereby generating a second 
comparison 248 for the variable values. Similar to the ?rst 
comparison 244, the second comparison 248 is preferably 
generated by subtracting these values from each other, and 
comparing the result to a dual stored calibrated value (Which 
may be cross-checked prior to the comparison), Which is 
determined based on main and secondary processor infra 
structure (for example, using rounding, concatenation, or 
some other method). It Will be appreciated that this process 
can also be conducted With multiple variables, With one 
source, and/or multiple sources of information pertaining 
thereto. 

[0048] Next, in step 249, the one or more second values 
236 for the variable are compared With the one or more 
fourth values 245 for the variable, thereby generating a third 
comparison 251 for the variable values. The third compari 
son 251 is preferably generated by subtracting these values 
from each other, and comparing the result to a dual stored 
calibrated value (Which may be cross-checked prior to the 
comparison), Which is determined based on main and sec 
ondary processor infrastructure (for example, using round 
ing, concatenation, or some other method). It Will be appre 
ciated that this process can also be conducted With multiple 
variables, With one source, and/or multiple sources of infor 
mation pertaining thereto. 

[0049] FIG. 9 depicts another embodiment of the check 
method 220, in Which the ?rst processor 222 is the main 
processor 108 and the second processor 224 is the sub 
processor 110 of FIGS. 1-3. In addition, there are three 
variables (yaW rate, lateral acceleration, and longitudinal 
acceleration), and there are tWo sensors for tWo of the 
variables (?rst yaW sensor 250, second yaW sensor 252, ?rst 
lateral acceleration sensor 254, and second lateral accelera 
tion sensor 256), and one sensor for the remaining variable 
(longitudinal sensor 258). In step 260, the main processor 
108 suitably reads the ?rst and second yaW sensors 250, 252, 
the ?rst and second lateral acceleration sensors 254, 256, 
and the longitudinal sensor 258, via a control path 262. The 
main processor 108, in step 264, then creates a control path 
message 266 including one or more of these values. In step 
268, the main processor 108 also redundantly processes the 
second yaW sensor 252, the second lateral acceleration 
sensor 256, and the longitudinal sensor 258, via a redundant 
path 270. 

[0050] In addition, in step 272, the sub-processor 110 
suitably reads the ?rst yaW sensor 250 and the ?rst lateral 
acceleration sensor 254. Then, in step 274, the sub-processor 
110 sends both the ?rst yaW sensor 250 and the ?rst lateral 
acceleration sensor 254 information to the redundant path 
270 of the main processor 108. 

[0051] Alternatively, as depicted in the arroW With dotted 
lines in FIG. 9, the main processor 108 may send certain 
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values, such as information from the second yaW sensor 252, 
the second lateral acceleration sensor 256, and the longitu 
dinal sensor 258, to the sub-processor 110 for redundant 
processing. 

[0052] Next, in step 276, the main processor 108 compares 
the control path 262 value of the ?rst yaW sensor 250 With 
the redundant path 270 value of the ?rst yaW sensor 250. 
Preferably, in step 276, the main processor 108 subtracts 
these values from each other, and compares the result to a 
dual stored calibrated value (Which may be cross-checked 
prior to the comparison), Which is determined based on main 
and secondary processor infrastructure (for example, using 
rounding, concatenation, or some other method). 

[0053] Similarly, in step 278, the main processor 108 
suitably compares the control path 262 value of the ?rst 
lateral acceleration sensor 254 and the redundant path 270 
value of the ?rst lateral acceleration sensor 254. Preferably, 
the main processor 108 subtracts these values from each 
other, and performs a check similar to the check described 
above. 

[0054] Next, in step 280, the main processor 108 suitably 
performs a check betWeen the value of the second yaW 
sensor 252 from the control path 262 versus that from the 
redundant path 270, preferably by subtracting these values 
from each other and comparing their results to dual stored 
calibrated value/ s (Which may be cross-checked prior to the 
comparison), Which may then be determined based only on 
main infrastructure (for example, using rounding, concat 
enation, or some other method). Next, in step 282, the main 
processor 108 performs a similar check betWeen the redun 
dant path 270 value of the ?rst yaW sensor 250 versus the 
control path 262 value of the second yaW sensor 252 and 
takes appropriate fail-soft action. 

[0055] Then, in step 283, the main processor 108 performs 
a similar check betWeen the redundant path 270 value of the 
?rst lateral acceleration sensor 254 versus the control path 
262 value of the second later acceleration sensor 256. Then, 
in step 284, the main processor 108 similarly compares the 
value of the second lateral acceleration sensor 256 from the 
control path 262 versus that from the redundant path 270, 
and takes appropriate fail-soft action. Next, in step 285, the 
main processor 108 similarly compares the value of the 
longitudinal sensor 258 from the control path 262 versus that 
from the redundant path 270, and takes appropriate fail-soft 
action. 

[0056] It Will be appreciated that in various embodiments 
certain of the steps 276, 278, 280, 282, 283, 284, and 285 
may occur in any one of a number of different orders. It Will 
also be appreciated that certain steps may be omitted, and/or 
that certain other steps may be combined and/or repeated, in 
certain embodiments. 

[0057] Next, in step 286, the main processor 108 suitably 
creates a redundant path message 288. Next, in step 290, a 
checksum value 292 is generated from the redundant path 
message 288. Next, in step 294, the main processor 108 
appropriately concatenates and combines the control path 
message 266 With the checksum value 292, thereby creating 
a transmittal message 296 for transmission via the link 106. 

[0058] As discussed above, in an alternative embodiment, 
some or all of these steps, including the redundant process 
ing of data and/or the comparisons of data, can be instead 
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performed by the sub-processor 110. Also, as denoted in 
FIG. 9, steps 264, 286, 290, and 294 Will be collectively 
referenced herein as a combined step 300, as referenced in 
FIGS. 10-12 and discussed beloW. 

[0059] FIG. 10 depicts one embodiment of the combined 
step 300 of FIG. 9. In the embodiment of FIG. 10, in step 
264 the main processor 108 generates a control path mes 
sage 266, With at least values of the ?rst yaW sensor 250, the 
second yaW sensor 252, and the second lateral acceleration 
sensor 256, all from the control path 262. Next, in step 286, 
the main processor 108 creates a redundant path message 
288, With at least values of the ?rst yaW sensor 250, the 
second yaW sensor 252, and the second lateral acceleration 
sensor 256, all from the redundant path 270. Next, in step 
290, the checksum value 292 is generated from the redun 
dant path message 288. Next, in step 294, the main processor 
108 appropriately concatenates and combines the control 
path message 266 With the checksum value 292, thereby 
creating the transmittal message 296 for transmission via the 
link 106. 

[0060] FIG. 11 depicts an alternate embodiment of the 
combined step 300 of FIG. 9. In the embodiment of FIG. 11, 
in step 302 the main processor 108 calculates a yaW accel 
eration value based on one or more values from the control 
path 262. The yaW acceleration value can be calculated 
based on control path 262 values from either of the ?rst or 
second yaW sensors 250, 252, or from both of them, for 
example by using an average of the values of the ?rst and 
second yaW sensors 250, 252. In step 304, the main proces 
sor 108 similarly calculates a yaW acceleration value based 
on one or more values from the redundant path 270, using 
redundant path 270 values from the ?rst and/or second yaW 
sensors 250, 252. 

[0061] Next, in step 264, the main processor 108 generates 
a control path message 266, With at least the yaW accelera 
tion value from the control path 262 calculated in step 302, 
along With one or more values taken from the ?rst and/or 
second lateral acceleration sensors 254, 256, preferably from 
the second lateral acceleration sensor 256, from the control 
path 262, and one or more values from the longitudinal 
sensor 258 from the control path 262. Similarly, in step 286, 
the main processor 108 creates a redundant path message 
288, With at least the yaW acceleration value from the 
redundant path 270 calculated in step 304, along With one or 
more values taken from the ?rst and/or second lateral 
acceleration sensors 254, 256, preferably from the second 
lateral acceleration sensor 256, from the redundant path 270, 
and one or more values from the longitudinal sensor 258 
from the redundant path 270. The yaW acceleration values 
calculated in steps 302, 304 can serve as a useful check on 
the lateral acceleration and/or longitudinal acceleration val 
ues included thereWith in the control path message 266 and 
the redundant path message 288. 

[0062] Next, in step 290, the checksum value 292 is 
generated from the redundant path message 288. Next, in 
step 294, the main processor 108 appropriately concatenates 
and combines the control path message 266 With the check 
sum value 292, thereby creating the transmittal message 296 
for transmission via the link 106. 

[0063] FIG. 12 depicts another alternate embodiment of 
the combined step 300 of FIG. 9. In the embodiment of FIG. 
12, in step 306 the main processor 108 calculates a lateral 
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jerk value based on one or more values from the control path 
262. The lateral jerk value can be calculated based on control 
path 262 values from either of the ?rst or second lateral 
acceleration sensors 254, 256, or from both of them, for 
example by using an average of the values of the ?rst and 
second lateral acceleration sensors 254, 256. In step 308, the 
main processor 108 similarly calculates a lateral jerk value 
based on one or more values from the redundant path 270, 
using control path 270 values from the ?rst and/or second 
lateral acceleration sensors 254, 256. 

[0064] Next, in step 264, the main processor 108 generates 
a control path message 266, With at least the lateral jerk 
value from the control path 262 calculated in step 306, along 
With one or more values taken from the ?rst and second 
lateral acceleration sensors 254, 256 from the control path 
262. Similarly, in step 286, the main processor 108 creates 
a redundant path message 288, With at least the lateral jerk 
value from the redundant path 270 calculated in step 308, 
along With one or more values taken from the ?rst and 
second lateral acceleration sensors 254, 256 from the redun 
dant path 270. The lateral jerk values calculated in steps 306, 
308 can serve as a useful check on the lateral acceleration 

values included thereWith in the control path message 266 
and the redundant path message 288. 

[0065] Next, in step 290, the checksum value 292 is 
generated from the redundant path message 288. Next, in 
step 294, the main processor 108 appropriately concatenates 
and combines the control path message 266 With the check 
sum value 292, thereby creating the transmittal message 296 
for transmission via the link 106. 

[0066] It Will be appreciated that FIGS. 10-12 are only 
intended to depict illustrative embodiments of step 300. In 
various embodiments, the steps and/or order thereof may 
vary, and may result in different control path messages 266, 
redundant path messages 288, and/or transmittal messages 
296, for example With different variable combinations. 

[0067] The exemplary approach above is based on the 
sub-processor 110 sending the ?rst yaW sensor 250 and the 
?rst lateral acceleration 254 information to the main pro 
cessor 108. HoWever, a similar approach could be devel 
oped, for example by sending the second yaW sensor 252, 
the second lateral acceleration sensor 256 and the longitu 
dinal sensor 258 information from the main processor 108 to 
the sub-processor 110, or by otherWise altering the respec 
tive roles of the main and sub processors 108, 110. Addi 
tionally, a fail-soft strategy that isolates only components or 
modules With identi?ed faults may be based on parameters 
in each message rather than all sensor parameters, as is 
commonly the case in many conventional systems 100, 
thereby reducing the need to shut doWn the entire system 
100 or transmitter 102 in the event of an identi?ed fault. 

[0068] FIG. 13 depicts an alternative process 320 for 
securing data in an automobile When dual-path sensors are 
not available or are otherWise not employed, also using the 
main processor 108 and the sub-processor 110, the ?rst yaW 
sensor 250, the second yaW sensor 252, the ?rst lateral 
acceleration sensor 254, the second lateral acceleration 
sensor 256, and the longitudinal sensor 258. First, in step 
360, the main processor 108 suitably reads the ?rst and 
second yaW sensors 250, 252, the ?rst and second lateral 
acceleration sensors 254, 256, and the longitudinal sensor 
258. The main processor 108, in step 364, then creates a 
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control path message 366 including one or more of these 
values obtained by the main processor 108. 

[0069] In addition, in step 372, the sub-processor 110 
suitably reads the ?rst yaW sensor 250, the second yaW 
sensor 252, the ?rst lateral acceleration sensor 254, the 
second lateral acceleration sensor 256, and the longitudinal 
sensor 258, and then, in step 374, sends the information from 
each of these sensors to the main processor 108. Altema 
tively, this or other information may be sent from the main 
processor 108 to the sub-processor 110, as shoWn in the 
arroW With the dotted lines in FIG. 13, and/or that various 
other steps of the one of the processors may be performed by 
the other processor in certain embodiments. 

[0070] Next, in step 376, the main processor 108 compares 
its value of the ?rst yaW sensor 250 With the sub-processor 
110’s value of the ?rst yaW sensor 250. Preferably, in step 
376, the main processor 108 subtracts these values from 
each other, and compares the result to a dual stored cali 
brated value (Which may be cross-checked prior to the 
comparison), Which is determined based on main and sec 
ondary processor infrastructure (for example, using round 
ing, concatenation, or some other method). 

[0071] Similarly, in step 378, the main processor 108 
suitably compares its value of the ?rst lateral acceleration 
sensor 254 With the sub-processor 110’s value of the ?rst 
lateral acceleration sensor 254. Preferably, the main proces 
sor 108 subtracts these values from each other, and performs 
a check similar to the check described above. Next, in step 
380, the main processor 108 performs a similar check 
betWeen its value of the second yaW sensor 252 With the 
sub-processor 10’s value of the second yaW sensor 252. 
Next, in step 382, the main processor 108 performs a similar 
check betWeen its value of the second yaW sensor 252 With 
the sub-processor 110’s value of the ?rst yaW sensor 250. 
Next, in step 383, the main processor 108 performs a similar 
check betWeen its value of the second lateral acceleration 
sensor 256 With the sub-processor 110’s value of the ?rst 
lateral acceleration sensor 254. 

[0072] Next, in step 384, the main processor 108 performs 
a similar check betWeen its value of the second lateral 
acceleration sensor 256 With the sub-processor 10’s value of 
the second lateral acceleration sensor 256. Next, in step 385, 
the main processor 108 performs a similar check betWeen its 
value of the longitudinal acceleration sensor 258 and the 
sub-processor 110’s value of the longitudinal acceleration 
sensor 258. 

[0073] It Will be appreciated that in various embodiments 
certain of the steps 376, 378, 380, 382, 383, 384, and 385 
may occur in any one of a number of different orders. It Will 
also be appreciated that certain steps may be omitted, and/or 
that certain other steps may be combined and/or repeated, in 
certain embodiments. 

[0074] Next, in step 386, the main processor 108 suitably 
creates a redundant path message 388, from the variable 
values obtained from the second processor 110. Next, in step 
390, a checksum value 392 is generated from the redundant 
path message 388. Next, in step 394, the main processor 108 
appropriately concatenates and combines the control path 
message 366 With the checksum value 392, thereby creating 
a transmittal message 396 for transmission via the link 106. 
It Will be appreciated that in various embodiments, the steps 
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and/or order thereof may vary, and may result in different 
control path messages 366, redundant path messages 388, 
and/or transmittal messages 396, for example With different 
variable combinations, including variables similar to those 
depicted in FIGS. 10-12, and/or any of numerous other 
potential combinations of variables. 

[0075] Using the techniques described above, data secu 
rity and integrity can be increased Within an automotive or 
other data processing system through the use of redundancy 
and other dual-path techniques. As noted above, the particu 
lar techniques described herein may be modi?ed in a Wide 
array of practical embodiments, and/or may be deployed in 
any type of data collection, control, or other processing 
environment. 

[0076] While at least one exemplary embodiment has been 
presented in the foregoing detailed description, it should be 
appreciated that a vast number of variations exist. It should 
also be appreciated that the exemplary embodiment or 
exemplary embodiments are only examples, and are not 
intended to limit the scope, applicability, or con?guration of 
the invention in any Way. Rather, the foregoing detailed 
description Will provide those skilled in the art With a 
convenient road map for implementing the exemplary 
embodiment or exemplary embodiments. It should be under 
stood that various changes can be made in the function and 
arrangement of elements Without departing from the scope 
of the invention as set forth in the appended claims and the 
legal equivalents thereof. 

What is claimed is: 
1. A method of validating a plurality of data for at least 

one variable transmitted in a system comprising a ?rst 
processor, a second processor, a ?rst source of values for the 
variable, and a second source of values for the variable, the 
method comprising the steps of: 

transmitting one or more ?rst values for the variable from 
the ?rst source of values for the variable to the ?rst 
processor; 

transmitting one or more second values for the variable 
from the second source of values for the variable to the 
?rst processor; 

transmitting one or more third values for the variable from 
the ?rst source of values for the variable to the second 
processor; 

transmitting one or more fourth values for the variable 
from the second source of values for the variable to the 
?rst processor; 

comparing the one or more ?rst values for the variable 
With the one or more third values for the variable; 

comparing the one or more second values for the variable 
With the one or more third values for the variable; and 

comparing the one or more second values for the variable 
With the one or more fourth values for the variable. 

2. The method of claim 1, further comprising the step of: 

sending at least certain of the values for the variable from 
the ?rst processor to the second processor for redundant 
processing. 
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3. The method of claim 1, further comprising the step of: 

sending at least certain of the Values for the Variable from 
the second processor to the ?rst processor for redundant 
processing. 

4. The method of claim 1, Wherein the plurality of data is 
also for at least an additional Variable and the system further 
comprises a source of Values for the additional Variable, the 
method further comprising the steps of: 

transmitting one or more ?rst Values for the additional 
Variable from the ?rst source of Values for the addi 
tional Variable to the ?rst processor; 

transmitting one or more second Values for the additional 
Variable from the second source of Values for the 
additional Variable to the ?rst processor; 

transmitting one or more third Values for the additional 
Variable from the ?rst source of Values for the addi 
tional Variable to the second processor; 

transmitting one or more fourth Values for the additional 
Variable from the second source of Values for the 
additional Variable to the ?rst processor; 

comparing the one or more ?rst Values for the additional 
Variable With the one or more third Values for the 

additional Variable; 

comparing the one or more second Values for the addi 
tional Variable With the one or more third Values for the 
additional Variable; and 

comparing the one or more second Values for the addi 
tional Variable With the one or more fourth Values for 
the additional Variable. 

5. The method of claim 4, Wherein the plurality of data is 
also for at least a separate additional Variable and the system 
further comprises a ?rst source and a second source of 
Values for the separate additional Variable, the method 
further comprising the steps of: 

transmitting one or more ?rst Values for the separate 
additional Variable from the ?rst source of Values for 
the separate additional Variable to the ?rst processor; 

transmitting one or more second Values for the separate 
additional Variable from the second source of Values for 
the separate additional Variable to the ?rst processor; 
and 

comparing the one or more ?rst Values for the separate 
additional Variable With the one or more second Values 
for the separate additional Variable. 

6. The method of claim 5, Wherein at least one of the 
Variable, the additional Variable, and/or the separate addi 
tional Variable is selected from the group consisting of: yaW 
rate, lateral acceleration, and longitudinal acceleration. 

7. The method of claim 6, Wherein the Variable, the 
additional Variable, and the separate additional Variable are 
each selected from the group consisting of: yaW rate, lateral 
acceleration, and longitudinal acceleration. 

8. A method of Validating a plurality of Variable data 
including at least a yaW rate Variable, a lateral acceleration 
Variable, and a longitudinal acceleration Variable, transmit 
ted in a system comprising a ?rst processor, a second 
processor, a ?rst yaW sensor and a second yaW sensor for 
measuring Values for the yaW rate Variable, a ?rst lateral 
acceleration sensor and a second lateral acceleration sensor 
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for measuring Values for the lateral acceleration Variable, 
and a longitudinal sensor for measuring Values for the 
longitudinal Variable, the method comprising the steps of: 

transmitting one or more ?rst yaW rate Values from the 
?rst yaW sensor to the ?rst processor; 

transmitting one or more second yaW rate Values from the 
second yaW sensor to the ?rst processor; 

transmitting one or more third yaW rate Values from the 
?rst yaW sensor to the second processor; 

transmitting one or more fourth yaW rate Values from the 
second yaW sensor to the ?rst processor; 

transmitting one or more ?rst lateral acceleration Values 
from the ?rst lateral acceleration sensor to the ?rst 
processor; 

transmitting one or more second lateral acceleration Val 
ues from the second lateral acceleration sensor to the 
?rst processor; 

transmitting one or more third lateral acceleration Values 
from the ?rst lateral acceleration sensor to the second 
processor; 

transmitting one or more fourth lateral acceleration Values 
from the second lateral acceleration sensor to the ?rst 
processor; 

transmitting one or more ?rst longitudinal Values from the 
longitudinal sensor to the ?rst processor; 

transmitting one or more second longitudinal Values from 
the longitudinal sensor to the ?rst processor; 

comparing the one or more ?rst yaW rate Values With the 
one or more third yaW rate Values; 

comparing the one or more second yaW rate Values With 
the one or more third yaW rate Values; 

comparing the one or more second yaW rate Values With 
the one or more fourth yaW rate Values; 

comparing the one or more ?rst lateral acceleration Values 
With the one or more third lateral acceleration Values; 

comparing the one or more second lateral acceleration 
Values With the one or more third lateral acceleration 

Values; 

comparing the one or more second lateral acceleration 
Values With the one or more fourth lateral acceleration 

Values; and 

comparing the one or more ?rst longitudinal Values With 
the one or more second longitudinal Values. 

9. The method of claim 8, further comprising the steps of: 

generating a checksum from at least the one or more third 
yaW rate Values, the one or more fourth yaW rate Values, 
and the one or more fourth lateral acceleration Values; 
and 

generating a message comprising the checksum and the 
one or more ?rst yaW rate Values, the one or more 

second yaW rate Values, and the one or more second 
lateral acceleration Values. 
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10. The method of claim 8, further comprising the steps 
of: 

calculating one or more ?rst yaW acceleration Values; 

calculating one or more second yaW acceleration Values; 

generating a checksum from at least the one or more third 
lateral acceleration Values, the one or more second 
longitudinal acceleration Values, and the one or more 
second calculated yaW acceleration Values; and 

generating a message comprising the checksum and the 
one or more ?rst lateral acceleration Values, the one or 

more ?rst longitudinal acceleration Values, and the one 
or more ?rst calculated yaW acceleration Values. 

11. The method of claim 10, Wherein the one or more ?rst 
and second yaW acceleration Values are calculated from one 
or more of the ?rst, second, third, and fourth yaW rate Values. 

12. The method of claim 8, further comprising the steps 
of: 

calculating one or more ?rst lateral jerk Values; 

calculating one or more second lateral jerk Values; 

generating a checksum from at least the one or more third 
lateral acceleration Values, the one or more fourth 
lateral acceleration Values, and the one or more second 
calculated lateral jerk Values; and 

generating a message comprising the checksum and the 
one or more ?rst lateral acceleration Values, the one or 
more second lateral acceleration Values, and the one or 
more ?rst calculated lateral jerk Values. 

13. The method of claim 12, Wherein the one or more ?rst 
and second lateral jerk Values are calculated from one or 
more of the ?rst, second, third, and fourth lateral accelera 
tion Values. 

14. An apparatus for Validating a plurality of Variable data 
including at least a yaW rate Variable, a lateral acceleration 
Variable, and a longitudinal acceleration Variable, transmit 
ted in a system comprising a ?rst processor, a second 
processor, a ?rst yaW sensor and a second yaW sensor for 
measuring Values for the yaW rate Variable, a ?rst lateral 
acceleration sensor and a second lateral acceleration sensor 
for measuring Values for the lateral acceleration Variable, 
and a longitudinal sensor for measuring Values for the 
longitudinal Variable, the apparatus comprising: 

means for transmitting one or more ?rst yaW rate Values 
from the ?rst yaW sensor to the ?rst processor; 

means for transmitting one or more second yaW rate 

Values from the second yaW sensor to the ?rst proces 

sor; 

means for transmitting one or more third yaW rate Values 
from the ?rst yaW sensor to the second processor; 

means for transmitting one or more fourth yaW rate Values 
from the second yaW sensor to the ?rst processor; 

means for transmitting one or more ?rst lateral accelera 
tion Values from the ?rst lateral acceleration sensor to 
the ?rst processor; 

means for transmitting one or more second lateral accel 
eration Values from the second lateral acceleration 
sensor to the ?rst processor; 
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means for transmitting one or more third lateral accelera 
tion Values from the ?rst lateral acceleration sensor to 
the second processor; 

means for transmitting one or more fourth lateral accel 
eration Values from the second lateral acceleration 
sensor to the ?rst processor; 

means for transmitting one or more ?rst longitudinal 
Values from the longitudinal sensor to the ?rst proces 

sor; 

means for transmitting one or more second longitudinal 
Values from the longitudinal sensor to the ?rst proces 

sor; 

means for comparing the one or more ?rst yaW rate Values 

With the one or more third yaW rate Values; 

means for comparing the one or more second yaW rate 

Values With the one or more third yaW rate Values; 

means for comparing the one or more second yaW rate 

Values With the one or more fourth yaW rate Values; 

means for comparing the one or more ?rst lateral accel 

eration Values With the one or more third lateral accel 

eration Values; 

means for comparing the one or more second lateral 
acceleration Values With the one or more third lateral 
acceleration Values; 

means for comparing the one or more second lateral 
acceleration Values With the one or more fourth lateral 

acceleration Values; and 

means for comparing the one or more ?rst longitudinal 
Values With the one or more second longitudinal Values. 

15. The apparatus of claim 14, further comprising: 

means for generating a checksum from at least the one or 
more third yaW rate Values, the one or more fourth yaW 
rate Values, and the one or fourth lateral acceleration 
Values; and 

means for generating a message comprising the checksum 
and the one or more ?rst yaW rate Values, the one or 
more second yaW rate Values, and the one or more 
second lateral acceleration Values. 

16. The apparatus of claim 14, further comprising: 

means for calculating one or more ?rst yaW acceleration 

Values; 

means for calculating one or more second yaW accelera 

tion Values; 

means for generating a checksum from at least the one or 
more third lateral acceleration Values, the one or more 
second longitudinal acceleration Values, and the one or 
more second calculated yaW acceleration Values; and 

means for generating a message comprising the checksum 
and the one or more ?rst lateral acceleration Values, the 
one or more ?rst longitudinal acceleration Values, and 
the one or more ?rst calculated yaW acceleration Val 
ues. 




