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(57) ABSTRACT 

Methods and apparatus for enforcing physical or logical 
boundaries; and targeting speci?c subscribers or groups of 
subscribers with particular content; within a network. In an 
exemplary embodiment; the network comprises a cable 
network operating according to a broadcast switched archi 
tecture (BSA); with a BSA server and a plurality of sub 
scriber premises devices. Individual ones of these devices 
are identi?ed to the server (such as via a unique identi?er); 
and this information is correlated with one or more other 
parameters in order to selectively identify physical or logical 
groups of subscribers within the broader subscriber base. 

(22) Filed; JUL 20, 2005 These other parameters may comprise; e.g.; the postal Zip 
code or telephone area code/exchange where the premises 

Publication Classi?cation device is located; or alternatively relate to anecdotal or 
statistical viewing habits of the subscriber(s). Anonymity of 

(51) Int. Cl. the subscriber’s identity; and autonomy from other data 
H04N 7/16 (2006.01) bases or sources of subscriber information; is maintained 
H04N 7/173 (2006.01) using this approach as well. 
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METHOD AND APPARATUS FOR 
BOUNDARY-BASED NETWORK OPERATION 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of Invention 

[0002] The present invention relates generally to the ?eld 
of network service and content delivery and utilization, and 
speci?cally in one aspect to accurately delivering such 
services and content to particular subsets or groupings 
Within the subscriber base of a cable television netWork. 

[0003] 2. Description of Related Technology 

[0004] Selective “targeting” and delivery of content to 
subscribers in a cable netWork is generally Well knoWn in the 
prior art. For example, it may be desirable to include certain 
types of advertising at speci?c demographic or geographic 
segments of an MSO’s subscriber base. These prior art 
approaches typically utiliZe a traditional (i.e., non-sWitched 
or cable system architecture. Speci?cally, in a typical U.S. 
cable system, doWnstream RF channels used for transmis 
sion each occupy a 6 MHZ spectral slot in the available 
bandWidth (i.e., betWeen approximately 54 MHZ and 870 
MHZ). As previously noted, deployments of the next-gen 
eration services (e.g., VOD, HD broadcast/simulcast, PVR/ 
DVR) have to share this spectrum With already established 
analog and digital cable television services including SD 
broadcasts. For this reason, the exact RF channel used for a 
given service may differ from plant to plant. HoWever, 
Within a given cable plant, all homes that are electrically 
connected to the same cable feed running through a neigh 
borhood Will receive the same doWnstream signal. For the 
purpose of managing services, these homes are grouped into 
logical aggregations or clusters typically called Service 
Groups. Homes belonging to the same Service Group 
receive their services (e. g., broadcast or VOD service) on the 
same set of RF channels. 

[0005] This architecture, hoWever, is generally not optimal 
for the delivery of targeted content, or enforcement of 
geographic or logical boundaries, since inter alia the level of 
granularity that can be achieved is very loW (i.e., there is a 
lack of precision). Geographic boundaries are not precise, 
and often do not overlap Well With the netWork distribution 
con?guration. Accordingly, it is often impossible for net 
Work operator to draW precise lines of demarcation betWeen 
different subsets or groups of its vieWers. As a simple case, 
consider Where an operator Wishes to deliver particular 
content to all of the residents of ToWn X. Depending on 
Where ToWn X is situated in proximity to its neighbors, its 
residents may be served by multiple different distribution 
nodes or hubs of a cable system. Or, certain portions of the 
ToWn may be serviced by one system operator, and other 
portions by another. This leads to very crude and imprecise 
delivery of content, With a potentially signi?cant rate of 
error (error here being de?ned as instances Where content 
should have been delivered to a particular premises but 
Wasn’t, or alternatively should not have been delivered but 
Was). 
[0006] Furthermore, many prior art targeting or boundary 
enforcement techniques are based on the concept of inser 
tion of content rather than sWitching. Speci?cally, an exist 
ing content stream has the desired content spliced into or 
inserted Within the stream before delivery to the subscribers. 
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This approach requires signi?cant processing overhead and 
complexity, due largely to the fact that precise timing 
relationships must be knoWn and preserved, lest the sub 
scriber perceive noticeable discontinuities or inconsistencies 
in programming How. 

[0007] A number of different approaches to geographic/ 
boundary enforcement and targeted content delivery (includ 
ing those described above) are evidenced prior art. For 
example, US. Pat. No. 5,988,078 to Levine issued Nov. 23, 
1999 entitled “Method and apparatus for receiving custom 
iZed television programming information by transmitting 
geographic location to a service provider through a Wide 
area network” discloses a personal computer that assists in 
the selection of television programs to be recorded at future 
times, and controls a video tape recorder to implement the 
selected recordings. An application program alloWs the 
computer to receive data representing a schedule of future 
programs. The operator can perform data base operations on 
the data to obtain listings of programs of particular interest. 
A program to be recorded is selected by moving a cursor into 
position With the display of the program listing on the 
computer. An output device generates infrared signals to 
control the video tape recorder and a cable box to tune and 
record a selected program. 

[0008] US. Pat. No. 6,029,045 to Picco, et al. issued Feb. 
22, 2000 entitled “System and method for inserting local 
content into programming content” discloses a system for 
communicating a programming data stream and a data 
stream containing pieces of local content data that are going 
to be inserted into a local content space in the programming 
data stream at some predetermined time. The programming 
data stream and the local content digital data stream are 
transmitted to a set-top box in a house of a user, the set-top 
box stores a predetermined portion of the pieces of local 
content data based on predetermined criteria, and the set-top 
box identi?es a local content space in the programming data 
stream. The set-top box may also select a particular piece of 
local content from the storing system to insert into the local 
content space in the programming data stream based on a 
plurality of predetermined preferences of the user, retrieve 
that selected piece of local content from said storage means, 
and insert that selected piece of local content into said 
programming data stream at said local content space so that 
individualiZed local content speci?c to the user of the set-top 
box is inserted into the programming data stream. 

[0009] US. Pat. No. 6,052,145 to Macrae, et al. issued 
Apr. 18, 2000 entitled “System and method for controlling 
the broadcast and recording of television programs and for 
distributing information to be displayed on a television 
screen” discloses a system for providing programming and 
other information to television vieWers for enabling them to 
control their respective television receivers. A central broad 
casting computer and associated memory gathers and stores 
the information to be provided, and broadcasts it in a 
vieWing area. An information receiver positioned in close 
proximity to the television is linked to said central broad 
casting computer to receive signals representing said infor 
mation from said central broadcasting computer. The 
received signals are converted video displays vieWable on 
the television receiver’s screen, and the user can use the 
displays to control the television receiver and other devices, 
such as video cassette recorders, used With the television 
receiver. 
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[0010] Us. Pat. No. 6,088,722 to Herz, et al. issued Jul. 
11, 2000 entitled “System and method for scheduling broad 
cast of and access to video programs and other data using 
customer pro?les” discloses a system and method for sched 
uling the receipt of desired movies and other forms of data 
from a network, Which simultaneously distributes many 
sources of such data to many customers, as in a cable 
television system. Customer pro?les are developed for the 
recipient describing hoW important certain characteristics of 
the broadcast video program, movie, or other data are to 
each customer. From these pro?les, an “agreement matrix” 
is calculated by comparing the recipient’s pro?les to the 
actual pro?les of the characteristics of the available video 
programs, movies, or other data. The agreement matrix thus 
characterizes the attractiveness of each video program, 
movie, or other data to each prospective customer. “Virtual” 
channels are generated from the agreement matrix to pro 
duce a series of video or data programming Which Will 
provide the greatest satisfaction to each customer. Feedback 
paths are also provided so that the customer’s pro?les and/or 
the pro?les of the video programs or other data may be 
modi?ed to re?ect actual usage, and so that the data doWn 
loaded to the customer’s set top terminal may be minimized. 
Kiosks are also disclosed Which assist customers in the 
selection of videos, music, books, and the like in accordance 
With the customer’s objective pro?les. See also U.S. Pat. No. 
5,758,257. 
[0011] Us. Pat. No. 6,133,910 to Stinebruner issued Oct. 
17, 2000 entitled “Apparatus and method for integrating a 
plurality of video sources” discloses a video system utilizing 
a “virtual tuner” that integrates signals from multiple video 
sources to provide a plurality of “virtual channels”, each of 
Which has both a video source and a channel associated With 
it. When a virtual channel is selected, the correct video 
source is selected and tuned to the correct channel automati 
cally. The virtual tuner may be embodied in a television or 
in a separate electronic component coupled thereto, such as 
a direct broadcast satellite receiver. Alternatively, the video 
system may be embodied in a universal remote control 
Which is capable of outputting multiple signals to multiple 
devices in response to a key depression, using either one or 
tWo signal transmitters. Channel information may also be 
doWnloaded or obtained from a database, for example, to 
customize an electronic component to receive local broad 
cast channels. 

[0012] Us. Pat. No. 6,252,634 to Yuen, et al. issued Jun. 
26, 2001 entitled “Method and apparatus for transmitting 
and doWnloading setup information” discloses multiple 
channel maps that are embedded in a television transmis 
sion. The appropriate channel map corresponding to the 
particular television service used by the vieWer is doWn 
loaded for use With the television receiver. Each channel 
map is accompanied by a channel map identi?er Which 
identi?es the source of the television transmission and 
geographic identi?er. The source of a television transmis 
sion is automatically detected by monitoring the radio 
frequency spectrum allocations of telecast stations. The 
geographic area identi?er is determined by comparison With 
a user inputted geographic area identi?er. The channel map 
having a channel map identi?er corresponding to the 
detected television transmission source and the user input 
geographic area identi?er is doWnloaded and stored for 
future use. See also U.S. Patent Application Publication No. 
20030213001. 
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[0013] Us. Pat. No. 6,446,261 to Rosser issued Sep. 3, 
2002 entitled “Set top device for targeted electronic inser 
tion of indicia into video” discloses a method of ostensibly 
anonymous targeted insertion of indicia into video broad 
casts. Individual televisions or other video reception devices 
are associated With set-top boxes that monitor the usage and 
vieWing habits of the television set or other video reception 
device. A vieWer pro?le derived from data acquired from 
said monitoring is created Wherein the vieWer pro?le indi 
cates certain characteristics about the vieWer. This pro?le is 
transmitted to a centralized database, the centralized data 
base being an intermediate link betWeen the origin of the 
video broadcast and the end vieWer. The purpose of the 
database is to link speci?c insertable indicia With matching 
speci?c vieWer pro?les. The insertable indicia are encoded 
directly into the broadcast video and re-broadcast to the end 
vieWer Where the set-top box decodes the broadcast video 
and performs insertion of the indicia. Thus, the system and 
method alloW advertisers to target speci?c ads or indicia to 
speci?c vieWing pro?les. 

[0014] Us. Pat. No. 6,463,585 to Hendricks, et al. issued 
Oct. 8, 2002 entitled “Targeted advertisement using televi 
sion delivery systems” discloses a multiple channel archi 
tecture designed to alloW targeted advertising directed to 
television terminals connected to an operations center or a 
cable headend. Program channels carry television programs. 
During commercial breaks in the television programs, 
advertisements, Which are also broadcast on the program 
channel, are displayed. HoWever, additional feeder channels 
carry alternate advertising that may be better suited for 
certain vieWing audiences. The operations center or the 
cable headend generate a group assignment plan that assigns 
the television terminals to groups, based on factors such as 
area of dominant in?uence and household income. A sWitch 
ing plan is then generated that instructs the television 
terminals to remain With the program channel or to sWitch to 
one of the alternate feeder channels during the program 
breaks. The television terminals record Which channels Were 
vieWed during the program breaks, and report this informa 
tion to the cable headends and the operations center. 

[0015] The reported information is used to generate billing 
for commercial advertisers, and to analyze vieWer Watching 
habits. The invention uses upstream data reception hard 
Ware, databases and processing hardWare and softWare to 
accomplish these functions. 

[0016] Us. Pat. No. 6,539,548 to Hendricks, et al. issued 
Mar. 25, 2003 entitled “Operations center for a television 
program packaging and delivery system” discloses an 
Operations Center for television entertainment systems that 
provide television programming to consumer homes is dis 
closed. The Operations Center organizes and packages tele 
vision programming and program information for delivery 
to and from consumer homes. The Operations Center 
includes a computerized packaging system for creating a 
program control information signal. 

[0017] Us. Pat. No. 6,728,269 to GodWin, et al. issued 
Apr. 27, 2004 entitled “Device and method for ef?cient 
delivery of redundant national television signals” discloses 
a method and apparatus of broadcasting that has a geo 
graphic identi?er memory, an overlay memory storing an 
overlay, a receiver circuit for receiving a broadcast signal 
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and a control circuit. The control circuit displays the overlay 
on the broadcast signal in response to the geographic iden 
ti?er. 

[0018] Us. Pat. No. 6,760,537 to MankovitZ issued Jul. 6, 
2004 entitled “Apparatus and method for television program 
scheduling” discloses a method of tuning television pro 
grams using a television tuner involving establishing a 
communications link betWeen a user of a television tuner 
and database of television schedule information. The data 
base is located at a site remote from the user. The user 
communicates program selection criteria to the remote site. 
A database of television schedule information is searched 
based on the program selection criteria and program iden 
ti?cation data is derived from the database, the program 
identi?cation data corresponding to television programs 
meeting the program selection criteria. The program iden 
ti?cation data is transmitted over the communications link to 
a television tuner controller. 

[0019] Us. Pat. No. 6,785,904 to Franken, et al. issued 
Aug. 31, 2004 entitled “Method and system for providing 
household level television programming information” dis 
closes a computer and internet-based system and method for 
providing television and radio programming information 
and channel assignments to users, Which is based upon a 
household level determination of a location of the user. 

[0020] Us. Pat. No. RE38,600 to MankovitZ issued Sep. 
28, 2004 entitled “Apparatus and methods for accessing 
information relating to radio television programs” an appa 
ratus and method for ordering supplemental information 
about programs playing at a broadcast receiver. The method 
includes reproducing programs from one of a plurality of 
stations, recording an identi?cation of a station and a time of 
a program, entering this information into one of a plurality 
of terminals, coupling the terminal to a depository and 
identifying a correspondence betWeen the entered station 
identi?cation and time and a program in a station log to 
obtain the desired supplemental information. 

[0021] Us. Pat. No. 6,799,326 to Boylan, III, et al. issued 
Sep. 28, 2004 entitled “Interactive television program guide 
system With local advertisements” discloses a program guide 
system in Which local advertisements may be distributed to 
interactive television program guides implemented on the 
user television equipment associated With a television dis 
tribution facility such as a cable system headend. The local 
advertisements contain information that is directed toWard 
the particular users in a local area. The local advertisements 
may be displayed When a user selects a related global 
advertisement. The local advertisements may also be dis 
played automatically by cycling global advertisements and 
local advertisements. Advertisements may be blocked based 
on content or time shifted. Policies regarding advertisement 
usage may be enforced. 

[0022] Us. Patent Application Publication No. 
20020078444 to KreWin, et al. Jun. 20, 2002 entitled “Sys 
tem and method for the scaleable delivery of targeted 
commercials” discloses a system for the delivery of targeted 
advertising Wherein a vieWer pro?ling system distributes 
vieW pro?le data to control devices. Insertion orders are 
broadcast to the control devices or and the control devices 
store selected insertion orders based on the pro?le data. 
Broadcast commercials are displayed according to the acqui 
sition ?eld of the stored insertion orders. 
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[0023] Us. Patent Application Publication No. 
20020087976 to Kaplan, et al. published Jul. 4, 2002 entitled 
“System and method for distributing video With targeted 
advertising using sWitched communication networks” dis 
closes a system and method for delivering broadcast-quality 
video With targeted advertising to vieWers over the sWitched 
communication netWork. According to one embodiment, 
program streams With appropriately inserted splice points 
are transmitted from a netWork head end node to one or more 

egress nodes via a sWitched netWork. Demographically 
targeted advertising is then inserted into the program 
streams at the egress nodes for subsequent delivery to 
individual subscribers. More speci?cally, targeted advertis 
ing is inserted in a program stream using a splicing method 
that employs adaptive synchronization to align splice points 
in the program and advertising streams that are being spliced 
together. Because the sWitched netWork only carries pro 
gram streams While advertising is inserted at the edges of the 
netWork, programs With demographically-targeted advertis 
ing can be delivered to many different subscribers Without 
the need for using the bandWidth of the sWitched netWork to 
carry a unique program and advertising stream for each 
demographic group from the head end node. In one embodi 
ment, the mechanism for delivery to the vieWer’s home or 
corporate of?ce is via existing copper (e.g., tWisted pair) or 
?ber-to-the-home (FTTH) using XDSL or Ethernet access 
technologies and the like. 

[0024] Us. Patent Application Publication No. 
20020123928 to Eldering, et al. published Sep. 5, 2002 
entitled “Targeting ads to subscribers based on privacy 
protected subscriber pro?les” discloses the monitoring sub 
scriber vieWing interactions, such as television vieWing 
interactions, and generating vieWing characteristics there 
from. At least one type of subscriber pro?le is generated 
from at least some subset of subscriber characteristics 
including vieWing, purchasing, transactions, statistical, 
deterministic, and demographic. The subscriber character 
istics may be generated, gathered from at least one source, 
or a combination thereof. Groups of subscribers are formed 
by correlating at least one type of subscriber pro?le. The 
subscriber groups may correlate to elements of a content 

delivery system (such as head-ends, nodes, branches, or set 
top boxes (STBs) Within a cable TV system). Advertisement 
pro?les are correlated to subscriber/subscriber group pro 
?les, and targeted advertisements selected for the subscrib 
ers/subscriber groups based on the correlation. The targeted 
advertisements are inserted in place of default ads in pro 
gram streams someWhere Within the content delivery system 
(head-end, node, or STB), and presented to the subscriber/ 
subscriber group via a television. 

[0025] Us. Patent Application Publication No. 
20030028888 to Hunter, et al. issued Feb. 6, 2003 entitled 
“Systems and methods for providing consumers With enter 
tainment content and associated periodically updated adver 
tising” discloses a player device for generating audio visual 
signals representative of entertainment content With adver 
tisements. The device includes a reader mechanism for 
reading entertainment content pre-recorded on a ?rst 
medium and reading advertisements pre-recorded on a sec 
ond medium, and a processor generating command signals 
inserting advertisements read by the reader mechanism from 
the second medium into entertainment content read by the 
reader mechanism from the ?rst medium. 
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[0026] US. Patent Application Publication No. 
20030126611 to Chernock, et al. published Jul. 3, 2003 
entitled “Methods and apparatus for controlling interactive 
television information and commerce services” discloses an 
apparatus for an interactive television commerce environ 
ment, acting as a central point of control and information for 
enabling and facilitating information distribution and trans 
actions in this environment. The apparatus is an element of 
an interactive television (ITV) commerce system, and 
enables the introduction of interactive commerce services in 
cable, satellite, and other broadcast netWorks. Other services 
provided include interfacing With off-line interactive adver 
tisements, historical revieW and tracking services for users, 
and providing feedback and ITV ad modi?cation capabilities 
to advertisers. The apparatus, residing at a local head end, 
can also add to or modify ads by inserting content of local 
relevance. 

[0027] US. Patent Application Publication No. 
20030221191 to Khusheim published Nov. 27, 2003 entitled 
“System and method for directed television and radio adver 
tising” discloses a method and a device that selects a 
commercial message for presentation based on user pro?le 
criteria. A programming content signal is received at a 
customer premises equipment (CPE). A stored commercial 
message is selected for presentation during presentation of 
the programming content signal. The selected commercial 
message contains summary information related to an infor 
mational content of the selected commercial message, and is 
selected based on the summary information contained by the 
selected commercial message. Each selected commercial 
message is then presented during the programming content 
signal by inserting each selected commercial message into 
the received programming content signal by presenting the 
selected commercial message in place of the programming 
content signal. Information relating to each commercial 
message presented and/or an interaction With a user can be 
recorded and sent to a central location. 

[0028] US. Patent Application Publication No. 
20040226043 to Mettu, et al. published Nov. 11, 2004 
entitled “Location enabled television” discloses a method, 
apparatus, and article of manufacture that provide the ability 
to display personaliZed information on a television. A server 
obtains vieWer-based information. The server then obtains 
customiZed information that is customized based on the 
vieWer-based information. Audio/video information is then 
multiplexed With the customized information and broadcast 
using a satellite/cable, etc. The broadcast multiplexed infor 
mation is received in a set top box (e.g., by a location logic 
application). The set top box causes the customiZed infor 
mation to be displayed on a television communicatively 
coupled to the set top box. 

[0029] Another signi?cant issue With targeting and bound 
ary enforcement Within a subscriber netWork is the need to 
maintain complete privacy and anonymity for individual 
subscribers from Which the targeting or geographic/demo 
graphic/psychographic information is obtained. Subscribers 
generally demand complete privacy regarding their vieWing 
habits, type of content vieWed, etc. Hence, any commer 
cially practical system must maintain complete privacy. In 
other types of netWork paradigms (such as video-on-de 
mand, or VOD), the subscriber’s identity and tuner location 
is essential to instantiating and delivering the requested 
content, providing “trick mode” functions, billing the correct 
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subscriber, etc. Furthermore, VOD is not a broadcast para 
digm, and hence individual streams must be instantiated and 
generated for each subscriber, adding signi?cant infrastruc 
ture and processing overhead. 

[0030] Hence, based on the foregoing, there is a distinct 
need for improved apparatus and methods that permit the 
precise and efficient enforcement of geographic, demo 
graphic, psychographic, or other logical boundaries Within 
the broadcast subscriber base of a netWork operator, as Well 
as precise targeting of certain content and advertising to 
portions of the subscriber base. Such improved apparatus 
and methods Would ideally take advantage of and leverage 
the ef?ciencies provided by a sWitched broadcast architec 
ture (in contrast to a narroWband or VOD approaches), 
including bandWidth conservation. Mechanisms to imple 
ment different types of operational and/or business rules 
Would also be provided. 

SUMMARY OF THE INVENTION 

[0031] The present invention satis?es the foregoing needs 
by providing improved apparatus and methods for targeted 
content delivery and physical and/or logical boundary 
enforcement, such as may be used in a cable or satellite 
netWork. 

[0032] In a ?rst aspect of the invention, a method of 
operating a content-based netWork is disclosed. In one 
embodiment, the netWork comprises a broadcast sWitched 
architecture (BSA) With at least one server and a plurality of 
consumer premises equipment (CPE) in direct or indirect 
signal communication thereWith, and the method comprises: 
providing each of the CPE With a parameter; correlating the 
?rst parameter With a second parameter; and selectively 
delivering content to individual ones of the CPE based at 
least in part on the act of correlating. 

[0033] In one exemplary variant, the ?rst parameter com 
prises an identi?cation value unique to the CPE (or indi 
vidual tuner thereof), and the second parameter comprises a 
postal Zip code, and the act of selectively delivering com 
prises selectively delivering ?rst content to the CPE dis 
posed Within a ?rst Zip code. The CPE identi?cation com 
prises a MAC address, Which is cryptographically hashed so 
as to prevent determining the identity or location of the 
tuner/CPE from the hashed value. 

[0034] In another variant, the ?rst parameter comprises an 
identi?cation value unique to the CPE, and the second 
parameter comprises a parameter selected from the group 
consisting of: (i) telephone area code, and (ii) telephone 
exchange, and the act of selectively delivering comprises 
selectively delivering ?rst content to the CPE disposed 
Within the area code or exchange. 

[0035] In a second aspect of the invention, a method of 
selectively delivering targeted content to individual ones or 
subsets of a plurality of CPE of a selectively sWitched 
content-based broadcast netWork comprising at least one 
server disposed at a hub of the netWork is disclosed. In one 
embodiment, the method comprises: providing each of the 
CPE With an identi?cation parameter; generating a correla 
tion betWeen the identi?cation parameter and a second 
parameter associated With the each CPE or its subscriber; 
disposing the correlation at the server; receiving at the server 
a request from one of the plurality of CPE for content; 
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determining, based at least in part on the correlation, one of 
a plurality of content to be delivered to the requesting one of 
the CPE; and delivering the one content to the requesting 
one of the CPE. 

[0036] In a third aspect of the invention, CPE adapted for 
use Within a cable netWork is disclosed. In one embodiment, 
the CPE comprises: an interface con?gured to receive 
encoded content signals from the network; processing appa 
ratus operatively coupled to the interface and adapted to 
decode the encoded signals received via the interface; and at 
least one computer program running on the CPE, the at least 
one program being adapted to generate an upstream request 
for at least one program channel for transmission to a server 

entity of the netWork, the upstream request being con?gured 
to cause the server entity to selectively sWitch certain 
content to the CPE. The CPE further comprises a unique 
identi?cation parameter, the parameter being at least part of 
the basis for the selective sWitching by the server entity. 

[0037] In one variant, the netWork comprises a broadcast 
sWitched architecture (BSA) netWork, and the computer 
program is doWnloaded to the CPE at runtime (or pre 
positioned on the CPE and accessed at boot-up). The 
upstream request from the CPE is generated only if the 
requested program channel is not currently being delivered 
to the CPE. The upstream request includes a MAC address, 
Which may be passed “in the clear” or alternatively crypto 
graphically hashed before it is sent upstream. 

[0038] In another variant, the interface comprises an RF 
tuner having Wideband tuner apparatus adapted to receive 
the encoded content signals over a plurality of the carriers in 
substantially simultaneous fashion. 
[0039] In a fourth aspect of the invention, a netWork server 
apparatus for use in a netWork is disclosed. In one embodi 
ment, the netWork comprises a cable television netWork 
having a plurality of CPE, and the apparatus comprises: a 
processor adapted to run at least one computer program 
thereon; a storage device in data communication With the 
processor, the storage device being adapted to store a 
plurality of data relating to individual ones of the CPE; and 
a computer program adapted to selectively sWitch one of a 
plurality of content options to groups of ones of the plurality 
of CPE based at least in part on the plurality of data relating 
to individual ones of the CPE. In one variant, the netWork 
comprises a broadcast sWitched architecture, and the selec 
tive sWitching is based on a correlation betWeen an identi?er 
(ID) of each of the CPE and (i) its geographic location, or 
(ii) at least one demographic associated With the subscriber 
operating the CPE. 

[0040] In a ?fth aspect of the invention, a method of 
anonymously and selectively providing content to a plurality 
of subscribers of a netWork is disclosed. In one embodiment, 
the netWork content-based netWork comprising at least one 
server and a plurality of consumer premises equipment 
(CPE) in direct or indirect signal communication thereWith, 
and the method comprises: providing each of the CPE With 
an identifying parameter; correlating the identifying param 
eter With a second parameter; and selectively delivering 
content to individual ones of the CPE based at least in part 
on the act of correlating. In this embodiment, the identity of 
the subscribers is not utiliZed (and not discoverable) as part 
of the acts of correlating or delivering. 

[0041] In a sixth aspect of the invention, a method of 
enforcing a geographic or logical boundary Within a broad 
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cast sWitched architecture (BSA) netWork is disclosed. In 
one embodiment, the BSA netWork comprises at least one 
server and a plurality of consumer premises equipment 
(CPE) in communication thereWith, the plurality of CPE 
each having an identi?cation parameter associated there 
With, and the method comprises: correlating the identi?ca 
tion parameter for at least a portion of the plurality of CPE 
With a second parameter relating to a ?rst geographic 
location of, or a logical relationship betWeen a given CPE 
and others of the at least portion; and selectively delivering 
content to individual ones of the CPE having the geographic 
location or the logical relationship. The method further 
comprises receiving a request from at least one of the 
plurality of CPE to sWitch to a given program channel; and 
Wherein the act of selectively delivering comprises selec 
tively choosing and delivering one of a plurality of possible 
broadcast content options over the requested program chan 
nel based at least in part on the request and the act of 
correlating. 
[0042] In a seventh aspect of the invention, a method of 
doing business Within a content-based netWork is disclosed. 
In one embodiment, the netWork comprises at least one 
server and a plurality of consumer premises equipment 
(CPE) in direct or indirect signal communication thereWith, 
and the method comprises: providing services to a plurality 
of subscribers associated With respective ones of the plural 
ity of CPE; providing each of the CPE With an identifying 
parameter; gathering data relating to the subscribers or the 
CPE; correlating the identifying parameter With the data; 
selectively choosing broadcast content for delivery to indi 
vidual ones of the CPE based at least in part on the data and 
the identifying parameter; and delivering the chosen content 
to the individual ones of the CPE. The identity of the 
subscribers is optionally not utiliZed (or discoverable) as 
part of the acts of correlating, choosing, or delivering. 

[0043] In an eighth aspect of the invention, a method of 
providing netWork services to one or more users of a 

content-based netWork is disclosed. In one embodiment, the 
method comprises: generating data at a ?rst location; trans 
mitting the data in a ?rst direction Within the netWork to a 
netWork node; replicating at least portions of the data via the 
node; and transmitting at least portions of the replicated data 
to at least one user of the network. In one variant, the 
netWork comprises a broadcast sWitched architecture (BSA) 
netWork having a plurality of hubs, the hubs being utiliZed 
to selectively sWitch a subset of all content available on the 
netWork to the users. Video signals or other sensor data are 
generated at local sites, and passed upstream toWard the 
hub(s), Which replicate the data and selectively sWitch it 
back to certain ones of the subscriber pool using, e.g., the 
boundary enforcement and targeting methods previously 
described. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0044] FIG. 1 is a functional block diagram illustrating an 
exemplary HFC cable netWork con?guration useful With the 
present invention. 

[0045] FIG. 1a is a functional block diagram illustrating 
one exemplary HFC cable netWork head-end con?guration 
useful With the present invention. 

[0046] FIG. 1b is a functional block diagram illustrating 
one exemplary local service node con?guration useful With 
the present invention. 
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[0047] FIG. 10 is a functional block diagram illustrating 
one exemplary broadcast switched architecture (BSA) net 
work useful with the present invention. 

[0048] FIG. 1d is a graphical illustration of exemplary 
redundant viewership data associated with a typical imple 
mentation of a broadcast switched architecture (BSA). 

[0049] FIG. 2 is a logical ?owchart illustrating a ?rst 
embodiment of the boundary enforcement/targeting meth 
odology according to the present invention, in the context of 
the BSA of FIG. 10. 

[0050] FIGS. 2a-2d are graphical representations of exem 
plary source and correlation table data structures useful with 
the present invention. 

[0051] FIG. 3 is a graphical representation of the meth 
odology of FIG. 2, showing selective enforcement of bound 
aries to two (2) target groups for both content-based pro 
grams and advertising. 

[0052] FIG. 4 is a functional block representation of an 
exemplary software architecture including a Boundary 
Enforcement Switching and Targeting (BEST) software 
entity, according to the present invention. 

[0053] FIG. 5 is a functional block diagram illustrating an 
exemplary network server device (including BEST entity) 
according to the invention. 

[0054] FIG. 6 is a functional block diagram illustrating an 
exemplary CPE device according to the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0055] Reference is now made to the drawings wherein 
like numerals refer to like parts throughout. 

[0056] As used herein, the terms “user channel” and 
“program channel” are all generally synonymous with the 
concept of a perceived stream of information. For example, 
a program/user channel might comprise “Channel 3” which 
carries the content of a given network (e.g., NBC). This is 
to be distinguished from a physical channel, which is used 
to physically carry and distribute the content, which may for 
example comprise one or more QAMs within a given 
portion of the RF spectrum of a cable system. 

[0057] As used herein, the term “QAM” refers to modu 
lation schemes used for sending signals over cable networks. 
Such modulation scheme might use any constellation level 
(eg QAM-l6, QAM-64, QAM-256 etc.) depending on 
details of a cable network. A QAM may also refer to a 
physical channel modulated according to the schemes. 

[0058] As used herein, the term “Service Group” refers to 
either a group of service users (e.g. subscribers) or the 
resources shared by them in the form of entire cable RF 
signals, only the RF channels used to receive the service or 
otherwise treated as a single logical unit by the network for 
resource assignment. 

[0059] As used herein, the terms “MSO” or “multiple 
systems operator” refer to a cable, satellite, or terrestrial 
network provider having infrastructure required to deliver 
services including programming and data over those medi 
ums. 
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[0060] As used herein, the terms “network” and “bearer 
networ ” refer generally to any type of telecommunications 
or data network including, without limitation, hybrid ?ber 
coax (HFC) networks, satellite networks, telco networks, 
and data networks (including MANs, WANs, LANs, 
WLANs, intemets, and intranets). Such networks or portions 
thereof may utiliZe any one or more different topologies 
(e.g., ring, bus, star, loop, etc.), transmission media (e.g., 
wired/RF cable, RF wireless, millimeter wave, optical, etc.) 
and/or communications or networking protocols (e.g., 
SONET, DOCSIS, IEEE Std. 802.3, ATM, X.25, Frame 
Relay, 3GPP, 3GPP2, WAP, SIP, UDP, FTP, RTP/RTCP, 
H.323, etc.). 
[0061] As used herein, the term “head-end” refers gener 
ally to a networked system controlled by an operator (e.g., 
an MSO) that distributes programming to MSO clientele 
using client devices. Such programming may include liter 
ally any information source/receiver including, inter alia, 
free-to-air TV channels, pay TV channels, interactive TV, 
and the Internet. DSTBs may literally take on any con?gu 
ration, and can be retail devices meaning that consumers 
may or may not obtain their DSTBs from the MSO exclu 
sively. Accordingly, it is anticipated that MSO networks may 
have client devices from multiple vendors, and these client 
devices will have widely varying hardware capabilities. 
Multiple regional head-ends may be in the same or different 
cities. 

[0062] As used herein, the terms “client device” and “end 
user device” include, but are not limited to, personal com 
puters (PCs) and minicomputers, whether desktop, laptop, or 
otherwise, set-top boxes such as the Motorola DCT2XXX/ 
SXXX and Scienti?c Atlanta Explorer 2XXX/3XXX/ 
4XXX/6XXX/8XXX series digital devices, personal digital 
assistants (PDAs) such as the Apple Newton®, “Palm®” 
family of devices, handheld computers, personal communi 
cators such as the Motorola Accompli or V710, J2ME 
equipped devices, cellular telephones, wireless nodes, or 
literally any other device capable of interchanging data with 
a network. 

[0063] Similarly, the terms “Customer Premises Equip 
ment (CPE)” and “host device” refer to any type of elec 
tronic equipment located within a customer’s or user’s 
premises and connected to a network. The term “host 
device” refers generally to a terminal device that has access 
to digital television content via a satellite, cable, or terres 
trial network. The host device functionality may be inte 
grated into a digital television (DTV) set. The term “cus 
tomer premises equipment” (CPE) includes such electronic 
equipment such as set-top boxes, televisions, Digital Video 
Recorders (DVR), gateway storage devices (Furnace), and 
ITV Personal Computers. 

[0064] As used herein, the term “network agent” refers to 
any network entity (whether software, ?rmware, and/or 
hardware based) adapted to perform one or more speci?c 
purposes. For example, a network agent may comprise a 
computer program running in server belonging to a network 
operator, which is in communication with one or more 
processes on a CPE or other device. 

[0065] As used herein, the term “application” refers gen 
erally to a unit of executable software that implements a 
certain functionality or theme. The themes of applications 
vary broadly across any number of disciplines and functions 
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(such as on-demand content management, e-commerce 
transactions, brokerage transactions, home entertainment, 
calculator etc.), and one application may have more than one 
theme. The unit of executable softWare generally runs in a 
predetermined environment; for example, the unit could 
comprise a doWnloadable Java XletTM that runs Within the 
JavaTM environment. 

[0066] As used herein, the term “computer program” is 
meant to include any sequence or human or machine cog 
niZable steps Which perform a function. Such program may 
be rendered in virtually any programming language or 
environment including, for example, C/C++, Fortran, 
COBOL, PASCAL, assembly language, markup languages 
(e.g., HTML, SGML, XML, VoXML), and the like, as Well 
as obj ect-oriented environments such as the Common Object 
Request Broker Architecture (CORBA), JavaTM (including 
J2ME, Java Beans, etc.) and the like. 

[0067] The term “component” in the context of software 
refers generally to a unit or portion of executable softWare 
that is based on a related set of functionalities. For example, 
a component could be a single class in JavaTM or C++. 
Similarly, the term “module” refers generally to a loosely 
coupled yet functionally related set of components. 

[0068] As used herein, the term “server” refers to any 
computerized component, system or entity regardless of 
form Which is adapted to provide data, ?les, applications, 
content, or other services to one or more other devices or 

entities on a computer netWork. 

[0069] As used herein, the term “boundary” refers to, 
Without limitation, any actual, geographic, logical, or virtual 
boundary or implementation rule as speci?ed by one or more 
criteria. For example, a geographic boundary may be speci 
?ed by one or more postal Zip codes, telephone area codes/ 
exchanges, or the like. Alternatively, a logical boundary or 
rule may be speci?ed by membership in an organiZation, 
subscription to a particular service, or the like. 

OvervieW 

[0070] The present invention comprises, inter alia, meth 
ods and apparatus for selectively enforcing one or more 
“boundary” conditions Within a netWork (such as, e.g., a 
cable television netWork), as Well as providing for very 
selective and targeted delivery of content, advertising, and 
data. This enforcement and targeting can advantageously be 
provided in a completely anonymous fashion. 

[0071] In one aspect of the invention, a mechanism is 
provided Whereby a netWork entity (e.g., the sWitching 
softWare of a cable netWork MSO) can determine one or 
more parameters or values associated With individual CPE 
(or groups of CPE), for purposes of, inter alia, content 
management and/ or bandWidth or channel allocation. In one 
embodiment, the aforementioned determination is per 
formed via a tabular reference table or similar data structure 
composed of a list of cryptographically hashed identi?ers for 
CPE (including individual tuners Within a given CPE) and 
their classi?cation or logical grouping, as designated by 
speci?c criteria. For example, certain CPE may be grouped 
according to location, such as by postal Zip code, school 
district or region, etc. Alternatively, CPE can be identi?ed 
and classi?ed according to demographic or logical group 
ings Which may or may not relate to location, such as for 
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example membership in certain organizations or subscrip 
tion services, certain vieWing habits, and so forth 

[0072] The exemplary softWare of the invention utiliZes 
these values to enable or disable a service stream to that 
particular CPE/tuner (as Well as potentially others sharing 
common traits or criteria), and/or provide other functional 
ity. This overcomes the de?ciencies in the prior art relating 
to the lack of highly selective delivery of content/ services by 
providing a means to deliver select services or content over 
the HFC netWork to a highly targeted audience based on one 
or more service group parameters, all While maintaining 
complete anonymity of the subscribers. This anonymity is 
provided in the exemplary embodiment by, inter alia, use of 
the aforementioned cryptographic hash, coupled With an 
optional “opaque” variable Which carries information relat 
ing to the CPE of the hash With Which it is associated. The 
hash and opaque variable frustrate de-encryption or reverse 
engineering of the individual subscriber’s identity or speci?c 
location. 

[0073] The present invention also advantageously over 
comes the prior art disability of requiring an association With 
a physical netWork topology or architecture for providing 
targeted delivery and boundary enforcement; the approach 
of the present invention is substantially agnostic to the 
netWork topology, thereby alloWing signi?cant ?exibility 
and use With multiple different netWorks. 

[0074] The present invention ?nds particular utility in the 
context of so-called “broadcast sWitched architecture” 
(BSA) cable systems, for example alloWing for boundary 
based program/ service delivery and targeted advertising via 
the installed infrastructure (e.g., hubs) of the BSA system. 
Notably, BSA systems make available to subscribers only 
selected program channels, as opposed to ?ooding each 
subscriber (and each portion of the netWork infrastructure) 
With all of the program channels furnished by the system, as 
in prior art content delivery netWorks. Speci?cally, the BSA 
netWork provides program channels on an as-needed basis 
using selective hub-based sWitching, these channels being 
selected to serve the subscribers in the same “neighborhood” 
requesting those channels. This approach alloWs for signi? 
cant conservation of the ?nite bandWidth available in the 
netWork infrastructure. 

[0075] The present invention also discloses the concept of 
intrinsic or “autonomous” intelligence Within a sWitched 
netWork (such as the BSA netWork previously referenced). 
Speci?cally, the distribution server(s) used in the netWork 
can have knoWledge of group membership, as Well as other 
attributes relating to the group or individual CPE) Without 
consulting any external or secondary sources such as billing 
or subscriber databases. This autonomous intelligence is 
also advantageously anonymous from the standpoint that the 
server’s knoWledge of this group membership (and other 
attributes) relies on no such external sources Which speci? 
cally identify the subscriber(s). Rather, the only information 
used is the aforementioned hash (and opaque variable), 
neither of Which alloW personal description of a subscriber 
or their premises on a stored, retrievable basis. 

[0076] Improved netWork server and CPE apparatus 
capable of implementing the aforementioned boundary 
enforcement and targeting methodologies are also described, 
as Well as mechanisms to implement operational and/or 
business rules during system operation. 
































