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int Foo (int a) ( 

intx; 
inty=0; 
intz=0; 

else p = &x; 

q = p; //1 

if (z = 0) {/l 2 
printf ("Value of *q is %d \n". *q) ;//3 
return *q ; 

return 0; 

FIG.1 
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int Foo (int a) { 

intx;inty=0; 
int 2 = 0; 

int *p, *q; 
p=&y; 
q = &z; 

/* if (a) { 
*p = 0 ; 

z = 1 ‘ 

} 
else */ p = &x; 

q = p; //‘I 

if (z = O) {/l 2 

printf ("Value of *q is %d \n", *q) ;//3 
return *q; 

FIG. 4 
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SYSTEM AND METHOD FOR STATIC ANALYSIS 
USING FAULT PATHS 

BACKGROUND 

[0001] 1. Technical Field 

[0002] The present invention relates to evaluation of pro 
gram, and more particularly to systems and methods Which 
determine program soundness. 

[0003] 2. Description of the Related Art 

[0004] The soundness of analyses and algorithms has been 
a cornerstone in programming languages. A static analysis is 
said to be sound When the data How information that it 
produces is guaranteed to be true on all program execution. 
Foundational theories like Meet-Over-All-Paths (MOAP) 
and Abstract Interpretation are the basis for sound static 
analysis. 
[0005] Unfortunately, scalability becomes an issue When 
implementing precise and sound static analysis. Soundness 
of static analysis is extremely important for many applica 
tions, including code generation and code transformation. 
On the other hand, there are applications of static analysis 
Where soundness is not very critical, such as for tracking 
bugs and defects. One can potentially construct a very 
simple and fast unsound static analysis to compute data How 
information. Unfortunately, unsound static analysis can pro 
duce misleading data How information, and in the context of 
bug ?nding tools, can potentially generate many false nega 
tives and false positives. 

[0006] Traditional static analysis based on foundational 
theories like the Meet-Over-All-Paths (MOAP), Maximal 
Fixed Point (MFP), and Abstract Interpretation may guar 
antee soundness of the static analysis. A static analysis is 
said to be sound When the data How information that it 
produces is guaranteed to be true on all program execution. 
Soundness of static analysis is extremely important and 
critical for many applications of static analysis, such as code 
generation and optimiZation. There are applications of static 
analysis for Which one can sacri?ce soundness. For example, 
one can do aWay With soundness for ?nding bugs and 
defects. 

[0007] A negative consequence of loosing soundness in 
such applications is increased reporting of false negatives. In 
softWare diagnosis, as in medical diagnosis, there are tWo 
kinds of error that can occur. A false positive is When there 
is no bug, but the results of the diagnosis come back as 
positive. A false negative is When there is actually a bug, but 
the results of diagnosis come back as negative. If a static 
analysis is unsound, the number of false negatives and 
sometimes even the number of false positives can be 
increased. 

[0008] One major stumbling block in (sound) static analy 
sis is the tradeolf betWeen scalability and precision of the 
analysis. Typically, a scalable analysis is often less precise. 
Precision of the analysis has direct impact on the number of 
false positives. Precise static analysis often reduces the 
number of false positives. 

[0009] Doing aWay With the soundness property of static 
analysis has been proposed to achieve scalability. In one 
such method, random interpretation is used for solving 
certain data How problems and the resulting solution is not 

Jan. 18, 2007 

necessarily sound With respect deterministic MOAP. 
Another technique Was presented in the context of model 
checking in SLAM for localiZing faults in error traces by 
exploiting existence of correct traces. Delta debugging uses 
a correct program and a series of changes to the program to 
isolate the fault that caused the error. 

[0010] A static analysis tool called PSE Was employed to 
diagnose softWare failures. Given minimal information 
about a particular program failure, PSE automatically recon 
structed a set of failing execution traces. PSE requires the 
speci?cation of the failure in the form of type state infor 
mation. An unsound pointer analysis Was proposed Which 
assumed that pointers passed into a procedure, in param 
eters, in global variables, and locations reachable from 
variables are all distinct. 

[0011] Unsound static analysis techniques have been used 
on a number of bug patterns in programs for detecting such 
patterns. Unsound static analysis techniques have also been 
employed for ?nding a class of error-handling mistakes that 
arise from an improper release of resources. 

[0012] Program slicing is another technique that is useful 
for detecting bugs and defects. A program slice is a set of all 
program statements that affect the value of a variable. In 
dynamic slicing only those statements that affect a particular 
test case are considered. Slicing focuses on ?nding state 
ments that affect a particular value of a variable. 

SUMMARY 

[0013] The present invention is directed to address the 
question of hoW unsound is the data How information 
generated by an unsound static analysis, and is it possible to 
distinguish betWeen What is true from What is false using an 
unsound analysis. 

[0014] A system and method for analyZing a program 
includes determining possible bug paths in a program based 
on statistical analysis of test cases. A static analysis is then 
performed only on the possible bug paths. The bugs are then 
located in the program. 

[0015] Another method for analyZing a program includes 
determining a degree of unsoundness that can be tolerated 
for data How information in a program and performing a 
static analysis on less than all possible paths based upon the 
degree of unsoundness. The data How information is com 
puted only on those paths that trigger a possible bug or 
defect, based on statistics, to ?nd the bugs and defects in the 
program. 

[0016] In alternate embodiments, the degree of unsound 
ness may be checked by measuring a distance betWeen 
reference data and data of the program being considered. 
The distance may include a hamming distance. The step of 
performing a static analysis on less than all possible paths 
may include performing a meet over possible bug paths 
(mobp) analysis. The step of performing a meet over pos 
sible bug paths (mobp) analysis may include determining 
possible bug paths based on statistics of type and location of 
bugs in test case programs. The test case programs may 
include unit tests and/or regression tests. The method may 
further comprise determining fault locations in the program 
using a fault localiZation algorithm. 

[0017] A system for determining faults in a program, 
includes a determination module Which identi?es possible 
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bug paths in a program based on statistical analysis of test 
cases. A static analysis module performs a static analysis 
only on the possible bug paths identi?ed by the determina 
tion module, and a fault localiZation module locates the bugs 
in the program. 

[0018] These and other objects, features and advantages 
Will become apparent from the following detailed descrip 
tion of illustrative embodiments thereof, Which is to be read 
in connection With the accompanying draWings. 

BRIEF DESCRIPTION OF DRAWINGS 

[0019] The disclosure Will provide details in the folloWing 
description of preferred embodiments With reference to the 
folloWing ?gures Wherein: 

[0020] FIG. 1 depicts programming code for an illustrative 
program for demonstrating aspects of the present invention; 

[0021] FIGS. 2A-2D depict points-to graphs using differ 
ent techniques for the example program of FIG. 1; 

[0022] FIG. 3 is a diagram shoWing a spectrum for 
unsoundness and conservativeness; 

[0023] FIG. 4 depicts the programming code of FIG. 1 
having paths comment out to provide for an unsound analy 
sis in accordance With an illustrative embodiment of the 
present invention; 

[0024] FIG. 5 is a block/?oW diagram shoWing a system/ 
method for analyzing a program using an unsound static 
analysis in accordance With one embodiment of the present 
invention; and 

[0025] FIG. 6 is a block diagram shoWing a system for 
analyZing a program using an unsound static analysis in 
accordance With another embodiment of the present inven 
tion. 

DETAILED DESCRIPTION OF PREFFERED 
EMBODIMENTS 

[0026] Embodiments of the present invention determine 
soundness and conservativeness of programs and access 
their impact on static program analysis. In a particularly 
useful embodiment, failed test cases are employed to deter 
mine possible bug paths Within a program. These bug paths 
are then employed for computing data How information for 
the program. The systems and methods disclosed herein may 
be employed to more ef?ciently determine bugs and defects 
in softWare programs. 

[0027] Embodiments of the present invention can take the 
form of an entirely hardWare embodiment, an entirely soft 
Ware embodiment or an embodiment including both hard 
Ware and softWare elements. In a preferred embodiment, the 
present invention is implemented in softWare, Which 
includes but is not limited to ?rmware, resident softWare, 
microcode, etc. 

[0028] Furthermore, the present invention can take the 
form of a computer program product accessible from a 
computer-usable or computer-readable medium providing 
program code for use by or in connection With a computer 
or any instruction execution system. The program can also 
be generated automatically from other programs. One 
approach may also be applied to ?nd bugs in the computer 
program that generated the program. For the purposes of this 
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description, a computer-usable or computer readable 
medium can be any apparatus that may include, store, 
communicate, propagate, or transport the program for use by 
or in connection With the instruction execution system, 
apparatus, or device. The medium can be an electronic, 
magnetic, optical, electromagnetic, infrared, or semiconduc 
tor system (or apparatus or device) or a propagation 
medium. Examples of a computer-readable medium include 
a semiconductor or solid state memory, magnetic tape, a 
removable computer diskette, a random access memory 
(RAM), a read-only memory (ROM), a rigid magnetic disk 
and an optical disk. Current examples of optical disks 
include compact disk-read only memory (CD-ROM), com 
pact disk-read/Write (CD-R/W) and DVD. 

[0029] A data processing system suitable for storing and/ 
or executing program code may include at least one proces 
sor coupled directly or indirectly to memory elements 
through a system bus. The memory elements can include 
local memory employed during actual execution of the 
program code, bulk storage, and cache memories Which 
provide temporary storage of at least some program code to 
reduce the number of times code is retrieved from bulk 
storage during execution. Input/output or I/O devices 
(including but not limited to keyboards, displays, pointing 
devices, etc.) may be coupled to the system either directly or 
through intervening I/O controllers. 

[0030] NetWork adapters may also be coupled to the 
system to enable the data processing system to become 
coupled to other data processing systems or remote printers 
or storage devices through intervening private or public 
netWorks. Modems, cable modem and Ethernet cards are just 
a feW of the currently available types of netWork adapters. 

[0031] Referring noW to the draWings in Which like 
numerals represent the same or similar elements and initially 
to FIG. 1, an illustrative “C” program is shoWn to demon 
strate and compare pointer analysis techniques. The program 
may be in C++ or any other kind of language, including e. g., 
Java, Fortran, etc. Pointer analysis of the program code of 
FIG. 1 Will be employed as an example to discuss unsound 
ness of data How information. 

[0032] Referring to FIGS. 2A and 2B, points-to graphs 
obtained by the Steensgard algorithm (see e.g., Bjarne 
Steensgaard. Points-to analysis in almost linear time. in The 
23rd Symposium on Principles of Programming Languages, 
pages 32-41, 1996) and by Anderson’s algorithm (see e.g., 
L. O. Andersen. Program analysis and specialiZation for the 
C programming language. Technical report, PhD thesis, 
DIKU, University of Copenhagen, May 1994), respectively, 
are presented for the code shoWn in FIG. 1. 

[0033] Both algorithms are How insensitive, sound and 
conservative. Steensgard’s algorithm has (almost) linear 
time complexity Whereas Anderson’s algorithm has cubic 
time complexity. Notice that Anderson’s algorithm gives a 
more precise ansWer than Steensgard’s algorithm. Using 
?oW sensitive analysis one can compute a more precise 
points-to graph than Anderson’s algorithm. FIG. 2C illus 
trates the points-to graph at statement 2 (“//2” in FIG. 1), 
obtained using a How sensitive analysis. Notice that the 
graph is more precise than the Anderson algorithm. The 
points-to graph of FIG. 2C is an accurate model of the 
run-time behavior of the piece of code in FIG. 1, assuming 
all paths are feasible. The points-to graph of FIGS. 2A and 
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2B are conservative because of extra points-to edges, such 
as q—>Z. An unsound pointer analysis algorithm, for 
example, can produce a points-to graph as shoWn in FIG. 
2D. The points-to graph of FIG. 2D is not correct (that is, it 
is unsound) because of the missing points-to edge q—>y. 

[0034] Conservativeness Versus Unsoundness 

[0035] Meet over all paths (MOAP) may be the best or the 
most precise summary of data How information that can be 
computed using static analysis. Let “actual” be the actual or 
the ideal data How information at a program point, let 
“moap” be the meet over all path solution, and let “ssa” be 
the sound static analysis solution. Then, the folloWing 
relation holds: 

ssaéS moap é Sactual 

[0036] The relation 2 indicates a sound, but “less accu 
rate” or “conservative” partial order relation. In the context 
of pointer analysis, less accurate or conservative points-to 
information includes “extra” or “redundant” points-to rela 
tions. There have been many attempts to reduce the “gap” 
betWeen ssa and moap. Path sensitive data How analysis, for 
instance, attempts to obtain accurate ssa solutions by 
attempting to analyZe all paths, and in the presence of loops 
there can be in?nite number of such paths. Even for pro 
grams Without loops the number of paths can be exponential, 
and hence such path sensitive static analyses are prohibi 
tively expensive. One can also reduce the “gap” betWeen 
moap and actual using tricks like elimination of infeasible 
paths, and thereby compute only a meet over all feasible 
paths solution. 

[0037] Turning to the unsound solutions end of the spec 
trum. Unlike conservative data How information, Which 
includes “extra” or “unnecessary” information, such as extra 
points-to relations, in unsound data How information there is 
“missing” data How information, such as missing points-to 
relations. This can happen in several Ways in an unsound 
analysis. For example, if a static analysis uses ?xed-point 
iteration, With initial optimistic assumption, then an early 
termination of the iteration can give rise to an unsound 
result. 

[0038] consider the Anderson’s algorithm for computing a 
How insensitive points-to graph for the piece of code in FIG. 
1. When processing the statement q=p, processing may 
prematurely terminate all the points-to nodes that p points to, 
When updating the points-to edges for q. 

[0039] Let unsound(k) denote unsound data How informa 
tion, Where k is a parameter that denotes the “distance” of 
unsound information from the actual. Let in denote 
“unsound partial order”. Then, the folloWing relation is 
presented: 

actual éuunsound?c) é uunsound(Z) 

[0040] Where, kédl, where id is a “distance relation”. 

[0041] The relation in means that there is some missing 
data How information in unsound(k) When compared to 
actual. In other Words, actual is “less unsound” than 
unsound(k). In the case of pointer analysis, it can be intu 
itively stated that unsound(k) has k missing points-to infor 
mation When compared to actual. Consider the points-to 
graph shoWn in FIG. 2D. This graph is unsound(2), since 
tWo of the actual points-to edge, pQy and qQy, are missing 
from the graph. 
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[0042] In one embodiment, hamming distance may be 
employed to de?ne the degree of unsoundness and conser 
vativeness. Bit strings may be employed to encode data How 
information. For instance, a bit may be associated for each 
pair of variables (x, y) at a particular point p in a program. 
If x points to y, the bit is set to 1; otherWise, the bit is set to 
0. Given tWo data How information, D1 and D2, encoded 
using bit strings, the data How hamming distance (DFHD) 
can be de?ned for D1 and D2 as the number of places Where 
the bits dilfer. For example, let D=011001 and let D=111010, 
then DFHD betWeen D1 and D2 is 3. 

[0043] Unfortunately, the DFHD does not distinguish 
betWeen unsoundness and conservativeness. In pointer 
analysis, conservativeness adds “extra” spurious points-to 
relations, Whereas unsoundness “eliminates” useful points 
to relations. 

[0044] Consider once again the above bit string example 
D1=011001, and consider only those bit positions Whose 
value is 0, that is D1[0],D1[3], and D1[4]. The correspond 
ing positions in D2 include D2[0]=1, D2[3]=0, and D2[4]=1. 
At bit positions 0 and 4, D2 is more conservative that D1, 
since corresponding to these tWo bit positions D2 includes a 
points-to relation When compared to D1. The conservative 
data How hamming distance (CDFHD) of D2 from D1 is 2. 
NoW, consider in D1 those bit positions Whose value is 1, 
that is, D1[1], D1[2], and D1[5]. The corresponding posi 
tions in D2 include D2[1]=1, D2[2]=1, and D[5]=0. At the 
bit position 5, D2 is unsound When compared to D1, and 
unsound data How hamming distance (UDFHD) of D2 from 
D1 is 1. Keep in mind that unsoundness and conservative 
ness are relative terms and are complements of each other. 
If D2 has an UDFHD of 1 from D1, then D1 has a CDFHD 
of 1 from D2. Observe also that DFHD=CDFHD+UDFHD. 

[0045] Meet Over Possible Bug Paths 

[0046] Referring to FIG. 3, in general it is impossible to 
statically compute “actual”, or for that matter moap for most 
non-trivial data How problems. In FIG. 3, a spectrum of 
conservativeness and unsoundness is illustratively shoWn. A 
reason for having unsoundness is that not all paths have been 
examined. Unsoundness may be examined With respect to a 
speci?c application, e.g., that of ?nding bugs and defects. 
Using sound static analysis, all paths can be analyZed. Static 
analysis algorithms are sound With respect to moap. Also, 
the data How information is merged at control How join 
points. 
[0047] A consequence of analyZing all paths and the 
subsequent merging of information is increased conserva 
tiveness of the data How information. From the perspective 
of bug detection, the more conservative the data How 
information is, the higher the number of false positives. 
Bugs do not usually occur on all paths, but occur only on 
certain paths (bugs that occur on all paths are easy to ?nd 
and ?x, so such bugs are of lesser concern). 

[0048] Advantageously, the data How information can be 
computed only on those paths that trigger the bug. This Will 
reduce the number of false positives. Notice that the result 
ing data How information Will be unsound With respect to 
moap and even “actual”. 

[0049] Meet over possible bug paths (mobp) can be 
de?ned similarly to moap, except that the data How infor 
mation is computed only on possible bug paths. Therefore, 
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one could say that mobp éuc unsound(k), Where the subscript 
uc stands for unsound and conservative. 

[0050] FIG. 3 illustrates the relationship betWeen different 
kinds of sound and unsound data How information. The 
unsound static analysis (usa) usaéL10 mobp, may include 
“extra” or “unnecessary” data How information compared to 
mobp. Given a sound static data How analysis algorithm that 
computes some data How information ssa', a similar unsound 
static data How analysis algorithm can be constructed that 
computes the corresponding usa' such that the amount of 
unsoundness in usa' is extremely small. In other Words, in 
the context of pointer analysis, usa' is almost the same ssa', 
except a feW missing points-to edges. 

[0051] Notice that usa' is unsound With respect to ssa'. 
Such unsound algorithms can be determined using a proba 
bilistic approach for certain classes of data How problems. 

[0052] Possible bug paths are preferably determined using 
test cases. Both unit tests and regression tests provide hints 
for identifying possible bug paths. The test cases that fail for 
a program for computing the possible bug paths can be used. 
Let T be the set of test cases that fail for a program P. Let 
Pt be the projection (that is, coverage) of the P With respect 
to T. Pt can be used as the bug paths and standard (sound) 
data How analysis algorithms can be applied to compute data 
How information and use the result to detect possible bugs. 

[0053] Considering the example program shoWn in FIG. 1 
and the folloWing unit test case: 

int main( ) { 
Foo(0) ; 

[0054] The test case Will fail because the variable x is 
uninitialized and *q is aliased With x. The coverage of this 
test case is given beloW. The pieces of code that Will not be 
exercised by the test case Were commented out as shoWn in 

FIG. 4 (and indicated by /* . . . */ characters). NoW, if a How 
sensitive data How analysis is applied to the program in FIG. 
4, We obtain the points-to graph illustrated in FIG. 2D at 
statement 2. Note that the points-to is sound With respect to 
the projected code shoWn in FIG. 4, even though the 
points-to graph is unsound With respect to the original code 
shoWn in FIG. 1. One can use the resulting data How analysis 
for fault localiZation. 

[0055] Unsound static analysis tools may be developed, 
e.g., based on BEAM (see, e.g., Daniel Brand in “A softWare 
falsi?er”, in 11th International Symposium on Software 
Reliability Engineering, 2000) Within the context of testing 
environment and service center (aka BugZilla) environment. 

[0056] In accordance With one embodiment, Whenever a 
test case fails or When a bug report is registered, the tool 
creates the bug’s path and then applies the BEAM analysis 
to automatically generate a possible diagnosis for the defects 
and register the diagnosis as part of defect. Ultimately, a user 
can use the BEAM diagnosis to localiZe the fault or could 
tailor BEAM further to help isolate the fault. 

[0057] Unsoundness and conservativeness impact on the 
application of static analysis, such as bug detection. Meet 
over possible bug paths can be used With failed test cases to 
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identify possible bug paths and use only these paths for 
computing data How information. A frameWork may be built 
that integrates testing and static analysis to ?nd bugs in 
programs in accordance With the present invention. 

[0058] Referring to FIG. 5, a block/?oW diagram shoWing 
a system/method for debugging programs is illustratively 
shoWn. In block 110, a degree of unsoundness and conser 
vativeness for data How information that can be tolerated for 
a given program is determined. For example, is the program 
demands a highly accurate result or is considered extremely 
important, the unsoundness that could be tolerated may be 
very loW. The unsoundness may be based on user-selected 
criteria or a user selected degree of unsoundness for the 
program. Altemately, the degree of unsoundness may be 
determined by objective criteria. In one embodiment, sound 
ness (or unsoundness) may measured by measuring a dis 
tance, e.g., a hamming distance, betWeen reference data 
(ideal data) and actual data received from an unsound 
instance or program being considered. 

[0059] In one example, bit strings may be employed to 
encode data How information. For instance, a bit may be 
associated for each pair of variables (x, y) at a particular 
point p in a program. If x points to y, the bit is set to 1; 
otherwise, the bit is set to 0. Given tWo data How informa 
tion sets, D1 and D2, encoded using bit strings, the data How 
hamming distance (DFHD) can be de?ned for D1 and D2 as 
the number of places Where the bits dilfer. For example, let 
D1=0ll00l and let D2=lll0l0, then DFHD betWeen D1 
and D2 is 3. 

[0060] In block 112, a meet over possible bug paths 
(mobp) analysis is performed. A reason for having unsound 
ness is that not all paths have been examined. Unsoundness 
may be examined With respect to a speci?c application, e.g., 
that of ?nding bugs and defects. A consequence of analyZing 
all paths and the subsequent merging of information is 
increased conservativeness of the data How information. 
From the perspective of bug detection, the more conserva 
tive the data How information is, the higher the number of 
false positives. Bugs do not usually occur on all paths, but 
occur only on certain paths (bugs that occur on all paths are 
easy to ?nd and ?x, so such bugs are of lesser concern). 

[0061] In block 114, the data How information is com 
puted only on those paths that possibly trigger a bug. This 
Will reduce the number of false positives. Meet over possible 
bug paths (mobp) can be de?ned similarly to moap, except 
that the data How information is computed only on possible 
bug paths. Bug paths may be determined by testing the 
program and using statistical analysis to determine the most 
likely bug paths. 

[0062] In block 114, using the unsound static analysis 
(usa) approach (e.g., not all paths are computed) compute 
some data How information using a probabilistic approach 
for certain classes of data How problems. In block 116, 
possible bug paths are preferably determined using test 
cases. Both unit tests and regression tests provide hints for 
identifying possible bug paths. The test cases that fail for a 
program for computing the possible bug paths can be used. 
Let T be the set of test cases that fail for a program P. Let 
Pt be the projection (that is, coverage) of the P With respect 
to T. Pt can be used as the bug paths and standard (sound) 
data How analysis algorithms can be applied to compute data 
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?oW information and use the result to detect possible bugs. 
One can use the resulting data How analysis for fault 
localiZation. 

[0063] In block 118, data How is computed over the 
identi?ed possible bug/defect paths. Whenever a test case 
fails or When a bug report is registered, the bug’s path is 
created and then an analysis is applied to automatically 
generate a possible diagnosis for the defects and register the 
diagnosis as part of the defect. In block, 120, a user may 
employ a fault localiZation algorithm or tool to determine a 
type and location of a fault or bug. In one example, a BEAM 
diagnosis is employed to localiZe the fault or to help isolate 
the fault. In block 122, bug are ?xed or otherWise addressed. 

[0064] Referring to FIG. 6, a system 200 for determining 
faults in a program is illustratively shoWn. System 200 may 
include any computer system or network, be included in a 
program storage device, etc. System 200 may include the 
appropriate interfaces to permit user interactivity With the 
system, or system 200 may include a stand alone tool that 
functions independently from user interaction. 

[0065] A program 202 may be input to system 200 for a 
static analysis in accordance With the present invention. 
System 200 may include a compiler or other processing 
equipment that is capable of analyZing programs. 

[0066] A determination module 204 identi?es possible 
bug paths in a program based on statistical analysis of test 
cases 206 (test case models/statistics). Statistics on Which 
portions of programs or Which types of code typically 
generate faults may be employed. In one embodiment, a 
previous version of the same program may be used or the 
same version of the program may be used. Test cases may 
include e.g., unit tests and/or regression tests. 

[0067] A static analysis module 208 performs a static 
analysis only on the possible bug paths identi?ed by the 
determination module 204. This may include a meet over 

possible bug paths analysis. In one embodiment, a degree of 
unsoundness is determined to dictate hoW the unsound static 
analysis (usa) is performed. 

[0068] Once analyZed a fault localiZation module 210 
locates the bugs in the program. The fault localiZation 
module 210 may perform a BEAM analysis, for example. 
The bugs or defects may then be corrected by a user or by 
the system or by another program or system. Fault local 
iZation module 210 may provide diagnostics 212 for ?xing 
or classifying bugs or defects in the program. 

[0069] Having described preferred embodiments of a sys 
tem and method for static analysis using fault paths (Which 
are intended to be illustrative and not limiting), it is noted 
that modi?cations and variations can be made by persons 
skilled in the art in light of the above teachings. It is 
therefore to be understood that changes may be made in the 
particular embodiments disclosed Which are Within the 
scope and spirit of the invention as outlined by the appended 
claims. Having thus described aspects of the invention, With 
the details and particularity required by the patent laWs, What 
is claimed and desired protected by Letters Patent is set forth 
in the appended claims. 
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What is claimed is: 
1. A method for analyZing a program, comprising the 

steps of: 

determining possible bug paths in a program based on 
statistical analysis of test cases; 

performing a static analysis only on the possible bug 
paths; and 

locating the bugs in the program. 
2. The method as recited in claim 1, Wherein the step of 

determining includes performing a meet over possible bug 
paths (mobp) analysis Which includes determining possible 
bug paths based on statistics of type and location of bugs in 
test cases. 

3. The method as recited in claim 2, Wherein the test case 
programs include unit tests and/or regression tests. 

4. The method as recited in claim 1, further comprising 
determining fault locations in the program using a fault 
localiZation algorithm. 

5. A computer program product comprising a computer 
useable medium including a computer readable program for 
analyZing a softWare program, Wherein the computer read 
able program When executed on a computer causes the 
computer to perform the steps of: 

determining possible bug paths in a program based on 
statistical analysis of test cases; 

performing a static analysis only on the possible bug 
paths; and 

locating the bugs in the program. 
6. The computer program product as recited in claim 5, 

Wherein the step of determining includes performing a meet 
over possible bug paths (mobp) analysis Which includes 
determining possible bug paths based on statistics of type 
and location of bugs in test cases. 

7. The computer program product as recited in claim 5, 
Wherein the test case programs include unit tests and/or 
regression tests. 

8. The computer program product as recited in claim 5, 
further comprising determining fault locations in the pro 
gram using a fault localiZation algorithm. 

9. A method for analyZing a program, comprising the 
steps of: 

determining a degree of unsoundness that can be tolerated 
for data How information in a program; 

performing a static analysis on less than all possible paths 
based upon the degree of unsoundness; 

computing the data How information only on those paths 
that trigger a possible bug or defect, based on statistics, 
to ?nd the bugs and defects in the program. 

10. The method as recited in claim 9, Wherein the degree 
of unsoundness is checked by measuring a distance betWeen 
reference data and data of the program being considered. 

11. The method as recited in claim 9, Wherein the distance 
includes a hamming distance. 

12. The method as recited in claim 9, Wherein the step of 
performing a static analysis on less than all possible paths 
includes performing a meet over possible bug paths (mobp) 
analysis. 

13. The method as recited in claim 12, Wherein the step of 
performing a meet over possible bug paths (mobp) analysis 
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includes determining possible bug paths based on statistics 
of type and location of bugs in test case programs. 

14. The method as recited in claim 13, Wherein the test 
case programs includes unit tests and/or regression tests. 

15. The method as recited in claim 9, further comprising 
determining fault locations in the program using a fault 
localiZation algorithm. 

16. A computer program product comprising a computer 
useable medium including a computer readable program for 
analyZing a softWare program, Wherein the computer read 
able program When executed on a computer causes the 
computer to perform the steps of: 

determining a degree of unsoundness for data How infor 
mation in a softWare program; 

performing a static analysis on less than all possible paths 
based upon the degree of unsoundness; 

computing the data How information only on those paths 
that trigger a bug or defect to ?nd the bugs in defects 
in the softWare program. 

17. The computer program product as recited in claim 16, 
Wherein the degree of soundness is checked by measuring a 
distance betWeen reference data and data of the softWare 
program being considered. 

18. The computer program product as recited in claim 16, 
Wherein the distance includes a hamming distance. 

19. The computer program product as recited in claim 16, 
Wherein the step of performing a static analysis on less than 
all possible paths includes performing a meet over possible 
bug paths (mobp) analysis. 

20. The computer program product as recited in claim 19, 
Wherein the step of performing a meet over possible bug 
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paths (mobp) analysis includes determining possible bug 
paths based on statistics of type and location of bugs in test 
case programs. 

21. The computer program product as recited in claim 20, 
Wherein the test case programs includes unit tests and/or 
regression tests. 

22. The computer program product as recited in claim 16, 
further comprising determining fault locations in the soft 
Ware program using a fault localiZation algorithm. 

23. A system for determining faults in a program, com 
prising: 

a determination module Which identi?es possible bug 
paths in a program based on statistical analysis of test 
cases; 

a static analysis module Which performs a static analysis 
only on the possible bug paths identi?ed by the deter 
mination module; and 

a fault localiZation module Which locates the bugs in the 
program. 

24. The system as recited in claim 23, Wherein the 
determination module includes a meet over possible bug 
paths (mobp) analysis program Which determines possible 
bug paths based on statistics of type and location of bugs in 
failed test cases. 

25. The system as recited in claim 23, Wherein the test 
case programs include unit tests and/or regression tests. 

26. The system as recited in claim 23, Wherein the fault 
localiZation module performs a BEAM analysis. 

* * * * * 


